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Private Range Query in Key-Value Databases

JunpPEl KawaMoTo! and MASATOSHI YOSHIKAWA 1

In this paper, we introduce a new private range query method in key-value
type database. Existing PIR (Private Information Retrieval) approaches have
two limitations: it supports only equal queries but range queries; the key at-
tribute used to query processing must be unique. Our approach, on the other
hands, guarantees private range queries and allows tuples having a same value
of the key attribute against frequency analysis attacks. For these properties,
we add perturbations to both key attributes and queries, and encrypt them.
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Trusted Client
New tuple: (k, v) TK()

Transformed tuple: (TK(k), v)
Database Server

HiH

Query: q TQ(

Transformed query: TQ(q)

01 0000O0o00oOooooOooooooooooDo
Fig.1 Query transformation by trusted client scheme of IPP method.
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Fig.4 Transformation algorithm for Key attribute values.
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Fig.5 Transformation algorithm for queries.
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Table 1 Comparison of necessary memory size.
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Fig.7 Comparison of querying time between IPP method and Bucketization.
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Fig.8 Comparison of necessary memory size between IPP method and Bucketization.
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Fig.9 Relation between the numbers of servers and query processing times.
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