
Doctoral Dissertation

Extension of Blind Quantum
Computation

Yuichi Sano

Department of Nuclear Engineering
Kyoto University





Abstract

Quantum computers, which can perform calculations that classical
computers cannot, are in great demand by many people nowadays.
Quantum computers are too expensive for them to own, and there-
fore, users may want to delegate their calculations to quantum cloud
servers offered by developers. However, the quantum server is not
necessarily honest. Thus, the security of the delegation protocol is
an important issue. If the users can encrypt the input/output and
the computation algorithm, the quantum server cannot know any-
thing about the user’s calculations. An art called blind quantum
computation protocol has been developed to achieve this purpose.
In this thesis, we aim to improve the blind quantum computation
protocols so that users with lower computational power can enjoy
higher security.

We first try to extend single-server blind quantum computation
protocols. In single-server protocols, a user interacts with a single
quantum server. The single-server blind quantum computation pro-
tocols proposed thus far are based on a measurement-based quantum
computation. In contrast, our new protocol employs a circuit-based
quantum computation. We construct the protocol by combining
gate teleportation and quantum one-time pad. Since the protocol
is circuit-based, various discussions based on the quantum circuit
model, such as error correction codes, can be directly applied. We
also show the potential to reduce the number of qubits used com-
pared to existing protocols.

We then focus on extending the multi-server blind quantum com-
putation protocols. In those protocols, a user delegates computations
to multiple servers. These protocols prevent server fraud by allow-
ing multiple quantum servers to monitor each other and, as a result,
require users to have only classical capabilities. In the known proto-
cols, however, classical communication between servers is forbidden.
We relax this restriction and develop a blind quantum computation
protocol that is secure even if some servers communicate classically
after the computation. Our results allow a quantitative assessment of
the useful period of the blind quantum computation protocol under
certain assumptions.



Finally, we examine how far the restrictions of multi-server blind
quantum computation protocols can be relaxed. The restrictions
imposed on quantum servers in multi-server blind quantum compu-
tation protocols are quite strong and are desirable to be weakened
as much as possible. We show that it is difficult to go beyond our
results above by comparing the limitation with that of the user’s re-
striction about single-server blind quantum computation protocols.
The results show a link between single-server and multi-server blind
quantum calculations.
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Chapter 1

Introduction

1.1 Background and Motivation

As quantum theory differs significantly from classical physics, the
various applications in quantum computation and quantum cryptog-
raphy, where it is applied, also differ significantly from their classical
counterparts. However, while such differences are well-known today
as many meaningful applications have been found, they were not
necessarily obvious in the 1920s and 1930s when quantum theory
was formulated [4–6]. It was in the 1980s that quantum theory was
recognized to have the potential to apply computer science and cryp-
tography. In 1982, Feynman pointed out the usefulness of quantum
computers by claiming that a computer based on quantum theory
is needed to simulate quantum systems [7]. In 1983, Wiesner pro-
posed quantum money as an effective use of quantum states in the
field of cryptography [8], and the basic idea of this quantum money
led to Bennett and Brassard’s proposal for quantum key distribu-
tion (QKD) in 1984 [9]. Following these groundbreaking ideas, vari-
ous useful quantum algorithms and quantum cryptographic protocols
were proposed.

Quantum algorithms were shown to be capable of solving various
problems efficiently. After Feynman’s proposal, Deutsch and Jozsa
found the first important algorithm [10]. In 1985, Deutsch published
an idea of a quantum Turing machine and the algorithmic basis of
Deutsch’s algorithm [11]. The advent of the Deutsch–Jozsa algo-
rithm, a generalization of Deutsch’s algorithm, revealed that there
are problems that can be efficiently solved by a quantum computer
but not by a deterministic classical computer. Then, in 1993, Bern-
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stein and Vazirani clearly formalized the notion of a quantum Tur-
ing machine. In addition, they proposed an algorithm, called the
Bernstein–Vazirani algorithm, which enables us to separate the class
of problems that a stochastic classical computer can solve [12]. Then,
in 1994, Shor published prime factorization algorithm [13, 14], one
of the monumental works of quantum algorithms inspired by the
quantum Fourier transform [12] and Simon’s algorithm [15]. Shor’s
algorithm made a huge public impact as it can crack the RSA cryp-
tosystem, a widely used public-key cryptosystem, if it will be physi-
cally implemented [16]. Then in 1996, another algorithm that made
quantum computers famous, Grover’s algorithm, was developed [17].
Grover’s algorithm is a search algorithm that finds the required data
from an unstructured database. Although it is a quadratic speedup,
it achieves an optimum computational complexity that is strictly
unattainable on a classical computer [18]. Furthermore, since 1997,
a series of quantum simulation algorithms, as predicted by Feyn-
man, have been proposed to simulate quantum systems [19–22]. In
the 2000s, the quantum walk-search algorithm [23,24], a generaliza-
tion of Grover’s algorithm, and the Harrow-Hassidim-Lloyd (HHL)
algorithm [25], an efficient inverse matrix computation algorithm,
and their applications were proposed. In recent years, quantum sin-
gular value transformation (QSVT) was found. This theory shows
that major quantum algorithms such as Shor’s algorithm, Grover’s
algorithm, quantum simulation, and the HHL algorithm can be un-
derstood in a unified way using singular value transformations of
matrices [26, 27].

Another major pillar of applications is quantum cryptography. At
first glance, quantum states and cryptographic protocols seem to
have nothing to do with each other. However, quantum states have
interesting properties regarding their information, such as the no-
cloning theorem [28–30], the preparation uncertainty relation [31,32],
and the information disturbance theorem [33–35]. These properties
prohibit the complete extraction of information from a single quan-
tum state, and therefore using quantum states to exchange infor-
mation is considered resistant to attack from adversaries. As men-
tioned above, the first quantum cryptographic protocol is quantum
money [8], which uses the no-cloning theorem to create money to-
kens in a quantum state. The next protocol proposed was the BB84
protocol [9] for QKD, one of the most successful applications of quan-
tum theory. The E91 protocol using EPR pairs was then proposed

2



by Ekert [36]. The protocol was shown to be equivalent to the BB84
protocol by transforming it in a proper way. Therefore, the E91
protocol which is easy to analyze offers security as strong as the
BB84. A device-independent QKD (DIQKD) was proposed based
on these QKD, which has the remarkable property of guaranteeing
safety no matter how the devices are implemented [37–40]. Classical
cryptography techniques such as leftover hash lemma have also been
applied in quantum cryptography [41]. However, classical cryptog-
raphy itself has not been used to preserve the information-theoretic
security of quantum cryptography. In recent years, combining clas-
sical cryptography and quantum states has led to the development
of cryptographic protocols that can not be performed using classical
cryptography alone under computational security [42–49]. Therefore,
quantum information is becoming increasingly important not only in
quantum key distribution but also in the field of cryptography.

Finally, the history of the development of blind quantum compu-
tation is reviewed. As mentioned above, quantum computation and
cryptography are applications based on quantum theory but have
developed separately. Bling quantum computation is a sort of their
combination. As classical computers became widespread, the impor-
tance of delegating calculations was highlighted. Users with no or
little computing power delegate their calculations to a server with
high computing power, and the server performs the calculations on
their behalf. This scheme is the same concept as what we now call
cloud computing services. The problem with this scheme is the confi-
dentiality of the user’s information [50–52]. The earliest user security
idea in quantum computers was parallel to classical computers [53].
That is, it focuses on how the user can hide the input against the
quantum server.

In 2005, Childs proposed blind quantum computation protocols
with stronger security than classical homomorphic cryptography [54].
A blind quantum computation protocol is a quantum delegated com-
putation in which the quantum server can learn neither only the
user’s input data nor the calculation algorithm, except for LP(X),
the size of the calculation. We define a blind quantum computation
protocol in the following:

Definition 1.1 (Blind Quantum Computation Protocol). Consider
a delegation protocol P that can perform quantum computations
executed by any polynomial-size quantum circuit. We denote the
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quantum circuit, an input to the protocol, by X ∈ {0, 1}∗. Let
LP(X) be defined as the size of the quantum circuit executed by the
server when the input to the protocol P is X. We call the delegation
protocol P as a blind quantum computation protocol if it satisfies
the following conditions:

1. For any X1 and X2 such that LP(X1) = LP(X2), the probability
distributions of the classical information obtained by the server
during the protocol P for each input are identical.

2. For inputs such that the probability distributions of the classical
information obtained by the server during the execution of pro-
tocol P are identical, the quantum states obtained by the server
are indistinguishable.

Childs proposed protocol is for a user with a weak quantum com-
puter to perform universal quantum computation with blindness. His
ideas to hide the input ....from the quantum server are similar to
quantum money and QKD. Note that Childs protocol requires chang-
ing the encryption key at every quantum gate to hide the algorithm,
thus needs a large amount of quantum memory.

The next protocols proposed were the Aharonov, Ben-Or, and
Eban protocols based on quantum authentication schemes (QAS)
[55]. Their protocol has reduced the quantum memory requirement
of Childs protocol to three qubits. Nevertheless, users still need
quantum memory to maintain multiple qubits for encryption.

Then Broadbent, Fitzsimons, and Kashfi proposed a blind quan-
tum computation protocol based on a measurement-based quantum
computation (BFK protocol) [56]. The measurement-based quantum
computation is completely parallel to circuit-based quantum compu-
tation, with resources as quantum computation in the measurement
part [57, 58]. The BFK protocol does not require quantum memory
from the user. That is, the user can run the blind quantum com-
putation protocol as long as they have the ability to create a single
qubit and execute any single qubit gate and the quantum commu-
nication capability to send the qubit to the server. A protocol was
subsequently proposed by Morimae and Fujii (MF protocol), which
replaced state preparation with measurement [59]. Moreover, sur-
prisingly, it has been shown that user capacity is likely to be unable to
be further reduced [60,61]. However, no known blind quantum com-
putation protocols using circuit-based quantum computation could
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be performed with the same user capabilities as the BFK protocol.
Another important blind quantum computation protocol is the

blind quantum computation protocol with multiple quantum servers
[62,63]. A multi-server blind quantum computation (MBQC) proto-
col is one in which a classical user interacts with multiple quantum
servers to delegate a computation. MBQC protocols do not require
any quantum ability from the user, unlike the single-server blind
quantum computation (SBQC) protocols. Therefore, MBQC proto-
cols are more accessible to most users who can perform only classical
computations. However, for those MBQC protocols to be secure,
multiple quantum servers must share entangled quantum states. In
addition, they are prohibited from communicating with each other
at all. This restriction on the server of the MBQC protocols is quali-
tatively different from the capabilities required of users of the SBQC
protocols. In fact, while the users can easily check their own capa-
bilities, they cannot confirm if the servers honestly follow the no-
communication rule. Whereas the limits of the user capabilities of
the SBQC protocols are known, the limits of the server constraints
of the MBQC protocols have not been known yet.

1.2 Our Work

Our work has solved the open problems described in the previous
section:

1. we have developed a circuit-based blind quantum computation
protocol that users can run without quantum memory,

2. we have developed the MBQC protocol with relaxed restrictions
imposed on quantum servers,

3. we have proved the limits of the MBQC protocol constraints and
their relation to SBQC protocol.

1.2.1 Extension of Single-server Blind Quantum
Computation

We have extended a circuit-based blind quantum computation proto-
col for the protocol that users can use without quantum memory [3].
We prove the following theorem in Chapter 3:
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Theorem 1.2 (Informal). Protocol 1 (in p. 60) is a blind quantum
computation protocol in which a user without any quantum memory
can delegate computations to a single server.

Whereas users do not need quantum memory in measurement-
based blind quantum computation protocols such as the BFK and
MF protocols, all circuit-based blind quantum computation proto-
cols proposed thus far require users to have quantum memory. Childs
protocol requires quantum memory for users, as it can not be imple-
mented without informing the server of T gates, which is essential
for universal quantum computation. We have proposed a method
whereby gate teleportation and additional quantum states could be
used as resources to execute T gates without informing the server.
Furthermore, using circuit like brickwork states, a method of con-
structing quantum circuits inspired by the BFK protocol, informa-
tion on the structure of quantum circuits can be hidden from the
quantum server. Using these techniques, we developed a circuit-
based blind quantum computation protocol that users can use with-
out quantum memory.

1.2.2 Extension of Multiple-server Blind Quan-
tum Computation

We have extended the MBQC protocol, making it safe for some quan-
tum servers to communicate after the computation is finished [2]. We
prove the following theorem in Chapter 4:

Theorem 1.3 (Informal). Protocol 2 (in p. 73) is a multiple-server
blind quantum computation protocol in which some servers are al-
lowed to communicate after computation.

The MBQC protocols in previous studies prohibit any communi-
cation between servers. Restrictions on this server continue to be
imposed after the delegated calculations have been completed. As
this very strong restriction is difficult to impose, the protocol may
leak some information in its practical use. We have proposed the
MBQC protocol that relaxes this restriction. First, we extend the
original two-server MBQC protocol to N -server one. To further elim-
inate information about the structure of the quantum circuit, we
encrypted the quantum circuit using a circuit like brickwork states.
Next, we developed a new quantum gate encryption method called
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dummy gate, which allows information to be leaked from any N − 1
server out of N servers. Finally, we have extended the X gate en-
cryption method for hiding output for N servers. These techniques
ensure that our protocols remain blind even when N − 1 servers in
N servers perform classical/quantum communication after computa-
tion. Note, however, that any server-to-server communication is still
prohibited during the calculation.

1.2.3 Limitation of Blind Quantum Computation

We have proved the limits on the communication restrictions im-
posed on the servers of MBQC protocols [1]. We prove the following
theorem in Chapter 5:

Theorem 1.4 (Informal). The MBQC protocols that allow com-
munication between servers after computation are equivalent to the
SBQC protocols that classical users can execute.

As mentioned above, it is known that there is likely to be no
SBQC protocol that is executable by classical users [60, 61]. This
means that there may not even be an MBQC protocol with which
any servers can communicate classically with each other after compu-
tation/during computation, so this theorem represents a limitation
of MBQC protocols.

1.3 Structure of this thesis

This thesis is organized as follows: In Chapter 2, we review the funda-
mentals of quantum theory and quantum computation, furthermore
introduce some blind quantum computation protocols. In Chapter 3,
we propose our new circuit-based blind quantum computation proto-
col based on [3]. In Chapter 4, we propose a more accessible MBQC
protocol based on [2], which would relax the restrictions imposed on
quantum servers. In Chapter 5, we analyze the limitations of the
MBQC protocol limits based on the discussion in [1]. In Chapter 6,
we summarize our results and discuss future works.
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Chapter 2

Preliminaries

This chapter provides the preliminaries needed for later chapters.
First, we review the axioms of the quantum theory underlying quan-
tum computation and discuss some of the properties that can be de-
rived from them. Then, we introduce the fundamentals of quantum
computation, central to our research, and conclude with an overview
of blind quantum computation.

2.1 Quantum Theory

We introduce the fundamental postulates that constitute the quan-
tum theory, providing the basis for our understanding of quantum
computing. We consider only finite-dimensional quantum systems in
this thesis.

2.1.1 State

First, let us begin with a quantum state.

Postulate 2.1 (State). An isolated quantum system has a Hilbert
space H, and its quantum state is represented as a unit vector |ψ⟩
of the Hilbert space.

The simplest but the most important physical system is a qubit
system. In quantum computation, the basis for qubit systems is the
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following computational basis:

|0⟩ =

[
1
0

]
, (2.1)

|1⟩ =

[
0
1

]
. (2.2)

Any single qubit state can be expressed as follows:

|ψ⟩ = α |0⟩ + β |1⟩ , (2.3)

where α and β are complex numbers satisfying |α|2 + |β|2 = 1. This
condition is equivalent to the state being a unit vector. This is
because being a unit vector means that its norm (induced by inner
product) equals one.

We call α and β amplitudes/probability amplitudes. We discuss
why we call them probability amplitudes after describing quantum
measurements.

As seen from Equation (2.3), quantum states can become super-
position states. In other words, classical bits/states have only deter-
ministic values, whereas qubits/states do not necessarily have deter-
ministic values. This property is important in quantum computation
and quantum cryptography.

2.1.2 Evolution

We then consider how the state changes.

Postulate 2.2 (Evolution). The evolution of a closed quantum sys-
tem is described by unitary transformations of states. That is, the
relationship between the state |ψ⟩ at time t1 and the state |ψ′⟩ at
time t2 of the same system is written by a unitary operator U which
depends only on times t1 and t2 as follows:

|ψ′⟩ = U(t1, t2) |ψ⟩ . (2.4)

A unitary operator describing the evolution of a quantum state
is a complex square matrix U satisfying UU † = U †U = I. In other
words, a unitary operator is necessary for a closed quantum system
to remain in a quantum state after its evolution, i.e., it is a unit
vector. This is obvious as unitary operators map a basis to another.
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We present the Pauli and Hadamard gates as examples of the
specific time evolution of the qubit system. The Pauli gates/matrices
are defined by the following matrices:

I ≡
[
1 0
0 1

]
, (2.5)

X ≡
[
0 1
1 0

]
, (2.6)

Y ≡
[
0 −i
i 0

]
, (2.7)

Z ≡
[
1 0
0 −1

]
. (2.8)

(2.9)

The Pauli gates are orthogonal in the Hilbert-Schmidt inner product
and form a basis for the 2× 2 complex matrices. Let us examine the
time evolution induced by each operator. Firstly, identity operator
I represents the constant operation, i.e., the state does not change:

I |ψ⟩ =I(α |0⟩ + β |1⟩)
=α |0⟩ + β |1⟩
= |ψ⟩ .

(2.10)

The Pauli X gate can be considered an operation corresponding to
a classical bit flip that swaps |0⟩ and |1⟩:

X |ψ⟩ =X(α |0⟩ + β |1⟩)
=α |1⟩ + β |0⟩ . (2.11)

The Pauli Z gate is an operation called a phase flip, which has no
counterpart in classical bit manipulation:

Z |ψ⟩ =Z(α |0⟩ + β |1⟩)
=α |0⟩ − β |1⟩ . (2.12)

The Pauli Y gate can then be considered a continuous execution of
the Z and X gates, except for the global phase, from Y = iXZ.

The Hadamard gate H is a unitary operator represented by the
following matrix:

H =
1√
2

[
1 1
1 −1

]
. (2.13)
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The Hadamard gate can be understood as one that creates a super-
position state. Executing on the |0⟩ state of the Hadamard gate leads
to the |+⟩ = 1√

2
(|0⟩ + |1⟩) state, which is an invariant state of the

Pauli X gate. Similarly, executing on the |1⟩ state of the Hadamard
gate leads to the |−⟩ = 1√

2
(|0⟩−|1⟩) state, which is the intrinsic state

of the Pauli X gate.

2.1.3 Measurement

In this subsection, we consider measurements to obtain information
on quantum systems.

Postulate 2.3 (Quantum measurement). Quantum measurement is
described by a set of measurement operators {Mn}, which satisfies
the following completeness equation:∑

n

M †
nMn = I. (2.14)

The index n of the measurement operator Mn represents a mea-
surement output. When a measurement {Mn} is performed on a
quantum state |ψ⟩, the probability that the measurement output is
n is given by

p(n) = ⟨ψ|M †
nMn |ψ⟩ . (2.15)

The state after the measurement given that the outcome is n is

Mn |ψ⟩√
⟨ψ|M †

nMn |ψ⟩
. (2.16)

In classical physics, the output of a measurement is determined
before the measurement is made, whereas in quantum theory, the
measurement changes the state, and the output is stochastic. The
measurement operator satisfies the completeness equation consistent
with that measurement is a stochastic act of obtaining the output,
as follows: ∑

n

p(n) =
∑
n

⟨ψ|M †
nMn |ψ⟩

= ⟨ψ|
∑
n

M †
nMn |ψ⟩

= ⟨ψ| I |ψ⟩
=1.

(2.17)
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One example of a measurement in a qubit system is a measure-
ment using the computational basis. The measurement operators for
measurement by computational basis are the following two operators:

M0 = |0⟩ ⟨0| =

[
1 0
0 0

]
, (2.18)

M1 = |1⟩ ⟨1| =

[
0 0
0 1

]
. (2.19)

It is easy to see that these operators are Hermitian and satisfy the
completeness equation. We consider the case where state |ψ⟩ =
α |0⟩+β |1⟩ is measured on the computational basis. From Postulate
2.3, the probability of obtaining output 0 is

p(0) = ⟨ψ|M †
0M0 |ψ⟩

=(α ⟨0| + β ⟨1|) |0⟩ ⟨0| (α |0⟩ + β |1⟩)
=|α|2.

(2.20)

Similarly, the probability of obtaining output 1 is p(1) = |β|2. There-
fore, the probability amplitude squared is the probability. This is
why we call it the probability amplitude. In addition, the states after
each measurement are

M0 |ψ⟩
|α|

=
α

|α|
|0⟩ , (2.21)

M1 |ψ⟩
|β|

=
β

|β|
|1⟩ . (2.22)

These states are equal to |0⟩ and |1⟩ except for the global phase.
Thus, it can be seen that the quantum states are projected by M0

and M1 to |0⟩ and |1⟩, respectively.

Projective Measurement

We generalize measurements that project to a computational basis
to projective measurements.

Definition 2.4 (Projective Measurement). A projective measure is
described by an observable M , which is Hermitian on the target state
space. The observable has a spectral decomposition

M =
∑
m

mPm, (2.23)
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where Pm is the projector on to the eigenspace of M with eigenvalue
m. The set of measurement operators is {Pm}.

A projective measurement is clearly part of quantum measure-
ment. We show later that projective measurement is equivalent to
quantum measurement.

The measurement probabilities and the state after measurement
by the projector Pm are as follows:

p(m) = ⟨ψ|Pm |ψ⟩ , (2.24)

and
Pm |ψ⟩√
p(m)

. (2.25)

These equations are equal to Equations (2.15) and (2.16), using the
projector’s properties P †

m = Pm and P 2
m = Pm.

A measurement using the aforementioned computational basis {M0,M1}
is a projective measurement. Because the measurement operator M0

is also a projector as follows:

M †
0 = (|0⟩ ⟨0|)† = |0⟩ ⟨0| = M0, (2.26)

M 2
0 = (|0⟩ ⟨0|)2 = |0⟩ ⟨0| = M0. (2.27)

Similarly, the measurement operator M1 is a projector.

POVM Measurement

A projective measurement gives us an intuitive understanding of
measurement, but we can also consider more general measurements.
For example, what measurement should be considered when distin-
guishing between states |0⟩ and |+⟩? It can be seen that these states
cannot be completely distinguished by any binary projection mea-
surement. Suppose that a binary projection measurement {P0, P+}
can distinguish between two states. The assumption can be rewritten
as follows:

⟨0|P0 |0⟩ = 1, (2.28)

⟨+|P+ |+⟩ = 1. (2.29)

However, no projective measurement satisfies these equations and a
completeness equation simultaneously.
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How about considering a three-output measurement that has a
third output called indistinguishable as an alternative? In other
words, the measurement is such that the state is always |0⟩ when the
output is 0, the state is always |+⟩ when the output is +, and the
state can be either when the output is indistinguishable. The mea-
surement operators corresponding to these measurement outputs are
as follows:

M0 ≡λ |−⟩ ⟨−| , (2.30)

M+ ≡λ |1⟩ ⟨1| , (2.31)

Mindistinguishable ≡
√
I −M †

0M0 −M †
+M+, (2.32)

where λ is a complex number satisfying 0 ≤ |λ|2 ≤
√
2

1−
√
2
. The

probability of obtaining output 0 on the state |+⟩ is

p(0) = ⟨+|M †
0M0 |+⟩

=

√
2

1 −
√

2
⟨+| |−⟩ ⟨−| |+⟩

=0.

(2.33)

Similarly, the probability of obtaining output + on the state |0⟩ is
zero. This measurement is not a projective measurement. Thus,
quantum measurements include measurements that are not projec-
tive measurements. Such general measurements are called POVM
measurements, and the operators Em ≡ M †

mMm corresponding to
the measurement outputs are called POVM elements. From the com-
pleteness equation, it follows that∑

m

Em =
∑
m

M †
mMm = I. (2.34)

A POVM measurement can be said to focus only on measurement
probability. In other words, when considering an operator that re-
turns a non-negative value less than or equal to 1 for any state, such
an operator is a POVM operator. The set of POVM operators {Em}
such that the sum of probabilities is one is called a POVM.

2.1.4 Composite System

Until now, quantum systems consisting of a single system have been
considered. How would the physics of a composite system consisting
of several systems be described?
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Postulate 2.5 (Composite system). The state space of a composite
system is described by the tensor product of the individual state
spaces. In a composite system consisting of n quantum systems,
when the quantum state of each state space is |ψi⟩, the quantum state
of the composite system is described by |ψ1⟩ ⊗ |ψ2⟩ · · · ⊗ |ψn⟩. Such
a state is called a separable state. In addition, there are quantum
states where multiple states are entangled, as follows:

|Ψ⟩1,2,...,n =
∑
i,j,k

qi,j,k |i⟩1 |j⟩2 . . . |k⟩n , (2.35)

where qi,j,k denotes a probability amplitude, |i⟩1 denotes a state of
system 1, |j⟩2 denotes a state of system 2, and |k⟩n denotes a state
of system n. Such a state is called a entangled state.

In Postulate 2.5, we write the state of the composite system as
|ψ1⟩ ⊗ |ψ2⟩ · · · ⊗ |ψn⟩, but as a more compact notation we also use
|ψ1ψ2 · · ·ψn⟩.

The Bell states are an important example of composite qubit sys-
tems. The Bell states are the four maximum entanglement states on
the two qubits system C2 × C2 as follows:

|Ψ+⟩ =
1√
2

(|00⟩ + |11⟩), (2.36)

|Ψ−⟩ =
1√
2

(|00⟩ − |11⟩), (2.37)

|Φ+⟩ =
1√
2

(|01⟩ + |10⟩), (2.38)

|Φ−⟩ =
1√
2

(|01⟩ − |10⟩). (2.39)

These four Bell states form a complete orthonormal system of a
two-qubit system. In addition, the measurement using the Bell ba-
sis {|Ψ+⟩ ⟨Ψ+| , |Ψ−⟩ ⟨Ψ−| , |Φ+⟩ ⟨Φ+| , |Φ−⟩ ⟨Φ−|} are called the Bell
measurement.

One of the most significant results in quantum theory is that Bell
states are quantum states that violate Bell’s inequality [64–67]. The
violation of Bell’s inequality by Bell states indicates that local realism
cannot describe quantum theory. In contrast, classical physics is
based on local realism, highlighting yet another difference between
quantum theory and classical physics.

16



|ψ⟩ H

|Ψ+⟩
X Z |ψ⟩

Figure 2.1: Quantum circuit of quantum teleportation

An important use of the Bell states is quantum teleportation [68–
70]. Quantum teleportation is a protocol that allows Alice and Bob,
who share the EPR pair |Ψ+⟩ = 1√

2
(|00⟩+|11⟩), one of the Bell states,

to communicate quantum states using only classical communication.
Quantum teleportation plays an essential role in blind quantum com-
putation, quantum cryptography, and quantum repeater/quantum
communication [71, 72]. The quantum circuit representing quantum
teleportation is shown in Figure 2.1.

Definition 2.6 (Quantum teleportation). Alice has a quantum state
|ψ⟩ ∈ C2, and Alice and Bob share the EPR state |Ψ+⟩. We call the
following protocol quantum teleportation:

Step 1. Alice makes the Bell measurement to the qubit she has of
the EPR pair and the quantum state she wants to send.

Step 2. Alice sends the measurement output to Bob.

Step 3. Bob executes one of the Pauli gates according to the mea-
surement output.

The bell state also plays other vital roles in the superdense coding
plotocol [73] and the E91 protocol [36].

2.1.5 Indirect Measurement Model

We show how we implement any measurement using a projective
measurement and indirect measurement model. First, a new exter-
nal system, the ancilla system, is added to the measured system.
The following unitary operators can be consisted for a measurement
{Mm}m that we want to perform:

U |ψ⟩t |0⟩a =
∑
m

Mm |ψ⟩t |m⟩a , (2.40)
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where the index t denotes the system to be measured and the index a
denotes the ancilla system, and {|m⟩a}m is CONS of the ancilla sys-
tem. Then, a projective measurement P is performed on the created
state. Using the projector P a

m ≡ |m⟩ ⟨m|a for the ancillary system,
the projector P ta

m ≡ It ⊗ |m⟩ ⟨m|a for the whole system can be con-
structed. The measurement probabilities p(m) using the projection
measurement {P ta

m } subjected to the projectors Pm are calculated as
follows:

p(m) = ⟨ψ|t ⟨0|a U
†P ta

mU |ψ⟩t |0⟩
=

∑
m′,m′′

⟨ψ|M †
m′ ⟨m′| (It ⊗ |m⟩ ⟨m|)Mm′′ |ψ⟩ |m′′⟩

= ⟨ψ|M †
mMm |ψ⟩ .

(2.41)

This probability is equal to Equation (2.15). In addition, the post-
measurement state is

PmU |ψ⟩ |0⟩√
⟨ψ|t ⟨0|a U †PmU |ψ⟩t |0⟩a

=
Mm |ψ⟩ |m⟩√
⟨ψ|M †

mMm |ψ⟩
. (2.42)

By ignoring the ancilla system, it can be written as follows:

Mm |ψ⟩√
⟨ψ|M †

mMm |ψ⟩
. (2.43)

This state is equal to Equation (2.16). Therefore, any measurement,
including a POVM measurement, can be performed using a projec-
tive measurement and an ancilla system.

2.1.6 Density Operator

The representation of a quantum state in Postulate (2.3) we call a
pure state. However, specific state preparations cannot be repre-
sented by using pure states only. For example, consider preparing
state |0⟩ with probability 1/2 and state |1⟩ with probability 1/2.
Any binary projective measurement for this state will take a random
value 0/1 at the output. No matter what α and β we choose, we can
not represent this state by |ψ⟩ = α |0⟩ + β |1⟩. Let us introduce the
concept of a density operator.
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Postulate 2.7 (Density Operator). A quantum state ensemble {pi, |ψi⟩},
which prepare states |ψi⟩ with probability pi, is represented as a den-
sity operator ρ =

∑
i pi |ψi⟩ ⟨ψi|.

Intuitively, a density operator is an expression of stochastic state
preparation. As will be discussed below, at the same time, the den-
sity operator is a description of a quantum state that lacks infor-
mation. A pure state can be considered a special case of a density
operator ρ = |ψ⟩ ⟨ψ|, i.e., a state |ψ⟩ is prepared with probability 1.

A density operator is equal to a positive semi-definite matrix and
trace 1. The trace of a density operator ρ is 1:

tr[ρ] =tr[
∑
i

pi |ψi⟩ ⟨ψi|]

=
∑
i

pitr[|ψi⟩ ⟨ψi|]

=
∑
i

pi ⟨ψi|ψi⟩

=
∑
i

pi

=1,

(2.44)

and a density operator is a positive semi-definite matrix:

⟨ϕ| ρ |ϕ⟩ = ⟨ϕ| (
∑
i

pi |ψi⟩ ⟨ψi|) |ϕ⟩

=
∑
i

pi ⟨ϕ| (|ψi⟩ ⟨ψi|) |ϕ⟩

=
∑
i

pi| ⟨ϕ|ψi⟩ |2

≥0,

(2.45)

where |ϕ⟩ is any quantum state. Conversely, a positive semi-definite
matrix ρ is Hermitian and thus has a spectral decomposition ρ =∑

i λi |ψi⟩ ⟨ψi| and λi ≥ 0. In addition, from the conditions tr[ρ] = 1,
the properties of probability

∑
i λi = 1 also holds. Therefore, this

positive semi-definite matrix ρ can be understood to be an ensemble
of states {λi, |ψ⟩}.

The extension of a quantum state to a density matrix would also
require the extension of other postulates.
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Postulate 2.8 (Evolution for density operator). The relationship
between the density operator ρ at time t1 and the density operator
ρ′ at time t2 is written by the unitary operator U which depends only
on times t1 and t2 as follows:

ρ′ = UρU †. (2.46)

Postulate 2.9 (Measurement for density operator). When a mea-
surement {Mn} is performed on a density operator ρ, the probability
that the measurement output is n is given by

p(n) = tr[M †
nMnρ]. (2.47)

The density operator after the measurement is

MnρM
†
n√

tr[M †
nMnρ]

. (2.48)

Postulate 2.10 (Composite system for density operator). The state
space of a composite system is described by the tensor product of
the individual state spaces. A quantum state is called a separable
state if it can be written as follows:

ρ =
∑
i

piρ
i (2.49)

=
∑
i

pi(ρ
i
1 ⊗ ρi2 ⊗ · · · ⊗ ρin), (2.50)

where pi denotes the probability of being in state ρi, and ρi1, ρ
i
2 and

ρin denotes the state of the each system 1, 2, and n in the state ρi. A
state that cannot be written in the form of Equation (2.50) is called
an entangled state.

2.1.7 Bloch Ball

Here we introduce the Bloch ball, an intuitive notation for the quan-
tum state of a single qubit. A pure state of a qubit system can be
represented as a unit vector on a sphere, as follows:

|ψ⟩ = cos

(
θ

2

)
|0⟩ + eiϕ sin

(
θ

2

)
|1⟩ , (2.51)
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Figure 2.2: Bloch ball

where 0 ≤ θ ≤ π and 0 ≤ ϕ ≤ 2π. Bloch ball is visualized in
Figure 2.2. The intersections of the z-axis and the Bloch sphere are
quantum states |0⟩ and |1⟩, the eigenstates of the Pauli Z. Similarly,
in the x-axis and y-axis, the points of intersection with the sphere
are the eigenstates of Pauli X and Pauli Y , respectively.

What does the interior of the Bloch ball have to do with a quan-
tum state? The interior of the Bloch ball corresponds to a density
operator. A density operator can be written using the Bloch vector
n⃗ ∈ R3 satisfying ∥n⃗∥2 ≤ 1, as follows:

ρ =
1

2
(I + n⃗ · σ⃗), (2.52)

where σ⃗ = (X, Y, Z). The center of the Bloch ball can be written as
ρo = I

2 and is called the maximally mixed state.

2.1.8 Quantum One-time Pad

An important encryption method for various quantum cryptographic
protocols, including blind quantum computation protocols, is the
quantum one-time pad [9]. In classical cryptography, there is an
encryption method called the one-time pad [74]. The one-time pad
is an encryption method that “covers” n-bits message m ∈ {0, 1}n
with a key that is the same length as the message. First, Alice selects
a random sequence of bits k ∈ {0, 1}n as a key and shares the key
with Bob. Alice computes the exclusive disjunction of the message
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and key, as follows:

m′ = Enc(m, k) = m⊕ k. (2.53)

Then Alice sends it to Bob. Bob computes the exclusive disjunc-
tion of the key with the ciphertext from Alice and the output is the
original message, as follows:

Dec(m′, k) =m′ ⊕ k

=m⊕ k ⊕ k

=m.

(2.54)

If the key is generated with appropriate randomness, the following
equation holds:

H(M) = H(M |C = m′), (2.55)

where H(M) is the Shannon entropy of the plaintext and H(M |C =
m′) is the conditional Shannon entropy of the plaintext given the ci-
phertext C = m′. This means that even if Eve, the adversary, learns
the ciphertext, the Shannon entropy of the plaintext is not reduced,
meaning that it is independent of the ciphertext. That is, this cryp-
tography is secure no matter what kind of computational ability Eve
has, and such security is called information-theoretic security.

The quantum one-time pad is the quantum counterpart of the
(classical) one-time pad. Alice wants to send one qubit |ψ⟩ to Bob.
Alice randomly generates two 1 bit keys kx ∈ {0, 1} and kz ∈ {0, 1},
and shares them with Bob. Alice encrypts the quantum state as
follows:

|ψ′⟩ = Enc(|ψ⟩ , kx, kz) = XkxZkz |ψ⟩ . (2.56)

Then Alice sends it to Bob. Since Bob knows the keys, he can decrypt
the quantum state by executing quantum gates as follows:

Dec(|ψ′⟩ , kx, kz) =ZkzXkx |ψ′⟩
=ZkzXkxXkxZkz |ψ⟩
= |ψ⟩ .

(2.57)

Suppose Eve, who does not know the keys, obtained the encrypted

22



state. For Eve, the state is the following ensemble:

ρ =
1

4

∑
x,z∈{0,1}

XkxZkz |ψ⟩ ⟨ψ|ZkzXkx

=
1

4

∑
x,z∈{0,1}

XkxZkz(α |0⟩ + β |1⟩)(ᾱ |0⟩ + β̄ |1⟩)ZkzXkx

=
1

2
(|0⟩ ⟨0| + |1⟩ ⟨1|)

=
1

2
I.

(2.58)

For any given initial state |ψ⟩, Eve gets the maximally mixed state.
That is, Eve cannot gain any information from the state |ψ′⟩.

2.1.9 No-cloning Theorem

One significant result in quantum information is the no-cloning the-
orem [28–30].

Theorem 2.11 (No-cloning theorem). There is no unitary operation
to clone any quantum state. In other words, there is no unitary
operation U that causes the following state changes:

U(|ψ⟩ |0⟩) = |ψ⟩ |ψ⟩ (2.59)

for any state |ψ⟩.

Proof. Suppose that such a unitary operation U exists. The inner
product of copying another two states |ψ⟩ and |ϕ⟩ is

⟨ψ| ⟨0| |ϕ⟩ |0⟩ = ⟨ψ|ϕ⟩
= ⟨ψ| ⟨0|U †U |ϕ⟩ |0⟩
= ⟨ψ| ⟨ψ| |ϕ⟩ |ϕ⟩
=(⟨ψ|ϕ⟩)2.

(2.60)

However, for this equation to hold, the two states must have an inner
product of 0 or 1. This means that the two states must be the same
or orthogonal. This is against the assumption. Therefore, there is
no unitary operation that clones an arbitrary quantum state.
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|ψ⟩
|0⟩

Figure 2.3: Quantum circuit for copying |0⟩ and |1⟩

From the above proof, it can be said that only sets of states that are
orthogonal to each other can be cloned. For example, if it is known
that the state is either state |0⟩ or |1⟩, it can easily be replicated
using a CNOT gate, as shown in Figure 2.3. It can be replicated as
follows:

CNOT (|0⟩ |0⟩) = |0⟩ |0⟩ , (2.61)

CNOT (|1⟩ |0⟩) = |1⟩ |1⟩ . (2.62)

In contrast, if we try to copy a state |+⟩ using a CNOT gate, we get
the following:

CNOT (|+⟩ |0⟩) =
1√
2

(|0⟩ |0⟩ + |1⟩ |1⟩). (2.63)

As |+⟩ |+⟩ ≠ 1√
2
(|0⟩ |0⟩ + |1⟩ |1⟩), the state |+⟩ is not cloned.

The no-cloning theorem can be considered with several extensions.
For example, by adding an ancilla system, we can consider the fol-
lowing copy:

U |ψ1⟩ |0⟩ |a0⟩ = |ψ1⟩ |ψ1⟩ |a1⟩ , (2.64)

where |a0⟩ and |a1⟩ denotes quantum states of the ancilla system.
Even such a copy is impossible. Furthermore, one can consider the
extension to the case where quantum states are mixed states, but
even it is also known that in this case, cloning (broadcasting) is not
possible [75–77].

There are pros and cons to the fact that quantum states cannot
be replicated. In quantum cryptography, the no-cloning theorem
provides strong security. For example, Eve, the adversary, can not
deceive Alice or Bob using replicated quantum states. It is also
not possible to obtain much information from replicated quantum
states. In contrast, storing the states under calculation is impossible
in quantum computation. It is also impossible to make them more
resistant to noise by copying quantum states. These are easy in
classical computers.
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2.2 Quantum Computation

We give an overview of the foundations of quantum computation in
this section.

2.2.1 Quantum Gate

We saw that the counterpart to a classical bit is a qubit in Subsection
2.1.1. The smallest computational element in classical computation
is logic gates. Similarly, the smallest computational element in quan-
tum computation is quantum gates.

We have already seen several quantum gates in Subsection 2.1.2.
The Pauli gates are typical quantum gates. A generalized quantum
gate of the Pauli gate is the rotation gate. A generalization of the
Pauli X gate is the following X-axis rotation gate:

Rx(θ) ≡e−iθX/2

= cos
θ

2
I − i sin

θ

2
X

=

[
cos θ

2 −i sin θ
2

i sin θ
2 cos θ

2

]
.

(2.65)

This x-axis rotation gate corresponds to the rotational operation
of the angle θ around the x-axis of the Bloch sphere. Similarly,
generalizations of the Pauli Y and Z gates are the following y-axis
and z-axis rotation gates:

Ry(θ) ≡e−iθY/2

= cos
θ

2
I − i sin

θ

2
Y

=

[
cos θ

2 − sin θ
2

sin θ
2 cos θ

2

]
,

(2.66)

Rz(θ) ≡e−iθZ/2

= cos
θ

2
I − i sin

θ

2
Z

=

[
e−iθ/2 0

0 eiθ/2

]
.

(2.67)
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In addition, these gates can be extended to rotational operations on
any axis. The rotation gate for any given axis rotation is as follows:

Rn⃗(θ) ≡ exp(−iθn⃗ · σ⃗)

= cos
θ

2
I − i sin

θ

2
(nxX + nyY + nzZ),

(2.68)

where n⃗ = (nx, ny, nz) is Bloch vector and σ⃗ = (X, Y, Z). In other
words, this rotation gate represents the rotational operation of the
Bloch sphere around the n⃗-axis.

There are other essential quantum gates besides the Pauli gates.
They are the H gate (Hadamard gate), the T gate (π8 gate), and the
S gate (phase gate). Recall that the H gate is Equation (2.13). The
T gate is represented by the following matrix:

T =

[
1 0
0 eiπ/4

]
, (2.69)

and the S gate is represented by the following matrix:

S =

[
1 0
0 i

]
. (2.70)

Note that the T and S gates are rotations of angle π
2 and π

4 on the
z-axis respectively. Therefore, the following equality holds, which we
also use in our protocols:

T 2 =S, (2.71)

S2 =Z, (2.72)

Z2 =I. (2.73)

It is also known that any single-qubit gate can be constructed from
rotation gates around the y-axis and z-axis [78].

Theorem 2.12. Suppose U is a single-qubit gate. There exist real
numbers α, β, γ, and δ such that

U = eiαRz(β)Ry(γ)Rz(δ). (2.74)

Proof. U is a unitary operator, hence its rows and columns are or-
thonormal. Therefore, it can be written as the following matrix:[

ei(α−β/2−δ/2) cos γ
2 −ei(α−β/2+δ/2) cos γ

2

ei(α+β/2−δ/2) sin γ
2 ei(α+β/2+δ/2) sin γ

2 .

]
(2.75)

This matrix is obviously equal to the matrix in Equation (2.74).
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There is the following relationship between the Pauli gates, H
gate, and S gate:

HXH =Z, (2.76)

HYH = − Y, (2.77)

HZH =X, (2.78)

SXS† =Y, (2.79)

SY S† = −X, (2.80)

SZS† =Z. (2.81)

The above quantum gates are single-qubit gates acting on a single-
qubit system. There are also quantum gates that act on multiple
quantum states. The CNOT gate and the CZ gate are essential in
quantum computation as two-qubit gates. The CNOT gate, already
introduced in Subsection 2.1.9, is the following matrix:

CNOT =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 , (2.82)

and the CZ gate is the following matrix:

CZ =


1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 −1

 . (2.83)

CNOT and CZ gates are special cases of controlled-U gates. The
controlled-U gate refers to the first qubit and performs the unitary
operator U on the second qubit. That is, if the first qubit is |0⟩, the
identity gate is executed on the second qubit, and if the first qubit
is |1⟩, the unitary gate U is executed on the second qubit. When
U = X, a controlled-U gate is CNOT gate, and when U = Z, a
controlled-U gate is CZ gate. In addition, from Equation (2.76), the
following relationship exists between the CNOT and CZ gates:

CNOT = |0⟩ ⟨0| ⊗ I + |1⟩ ⟨1| ⊗X

= |0⟩ ⟨0| ⊗HIH + |1⟩ ⟨1| ⊗HZH

=I ⊗H(|0⟩ ⟨0| ⊗ I + |1⟩ ⟨1| ⊗ Z)I ⊗H

=I ⊗H(CZ )I ⊗H

(2.84)
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t = t0 t = t1−→
|ψ⟩ |ψ⟩

Figure 2.4: Quantum wire

|ψ⟩ U U |ψ⟩

Figure 2.5: Single-qubit gate

The important three-qubit gate is the Toffoli gate. The Toffoli
gate is the following matrix:

Toffoli =



1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0


. (2.85)

The Toffoli gate applies the X gate to the third qubit only when the
states of the first and second qubits are both |1⟩. This means Toffoli
gate can also be interpreted as CCNOT/CC -X gate.

2.2.2 Quantum Circuit

A combination of multiple quantum gates is necessary to perform
complex operations on qubits. Quantum circuit is a simple frame-
work for understanding the application of multiple quantum gates to
multiple qubits. In addition, the quantum circuit can be considered
the quantum counterpart of a classical electronic circuit.

We use the quantum wire for the passage of time in quantum states,
as shown in Figure 2.4. On the quantum circuit, a quantum state
enters the quantum wire from the left and progresses to the right
over time. Figure 2.5 shows a quantum gate U for a quantum state
|ψ⟩.

How can a two-qubit gate be described in a quantum circuit model?
In a quantum circuit model, the CNOT gate is described in Figure
2.6. Similarly, the CZ gate is described in Figure 2.7. The second
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Figure 2.6: CNOT gate in a quantum circuit

Z
= =

H H

Figure 2.7: CZ gate in a quantum circuit

expression comes from the fact that, with the CZ gate, the first or
the second qubit can be chosen as a control qubit. In addition, any
single-qubit gate can be decomposed as U = eiαAXBXC, where
A, B and C satisfy ABC = I, so that a controlled-U gate can be
performed with the quantum circuit of Figire 2.8.

It is common in quantum circuits to use |0⟩ as an initial quan-
tum state. In quantum circuits, the measurement is the projective
measurement with a computational basis (computational basis mea-
surement). In the quantum circuit model, the computational basis
measurement is shown in Figure 2.9. These rules are natural gener-
alizations of classical circuits.

In quantum theory, we can use many different kinds of projective
measurements, for example, the Bell measurement. In the quantum
circuit model, Various projection measurements are performed using
unitary gates and computational basis measurements. For example,
if we want to measure X, we can use a H gate, as shown in Figure
2.10. This means that we interpret an output 0 as |+⟩ = H |0⟩ and
an output 1 as |−⟩ = H |1⟩ from the computational basis measure-
ment. Similarly, the Bell measurement can be performed with the
quantum circuit in Figure 2.11. This can be seen from the following
relationship between the computational basis and the Bell basis:

|Ψ+⟩ =
1√
2

(|00⟩ + |11⟩) = H ⊗ I(CNOT ) |00⟩ , (2.86)

|Ψ−⟩ =
1√
2

(|00⟩ − |11⟩) = H ⊗ I(CNOT ) |10⟩ , (2.87)

|Φ+⟩ =
1√
2

(|01⟩ + |10⟩) = H ⊗ I(CNOT ) |01⟩ , (2.88)

|Φ−⟩ =
1√
2

(|01⟩ − |10⟩) = H ⊗ I(CNOT ) |11⟩ . (2.89)
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U

=

[
1 0
0 eiα

]
C B A

Figure 2.8: Controlled-U gate in a quantum circuit

Figure 2.9: Computational basis measurement in a quantum circuit

Let us introduce two quantum gates using quantum circuits. The
first one is the Toffoli gate. The Toffoli gate can be implemented
in the quantum circuit of Figure 2.12 by combining the single-qubit
gates and two-qubit gates. The other is the SWAP gate. The SWAP
gate is a quantum gate that swaps states between two qubits as
follows:

SWAP(|ψ⟩1 |ϕ⟩2) = |ϕ⟩1 |ψ⟩2 , (2.90)

where the index 1 and 2 denote the system of these qubits. That is,
the SWAP gate can be interpreted as an operation that swaps an
“arrangement” of quantum states. The SWAP gate can be imple-
mented by combining three CNOT gates, as shown in Figure 2.13.

2.2.3 Universal Gate Set

In classical circuits, we can perform any classical calculation if we
have NAND gates. Are there any quantum gates that play a similar
role in quantum circuits? Such a set of quantum gates exists and is
called a universal gate set.

Decomposition into Two-level Unitary Operations

It is known that any unitary operation can be decomposed into two-
level unitary operations [79]. As the first step, we decompose a 3× 3
unitary operation into three 2-level unitary operations. Any 3 × 3
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H

Figure 2.10: Quantum circuit for the X measurement

H

Figure 2.11: Quantum circuit for the Bell measurement

unitary operation can be written as the following matrix:

U =

a d g
b e h
c f j

 . (2.91)

If b ̸= 0, we set U1 as the following matrix:

U1 ≡


ā√

|a|2+|b|2
b̄√

|a|2+|b|2
0

b√
|a|2+|b|2

−a√
|a|2+|b|2

0

0 0 1

 . (2.92)

If b = 0, we set U1 as the identity matrix, as follows:

U1 ≡

1 0 0
0 1 0
0 0 1

 . (2.93)

When calculating the matrix product of such U1 and U , it becomes
the following matrix:

U1 · U =

a′ d′ g′

0 e′ h′

c′ f ′ j′

 . (2.94)

Similarly, if c′ ̸= 0, we set U2 as the following matrix:

U2 ≡


ā′√

|a′|2+|c′|2
0 c̄′√

|a′|2+|c′|2

0 1 0
c′√

|a′|2+|c′|2
0 −a′√

|a′|2+|c′|2

 . (2.95)
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H T † T T † T H

Figure 2.12: Quantum circuit for the Toffoli gate

=

Figure 2.13: Quantum circuit for the SWAP gate

If c′ = 0, we set U2 as the following matrix:

U2 ≡

ā′ 0 0
0 1 0
0 0 1

 . (2.96)

When calculating the matrix product of such U1, U2 and U , it be-
comes the following matrix:

U2 · U1 · U =

1 d′′ g′′

0 e′′ h′′

0 f ′′ j′′

 . (2.97)

As U1, U2, and U are unitary matrices, U2 · U1 · U is also a unitary
matrix. Given this property, we can conclude that d′′ = 0 and g′′ = 0.
Then, we set U3 as the following matrix:

U3 ≡

1 0 0
0 ē′′ f̄ ′′

0 h̄′′ j̄′′

 . (2.98)

When calculating the matrix product of such U1, U2, U3 and U , it
becomes the identity matrix, as follows:

U3 · U2 · U1 · U =

1 0 0
0 1 0
0 0 1

 . (2.99)

32



Therefore, the following equation holds immediately:

U = U †
1 · U

†
2 · U

†
3 . (2.100)

Since U1, U2, and U3 are all two-level unitary operations, the 3 × 3
unitary operation U is decomposed into two-level unitary operations.
This decomposition can be easily extended to d×d unitary operations
for any dimensions d. Specifically, let us consider the following d× d
unitary matrix:

U =



u11 u12 · · · u1d
0 u22
... . . . ...
0
uj1
...
ud1 · · · udd


. (2.101)

In other words, it is a unitary matrix where the elements from the
first row to the j-1th row in the first column are zero. Then we set
a d× d unitary operation Uj as the following matrix:

Uj ≡



ū11√
|u11|2+|uj1|2

0 · · · 0
ūj1√

|u11|2+|uj1|2
0 · · · 0

0 1 · · · 0 0 · · · ...
... . . .
0
uj1√

|u11|2+|uj1|2
0 · · · −u11√

|u11|2+|uj1|2
· · · 0

0 · · · . . .
... 1 0
0 · · · 0 1


. (2.102)

When calculating the matrix product of such Uj and U , it becomes
the following matrix:

Uj · U =



u′11 u′12 · · · u′1d
0 u′22
... . . . ...
0
0

u′j+11
...
u′d1 · · · u′dd


. (2.103)
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Ũ

Figure 2.14: Quantum circuits for performing U

=

X X

X X

Figure 2.15: Toffoli gate refer |0⟩ instead of |1⟩

In this way, for any d× d matrix, we can construct a unitary matrix
such that all the elements from the second row onward in the first
column become zero when multiplied with that matrix.

Decomposition into CNOT gate and single-qubit gate

It is known that any two-level unitary operations can be performed
using single-qubit gates and CNOT gates [80]. For a 3-qubit state,
we consider a two-level unitary operation U that acts only on states
|000⟩ and |111⟩. This unitary operation U can be written in the
following matrix:

U =



a 0 0 0 0 0 0 c
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
b 0 0 0 0 0 0 d


. (2.104)

If we consider that the non-trivial operation of U is an operation on
a single qubit Ũ , it can be written with the following unitary matrix:

Ũ =

[
a c
b d

]
. (2.105)
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U

=

V V † V

Figure 2.16: Quantum circuit for a CC -U gate. V is any unitary
operation satisfying U = V 2

We introduce a method to apply U to states |000⟩ and |111⟩ by
transferring state |000⟩ to state |011⟩. Specifically, the method can
be implemented by using a quantum circuit, as shown in Figure 2.14.
We have already shown that the Toffoli gate can consist of CNOT
gates and single-qubit gates in Figure 2.12. From the Toffoli gate,
as shown in Figure 2.15, we can create a controlled-controlled-X
gate that changes the reference state from |1⟩ to |0⟩. Additionally,
the CC -U gate can also be constructed from single-qubit gates and
CNOT gates, as shown in Figure 2.16.

In the above, we have seen a specific circuit for the case of three
qubits. Generally, it can be said that a circuit needs to be prepared
that exchanges the basis so that the target on which U acts becomes
a single qubit. Such a circuit is classical and easy to implement on
a quantum circuit [78].

Approximation of Single-qubit Gate

It was shown that two-level unitary gates can be implemented with
single qubit gates and CNOT gates [81]. Is it possible to implement
an arbitrary single-qubit gate? In fact, it is known that if we can
implement some single-qubit gates, we can construct any single-qubit
gate with arbitrary accuracy.

First, let us consider the approximation of unitary gates. The
error when unitary gate V is executed instead of unitary gate U is
defined as follows:

E(U, V ) ≡ max
|ψ⟩

∥(U − V ) |ψ⟩ ∥, (2.106)

where the maximum is over all quantum states |ψ⟩. The error is
important because it sets an upper limit on the difference in the
probability of measurement outputs for states obtained by execut-
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ing the two gates. Let M be the POVM elements and the respec-
tive measurement probabilities be PU = ⟨ψ|U †MU |ψ⟩ and PV =
⟨ψ|V †MV |ψ⟩. The limit is given as follows:

|PU − PV | =| ⟨ψ|U †MU |ψ⟩ − ⟨ψ|V †MV |ψ⟩ |
=| ⟨ψ|U †M |∆⟩ + ⟨∆|MV |ψ⟩ |
≤| ⟨ψ|U †M |∆⟩ | + | ⟨∆|MV |ψ⟩ |
≤∥ |∆⟩ ∥ + ∥ |∆⟩ ∥
≤2E(U, V ),

(2.107)

where |∆⟩ ≡ (U − V ) |ψ⟩. Also, the following inequality holds for
the error:

E(U1U2 . . . Um, V1V2 . . . Vm) ≤
m∑
i=1

E(Ui, Vi). (2.108)

This means that the error of the entire unitary gates in a quantum
circuit is capped at the sum of the errors of the individual quantum
gates. The inequality in Equation (2.108) is evident because the
following inequality holds when m = 2:

E(U1U2, V1V2) =∥(U2U1 − V2V1) |ψ⟩ ∥
=∥(U2U1 − V2U1) |ψ⟩ + (V2U1 − V2V1) |ψ⟩ ∥
≤∥(U2 − V2)U1 |ψ⟩ ∥ + ∥V2(U1 − V1) |ψ⟩ ∥
≤E(U2, V2) + E(U1, V1).

(2.109)

Then, we show that by using the H and T gates, an arbitrary
single-qubit gate can be approximated with arbitrary accuracy under
the error. We can construct the following quantum gates using the
H and T gates (and the S = T 2 gate):

Rz

(
−π
4

)
=T †, (2.110)

Rx

(π
4

)
=HTH, (2.111)

Rx

(
−π
4

)
=HT †H, (2.112)

Ry

(π
4

)
=SHTHS†, (2.113)

Ry

(
−π
4

)
=SHT †HS†. (2.114)
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Let us consider the following rotation gate, which is a combination
of the H and the T gates:

T †HTH =Rz

(
−π
4

)
Rx

(π
4

)
=
(

cos
π

8
I + i sin

π

8
Z
)(

cos
π

8
I − i sin

π

8
X
)

= cos2
π

8
I − i

(
cos

π

8
(X − Z) − sin

π

8
Y
)

sin
π

8
.

(2.115)

This rotation gate can be interpreted as a quantum gate that rotates
by an angle θ, which is defined by cos θ

2 ≡ cos2 π8 , around the n⃗-axis
on the Bloch sphere, where n⃗ ≡ (cos π

8 ,− sin π
8 ,− cos π

8 ).
It is known that this θ is an irrational multiple of 2π [81]. By

repeatedly applying Rn⃗(θ), it is possible to implement the rotation
gate Rn⃗(α) with an arbitrary angle α to any accuracy. This can be
understood by dividing 2π into a finite number of intervals based on
the desired error δ and then applying the pigeonhole principle, along
with the fact that θ is an irrational multiple of 2π.

Let us consider the following new quantum gate:

Rm⃗(θ) =

Ry

(π
4

)
Rz

(
−π
2

)
Ry

(
−π
4

)
Rz

(
−π
4

)
Rx

(π
4

)
Ry

(π
4

)
Rz

(π
2

)
Ry

(
−π
4

)
,

(2.116)

where m⃗ ≡ (12 sin π
8 , cos π

8 ,−
1
2 sin π

8 ). Using this rotation gate Rm⃗(θ),
just as in the discussion for the n⃗-axis, any rotation of an arbitrary
angle around the m⃗-axis can be executed with any desired accuracy.
The n⃗-axis and m⃗-axis are easily seen to be orthogonal. In Theorem
2.12, we showed that if rotation gates of any angle can be executed
on two orthogonal axes (specifically, the y-axis and z-axis in the
theorem), then any single-qubit gate can be implemented. Thus,
by using T and H, we can implement any single-qubit gate with
arbitrary accuracy regarding the error.

For simplicity in our proof, we chose orthogonal vectors n⃗ and
m⃗. It is known that if n⃗ and m⃗ are not parallel, they can be com-
bined to reproduce a rotation about any axis [82, 83]. In subse-
quent discussions, we use Rn⃗ = THTH and Rm⃗ = HTHT . Since
n⃗ = (cos π

8 , sin
π
8 , cos π

8 ) and m⃗ = (cos π
8 ,− sin π

8 , cos π
8 ), therefore n⃗

and m⃗ are not parallel.
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Universal Gate Sets and Gottesman—Knill Theorem

Based on the above discussion, it is evident that {CNOT , H, T} is
a universal gate set that can approximate any unitary operation.
In other words, in order to perform any quantum computation, it
suffices to implement only this gate set.

While we adopted the CNOT gate as the two-qubit gate in the
universal gate set, it is not necessarily required. It is clear from
Equation 2.84 that gate set {CZ , H, T}, which adopts the CZ gate
instead of the CNOT gate, is also a universal gate set. Additionally,
it is known that the gate set {Toffoli , H} is also a universal gate
set [84].

Conversely, is there a gate set that is not a universal gate set? A
notable example of a non-universal gate set is the gate set consisting
of Clifford gates.

Definition 2.13 (Clifford gate). A unitary operator U that converts
any Pauli gate into (possibly another) Pauli gate is called a Clifford
gate. More precisely, for any P1 that is a Pauli gate or a tensor
product of Pauli gates, UP1U

′ is also a Pauli gate or a tensor product
of Pauli gates.

We have already seen several Clifford gates. For example, the H
gate, S gate, and the CNOT gate. However, the T gate is not a
Clifford gate, as follows:

TXT † =
X − Y√

2
. (2.117)

Quantum circuits consisting only of Clifford gates can be simulated
in polynomial time by a classical computer. The fact is known as
the Gottesman–Knill theorem [85].

Theorem 2.14 (Gottesman—Knill Theorem). A quantum computer
composed of the following elements can be simulated by a classical
computer in polynomial time:

• the initial quantum state is only |0⟩,

• the quantum gates are only Clifford gates,

• the quantum measurement is only computational basis measure-
ments.
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|ψ⟩

|m⟩ SX T |ψ⟩

Figure 2.17: Quantum circuit for T gate by using the magic state.

|ψ⟩

|0⟩ H U UXU † U |ψ⟩

Figure 2.18: Quantum circuit for gate teleportation

Proof. When a Clifford gate executes on the eigenstates of the Pauli
gates or tensor products of the eigenstates, it maps those quantum
states to the eigenstates of the Pauli gates or their tensor products.
On a classical computer, we consider a classical simulation where
the eigenstates of the six types of Pauli gates are “updated” for each
Clifford gate in the quantum circuit. Given the number of qubits n
and the number of Clifford gates poly(n), the simulation time can be
computed in polynomial time, specifically at most 6 × n × poly(n).
Therefore, a quantum computer composed of the above elements can
be simulated on a classical computer in polynomial time.

The T gate or the Toffoli gate differentiates quantum computation
from classical one. But this does not mean that the T gate or the
Toffoli gate are necessary for quantum computation. In fact, if we
can avail a magic state |m⟩ = 1√

2(|0⟩+eiπ/4|1⟩) as an initial state or

if we can perform arbitrary quantum measurements, any quantum
computation can be performed only with Clifford gates.

Let us introduce a method to implement the T gate using magic
states and Clifford gates [86,87]. Using the quantum circuit as shown
in Figure 2.17, we can execute one T gate by consuming one magic
state for any quantum state. The quantum circuit in Figure 2.17 can
be seen as a special case of gate teleportation in Figure 2.18.

2.2.4 Measurement-based Quantum Computation

In this subsection, let us introduce measurement-based quantum
computation [88]. Measurement-based quantum computation is a
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computational method proposed by Raussendorf and colleagues [57,
58]. The relationship between Circuit-based and measurement-based
quantum computations is similar to that of the Schrödinger picture
and the Heisenberg picture.

Measurement-based quantum computation uses |+⟩ as the ini-
tial state and performs Clifford gates as quantum gates. As pre-
viously mentioned, we cannot perform arbitrary quantum compu-
tations only with these two elements. Let us assume that we can
perform a measurement {P0 ≡ (|0⟩ + eiθ |1⟩)(⟨0| + e−iθ ⟨1|), P1 ≡
(|0⟩ − eiθ |1⟩)(⟨0| − e−iθ ⟨1|)} at any arbitrary angle θ. Then we pre-
pare states |ψ⟩ = α |0⟩ + β |1⟩ and |+⟩, and execute the CZ gate on
these qubits, as follows:

CZ (|ψ⟩1 |+⟩2) = α |0⟩1 |+⟩2 + β |1⟩1 |−⟩2 . (2.118)

We perform the previously mentioned projection measurement {P0, P1}
on the first qubit of this quantum state and assume the measurement
output is 0. This means the first qubit is projected onto |0⟩+ eiθ |1⟩,
and the quantum state becomes as follows:

(|0⟩1 + eiθ |1⟩1)(α |+⟩2 + βe−iθ |−⟩2) = (|0⟩1 + eiθ |1⟩1)HRz(θ) |ψ⟩2 .
(2.119)

Therefore, focusing only on the second qubit is equivalent to execut-
ing the quantum gate M(θ) ≡ HRz(θ) on the state |ψ⟩. By com-
bining this gate M(θ) with a specific θ, we can create the following
quantum gate:

M(0) =H, (2.120)

M(0)J
(π

4

)
=HHT = T. (2.121)

In contrast, if the measurement output is 1, the quantum state be-
comes the following state:

(α |+⟩2 − βe−iθ |−⟩2) =XHRz(θ) |ψ⟩2
=XM(θ) |ψ⟩2 .

(2.122)

Such the X gate is called a byproduct operator. This byproduct
operator can be disregarded using the adjusted measurement {P ′

0 ≡
(|0⟩ + e−iϕ |1⟩)(⟨0| + eiϕ ⟨1|), P ′

1 ≡ (|0⟩ − e−iϕ |1⟩)(⟨0| − eiϕ ⟨1|)}, as
follows:

XbM(−ϕ)XM(θ) |ψ⟩ = XbZM(ϕ)M(θ) |ψ⟩ , (2.123)
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Figure 2.19: Graph state

Figure 2.20: Circuit-like graph state

where b is the output of the adjusted measurement. This new Z
gate is also a byproduct operator. These byproduct operators can
be ignored when we perform the computational basis measurement.

In measurement-based quantum computation, a graph state is used
instead of quantum circuits. As shown in Figure 2.19, the graph state
is such a graph that has vertices in |+⟩ and has edges in CZ gates.
In measurement-based quantum computation, by using circuit-like
graph states, as shown in Figure 2.20, programmable quantum com-
putations similar to circuit-based quantum computation are possible.

2.3 Blind Quantum Computation Pro-
tocols

In this section, we provide an overview of blind quantum compu-
tation protocols and introduce several blind quantum computation
protocols proposed in previous studies.

Unless otherwise specified, we refer to the delegator of the quan-
tum computation as the user and the owner of the quantum server
as the server. Let us reiterate the definition of the blind quantum
computation protocol we defined in Introduction:

Definition 2.15 (Blind Quantum Computation Protocol). Consider
a delegation protocol P that can perform quantum computations
executed by any polynomial-size quantum circuit. We denote the
quantum circuit, an input to the protocol, by X ∈ {0, 1}∗. Let
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LP(X) be defined as the size of the quantum circuit executed by the
server when the input to the protocol P is X. We call the delegation
protocol P as a blind quantum computation protocol if it satisfies
the following conditions:

1. For any X1 and X2 such that LP(X1) = LP(X2), the probability
distributions of the classical information obtained by the server
during the protocol P for each input are identical.

2. For inputs such that the probability distributions of the classical
information obtained by the server during the execution of pro-
tocol P are identical, the quantum states obtained by the server
are indistinguishable.

2.3.1 Childs Protocol

First, we introduce the earliest blind quantum computation protocol
proposed by Childs [54].

Definition 2.16 (Childs Protocol). A user has the following ability:

• Sufficiently large quantum memory.

• The ability to prepare the state |0⟩.

• The ability to execute X and Z gates.

The user delegates his calculation to the server in the following pro-
cedure:

Step 1. The user selects one gate randomly from a gate set {H,T,CNOT}.

Step 2. If the user selected the gate to be executed, the user prepares
a genuine input state for the gate. Otherwise, the user prepares
a dummy state.

Step 3. The user encrypts the selected quantum state using a quan-
tum one-time pad.

Step 4. The user sends the encrypted quantum state to the server.

Step 5. The user instructs the server to execute the chosen gate to
the quantum state.
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Step 6. The server executes the gate and then sends the output
quantum state back to the user.

Repeat the above procedure until all gates in the quantum circuit the
user wants to calculate are completed. However, when the T gate is
selected, the following additional procedures are required after Step
6:

Step 1. If the original quantum one-time pad encryption key kx is 1,
then the user chooses the quantum state that has just returned;
otherwise, selects a dummy qubit.

Step 2. The user encrypts the selected quantum state using a quan-
tum one-time pad.

Step 3. The user sends the quantum state to the server.

Step 4. The user instructs the server to execute the S gate to the
quantum state.

Step 5. The server executes the gate and then sends the quantum
state back to the user.

This procedure is necessary because the T gate is non-commutative
with the X gate.

Theorem 2.17. Childs Protocol is a blind quantum computation
protocol.

Proof. Since all the quantum states received by the server are en-
crypted with a quantum one-time pad, the server cannot obtain in-
formation from the quantum states. When a quantum gate is exe-
cuted to a quantum state encrypted with a quantum one-time pad,
the encryption key changes as follows:

H(XkxZkz |ψ⟩) =XkzZkxH |ψ⟩ , (2.124)

S(XkxZkz |ψ⟩) =XkxZkx⊕kxS |ψ⟩ , (2.125)

T (XkxZkz |ψ⟩) =XkxZkx⊕kxSkxT |ψ⟩ , (2.126)

CNOT (Xk1xZk1z |ψ⟩1⊗X
k2xZk2z |ψ⟩2)

= (Xk1xZk1z⊕k2z⊗Xk1x⊕k2xZk2z)CNOT (|ψ⟩1 ⊗ |ψ⟩2),
(2.127)

where kx, kz, k
1
x, k

1
z , k

2
x and k2z are encryption keys for the quantum

one-time pad.
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unit cell

Figure 2.21: The brickwork state

Figure 2.22: The unit cell in the brickwork state

It is easy to see that one can obtain a wanted state by employing
a proper decryption key when the H gate, S gate, or CNOT gate
is executed. For instance, by operating Zkx⊕kxXkx on the right-hand
side of Equatuin 2.125, one obtains S |ψ⟩. On the other hand, when
the T gate is executed, if the encryption key is kx = 1, the S gate
is additionally executed to the quantum state. Since the user can-
not execute the S/S† gate, they need to cancel this additional gate.
Hence, the user needs to perform the additional procedures. The
user can execute quantum gates on the encrypted quantum state.

The user randomly decides which quantum gate to execute, so the
server cannot obtain information about the quantum circuit from
the quantum gate. Since the server cannot obtain information other
than the size of the user’s quantum circuit from the protocol, Childs
protocol is a blind quantum computation protocol.

2.3.2 BFK Protocol

For Childs protocol, it is necessary to have a quantum memory of
the size required for the user’s quantum computation. The BFK
protocol, based on measurement-based quantum computation, was
proposed to overcome this drawback [56].

First, let us define the brickwork state used in the BFK protocol.

Definition 2.18 (Brickwork state). The graph state depicted in Fig-
ure 2.21 is defined as the brickwork state. Specifically, the brickwork
state is composed of small elements called unit cells, as shown in
Figure 2.22, alternatingly.
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0 0 0 0

π
2

π
2

π
2 0

Figure 2.23: The H ⊗ I gate using a unit cell

0 0 0 0

π
4 0 0 0

Figure 2.24: The T ⊗ I gate using the unit cell

By selecting the appropriate measurement angles, the unit cell can
reproduce various quantum gates. For example, as shown in Figure
2.23, it is possible to reproduce the H gate (precisely, H ⊗ I gate).
Similarly, by measuring at the angles depicted in Figures 2.24–2.26,
the T gate, identity gate, and CNOT gate can be executed.

Finally, we introduce the BFK protocol.

Definition 2.19 (BFK Protocol). A user has the following ability:

• The ability to prepare the state Rz(θ) |+⟩, where θ can take
values from the set {0, π4 ,

2π
4 , . . . ,

7π
4 }.

First, the user instructs the server to create the brickwork state using
the following procedure:

Step 1. The user randomly selects an angle θ from the set {0, π4 ,
2π
4 , . . . ,

7π
4 }.

Step 2. The user creates a state Rz(θ) |+⟩ corresponding to the an-
gle θ.

Step 3. The user sends that state to the server.

Step 4. The user repeats steps 1 through 3 until they send the re-
quired number of quantum states to the server.

Step 5. The user instructs the server to execute the CZ gates so
that the sent states become the desired graph state.
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0 0 0 0

0 0 0 0

Figure 2.25: The identity gate using a unit cell

0
π
2 0 −π

2

0 0
π
2 0

Figure 2.26: The CNOT gate using a unit cell

In the following, the angle of the graph state in the i-th column and
j-th row is denoted as θij.

Then, the user instructs the server to the brickwork state using
the following procedure:

Step 1. The user determines the measurement angles ϕij for each
unit cell of the graph state so that it corresponds to the desired
quantum gate.

Step 2. The user sends the measurement angle ϕ′ij = ϕij− θij + rijπ
to the server, with rij ∈ {0, 1} chosen randomly.

Step 3. The server performs the measurement {M ij
0 ≡ (|0⟩+eiϕ′ij |1⟩)(⟨0|+

e−iϕ
′
ij ⟨1|),M ij

1 ≡ (|0⟩ − eiϕ
′
ij |1⟩)(⟨0| − e−iϕ

′
ij ⟨1|)} corresponding

to the angle on the qubit in the i-th row and j-th column.

Step 4. The server sends the measurement output to the user.

Step 5. The user adjusts the measurement angle ϕij+1 based on the
measurement output.

Step 6. Repeat steps 1 through 5 until all quantum gates have been
executed.

Theorem 2.20. The BFK Protocol is a blind quantum computation
protocol.
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Proof. Since the measurement angle ϕij is independent of the rotation
gate’s angle θij, it is not possible to infer ϕij from ϕ′ij. Since the
server is unaware of the actual measurement angles ϕij, it cannot
discern whether each unit cell is performing an H, T , or CNOT gate.
Therefore, the server cannot obtain information about the quantum
circuit.

Because the measurement outputs are masked by rij, the server
cannot determine whether the desired output is 0 or 1. In measurement-
based quantum computation, remember that byproduct operators
act on the quantum state during measurement. In other words, for
the server, which does not know the desired measurement output,
the byproduct operator is analogous to the encryption using an X
gate and a Z gate in a quantum one-time pad. Hence, the server
cannot obtain information about the quantum state.

Since the server cannot obtain information other than the size of
the user’s quantum circuit from the protocol, the BFK protocol is a
blind quantum computation protocol.

2.3.3 MF Protocol

The MF protocol is a blind quantum computation protocol where the
measurement is performed by the user rather than the server [59]. If
the user has the ability to measure instead of the ability to prepare
quantum states, they would opt for the MF protocol.

Definition 2.21 (MF Protocol). A user has the following ability:

• The ability to perform a specific measurement {P θ
0 , P

θ
1 }.

These operators are given by:

P θ
0 ≡ (|0⟩ + eiθ |1⟩)(⟨0| + e−iθ ⟨1|), (2.128)

P θ
1 ≡ (|0⟩ − eiθ |1⟩)(⟨0| − e−iθ ⟨1|), (2.129)

where θ can take values from the set {0, π4 ,
2π
4 , . . . ,

7π
4 }.

The user instructs the server to the following procedure:

Step 1. The server creates a brickwork state of the size necessary
for the user’s calculation.

Step 2. The user determines the measurement angles ϕij for each
unit cell of the graph state so that it corresponds to the desired
quantum gate.
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Step 3. The server sends the qubit at the i-th row and j-th column
to the user.

Step 4. The user performs the measurement {P θij
0 , P

θij
1 } on the re-

ceived quantum state.

Step 5. The user adjusts the measurement angle ϕij+1 based on the
measurement output.

Step 6. Repeat steps 1 through 5 until all quantum gates have been
executed.

Theorem 2.22. The MF Protocol is a blind quantum computation
protocol.

Proof. It is evident from the No-Signaling principle that the MF Pro-
tocol is a blind quantum computation protocol [89,90].

2.3.4 Multi-server Protocol

Let us introduce a blind quantum computation protocol using mul-
tiple quantum servers [62]. Reichardt and colleagues’ blind quantum
computation protocol emerged from discussions on computational
complexity.

First, we introduce the concept of interactive proof systems in com-
putational complexity theory. An interactive proof system is a frame-
work in which a server with unbounded computational power and a
user with a classical computer engage in a dialogue to verify whether
the solution presented by the server is indeed correct.

Definition 2.23 (IP [91]). A probabilistic polynomial-time veri-
fier(user) sends messages back and forth with an unbounded prover(server).
They can have polynomially many rounds of interaction. A language
L belongs to IP if it satisfies the following conditions:

Completeness. If the answer is “yes”(w ∈ L), the prover must be
able to behave that the verifier accepts w with a probability of
at least 2/3.

Soundness. If the answer is “no”(w /∈ L), regardless of the prover’s
behavior, the verifier must reject w with a probability of at least
2/3.
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We can extend this system to consider a setup where multiple
servers act as the provers.

Definition 2.24 (MIP [92]). A probabilistic polynomial-time ver-
ifier sends messages back and forth with some unbounded provers.
The provers cannot communicate with each other. They can have
polynomially many rounds of interaction. A language L belongs to
MIP if it satisfies the following conditions:

Completeness. If the answer is “yes”(w ∈ L), the provers must be
able to behave that the verifier accepts w with a probability of
at least 2/3.

Soundness. If the answer is “no”(w /∈ L), regardless of the provers’
behavior, the verifier must reject w with a probability of at least
2/3.

Furthermore, we can also consider the case where the servers share
entanglement.

Definition 2.25 (MIP∗ [93]). A probabilistic polynomial-time ver-
ifier sends messages back and forth with some unbounded provers.
The provers cannot communicate with each other, but they share
an arbitrary number of maximally entangled states. They can have
polynomially many rounds of interaction. A language L belongs to
MIP∗ if it satisfies the following conditions:

Completeness. If the answer is “yes”(w ∈ L), the provers must be
able to behave that the verifier accepts w with a probability of
at least 2/3.

Soundness. If the answer is “no”(w /∈ L), regardless of the provers’
behavior, the verifier must reject w with a probability of at least
2/3.

From here on, we denote MIP∗ with k servers as MIP∗[k servers].
It is also possible to extend the model such that instead of the

servers sharing entanglement, the user has a quantum computer.

Definition 2.26 (QMIP [94]). A quantum polynomial-time verifier
sends messages back and forth with some unbounded provers. The
provers cannot communicate with each other. They can have polyno-
mially many rounds of interaction. A language L belongs to QMIP
if it satisfies the following conditions:
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Completeness. If the answer is “yes”(w ∈ L), the provers must be
able to behave that the verifier accepts w with a probability of
at least 2/3.

Soundness. If the answer is “no”(w /∈ L), regardless of the provers’
behavior, the verifier must reject w with a probability of at least
2/3.

From here on, we denote QMIP with k servers as QMIP[k servers].
In fact, it is known that MIP∗ and QMIP are equivalent [62].

Theorem 2.27 (MIP∗ = QMIP [62]).

MIP∗ = QMIP.

As a lemma in the proof of this equivalence, a two-server blind
quantum computation protocol was proposed.

Lemma 2.28 (Two Server Blind Quantum Computation Protocol
[62]).

MIP∗[2 servers] ≥ QMIP[0 server] = BQP.

Definition 2.29 (Two-server protocol(Informal)). A user has the
following ability:

• The ability of classical computation.

Server A and Server B have the following conditions:

• The servers share an arbitrary number of maximally entangled
states.

• The servers are prohibited from classical communication with
each other.

We introduce the specific configuration of the two servers protocol.
Two servers that share an entanglement do not necessarily follow a
user’s instructions. Therefore, the user must verify that the server is
performing the calculations correctly by delegating four circuit pat-
terns to the server in Figure 2.27. First, the user creates a circuit
for the calculation they wish to perform. A proper decomposition
of the circuit makes each server impossible to obtain any informa-
tion on the whole circuit unless the servers communicate with each
other. The user performs the computation by repeatedly playing the
following four games:
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Figure 2.27: Overview of the two server blind protocol. (1) (2)
(3)In these games, if the server’s behavior deviates from the circuit
as delegated by a user, the user obtains a wrong probability distri-
bution as a measurement output and can notice the server’s illegal
behavior. (4)The servers should run the correct circuit for the cal-
culation because they cannot distinguish games.

(1)CHSH game. Two servers perform the CHSH game, which is a
game that verifies whether the measurement outputs satisfy the
CHSH(Bell) inequality [65, 66, 95]. The user rejects and aborts
the calculation unless both servers perform the correct measure-
ments.

(2)State tomography. In the state tomography, Server B performs
measurements for quantum computation, while Server A con-
ducts measurements similar to those in the CHSH game. Server
A must do the correct measurements because it cannot distin-
guish between the CHSH game and state tomography. Server
B runs the correct circuit for computation, or else server A’s
measurement outputs will be incorrect.

(3)Process tomography. In the process tomography, Server A exe-
cutes the quantum gate for quantum computation, while Server
B conducts measurements similar to those in the CHSH game.
Server B must do the correct measurements because it cannot
distinguish between the CHSH game and process tomography.
Server A runs the correct circuit for computation, or else server
B’s measurement outcomes will be incorrect.

(4)Computation. Server A cannot distinguish between state to-
mography and computation, and server B cannot distinguish be-
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tween process tomography and computation, so the two servers
should execute the correct circuit for computation.

In this way, the user can delegate any calculation to the two servers.

Theorem 2.30. The two-server protocol is a blind quantum com-
putation protocol.

Proof. It is evident from Lemma 2.28 that the two-server protocol is
a blind quantum computation protocol.

2.3.5 Limitation of Single-server Blind Quantum
Computation Protocol

We have introduced single-server blind quantum computation proto-
cols for quantum users. Then, might there not be a single-server blind
protocol for classical users? In fact, it is known that a blind quantum
computation protocol for classical users might not exist [60, 61]. In
this subsection, let us introduce those results.

The class of problems that quantum computers can efficiently solve
is referred to as BQP.

Definition 2.31 (BQP). A language L belongs to BQP if and only
if there exists a polynomial-time uniform family of quantum circuits
{Qn : n ∈ N}, such that

Completeness. for all x in L, Pr(Q|x|(x) = 1) ≥ 2
3 ,

Soundness. for all x not in L, Pr(Q|x|(x) = 0) ≥ 2
3 ,

where for all n ∈ N, Qn takes n qubits as input and outputs 1 bit.

The class of problems for which solutions can be verified in poly-
nomial time on classical computers is referred to as NP.

Definition 2.32 (NP). A language L belongs to NP if and only
if and only if there exist polynomials p and q, and a deterministic
Turing machine TM , such that

Completeness. for all x in L, there exists a string y of length q(|x|)
such that TM(x, y) = 1,

Soundness. for all x not in L and all strings y of length q(|x|),
TM(x, y) = 0,
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where for all x and y, the machine TM runs in time p(|x|) on input
(x, y).

The following results are known regarding a one-round blind quan-
tum computation protocol for classical users.

Theorem 2.33 (One-round single-server blind quantum computa-
tion protocol for a classical user [61]). If a one-round single-server
blind quantum computation protocol for classical users exists, then
BQP ⊆ NP.

However, at the same time, it is believed that BQP may not be a
subset of NP [96].

Theorem 2.34. For any T (n) which is o(2n/2) relative to a random
oracle with probability 1, BQTime(T (n)) does not contain NP. Here,
BQTime(T (n)) denotes the class of problems solvable by a quantum
computer operating in T (n) time.

Because this result is derived using a random oracle, it does not
necessarily imply that BQP is not a subset of NP. However, many in
the field “believe” that BQP and NP are not subsets of one another.

Additionally, the following result is also known [60].

Definition 2.35 (MA/O(nd)). A language L belongs to MA/nd if
and only if there exists polynomials p and q, a sequence {αn}n∈N
of strings with αn ∈ {0, 1}d, and a polynomial-time deterministic
Turing machine TM , such that

Completeness. for all x in L, there exists a string y of length q(|x|)
such that Pr(TM(x, y, αn) = 1) ≥ 2

3 ,

Soundness. for all x not in L and all strings y of length q(|x|),
Pr(TM(x, αn) = 0) ≥ 2

3 ,

where for all x, y αn, the machine TM runs in time p(|x|) on input
(x, y, αn), and for some fixed constant d.

MA/O(nd) can be understood as MA where a Turing machine may
change for each bit size. If, hypothetically, a classical user could del-
egate quantum computation to a single server with unbounded com-
putational capacity using a blind protocol, then BQP ⊆ MA/O(nd).
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Theorem 2.36 (Unbounded single-server blind quantum computa-
tion protocol for a classical user). If an unbounded single-server blind
quantum computation protocol for classical users exists, then BQP
⊆ MA/O(nd).

However, a separation is known using an oracle [60].

Theorem 2.37. For each d ∈ N , there exists an oracle Od such that
BQPOd is not contained in (MA/O(nd))Od.

Also, because this result is derived using an oracle, it does not
necessarily imply that BQP is not a subset of MA/O(nd).
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Chapter 3

Extension of Single-server Blind

Quantum Computation

This chapter is based on my paper [3].

3.1 Motivation and Our Work

When the public uses a universal quantum computer, it is assumed
that it will be used as a quantum cloud server that exists in a few
bases because the quantum computer is expensive. In this quan-
tum cloud server, privacy will be an essential issue. Thus, a blind
quantum computation protocol is needed so that each user can use
the server without revealing the details of his or her calculations
[54–56,59,97–100].

First, the blind protocol was proposed based on a quantum one-
time pad [54]. Similar to a classical one-time pad [74], the quantum
one-time pad uses the encryption key only once, therefore, the server
cannot learn anything about the user’s quantum state. However,
this protocol needs multiple two-way quantum communications. In
addition, the user is required to have a quantum memory on which
a SWAP gate can be executed. Then, Another protocol was pro-
posed that requires neither quantum gates and two-way quantum
communication nor quantum memory and SWAP gates during its
computation [97]. However, in this protocol while the input and out-
put are encrypted, the calculation process is revealed to the server.
This is a crucial drawback because an algorithm itself can consti-
tute important information that should be kept secret. The blind
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protocols that do not use the quantum one-time pad have also been
proposed [56,59,98].

In this chapter, we propose a new blind quantum protocol using
rotation gates in addition to the quantum one-time pad. The abilities
of the user required to perform the protocol are the ability to pre-
pare the states |+⟩, to execute T gates, to generate random numbers,
and use a classical computer. These abilities of the user are equal to
the abilities of a user in the previous protocols. In our protocol, the
server does not need to execute non-clifford gates or do equivalent
measurements. Hence, the capability required of the server in our
protocol is equivalent to that of the MF protocol. We also compared
the amount of qubits consumed in our protocol and the BFK pro-
tocol. We show that our protocol consumes fewer qubits than the
BFK protocol except in special cases because our protocol uses fewer
qubits per single-qubit gate. We also show that our protocol can be
extended to fault-tolerant computation.

3.2 Technical Preliminaries

In this section, we describe the gate teleportation for an Aθ gate
used to encrypt our protocol. For an overview of gate teleportation,
see Subsection 2.2.3. For further details on the Quantum One-Time
Pad, see Subsection 2.1.8.

3.2.1 Gate Teleportation

We explain the gate teleportation for an Aθ gate that is used for
blindness in our protocol. The Aθ gate is defined by

Aθ ≡
[
1 0
0 eiθ

]
. (3.1)

When θ = π
4 , the Aθ gate is equivalent to the T gate.

For a given state |ψ⟩, Aθ |ψ⟩ is obtained by using gate teleportation
as shown in Figure 3.1, without directly executing the Aθ gate. Here
a is the measurement output, and |Aθ⟩ is defined by

|Aθ⟩ ≡
1√
2

(|0⟩ + eiθ |1⟩). (3.2)
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|ψ⟩ a ∈ {0, 1}

|Aθ⟩ A(−1)aθ |ψ⟩

Figure 3.1: Executing Aθ gate by gate teleportation

|ψ⟩enc c ∈ {0, 1}

XaZb |Aθ⟩ ZbA(−1)a⊕cθ |ψ⟩

Figure 3.2: Key change at the Aθ gate using gate teleportation

3.3 The Aθ Gate

In this section, we explain the encryption techniques for the Aθ gate
and its universality. First, we extend the quantum one-time pad to
the Aθ gate. Next, we show how to modify the T gate and the Aθ

gate in the quantum one-time pad. Finally, we explain universal
quantum computation using the Aθ gate.

3.3.1 Quantum One-time Pad for the Aθ Gate

In this subsection, we show that the Aθ gate can be hidden using the
quantum one-time pad. When |Aθ⟩ is encrypted using the quantum
one-time pad, it is given by

|Aθ⟩enc = XaZb |Aθ⟩ . (3.3)

When executing the gate teleportation by the state |Aθ⟩enc, the Aθ

gate works as shown in Figure 3.2, since the Z gate commutes with
the Aθ gate. Thus, it is possible to encrypt the Aθ gate using the
quantum one-time pad. Even when the quantum state |Aθ⟩ is en-
crypted using only the Z gate, its ensemble is already a maximally
mixed state. That is, such encryption using the X gate is not re-
quired. However, the X gate is used to hide the measurement output.
It is used for the modification described in the following subsection.

3.3.2 T-like gate and single-qubit universal gate

It is known that an approximation of any single-qubit gate is achieved
by using the T gate and the H gate [78, 81–83]. We represent gate
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blindness using non-parallel eight-axis rotation and a T-like gate.
The T-like gate is defined as follows:

T = A iπ
4

=

[
1 0

0 e
iπ
4

]
, (3.4)

T 3 = A i3π
4

=

[
1 0

0 e
i3π
4

]
, (3.5)

T † = A−iπ
4

=

[
1 0

0 e
−iπ
4

]
, (3.6)

(T 3)† = A−i3π
4

=

[
1 0

0 e
−i3π

4

]
. (3.7)

By combining the T-like gate with the H gate, it is possible to
make rotations at eight axes that are not parallel. Table 3.1 shows
these eight axes along with the gate combinations. In particular,
note that the rotation axis of T †HT †H is parallel to the rotation
axis of HTHT . It is known that an arbitrary single-qubit gate can
be approximated by the combination of THTH and HTHT . The ro-
tations of these two axes are not parallel. That is, they can achieve
any rotation for the quantum state that the user desires. This is
known thus a universal gate set for a single-qubit gate [78, 82, 83].
In the same way, any single-qubit gate can be approximated by the
gate group shown in Table 3.1. Therefore, the server cannot discover
which gate combination was chosen because he cannot know the re-
ceived state |Aθ⟩. That is, the user can realize any single-qubit gate
without it being known to the server.

3.4 Main Protocol

In this section, we describe our blind quantum computation protocol.
We assume a user has the ability to prepare a state |Aθ⟩ such that

θ = nπ
4 (n = {0, 1, . . . , 7}), to execute the X and Z gates and to

perform classical calculations. This user ability can be replaced by
the ability to prepare the |+⟩ and to execute the T gates. Also, we
assume a server has a universal quantum computer. Note that in our
protocol, the server is not required to have the capability to execute
non-Clifford gates.
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Table 3.1: Axes of rotation and the corresponding gate combinations
Gate Axis of rotation

THTH (cos π
8 ,sin π

8 ,cos π
8 )

THT †H (− cos π
8 ,− sin π

8 ,cos π
8 )

T †HTH (cos π
8 ,− sin π

8 ,− cos π
8 )

T †HT †H (− cos π
8 ,sin π

8 ,− cos π
8 )

T 3HT 3H (cos 3π
8 ,sin 3π

8 ,cos 3π
8 )

T 3H(T 3)†H (− cos 3π
8 ,− sin 3π

8 ,cos 3π
8 )

(T 3)†HT 3H (cos 3π
8 ,− sin 3π

8 ,− cos 3π
8 )

(T 3)†H(T 3)†H (− cos 3π
8 ,sin 3π

8 ,− cos 3π
8 )

3.4.1 Circuit-based Protocol

We propose a circuit-based protocol, which we refer to as Protocol 1,
which can also hide the position of the CNOT gate by using a circuit
based on the brickwork states proposed in the BFK protocol.

We define a circuit like brickwork states as follows.

Definition 3.1 (Circuit like brickwork states). Circuit like brickwork
states consist of a fixed number n of gates vertically and a fixed
number p(n), proportional to n, of gates horizontally. We can always
make n and p(n) an even number by adding ancilla gates. The circuit
is created in the following steps:

Step 1. Each row starts with arbitrary unitary operator V which
consist of m gates.

Step 2. Then, a unitary operator U1 consisting of four gates is exe-
cuted on the l-th row, where l is {l = 2k+ 1|k = 0, 1 . . . , n2 − 1},
and a unitary operator U2 consisting of four gates is executed on
l + 1 th row.

Step 3. The user performs the CZ gate between the l-th row and
the l + 1 th row.

Step 4. A unitary operator U3 consisting of four gates is executed
on the l-th row, and a unitary operator U4 consisting of four
gates is executed on l + 1 th row.

Step 5. The user performs arbitrary unitary operator V which con-
sist of m gates on each row.
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Step 6. The unitary operator U2 consisting of four gates is executed
on the l-th row, and the unitary operator U1 consisting of four
gates is executed on l−1 th row. Alice does not execute anything
in the first and last row between steps 6 to 8.

Step 7. The user performs a CZ gate between the l-th row and the
l − 1 th row.

Step 8. The unitary operator U4 consisting of four gates is executed
on the l-th row, and the unitary operator U3 consisting of four
gates is executed on l − 1 th row.

Step 9. Repeat steps 1 to 8 until the last column is reached.

The circuit like brickwork states is shown in Figure 3.
The unitary operator {U1, . . . , U4} that exists in front of each CZ

gate can be changed to the identity gate or the CNOT gate by chang-
ing it as shown in Figs.3.4–3.5. If U1 = I, U2 = I, U3 = I, U4 = I,
the two CZ gates and the four unitary operators act as the identity
gate. If U1 = Rz(

π
2 ), U2 = Rx(

π
2 ), U3 = I, U4 = Rx(

−π
2 ), the two CZ

gates and the four unitary operators act as the CNOT gate. Each
unitary operator can be made with a combination of Aθ gates and
H gates as shown below:

I = H · I ·H · I = H · A0 ·H · A0, (3.8)

Rz(
π

2
) = H · I ·H · S = H · A0 ·H · A iπ

2
, (3.9)

Rx(
π

2
) = H · S ·H · I = H · A iπ

2
·H · I, (3.10)

Rx(
−π
2

) = H · S† ·H · I = H · A−iπ
2
·H · I. (3.11)

The number m of gates constituting an arbitrary unitary operator
V between CZ gates is fixed. The reason is that to be a blind pro-
tocol, m needs to be fixed for any circuit and should not determined
for each circuit.

This circuit can simulate any circuit by adjusting V and {U1, . . . , U4}.
This is because the CNOT gates can be realized with the CZ gates
and {U1, . . . , U4}, and any single-qubit gates between the CNOT
gates can be realized with V . In a position where the CNOT gate
are not needed, the CZ gates can be converted to the identity gate as
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Figure 3.3: Circuit like brickwork states

I I

I I

Figure 3.4: Combination of the CZ gates and single-qubit gates act-
ing as the identity gate

in Figure 3.4. Therefore, instead of converting the user’s circuit di-
rectly into the gate set {H,Aθ,CNOT}, the user converts the user’s
circuit into the circuit like brickwork states and then converts the
gate set {H,Aθ,CNOT} to hide position of the CNOT gate. Also,
the circuit like brickwork states by itself is not a blind protocol.
However, since the server cannot obtain information concerning the
single-qubit gates encrypted by the quantum one-time pad, he can-
not determine whether the identity gate or the CNOT gate in the
circuit like brickwork states. When simulating the circuit like brick-
work states, if the number of gates at V is less than m, the lack can
be filled by reproducing the identity gates.

Definition 3.2 (Protocol 1). A user has the following ability:

• The ability to prepare the state Rz(θ) |+⟩, where θ can take
values from the set {0, π4 ,

2π
4 , . . . ,

7π
4 }.

The user instructs the server to the following procedure:

Step l. The user makes a quantum circuit for her calculation.

Step 2. The user reconstructs the original circuit to the circuit like
brickwork states.

Step 3. The user decomposes the circuit by {H,Aθ,CNOT}, where
θ is limited to θ = nπ

4 (n = {1, 3, 5, 7}).
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Figure 3.5: Combination of the CZ gates and single-qubit gates act-
ing as the CNOT gate

Step 4. The user prepares the qubits of the state |Aθ⟩ corresponding
to the Aθ gate and the qubits needed to modify those gates and
input states.

Step 5. The user generates the encryption keys and encrypts the
qubits by the quantum one-time pad, then sends them to the
server.

Step 6. After sending all the qubits, the user directs the server to do
the calculations by classical communication. Specifically, when
the user wants to execute H gate and CZ gate, the user has
the server directly execute H gate and CZ gate. When the user
wants to execute Aθ, she directs the server to execute Aθ by using
gate teleportation of the |Aθ⟩. Then, the server sends the mea-
surement output of the gate teleportation to the user and asks
whether it is the desired result. If the result is not the desired
one, the user directs the server to make additional modifications
using A2θ gate by gate teleportation and his Z gate.

Step 7. The server sends the last measurement to the user after the
calculation is completed. When the last state is encrypted by X,
the user flips the result and accepts it. When it is not, the user
accepts the result.

The user can perform quantum computation while concealing the
entire calculation process, including the position of the CNOT gate.

Theorem 3.3. Protocol 1 is a blind quantum computation protocol.

Proof. The user encrypts the qubits by the quantum one-time pad,
and the encryption key is selected randomly. That is, the server can-
not obtain information about the qubits. The server performs the
measurement for gate teleportation of Aθ gate, but the measurement
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output has a success probability of 1/2 regardless of the gate exe-
cuted and the input quantum state. Therefore, the server does not
obtain any information when executing the single-qubit gate. The
CNOT gate cannot be distinguished from the identity gate by using
the circuit like brickwork states. That is, the user has the server
execute the CNOT gate without knowing where in the circuit it was
executed. The server cannot learn anything about the output be-
cause the output qubits are still encrypted by the quantum one-time
pad.

The server can only obtain information on the circuit size based on
the calculation procedure. Therefore, Protocol 1 is a blind quantum
computation protocol.

Note that the size can be increased by sending dummy ancilla
qubits.

The user’s ability is preparing the |+⟩ and executing the T gates.
This ability is essentially equal to the ability required by the BFK
protocol. The server’s abilities are the ability to perform Clifford
gates and to perform computational basis measurements. A quantum
computer that has the ability to execute Clifford gates and to per-
form the computational basis measurements only can be efficiently
simulated by a classical computer, as is known from the Gottesman-
Knill theorem [85]. In the BFK protocol, besides the computational
basis measurement, measurements corresponding to the T gate are
required. In terms of computational capability, our protocol’s server
is inherently less capable than the server in the BFK protocol. The
user can contract low-cost servers that have inferior abilities to our
protocol.

3.4.2 Comparison of consumed qubits

An important previous study for this research is the BFK proto-
col [56]. Although the server’s ability is different, the overall protocol
is the same in that the user creates quantum states, the server uses
those states to run circuits, and the user receives classical informa-
tion. In this subsection, we will compare the number of qubits used
in those protocols.

The BFK protocol consumed 8 qubits to execute any gate. How-
ever, since the BFK protocol can execute two single-qubit gates in
one set of 8 qubits, we consider that the single-qubit gate consumes
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Table 3.2: Number of qubits required for each gate
Protocol H gate T-like gate CNOT gate

BFK protocol 4 4 8
Protocol 1 0 1.5 12

4 qubits on average. Additional qubits are needed to execute the
extra identity gates to form the Brickwork states. In Protocol 1, the
number of qubits to perform a single-qubit gate varies depending on
the measurement output. Since it takes an additional qubit to cor-
rect the result, it would take at least 1 qubit, up to 2 qubits, and
an average of 1.5 qubits to execute the Aθ gate. And 8 Aθ gates are
required to execute the CNOT gate or the identity gate, therefore,
12 qubits are required to the CNOT gate or the identity gate on av-
erage. Protocol 1 also needs to execute the additional identity gates
to form circuit like brickwork states. We summarize the number of
qubits consumed by each gate in Table 3.2.

The number of qubits consumed by the calculation depends on
the number of these gates. The number of extra identity gates varies
depending on the structure of the circuit the user wants to run, so
the qubits consumed by those protocols cannot be simply compared.
As a general case, we consider the case where an operator U , which
can be approximated by n H gate and n Aθ gate, is executed between
CNOT gates. Since the BFK protocol requires 4 qubits for each of
the H and Aθ gates,

NBFK = 2 × 4 × n+ 8 = 8n+ 8 (3.12)

Then, let us consider m = 4 as the most inefficient case of Protocol
1. In this case, HAθHAθ is executed once between the CZ gates.
In other words, one identity gate is needed for each two Aθ gates.
It needs 12 qubits to convert the CZ gates into the identity gate
on average, and the operator V between the CZ gates consumes 3
qubits to the two Aθ gates on average. Thus, it needs

NProtocol1 = 1.5 × n+ 12 × n

2
= 7.5n. (3.13)

Therefore, in the above case, the qubits consumed by Protocol 1 are
0.5n+ 8 qubits less than the qubits consumed by the BFK protocol.
Protocol 1 can reduce the number of qubits it consumes by changing
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the value of m. In this case, we have only considered one row of
quantum circuits. If we consider two or more rows, the qubits con-
sumption per one row of the BFK protocol does not change, but the
qubits consumption per one row of Protocol 1 decreases by 6 qubits
per the identity gates. Hence, in general, Protocol 1 is superior to
the BFK protocol in terms of the number of qubits it consumes.
Note that Protocol 1 cannot directly execute H gates. Therefore, we
estimate that the BFK protocol consumes fewer qubits for a circuit
that executes a large number of alone H gates.

3.4.3 Fault tolerance

It is known that the ability to perform error correction in a uni-
versal quantum computer is an indispensable function since coher-
ence is destroyed by external noise when manipulating a quantum
state [78, 101–104]. It has also been shown that there is no univer-
sal gate set that is transversal (does not spread errors) [105, 106].
However, it is known that the H gates and the CNOT gates can
implement error correction codes in a transversal [107,108]. For the
T gate, this method is implemented only by transversal gates and
gate teleportation. In this protocol, the gates used in the server’s
calculation are only the H gate and the CNOT gate, and a non-
transversal T-like gate can execute a logical T-like gate by preparing
multiple similar Aθ state. Therefore, our protocol can be extended
to fault-tolerant quantum computation.

3.5 Discussion

In this chapter, we proposed a blind quantum computation protocol
using circuit-based quantum computation. In previous research, it
has been discovered that the user’s input and output can be concealed
from the server using the quantum one-time pad. [97] However, pre-
vious techniques did not conceal the calculation process. In our pro-
tocol, blindness was satisfied using gate teleportation and expanding
the T gate, which is important for universal quantum computation,
to the Aθ gate. Protocol 1 uses the Aθ gates, circuit like brickwork
states, and the quantum one-time pad. Protocol 1 requires the user
to have the same abilities as the previous study and the server to
have fewer abilities than the previous study [56]. In particular, the
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server does not require the ability to execute the non-clifford gates.
We also have shown that Protocol 1 consumes fewer qubits than the
protocols in the BFK protocol except in special cases. Additionally,
we have shown that the method can be extended to fault-tolerant
calculations by the same method for error correction using magic
state.
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Chapter 4

Extension of Multiple-server

Blind Quantum Computation

This chapter is based on my paper [2].

4.1 Motivation and Our Work

Quantum computers have been actively studied with the expectation
of providing higher computational capacity than classical computers.
For example, Shor’s algorithm uses the quantum Fourier transform to
solve prime factorization and discrete logarithm problems exponen-
tially faster than existing conventional algorithms [13]. Grover’s al-
gorithm is the fastest searching algorithm for an unordered database,
at a speed that is thought to be impossible to achieve with classi-
cal computation [17]. In addition to specific algorithms, it is known
that classical computers cannot sample as fast as quantum comput-
ers in the sampling problem [109, 110]. While quantum computers
have such superiority, they will be enormously expensive compared
with classical ones even if they become available in the future, as
they will need some fine-tuned microscopic devices to use quantum
effects. Consequently, it is anticipated that the server will possess
the quantum computer, and users will delegate their quantum com-
putations to the server.

When quantum computers are used as cloud servers, user security
is a concern. The user must send information about his/her calcula-
tions to the server to delegate the calculations. If the server is mali-
cious, it may illegally obtain the user’s information. Therefore, the
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user should use a blind quantum computation [3,54,56,59,62,63,98].
A blind quantum computation protocol securely encrypts inputs,
outputs, and calculation processes of the calculations delegated by
the user to the server. Blind quantum computation is expected to be
an advantage of the new quantum computation because it is more
powerful than fully homomorphic encryption, which is its classical
analog [52].

At the moment, a blind quantum computation cannot be per-
formed unconditionally; therefore, servers and users must be sub-
jected to constraints. Blind quantum computation protocols ap-
plicable to a single quantum server have been most actively re-
searched [3, 54, 56, 59, 98]. With the protocols of using the single
server, the user does not have to impose any restrictions on the
server, but the user must have quantum abilities. Currently, there is
no known blind protocol that can be performed by the user having
only abilities of classical computation and classical communication
with a single server [111]. It is also not known about the possible or
impossible existence of the blind protocol with a single server with a
user who has only classical computation and classical communication
abilities, but some negative results have been obtained [60,61].

In contrast, blind protocols with two servers are available for users
who can only perform classical computation and classical communi-
cation [62, 63]. These blind protocols are executed by a user who
makes individual classical communication with multiple servers that
share entanglement states. However, classical and quantum commu-
nication among servers is prohibited during and after the computa-
tion.

Given the widespread availability of classical computation and
communication abilities, users are generally assumed to possess these
capabilities. Therefore, these multiple-server blind quantum compu-
tation protocols are extremely convenient for users. However, the
server is subjected to severe limitations; servers cannot communi-
cate with each other in classical communication. In real, we cannot
assume that servers cannot perform classical communication with
each other, so we can assume that servers do not perform classical
communication with each other according to the contract with the
user.

There is no problem if the server honors the contract. However,
we have required a blind protocol in case the server is malicious in
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Figure 4.1: Server and user relationships for each protocol
(a)In a single-server protocol, a user must have the ability to gen-
erate or measure quantum states and classical computation. Addi-
tionally, the user and server must have quantum communication for
exchanging quantum states. (b)In a two-server protocol, a user is
only required to have the ability to perform classical computation
and classical communication. Servers share entanglement, and com-
munication between servers is always prohibited. (c)The relationship
between servers and a user is the same as in the two-server protocols.
In our protocol, some malicious servers can communicate with each
other after calculation.

the first place. Additionally, servers that initially honor their con-
tracts with users may suddenly breach those contracts. The current
protocol does not allow users to estimate the magnitude of these
risks.

In this chapter, we propose a blind protocol using multiple servers,
in which some servers can classically communicate after the compu-
tation. First, we extend the protocol from two server cases discussed
in previous studies. Next, we define a situation where some servers
can do classical communication after a calculation. Finally, we then
propose a method of encrypting the circuits used in the calculation so
that the user can delegate the calculation by blind computation even
if some servers are in classical communication after the calculation.
Moreover, we show that if the user delegates his/her calculation to
sufficiently many servers, the risk of their knowledge about the user’s
calculations can be controlled. An overview of the server-user rela-
tionship in previous studies’ blind protocols and our target protocol
is shown in Figure 4.1.
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4.2 Multi-server Blind Quantum Com-
putation Protocol with Limited Clas-
sical Communication among Servers

In this section, we propose a protocol that allows the user’s calcu-
lations to remain blind even if some servers perform classical com-
munication with other servers after the computation that the user
delegates for servers. To do that, we first show that it is possible to
perform the protocol on several servers, as extended from the two
servers’ protocol of the previous study [62]. Next, we show how to
encrypt the circuit so that even if the server gets some information
about the circuit, it cannot know anything about the calculation that
the user delegated to it. For details on a blind quantum computation
protocol, see Section 2.3; for the specifics of the two-server protocol,
see Subsection 2.3.4.

4.2.1 Extension to Multiple Servers

We suggest a non-trivial method for increasing the number of servers
by internally separating each of the protocol’s two servers from the
previous study [62]. One trivial way to increase the number of servers
is to add virtual servers that do not participate in the calculation,
but we will not consider this.

Theorem 4.1. In the two-server protocol (Definition 2.29), even
when the roles of the two servers are each divided among multiple
servers, the protocol remains blind.

Proof. We refer to the two servers used in the two-server protocol as
server A and server B, respectively. We will split these servers into
several groups. The set of servers that split server A is {Aa}a, and
the set of servers that split server B is {Bb}b, where a and b are the
numbers of server A and server B splits. Let {mA

a }a and {mB
b }b be

the set of messages that a user sends to each server.
We use proof by contradiction. We assume that one of the servers

can obtain information about the user’s calculation using this server-
splitting protocol. That is, we assume a protocol as described above
to not be a blind quantum computation protocol. By assumption,
one of the servers is getting information about the user’s calculations
from the messages {mA

a }a and {mB
b }b. Let mA and mB be the sets of
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messages received by the original server A and server B. The server
split is just a split of the internal workings of the original server, so
{mA

a }a can be created from mA. The {mB
b }b can be created in the

same way. That is, the original server A and server B can easily
simulate the servers’ behavior after the split. Therefore, the original
server A and server B can also obtain information about the user’s
calculation. However, this contradicts the fact that the protocol
consisting of server A and server B is a blind quantum computation
protocol.

Hence, the assumption is wrong, i.e., the protocol will remain a
blind protocol even if the server is split such that the internal roles
of server A and server B are split.

Consequently, the two-server protocol has been successfully ex-
tended to a protocol employing a greater number of servers. As the
number of servers used for computation grows, the circuits that use
the computation become more fragmented, and each server knows
less about the user’s calculation. In reality, the amount of informa-
tion each server knows is irrelevant if the servers do not use classical
communication. However, each server must have a small amount of
information if the servers perform classical communication with each
other after the computation.

If some servers are allowed to communicate with other servers after
the calculation, two servers can quickly learn the entire circuit if the
protocol of the previous study [62]. However, if the number of servers
participating in the calculation becomes huge, it becomes difficult to
know everything completely. Of course, part of the circuit depends
on the calculation, so the protocol is no longer a blind protocol under
such an assumption. In the next subsection, we will encrypt the
circuit so that servers can get some information about the circuit,
but not the information that depends on the calculation of the user.

4.2.2 Main Protocol

In this subsection, we propose a blind quantum computation protocol
that remains secure even if some servers communicate with each
other after the computation. In the two servers, one server runs
quantum gates on qubits, and another receives those qubits once and
returns them to the first server. Thus, the entire quantum circuit
for a calculation is realized by one of the two servers. From the
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information in the quantum circuit, the server can infer the input
and output of the calculation and the calculation process. In other
words, when the server is split up, if the server on the side running
the quantum circuit shares information, information about the user’s
calculations will be leaked. Hence, we propose a method to encrypt
the circuit so that even if the server knows some information about
the circuit, the information does not depend on the user’s calculation.

The set of gates required to perform an arbitrary quantum com-
putation is called a universal gate set. In the two-server protocol,
{CNOT , G} is used as the universal gate set [112]. A G gate is
defined by

G ≡ Ry

(
−π
4

)
= ei

π
8Y . (4.1)

The G gate is an action that rotates π/4 radians around the Y axis.
We adopt {H,T,CZ} as a universal gate set for simplicity. These
universal gate sets can approximate each other with polynomials, so
the difference is not essentially significant.

In our new protocol, we utilize a circuit like brickwork states as
employed in Protocol 1. For a detailed description of the circuit like
brickwork states, see Subsection 3.1. Using the circuit like brickwork
states, servers can know about the structure of the circuit but cannot
get any information about the computation. Recall that the user can
run any circuit by setting V and Ui in Figure 3.3 appropriately. It is
known that any single qubit gate can be made from a combination
of H gate and T gate [78]. Specifically, it approximates an arbitrary
single-qubit gate by rotating of two axes on the Bloch ball, HTHT
and HT †HT †. Adding the identity gate I = HIHI to these two sets
allows the user to create any circuit by combining it with the circuit
like brickwork states.

Next, we define dummy gates to eliminate information about the
computation from these gate combinations.

Definition 4.2 (Dummy gates). Let K be a constant. We define
the elementary gates by:

D1 = HT, (4.2)

D2 = HT †, (4.3)

D3 = HI. (4.4)

A sequence of anyK consecutive gates chosen from the set {D1, D2, D3}
is defined as dummy gates.
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As mentioned earlier, an arbitrary single-qubit gate consists of
HTHT , HT †HT †, and HIHI. When a single-qubit gate consists
of K/2 combinations of these three, the user adds the dummy gates
consisting of K consecutive {D1, D2, D3}. A server who knows noth-
ing about the original single-qubit gate will not distinguish between
those dummy gates and the original. By using those dummy gates,
even if the server gets the information of K/2 consecutive gates from
the user, the server cannot distinguish which gate is the original gate
by running the dummy gates in parallel. By definition, dummy gates
do not allow the server to obtain any information about the calcula-
tion, even if the server knows about a gate combination of less than
K/2. For the encryption using dummy gates, the user needs to add,
at most, 3K gates. Since K is a constant, initially determined by the
user, independent of the number of input bits, 3K is also a constant.
Therefore, adding dummy gates is efficient because it increases the
number of gates by a constant factor independent of the number of
input bits in the calculation.

Next, we introduce the procedure required to hide the output.
The measurement required during the protocol is not dependent on
the calculation, but the final measurement output, which is the out-
put of the calculation, is dependent on the calculation. Therefore,
we randomly perform an X gate or an identity gate at the end of
each calculation. When the identity gate is executed to the quan-
tum state, the user accepts the output directly; however, if the X
gate is executed, the user accepts the output after flipping it. In
this case, the probability of getting output either “0” or “1” as the
server’s measurement output is 50% each, and the actual output of
the calculation cannot be known from the measurement output.

Then, we introduce a method to execute the X gate or the iden-
tity gate without revealing its implementation to the server. X axis
rotation on the Bloch ball can be implemented as follows:

Rx(
π

4
) = H · T ·H · I. (4.5)

If this Rx(
π
4 ) is applied four times, it becomes the X gate, and if it

is applied eight times, it becomes the identity gate. In other words,
when the number of times Rx(

π
4 ) is executed in a certain gate se-

quence is divided by 8, the remainder of 4 or 0 changes whether it
is the X gate or the identity gate. Therefore, by having the server
execute the Rx(

π
4 ) gate multiple times at the end of the calculation,
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the user can conceal the output from servers that are unaware of the
total number of Rx(

π
4 ) gates executed.

Finally, we propose a protocol that summarizes the encryption of
the circuit. In the following, we assume that the number of entire
servers is 2N and that K servers (N > ⌊K/2⌋) do classical commu-
nication after the computation.

Definition 4.3 (Protocol 2). The basic structure of the protocol is
the same as the two-server protocol in Definition 2.29.

A user has the following ability:

• The ability of classical computation.

In this protocol, the two servers are divided into N servers each,
i.e., the whole system will consist of 2N servers. The servers have
the following conditions:

• The servers share an arbitrary number of maximally entangled
states.

• The servers are prohibited from classical communication with
each other.

We label each server as {A1, A2, · · · , AN} and {B1, B2, · · · , BN},
then Ai receives quantum states from Bi−1, executes any gate, and
passes quantum states to Bi. We also define that the server BN sends
a quantum state to server A1. This protocol encrypts the circuit in
the following process:

Step 1. The user restructures the circuit for the calculations by us-
ing the circuit like brickwork states.

Step 2. The user decomposes V and Ui, which compose the circuit
like brickwork states, into HTHT , HT †HT †, and HIHI.

Step 3. The user adds dummy gates to the circuit so that the dummy
gates are run in parallel for the gate sequence of ⌊K/2⌋ gates for
the gates consisted in step 2.

Step 4. The user randomly executes the X gate or the identity gate
using the gate sequence consisting of 4N gates that are HTHI or
HIHI just before measuring the quantum state corresponding
to the output.
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The remaining delegation procedure is the same as the two-server
protocol.

We show that Protocol 2 is a blind quantum computation protocol
even when K servers of the 2N servers (N > ⌊K/2⌋) can do classical
communication after the calculation.

Theorem 4.4. Protocol 2 is a blind protocol even when K servers
of the 2N servers (N > ⌊K/2⌋) can do classical communication after
the calculation.

Proof. Since we assume that all servers do not perform classical com-
munication during the computation, from Theorems 2.30 and 4.1, the
servers cannot get information about the user’s calculation.

We consider what happens after the server finishes the compu-
tation delegated by the user and sends the output to the user. By
assumption, the K servers can perform classical communication after
the user’s calculation is completed. It is shown from Theorems 2.30
and 4.1 that servers that do not perform classical communication
with other servers after the computation is finished do not obtain in-
formation that depends on the user’s calculations. Then, we describe
the servers that do the classical communication with other servers.
Since servers can do classical communication with each other, the
protocol that users use to prevent servers from doing things differ-
ently from the user’s instructions is no longer relevant to the server,
and the server can directly get information about the user’s circuit.

Even if the server can obtain information about the user’s circuit,
we show that it cannot get information that depends on the user’s
calculations. Since the circuit is built using the structure of the
circuit like brickwork states, the server is unable to get information
about the computation from the circuit structure. The server also
gets information about the circuit’s consecutive gates at most ⌊K/2⌋,
but the circuit uses dummy gates parallel with the original gates. The
server cannot distinguish between the dummy gates and the original
gates because it does not know the original user’s calculations. In
other words, the gate information that the server obtained is all the
possible gate combinations it could get. Hence, the server cannot
obtain information that depends on the user’s calculations from the
gate information.

The input can be decomposed into |0⟩ and gates without loss of
generality; therefore, it can be hidden just like the gate. Since the
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measurement outputs during the computation process do not depend
on the user’s original calculation, the server cannot obtain informa-
tion that depends on the user’s calculation from them.

The server also gets some of the measurement outputs that cor-
respond to the output of the calculation. However, recall that the
user encrypted this output using the X gate or the identity gate ran-
domly. The server cannot distinguish between the X gate and the
identity gate without knowing all of the gates in the last 4N gate
sequences. By the assumption the server knows only about 4⌊K/2⌋
gates out of 4N , the server cannot know about the gates that encrypt
the output. Therefore, the server’s output is half “0” and half “1”,
and the server cannot decrypt it, so the output does not depend on
the user’s calculations.

The above result holds that even if the server performing the classi-
cal communication is less than K. The classical information available
to the server does not depend on the user’s original calculation.

The server’s quantum state is identical to the two-server protocol.
If those servers can get a quantum state that depends on the calcula-
tion, servers can also get the quantum at the time of the two servers.
This contradicts Theorem 2.30. Therefore, the quantum state ob-
tained by the server is independent of the user’s original calculation.

Hence, Protocol 2 is a blind quantum computation protocol even
if K servers of the 2N servers (N > ⌊K/2⌋) can do classical commu-
nication after the computation.

4.2.3 Risk Estimation

Theorem 4.4 is based on the premise that after the computation,
only K servers of the 2N servers (N > ⌊K/2⌋) perform classical
communication after the computation. In reality, we can assume
that a user has made a contract with all servers not to do classical
communication with each other, but some of them have done so
in violation of the contract after the computation. Assume that
t is the average time between one server leaking information and
the next, whether consciously or unconsciously. If a user chooses
a sufficiently large K, the law of large numbers allows the user to
estimate that the time it takes for the server to get the average
user’s information is (K + 1)t. Although t is considered fixed here,
it is not necessarily fixed, and in practice, accurate model design
for t is necessary. However, Protocol 2 allows the user to choose
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the parameter K, allowing him to adopt the risk of time leaking
information that depends on the parameter K rather than the risk of
time leaking information by a single server. Thus, users can estimate
the risk that the previous study could not by using Protocol 2, and
they can choose the number of servers according to the risk they are
willing to accept.

4.3 Discussion

In this chapter, we proposed a blind quantum computation protocol
with multiple servers that is effective even if some servers perform
classical communication after the computation. Protocol 2 is an
extension of the two-server protocol proposed in the previous study
[62]. Firstly, we increased the number of servers by splitting the role
into multiple servers inside the server for the two servers used in the
two-server protocol. Next, we proposed a method of encrypting the
circuit such that even if some circuit information is leaked, the server
will not be able to determine which information is dependent on
the user’s original calculation. We then proposed Protocol 2, which
summarized them and showed a blind protocol even in assumption.
Finally, we have seen that the risk can be quantified to appropriately
adjust the number of servers.

One of the disadvantages of our protocol is that it uses many more
gates in the calculation than the two-server protocol. The amount
it increases depends on how much risk the user is willing to accept.
However, the increase in the number of gates fits into the polynomial
size. Another disadvantage is that to use 2N servers, 2N quantum
cloud servers sharing entanglements should exist in reality.
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Chapter 5

Limitation of Blind Quantum

Computation

This chapter is based on my paper [1].

5.1 Motivation and Our Work

Quantum computers are expected to become the next-generation
computers because they can perform calculations that are consid-
ered impossible with classical computers. For example, Shor’s al-
gorithm [13] solves prime factorization problems in polynomial time
using the quantum Fourier transform, and Grover’s algorithm [17]
is recognized as the quickest unordered database search. However,
due to the sensitivity of quantum states to external noise, the phys-
ical implementation of quantum computers is hard and requires ex-
pensive technology. Hence, quantum computers will most likely be
employed as cloud quantum servers rather than being owned by in-
dividual customers. In the context of such cloud quantum servers, a
fundamental concern is a potential for the server to illegally obtain
information about the computations delegated by the user. There-
fore, users require a blind quantum computation protocol, allowing
them to perform calculations without revealing their input, output,
and processes [2, 3, 54–56,59,62,63,98,113].

To execute a blind quantum computation protocol, a user must
encrypt the input, output, and processes of the delegated calcula-
tion. Childs showed that a user with quantum memory and the
ability to execute an X gate and a Z gate could perform a blind
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quantum computation protocol via quantum communication with a
quantum server [54]. Broadbent, Fitzsimons, and Kashefi proposed a
blind quantum computation protocol in which users who do not have
quantum memory create a specific quantum state, send it to a server,
and do classical communication with the server [56]. Several more
blind quantum computation protocols are also carried out by a user
doing quantum communication with a single server [3, 59, 98, 113].
Protocols utilizing many servers have been proposed to ease the lim-
itations on the user’s abilities [2, 62, 63]. In these protocols, a user
requires a classical computer and classical communication with mul-
tiple servers that share entangled qubits. These protocols are useful
because the user does not need to have any quantum equipment.
However, it is vital to note that classical and quantum communica-
tion is not allowed among multiple servers.

As mentioned above, thus far, several different blind quantum
computation protocols have been proposed. However, it is uncertain
if there is a single server protocol with users who only have classi-
cal capabilities and a multiple servers protocol that allows servers to
freely communicate. The standard users are considered to have clas-
sical computation and communication abilities. In general, servers
are considered to communicate freely with each other. Therefore,
if they exist, these protocols would be the most user-friendly blind
quantum computation protocols. Our goal is to investigate the link
between these protocols.

In this chapter, we show that if there exists a single-server blind
quantum computation (SBQC) protocol with users who have only
classical abilities, there is a multi-server blind quantum computa-
tion (MBQC) protocol that allows servers to communicate with each
other, and vice versa. We show specifically that if the SBQC pro-
tocol exists, it can be emulated with multiple servers, and that if
the MBQC protocol exists, it can be simulated with a single server.
We further show that these simulation approaches are not affected
by the particular blind quantum computation protocol configuration.
As a result, even investigating multi-server protocols can lead to the
search for blind quantum computation protocols that employ a single
server with users who only have classical abilities.
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5.2 Blind Quantum Computation Pro-
tocol

In this section, we define an SBQC protocol with users who only have
classical capabilities and an MBQC protocol that allows servers to
freely communicate. For details on the definition of a blind quantum
computation protocol, see Section 1.1. We assume in the following
section that honest servers have the quantum computing power and
malicious servers have unbounded computing power. Let n be the
number of input bits.

5.2.1 SBQC Protocol

In this subsection, we define an SBQC protocol in which users can
only use classical abilities.

Definition 5.1 (Single-server blind quantum computation protocol
with a classical user). A user has the following ability:

• The ability of classical computation.

If the delegating computation protocol, characterized by the follow-
ing interactions between the user and the server, is a blind quantum
computation protocol, we define it as a single-server blind quantum
computation protocol with a classical user. The number of protocol
steps is the polynomial-size p(n).

Step 1. Send the first message to the server
The user sends a classical polynomial-size message m1 to the
server.

Step 2. Return a first message to the user
The server receives the user’s message m1 and performs quantum
computation based on the message. The server sends to the user
a classical polynomial-size message s1, the content of which is
determined by the server’s calculation.

Step 3. Send the second message to the server
The user gets the message s1 and performs classical computation
based on the message. The user sends a classical polynomial-
size message m2 to the server, the size which relies of the user’s
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calculation.
...

Step 2i. Return an i-th message to the user
The server receives the user’s message mi and performs quantum
computation based on the message. The server sends a classi-
cal polynomial-size message si, which depends on the server’s
calculation, to the user.

Step 2i+ 1. Send a i+ 1-th message to the server
The user receives the message si and performs classical computa-
tion based on the message. The user sends a classical polynomial-
size message mi+1, which depends on the user’s calculation, to
the server.
...

Step p(n). Calculation is complete
The user receives the last message sl and obtains the result of
the delegated calculation by decryption.

By this definition, an honest server has quantum computing power,
so obviously, a user can delegate quantum computation to it.

5.2.2 MBQC Protocol

We define a multi-server blind quantum computation protocol that
allows servers to communicate. We define separately when servers
share entanglement with each other and when they do not.

Firstly, we define a multi-server blind quantum computation pro-
tocol that allows servers to communicate with each other during
computation.

Definition 5.2 (Multiple-servers without entanglement blind quan-
tum computation protocol that allows servers to do classical com-
munication with each other during computation). A user has the
following ability:

• The ability of classical computation.

The number of servers is polynomial-size q(n). The servers have the
following conditions:
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• The servers do not share any maximally entangled states.

• The servers can do classical communication with each other al-
ways.

If the delegating computation protocol, characterized by the follow-
ing interactions between the user and the servers, is a blind quantum
computation protocol, we define it as a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation.
The number of protocol steps is the polynomial-size p(n).

Step 1. Send first messages to the servers
The user sends classical polynomial-size messages to all servers.
Let m1,j be the message that the user sends to the j-th server.

Step 2. Return first messages to the user
The j-th server receives the user’s message m1,j and performs
quantum computation and classical communication with other
servers based on the message. The j-th server sends a classi-
cal polynomial-size message s1,j, which depends on the server’s
calculation, to the user.

Step 3. Send second messages to the server
The user gets the messages {s1,j}j and performs classical compu-
tation based on the message. The user sends classical polynomial-
size messages to all servers, which depends on the user’s calcu-
lation. Let m2,j be the message that the user sends to the j-th
server.
...

Step 2i. Return i-th messages to the user
The j-th server gets the user’s message mi,j and performs quan-
tum computation classical communication with other servers based
on the message. The j-th server sends a classical polynomial-size
message si,j, which depends on the server’s calculation, to the
user.

Step 2i+ 1. Send i+ 1-th messages to the server
The user receives the messages {si,j}j and performs classical
computation based on the message. The user sends classical
polynomial-size messages to all servers, which depends on the
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user’s calculation. Let mi+1,j be the message that the user sends
to the j-th server.
...

Step p(n). Calculation is complete
The user receives the last messages {sl,j}j from the servers and
obtains a result about the delegated calculation by decryption.

Definition 5.3 (Multiple-servers with entanglement blind quantum
computation protocol that allows servers to do quantum communi-
cate with each other during computation). A user has the following
ability:

• The ability of classical computation.

The number of servers is polynomial-size q(n). The servers have the
following conditions:

• The servers share an arbitrary number of maximally entangled
states.

• The servers can do classical communication with each other al-
ways.

When entanglement is sharing between servers in the server’s com-
putation step of the multiple-servers without entanglement blind
quantum computation protocol that allows servers to communicate
with each other during computation (Definition 5.2), it is defined
as multiple-servers with entanglement blind quantum computation
protocol that allows servers to do classical communication with each
other during computation.

These definitions just state that the blind protocols performed by
the aforementioned processes, if they exist, will be referred to by
the names provided in each definition, and they do not prove the
existence of these protocols.

Regardless of the server’s entanglement sharing, the user can del-
egate quantum computation to an honest server because the server
has quantum computational abilities. In the protocol with shared en-
tanglement, physical quantum communication is unnecessary since
quantum teleportation can be performed using classical communica-
tion combined with entanglement.
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Next, we define a multi-server blind quantum computation proto-
col that allows servers to communicate with each other after compu-
tation.

Definition 5.4 (Multiple-servers without entanglement blind quan-
tum computation protocol that allows servers to do classical commu-
nication with each other after computation). A user has the following
ability:

• The ability of classical computation.

The number of servers is polynomial-size q(n). The servers have the
following conditions:

• The servers do not share any maximally entangled states.

• The servers can do classical communication with each other after
computation.

If the delegating computation protocol, characterized by the follow-
ing interactions between the user and the servers, is a blind quantum
computation protocol, we define it as a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation.
The number of protocol steps is the polynomial-size p(n).

Step 1. Send first messages to the servers
The user sends classical polynomial-size messages to all servers.
Let m1,j be the message that the user sends to the j-th server.

Step 2. Return first messages to the user
The j-th server receives the user’s message m1,j and performs
quantum computation. The j-th server sends a classical polynomial-
size message s1,j, which depends on the server’s calculation, to
the user.

Step 3. Send second messages to the server
The user gets the messages {s1,j}j and performs classical compu-
tation based on the message. The user sends classical polynomial-
size messages to all servers, which depends on the user’s calcu-
lation. Let m2,j be the message that the user sends to the j-th
server.
...
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Step 2i. Return i-th messages to the user
The j-th server gets the user’s message mi,j and performs quan-
tum computation. The j-th server sends a classical polynomial-
size message si,j, which depends on the server’s calculation, to
the user.

Step 2i+ 1. Send i+ 1-th messages to the server
The user receives the messages {si,j}j and performs classical
computation based on the message. The user sends classical
polynomial-size messages to all servers, which depends on the
user’s calculation. Let mi+1,j be the message that the user sends
to the j-th server.
...

Step p(n). Calculation is complete
The user receives the last messages {sl,j}j from the servers and
obtains a result about the delegated calculation by decryption.

Definition 5.5 (Multiple-servers with entanglement blind quantum
computation protocol that allows servers to do quantum communi-
cate with each other after computation). A user has the following
ability:

• The ability of classical computation.

The number of servers is polynomial-size q(n). The servers have the
following conditions:

• The servers share an arbitrary number of maximally entangled
states.

• The servers can do classical communication with each other after
computation.

When entanglement is sharing between servers in the multiple-servers
without entanglement blind quantum computation protocol that al-
lows servers to communicate with each other after computation (Def-
inition 5.4), it is defined as multiple-servers with entanglement blind
quantum computation protocol that allows servers to do classical
communication with each other after computation.
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5.3 Equivalence of single server and mul-
tiple server blind quantum compu-
tation protocols

In this section, we show that if the SBQC protocol defined in the
previous section exists, then there is the MBQC protocols defined in
the previous section, and vice versa.

Theorem 5.6. If a single-server blind quantum computation proto-
col with a classical user exists, then a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation
can be constructed from a single-server blind quantum computation
protocol with a classical user. Furthermore, if a multiple-servers
without entanglement blind quantum computation protocol that al-
lows servers to do classical communication with each other during
computation exists, then a single-server blind quantum computation
protocol with a classical user can be constructed from a multiple-
servers without entanglement blind quantum computation protocol
that allows servers to do classical communication with each other
during computation.

Proof. We first show that if there exists a single-server blind quan-
tum computation protocol with a classical user, then there exists
a multiple-servers without entanglement blind quantum computa-
tion protocol that allows servers to do classical communication with
each other during computation. Assume there is a single-server blind
quantum computation protocol with a classical user. The number of
servers is polynomial-size q(n). The user chooses one of those servers.
This chosen server can be the first server without loss of generality.
With the following procedure, we explore the scenario when a user
delegates computation to multiple servers:

Step 1. Send first messages to the servers
The user sends classical polynomial-size messages to all servers.
Let m1,j be the message that the user sends to the j-th server,
and m1,1 is m1 and j ̸= 1 message m1,j is a meaningless string.

Step 2. Return first messages to the user
The j-th server receives the user’s message m1,j and performs
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quantum computation and classical communication with other
servers based on the message. The j-th server sends a classi-
cal polynomial-size message s1,j, which depends on the server’s
calculation, to the user.

Step 3. Send second messages to the server
The user gets the message s1,1, discards the messages from other
servers, and performs classical computation based on the mes-
sage. The user sends classical polynomial-size messages to all
servers, which depends on the user’s calculation. Let m2,j be the
message that the user sends to the j-th server, and m2,1 is m2

and j ̸= 1 message m2,j is a meaningless string.
...

Step 2i. Return i-th messages to the user
The j-th server receives the user’s message mi,j and performs
quantum computation classical communication with other servers
based on the message. The j-th server sends a classical polynomial-
size message si,j, which depends on the server’s calculation, to
the user.

Step 2i+ 1. Send i+ 1-th messages to the server
The user receives the message si,1 and discards other server’s
messages, and performs classical computation based on the mes-
sage. The user sends classical polynomial-size messages to all
servers, the size of which depends on the user’s calculation. Let
mi+1,j be the message that the user sends to the j-th server, and
mi+1,1 is mi+1 and j ̸= 1 message mi+1,j is a meaningless string.
...

Step p(n). Calculation is complete
The user receives the last message sl,1 from the first server and
gets a result about the delegated calculation by decryption.

Note that mi and si refer to messages in the single-server protocol.
This protocol delegates the computation to only one server out of

multiple servers. The information gained by multiple servers during
this protocol is the same as that obtained by a single server during
the single-server blind quantum computation protocol with a clas-
sical user. If malicious servers can obtain information about the
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computation from this protocol, then the malicious server can also
obtain information from the single-server protocol. This contradicts
the assumption. Therefore, if there is a single-server blind quantum
computation protocol with a classical user, there is a multiple-servers
without entanglement blind quantum computation protocol that al-
lows servers to do classical communication with each other during
computation.

We then show that if there exists a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation,
then there exists a single-server blind quantum computation protocol
with a classical user. Assume there is a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation.
We consider the scene where a user delegates computation to a single
server using the following procedure:

Step 1. Send the first message to the server
The user sends a classical polynomial-size messagem1 = {m1,1, · · · ,m1,q(n)}
to the server.

Step 2. Return the first message to the user
The server receives the user’s message m1 and performs quantum
computation based on the message. The server sends a classical
polynomial-size message s1 = {s1,1, · · · , s1,q(n)}, which depends
on the server’s calculation, to the user.

Step 3. Send a second message to the server
The user gets the message s1 and performs classical computation
based on the message. The user sends a classical polynomial-size
message m2 = {m2,1, · · · ,m2,q(n)}, which depends on the user’s
calculation, to the server.
...

Step 2i. Return a i-th message to the user
The server receives the user’s message mi and performs quantum
computation based on the message. The server sends a classical
polynomial-size message si = {si,1, · · · , si,q(n)}, which depends
on the server’s calculation, to the user.

Step 2i+ 1. Send a i+ 1-th message to the server
The user receives the message si and performs classical computa-
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tion based on the message. The user sends a classical polynomial-
size message mi+1 = {mi+1,1, · · · ,mi+1,q(n)}, which depends on
the user’s calculation, to the server.
...

Step p(n). Calculation is complete
The user receives the last message sl from the server and gets a
result about the delegated calculation by performing a classical
calculation.

Note that mi,j and si,j refer to messages in the multiple-servers pro-
tocol.

This protocol may be thought of as a single-server protocol sim-
ulating the multiple-servers protocol. If the server is honest, this
simulation can be performed by a single server since it is just a quan-
tum computation. Malicious servers can do classical communication
during computation in the multiple-servers protocol. In other words,
malicious servers might send all user messages to a single server and
calculate them alone on that server against the user’s intentions.
Since the malicious server has unbounded computing power, there is
no difference in computing power whether all calculations are alone
on one server or multiple servers. From the given assumptions, the
multiple-server blind quantum computation protocol satisfies secu-
rity against such attacks by malicious servers. If the malicious sin-
gle server can get calculation information from the aforementioned
single-server protocol, then malicious servers can also get calcula-
tion information from the multiple-server protocol. This contradicts
the assumption. Therefore, if a multiple-servers without entangle-
ment blind quantum computation protocol that allows servers to do
classical communication with each other during computation exists,
so does a single-server blind quantum computation protocol with a
classical user.

Theorem 5.7. If a single-server blind quantum computation proto-
col with a classical user exists, then a multiple-servers with entangle-
ment blind quantum computation protocol that allows servers to do
classical communication with each other during computation can be
constructed from a single-server blind quantum computation proto-
col with a classical user. Furthermore, if a multiple-servers with en-
tanglement blind quantum computation protocol that allows servers
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to do classical communication with each other during computation
exists, then a single-server blind quantum computation protocol with
a classical user can be constructed from a multiple-servers with en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other during computation.

Proof. The proof for the former follows an approach analogous to
that presented in Theorem 5.6.

We show that if there exists a multiple-servers with entanglement
blind quantum computation protocol that allows servers to do classi-
cal communication with each other during computation, then there
exists a single-server blind quantum computation protocol with a
classical user. Assume a multiple-servers with entanglement blind
quantum computation protocol that allows servers to do classical
communication with each other during computation. We consider
the case where a user delegates computation to a single server using
the protocol described below. The number of servers is polynomial-
size q(n).

Step 1. Send the first message to the server
The user sends a classical polynomial-size messagem1 = {m1,1, · · · ,m1,q(n)}
to the server.

Step 2. Return the first message to the user
The server receives the user’s message m1 and performs quantum
computation based on the message. The server sends a classical
polynomial-size message s1 = {s1,1, · · · , s1,q(n)}, which depends
on the server’s calculation, to the user.

Step 3. Send a second message to the server
The user gets the message s1 and performs classical computation
based on the message. The user sends a classical polynomial-size
message m2 = {m2,1, · · · ,m2,q(n)}, which depends on the user’s
calculation, to the server.
...

Step 2i. Return a i-th message to the user
The server receives the user’s message mi and performs quantum
computation based on the message. The server sends a classical
polynomial-size message si = {si,1, · · · , si,q(n)}, which depends
on the server’s calculation, to the user.
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Step 2i+ 1. Send a i+ 1-th message to the server
The user receives the message si and performs classical computa-
tion based on the message. The user sends a classical polynomial-
size message mi+1 = {mi+1,1, · · · ,mi+1,q(n)}, which depends on
the user’s calculation, to the server.
...

Step p(n). Calculation is complete
The user receives the last message sl from the server and gets a
result about the delegated calculation by decryption.

Note that mi,j and si,j refer to messages in the multiple-servers pro-
tocol.

A single server can also easily prepare entanglement, making such
protocols feasible. If the server is honest, this simulation can be per-
formed by a single server since it is just a quantum computation.
Malicious servers can do classical/quantum communication during
computation in the multiple-servers protocol. In other words, mali-
cious servers might send all user messages to a single server and calcu-
late them alone on that server against the user’s intentions. Since the
malicious server has unbounded computing power, it makes no dif-
ference in computing power whether all computations are performed
on a single server or multiple servers. From the given assumptions,
the multiple-server blind quantum computation protocol satisfies se-
curity against such attacks by malicious servers. If the malicious sin-
gle server can get calculation information from the aforementioned
single-server protocol, then malicious servers can also get calcula-
tion information from the multiple-server protocol. This contradicts
the assumption. Therefore, if a multiple-servers with entanglement
blind quantum computation protocol that allows servers to do clas-
sical communication with each other during computation exists, so
does a single-server blind quantum computation protocol with a clas-
sical user.

Theorem 5.8. If a single-server blind quantum computation proto-
col with a classical user exists, then a multiple-servers without en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other after computation can
be constructed from a single-server blind quantum computation pro-
tocol with a classical user. Furthermore, if a multiple-servers with-
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out entanglement blind quantum computation protocol that allows
servers to do classical communication with each other after computa-
tion exists, then a single-server blind quantum computation protocol
with a classical user can be constructed from a multiple-servers with-
out entanglement blind quantum computation protocol that allows
servers to do classical communication with each other after compu-
tation.

Proof. The proof for the former follows an approach analogous to
that presented in Theorem 5.6.

We then show that if there exists a multiple-servers without entan-
glement blind quantum computation protocol that allows servers to
do classical communication with each other after computation, then
there exists a single-server blind quantum computation protocol with
a classical user. Assume there is a multiple-servers without entan-
glement blind quantum computation protocol that allows servers to
do classical communication with each other after computation. We
consider the scene where a user delegates computation to a single
server using the following procedure:

Step 1. Send the first message to the server
The user sends a classical polynomial-size messagem1 = {m1,1, · · · ,m1,q(n)}
to the server.

Step 2. Return the first message to the user
The server receives the user’s message m1 and performs quantum
computation based on the message. The server sends a classical
polynomial-size message s1 = {s1,1, · · · , s1,q(n)}, which depends
on the server’s calculation, to the user.

Step 3. Send a second message to the server
The user gets the message s1 and performs classical computation
based on the message. The user sends a classical polynomial-size
message m2 = {m2,1, · · · ,m2,q(n)}, which depends on the user’s
calculation, to the server.
...

Step 2i. Return a i-th message to the user
The server receives the user’s message mi and performs quantum
computation based on the message. The server sends a classical
polynomial-size message si = {si,1, · · · , si,q(n)}, which depends
on the server’s calculation, to the user.
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Step 2i+ 1. Send a i+ 1-th message to the server
The user receives the message si and performs classical computa-
tion based on the message. The user sends a classical polynomial-
size message mi+1 = {mi+1,1, · · · ,mi+1,q(n)}, which depends on
the user’s calculation, to the server.
...

Step p(n). Calculation is complete
The user receives the last message sl from the server and gets a
result about the delegated calculation by performing a classical
calculation.

Note that mi,j and si,j refer to messages in the multiple-servers pro-
tocol.

If the server is honest, this simulation can be performed by a sin-
gle server since it is just a quantum computation. Malicious servers
can do classical communication during computation in the multiple-
servers protocol. In other words, malicious servers might send all
user messages to a single server and calculate them alone on that
server against the user’s intentions. Since the malicious server has
unbounded computing power, there is no difference in computing
power whether all calculations are alone on one server or multiple
servers. From the given assumptions, the multiple-server blind quan-
tum computation protocol satisfies security against such attacks by
malicious servers.

For the single server to obtain information about the user’s compu-
tation from the above protocol, it would necessitate sending messages
that are not sent by multiple servers to the user. The user can reject
any message that the multiple servers are not expected to send. The
user accepts messages that the multiple servers might potentially
send. However, if the single server can obtain information about the
user’s computation from such messages, multiple servers can also ob-
tain the information. This contradicts the assumption. Therefore,
if a multiple-servers without entanglement blind quantum computa-
tion protocol that allows servers to do classical communication with
each other during computation exists, so does a single-server blind
quantum computation protocol with a classical user.

Theorem 5.9. If a single-server blind quantum computation proto-
col with a classical user exists, then a multiple-servers with entangle-
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ment blind quantum computation protocol that allows servers to do
classical communication with each other after computation can be
constructed from a single-server blind quantum computation proto-
col with a classical user. Furthermore, if a multiple-servers with en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other after computation ex-
ists, then a single-server blind quantum computation protocol with
a classical user can be constructed from a multiple-servers with en-
tanglement blind quantum computation protocol that allows servers
to do classical communication with each other after computation.

Proof. The proof follows an approach analogous to that presented in
Theorem 5.8.

5.4 Discussion

In this chapter, we have defined an SBQC protocol with a classical
user. Also, we have defined MBQC protocols to allow servers to
communicate with each other. We have shown that if there exists
an SBQC protocol with users who have only classical abilities, there
are MBQC protocols that allow servers to communicate with each
other, and vice versa.

It is not known if a single-server blind quantum computation pro-
tocol with a classical user exists [60, 61, 111]. As a result, it is a sig-
nificant open problem. Multi-server blind protocols are helpful but
have received little attention. Our results imply that investigating
multi-server blind protocols can reveal the existence of a single-server
blind quantum computation protocol with a classical user.
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Chapter 6

Summary

In this chapter, we summarize the results of this thesis and discuss
future works.

6.1 Summary

We have shown the following results in this thesis:

1. we have proposed a circuit-based blind quantum computation
protocol that users can perform without quantum memory,

2. we have proposed the MBQC protocol so that some servers can
communicate with each other after computation,

3. we have shown the limits of the MBQC protocol constraints and
their relation to the SBQC protocol.

In Chapter 3, we have proposed Protocol 1 (Definition 3.1), a
circuit-based blind quantum computation protocol that does not
require quantum memory for the user. For Protocol 1, we have
proposed a novel encryption technique using gate teleportation to
encrypt the T gate, which was not achievable in previous research
[54, 55]. In Protocol 1, it suffices for the server to have the abil-
ity to execute only Clifford gates. In previous protocols where the
user prepares the quantum state, the server has the ability to exe-
cute non-Clifford gates [54–56]. Therefore, Protocol 1 significantly
relaxes the requirement. Also, this requirement is equivalent to the
MF protocol, where the user performs measurements [59]. Conse-
quently, Protocol 1 can be interpreted as being parallel to the MF
protocol.
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In Chapter 4, we have proposed Protocol 2 (Definition 4.3), a
multiple-server quantum computation protocol which some servers
can communicate with each other after computation. In Theorem
4.1, we initially extended the two-server protocol to accommodate
more servers. For Protocol 2, we have proposed dummy gates, a novel
encryption technique. We integrated dummy gates with circuit like
brickwork states into the multiple-server protocol. In Protocol 2, the
restriction that servers could not communicate with each other was
partially relaxed. Additionally, when performing the multi-server
protocol, a user can estimate the risk of user information leakage
after computation.

In Chapter 5, we have shown that if there exists an SBQC pro-
tocol with users who have only classical abilities, there are MBQC
protocols that allow servers to communicate with each other, and
vice versa. First, we defined a procedure for an SBQC protocol and
an MBQC protocol that is independent of the encryption method.
Next, we have shown that if the SBQC protocol exists, it can be
emulated with multiple servers, and that if the MBQC protocol ex-
ists, it can be simulated with a single server. It is known that an
SBQC protocol with users with only classical abilities is highly un-
likely [60, 61]. Therefore, there is highly likely no MBQC protocol
with which all servers can communicate with each other.

6.2 Future Works

Future works are as follows:

1. Optimization of existing blind quantum computation protocols.

2. The development of blind quantum computation protocols with
reduced computational complexity.

3. Proof of the existence or non-existence of a single-server blind
quantum computation protocol with a user with only classical
abilities.
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