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Abstract Conventional network controls use IP addresses and port numbers (Locators) as identifiers of Workloads like processes
and containers. However, in cloud platforms adopting microservices architecture and container technology, Locators are massibly
used and frequently updated. This makes it difficult to control network with relying on Locators. In this paper, we propose a
new system to process packets based on the Identity of a Workload without depending on Locators, by marking packets with the
necessary information extracted from the Identity. We then design and construct a packet filtering mechanism in a cloud platform

using the proposed system and show that mechanism can be implemented with the proposed system.
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role: frontend
client: : server:
- key: user - key: user ‘ Service B | user: bob, group: 2 ‘ ‘
operator: in operator: in Send Rules SACI G A
values: ['alice'] values: ['alice'] ‘ Service user: alice, app: awesome, ‘ SACL Gateway B
Y role: db
User, — |- key: app - key: app —> | >
Administrator operator: in operator: in — Generate Rules Rule X
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i and Policies Client Service = a
- key: role i -|key: role * L Server Service =y
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values: ['frontend' |: values: ['db'] Rule X
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DT —=RZAR=ZAY—=N—¥ L7z, 7. Client Workload 7% VM
WD 7Fat 2DEE, LID Marker 2 VM IZ3% & L 72, SACL
Gateway (X2 VM DA »S— A HF =KX MTRRE L7,

F72. VM IZIZ 1PV 7 R L ADEE XN TE D, Linux Bridge
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#£ 1 SACL Gateway
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# 2 LID Marker

id | IP 7 F L X | SACL Gateway
2001:db8::3 1

—
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# ip6tables -t mangle -A OUTPUT -m owner --uid-
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7.3 & EE
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Workload 1, 2 & Service 1 {2, Server Workload 1 & Service 2 Z
AT B 7z,

¥ /2. LID Marker 1 /& Client Workload 2 D /&# % . SACL



3% 3 Client Workload

id | IP 7 F LA | SACL Gateway | LID Marker | UID | Labels
1| 2001:db8::4 1 null | null | user: alice, app: awesome, role: frontend
2 | 2001:db8::5 null 111000 | user: alice, app: awesome, role: frontend
#* 4  Server Workload
id | IP 7 F L R | SACL Gateway | Port | Labels
1| 2001:db8::6 2| 3306 | user: alice, app: awesome, role: db
# 5 Service
id | SACL ID (Base64 encoded) Labels
cGaelgU9vSgD/iAIqp6xt/bXj04sS7ubGeeSUvVigiic= | user: alice, app: awesome, role: frontend
2 | FE5cCQgMODyIqzdMY1mbr4D9FwPDhNAN9f3c3PtvA/A= | user: alice, app: awesome, role: db
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