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Abstract

There are trials to attack on improved algebraic surface cryptosystem (ASC07) such as rational point
attack by Voloch and substitution of series solution by Iwami, but they are not effective because a certain
polynomial have too many candidates and cannot be determined uniquely in the realistic calculation. In
this paper, we try to improve these attacks. The idea is that performing monomial reduction increases
the number of the system of equations and it decreases the number of candidates of a certain polynomial.
It can be reduced to the combinatorial optimization problem by lattice basis reduction. Unfortunately,
after further investigation, it was found that we couldn’t improve these attacks by the suggested algorithm
because ASCO7 has some conditional equations w.r.t. degrees in the public key and encryption step, and
the restrictions prevent the suggested algorithm from increasing the number of the system of equations and
decreasing the the number of candidates of a certain polynomial. However, we can say that the suggested
algorithm in this paper would be useful if there weren’t such a degree ristriction in ASC07. ¥

1 Introduction

An improved algebraic surface cryptosystem (ASCO7) [6] is a public key cryptosystem whose original
version is an algebraic surface cryptosystem (ASC04) [1](See section 2). Ivanov and Voloch suggested
the guideline of substitution attack briefly on ASCO7 in [7], but the practical algorithm was not given.
So, strategy of Voloch’s rational point attack introduced in [6] is in section 3.1. After that the author
suggested substitution of series solution attack in [9](See section 3.2), but it is no different than one
obtained in Voloch’s rational point attack in the sense that a certain polynomial have too many candidates
and cannot be determined uniquely in the realistic calculation (See section 3.3).

In this paper, we try to improve these attacks. In the presentation, the author talked that performing
monomial reduction increases the number of the system of equations and it decreases the number of
candidates of a certain polynomial. It can be reduced to the combinatorial optimization problem by
lattice basis reduction.

Unfortunately, after further investigation, the author realized that some conditional equations w.r.t.
degrees in the public key and encryption step of ASCO7 were missing. These restrictions prevent the
suggested algorithm from increasing the number of the system of equations and decreasing the the number
of candidates of a certain polynomial, therefore we cannot improve them.

However, we can say that the suggested algorithm in this paper would be useful if there weren’t such
a degree ristriction in ASC07 (See section 4).
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1}A part of this work is supported by Grant-in-Aid for Young Scientists (B).
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2 TImproved Algebraic Surface Cryptosystem (ASCO07)

[Key generation of ASCO07]

1. Secret key

D: (z,y,t) = (uz(t), uy(t),t) : a section of X

2. Public key

(a) X(z,y,t) =0: a defining equation of a surface X with fibration.

(b) m(z,9,) = i jyen,, Mij(t)z'y form of a plaintext polynomial, mi;(t) is unknown except for its
degree.

(©) f(z.4,t) = Xgijren, fij(t)z*y? :form of a divisor polynomial. f;;(t) is unknown except for its

degree.

Here A4 denotes the set of exponents of nonzero z*y’ terms in A(z,y,t). m(z,y,t) and f(z,y,t) are
chosen so as to satisfying A, C ApAx where AgAp = {(4a + %, Jo + Jb)| (%2, Ja) € Aa, (%, 75) € A}
The decryption process requires that these keys satisfy the following condition:

deg, X (z,y,t) < deg,m(z,y, t) < deg, f(z,y, t),

deg, X (z,y,t) < deg,m(z,y,1t) < deg, f(z,¥,t),

deg, X (z,y,t) < deg,m(z,y,t) < deg,f(z,v,1),

and

(deg,m(z,y,t),deg,m(z,y,t),deg,m(z,y,t)) € ['m,

(deg, f(z,y,t),deg, f(z,y,t),deg, f(x,y,t)) €Ty,

where T, = {(4, 5, k) € N3|c;jx # 0} denotes the set of exponents of nonzero z*y/t* terms in m(z, y, t),

so that m(z,y,t) = 2(,-,j,k)ermcijk$iyjtk-

[Encryption of ASCO07]

Let m be a plain text, and divide m into small blocks as m = mqql| - - - [|my4]| - - - ||m1y where V(3,5) €

A, Imij| < (|p| — 1)(degmi;(t) + 1). Further, write ¢;; := degm;(t) and divide my; into £;; + 1 blocks

each of which is of (|p| - 1) bits: M4 = m,'jonijlﬂ v Hmijg‘.j.

1. Embed m into a plain text polynomial as m(z,y,t) = E(i,j)EAm mi;(t)z'y’ where m;;(t) is given as
mij (t) = 2?__%"1“(‘) "’Tlijk:tlc

. Choose a random divisor polynomial f(z,y,t) in accordance with the condition of f(z,y,t).

Choose a random polynomials r;(z,y,t) and r2(z, y,t) that have the same form as f(z,y,t); i.e. they
have A, = Ay and degr;;(t) = degfi;(t) for (i,7) € Ay as polynomials in = and y over k{t].

Choose a random polynomials so(z, y,t) and s;(z, y,t) that have the same form as X (z,y,t); i.e. they

have A, = Ax and degs;;(t) = degc;;(t) for (4,5) € Ax as polynomials in z and y over kft].

Construct the cipher polynomials by
Fi(z,y,t) = m(z,y,t) + f(z,y,t)s1(z, 9, ) + X (2,9, t)r1(z, y, 1),
Fg(:L‘, Y, t) = m(m, Y, t) + f(ma Y, t)32(:13, Y, t) + X(x, Y, t)’f‘z(x, Y, t)'

[Decryption of ASC07] The section D : (ug(t),uy(t),t) satisfies X (uz(t), uy(t),t) = 0 as they are on
X(z,y,t).



1. Substitute D into F; ; h;(t) = F;(uz(t), uy(t), t) = m(uz(t), uy(t), 1)+ f (uz (t), uy(t), t)si(ug(t), uy(t), t)
2. Compute hy(¢) — ha(t) = f(ua (), uy(t), ){s1(ua(t), uy(t), ) — s2(ux(t), uy(t),)}.
3. Factorize hy(t) — ho(t).

4. Find the factor f(uz(t),uy(t),t) as a polynomial of the degree calculated from the form of f(z,y,t)
initially.
5. hi(t) = m(ua(t), uy(t),t) (mod f(ug(t), uy(t),t))

6. Extract the coefficient m;;(t) from m(z,y,t) by solving linear equations.
Let m(z,y,t) = Z(i, k)T majkzty’t¥, where m;;i’s are variables. Construct the linear equations by
comparing the coefficients of ¢ in m(ug(t), uy(?),t) = X2¢; ; xyern. Mijkts (t) uy (£)'t*. The left-hand
side is given in the step 5.

7. Extract m form m;;(t) and authenticate the MAC of m. We can make certain of the plaintext m, if

MAC is authenticated, Otherwise, return step 4.
Note that the differences between ASC04 and ASCO7 are as follows:

(1) Plain text and random polynomial are modified to be multivariate from m(¢) and f(¢) to m(=z,y,t)
and f(z,y,t).

(2) To avoid reduction attack, the order is modified to be X (z,y,t) < m(z,y,t) < f(z,y,t)i.e. it becomes
difficult to find m(z, y,t) and f(x,y,t) because they are reduced by X (x,y,t) and lost their original

form.

(3) To decrypt ciphertexts, two cipher polynomials Fy(z,y,t), Fo(z,y,t) are given.

3 Strategy of Rational Point Attack and Substitution of Series
Solution Attack
3.1 Rational Point Attack (by Voloch)
The algorithm of attack on ASC07 by rational point attack is as follows.

Algorithm 1 (rational point attack by Voloch)
1. Let F(z,y,t) = Fi(z,y,t) — Fa(z,y,t) ie.
F(:L‘, Y, t) = f(xa Y t)(sl(x, Y, t) - 52(‘7;, Yy t)) + X(.’E, Y, t)(rl (.’II, Y, t) - 7"2(.'2, Y, t))

2. Let g(z,y,t) = f(z,9,t)(s1(z,9,t) — s2(z,y,t)) and write g(z,y,t) = T j)er, 9ije®'y’t* where Ty =
{(i,7,k) € N%|g;;x # 0} denotes the set of exponents of nonzero z'y/t* terms in g(z,y,t).

3. Find a large number of rational points (x¢,ys,te) on X (z,y,t) = 0 and substitute them into F(z,y,t)
to obtain a system of linear equations in gijx € Fp: g(xe, ye,te) = F(xe,ye,te) € =1,--- ,n).

4. Solve this system for g;;i and factor g(z,y,t) to find f(z,y,t).
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F(x,y,8) = f(x, ,005,(x, 3,1) = 8,(x, 3,0)) + X (x, y,8) (r, (x, ,1) ~ 1, (x, 3, 1))

( xiyj’k """ (r (3,0 =1y (x, ,1))
Substitute
zero point known
of X{(x,y,t).
Ty r,(x,y,t)—rz(x,y,t))
=
#{giix) . .
Tr € Fp i s ¥ =1,-+-,n (numberof rational pointson X(x,y,#) =0)
T, T (: T,
: g :
. = . + (ﬁ(x,y,f)—’;(X,yJ))
Tn & Tn : T:l

]
aineduniquely ) <0
[ 18k s cannotbe determined uniquely.

Figure 1: Voloch’s rational point attack

5. Finally, substitute rational points of X (z,y,t) = 0 into
Fi(z,y,t) = m(z,y,t) + f(z,y, t)s1(z, 4, t) + X (2,9, t)r1 (2, y, t)

to construct a system of linear equations in the coefficients of m(z,y,t) and s;(z,y,t). A solution to
this system gives m(zx,y,t).

Note that this attack requires many rational points on X (z,y,t) = 0, which can be obtained by raising
the field of definition for X(z,y,t) = 0. But no matter how many rational points we use, the polynomial
g(z,y,t) (and so f(z,y,t) and m(z,y,t)) cannot be determined uniquely.

3.2 Substitution of Series Solution Attack (by Iwami: Jssac2009)
The algorithm of attack on ASCO07 by substitution of series solution is as follows.

Algorithm 2 (substitution of series solution attack by Iwami)
1. Let F(z,y,t) = Fi(z,y,t) — Fa(z,y,t) ie.
F(l‘, Y, t) = f((l:, Y, t)(sl(ma Y, t) - Sz(IL‘, Y, t)) + X(.’L‘, Y, t)(rl ((IJ, Y, t) - Tz(l‘, Y, t))

2. Let g(z,y,t) = f(z,y,t)(s1(z,y,t) — s2(z,y,t)) and write
9(z, 4, t) = S jyer, GijkT Yt

where {gijx} are unknown elements in F, and Ty = {(i,j, k) € N3|gijx # 0} denotes the set of
exponents of nonzero z'yt* terms in g(z,y,t).

3. Calculate a series solution of X (z,y,t) = 0 and let it be z = n(y,t). Substitute it into F(z,y,t) and
let it be F(n(y,t),y,t) := ¥ gapy®t® where {gap} are known elements in F,, whereas,
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F(n(y,0)hw:t) = fny,1),9,0)(s1(n(y:),9,8) — s2(n(y, 1), v,1))
+X(n(y, 1), v, 1) (r{ny, 1), 3, t) —r2(n(y, t),9,t))
F(n(y,t),y,1)(s1(n(y, 1), 9, ¢) — s2(n(y, 1), y, t))modSe
9(n(y, t),y,t)modS*
= X giin(y, )y t* modSe
= Za,ﬁ(z(i,j,k) Napijkijk )Y*t°
where S€ is a polynomial ideal as X (n(y, t),y,t) becomes 0 by truncation, {napijx} are known elements
in F,. Now we obtain the system of linear equations by comparing the coefficients w.r.t. y®t® as

Jap = Z(i,j,k) NoBijkGijk-

il

- Solve this system for g, and factor g(z,y,t) to find f(z,vy,t).
. Finally, substitute series solution of X(z,y,t) = 0 into
Fl (xv Y, t) = m(m, Y, t) + f(x, Y, t)sl(x: Y, t) + X(x, Y, t)rl (Z‘, Y, t)

to construct a system of linear equations in the coefficients of m(z,y,t) and s,(z,y,t) w.r.t. y*tP.
A solution to this system gives m(z,y,t). (As for this step, we may use step 5 in Voloch’s rational

point attack.)

But {gijx} cannot be determined uniquely because of the freedom of degree as is shown in Figure 2 and

Figure 4. Note that we can also obtain more equations by raising the field of definition for X (z,y,t) = 0.
But the polynomial g(z,y,t) (and so f(z,y,t) and m(z,y,t)) cannot be determined uniquely.

system of linear equations
constant > : :

.

coefficiert of y*t* > g af | = Uaﬁijk g ifk

.

/ known known  unknown

Y {g ik }cannot be determined uniquely
# {g iik } +1 because of degrees of freedom.

Figure 2: substitution of series solution attack
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3.3 Comparison between Substitution of Series Solution Attack and Rational
Point Attack

We compare two methods, i.e. substitution of ”series solutions” by the author and "rational point”

by Voloch with simple example as follows.

Example 1

characteristic : p = 17,

public-key : X(z,y,t) = 12 4 5t + Tt2 + 3t* + 75 + 5t6 + 13t" + 4dzy + Ttzy + 1022y + 3tz?y,

plain text polynomial : m(z,y,t) = 11+ 3t-+15t2 4 2¢3 + 5t% +10t5 4 2¢6 + 2¢7 + 13¢5 + (2 + 11t +12¢7) 23y,
randomly chosen polynomials :

s1 = (4t +2)z%y + (9t + 4)zy + 12¢7 + 14¢° + 133 + 14t + 4,

so = (Tt+11)z?y + (3t + 3)zy + 127 + 10 + 75 + ¢4 + 43 + 2t + 1,

e = (1062 + 8t8 + 166 + ¢3 + 16t + 2)z%y® + (141° + 10t8 + 13¢5 + 6t* + 10t% + 15)zy? + 8% + 3t® + 3¢7 +
93 + 7t +t + 15,

ro = (4% + 8t8 + 13t5 + 12t* + 4t + 16)zy> + (2t° + 18 + 28 + 4¢* + 13¢3 + 2t + 8)zy? + 16¢° + 48 + 2t7 +
3t5 + 13t3 + 8t + 16,

f(z,y,t) = (8% + 11t8 + 107 + 78 + 85 + 16t* + 103 + 12t + 7t + 16)z*y® + (16¢° + 16¢5 + 27 + 46 +
485 +9t* 4+ 9t3 + 12 + Tt + 14)zy? + 5t° + 14t + 11 where deg(X (z,y,t)) < deg(m(z,y,t)) < deg(f(z,y,t)).
cipher-text polynomials :

Fi =m(z,y,t) + f(z,y,t)s1(z,y,t) + X (z, y, t)r1(z, 9, 2),

Fy = m(z,y,t) + f(x,y,t)s2(x,y,t) + X(z,y,t)r2(z, y,t), ideal Sk(k =0,1,---20).

Let g(z,y,t) = 3 (sjkyziyite iyt (= f(z,y.t)(s1(z,y,t) — s2(z,y,t))) where {gijx} are unknowns in
F17. We can see that the number of nonzero terms of g(z,y,t) is (#gijx =)117 by the conditions of A
and As(= Ax), and the number of rational points of X(z,y,t) = 0 is 325 if we don’t raise the field of
definitions for X (z,y,t). So we can construct the system of equations and obtain rank = 87 as is shown
in Figure 3 and Figure 4. So, the dimension of the solution space is 30(= 117 — 87) and the candidate of
g(z,y,t) is 1730(= p30) therefore g(z,y,t) cannot be determined uniquely.

T, \(@ T, : T,
[ : ][ [ : J [g!,,] + [ : JM(r,(x,y,t)-rz(x,y,t))
Tyss Tus )t Tys
=
T, T\ (i
~5 = [ : ] {g,ﬂ} - N
Ty Tos )\ T\,:-,Tys €F,

((325x117 ) [117x1 ]
=

I ~
Tl : T] 1—-—\;rank =87
325 : P >
| .
s : Tys O

L J ; Inthiscase,
degrees of freedom is 30 (=117-87).
117 1 . .
cannot be determined uniquely.

Figure 3: Example of Voloch’s rational point attack
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rank= 87
400 77 apifk

0™
Y In this case,

117 degrees of freedom is 30 (=117-87).
{ ik } cannot be determined uniquely.

U ST
™=

Figure 4: Example of substitution of series solutions attack

Note that we can obtain more equations by raising the field of definition for X(z,y,t) = 0, but both
method result in the same situation.

4 Improvement

4.1 Algorithm for improvement

After performing Voloch’s rational point attack (or Iwami’s substitution of series solutions attack),
we try to obtain more equations and decrease the candidate of the solution as follows.

Let g be a coefficient vector of g(z,y,t) obtained by Voloch’s rational point attack (step 4. in
Algorithm 1) or Iwami’s substitution of series solutions attack (step 4. in Algorithm 2)).Then we can

G=0+> ab

where c; is an unknown element in Fp, g is a general solution and {b;} are fundamental solutions of g.
Let F1 — F; be a coefficient vector of Fy — Fo(= g(z,y,t) + X(z,y, t)(r1(z, y, t) — r2(z, y,t))) then we can

—
€xpress g as

express Fy} — Fy — E by performing monomial reduction as
Fi—F—g =%dip;X

where d; is unknown in [, p; is monomial and p; X is a coefficient vector of p; X. Therefore the problem

results in combinatorial optimization problem calculating c; and d; satisfying
F,—F = g_; + b + Yd;p; X.

Algorithm 3 (Calculation of c;, d; and ¢ satisfying g =g, + Sc;b; and Fy — F, = g + Sd;ip; X )
1. Let g be a coefficient vector of g(z,y,t) obtained by step 4. in Algorithm 1 or step 4. in Algorithm
2, and express E as E = g__; + Y ¢;b; where ¢; is an unknown element in T, g; is a general solution

and {E} are fundamental solutions of g. And calculate F’l - 1?‘2 - 5,;

2. Letpi,- - ,pr be monimials which are the support of r1(z,y,t) —r2(z, y,t) calculated by the conditions
of the public key. Then calculate coefficient vector of p;X and let it be p; X (i=1,---,7).

3. Construct the following matrix and calculate the reduced rattice basis where a is a scaling factor.
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J L

“#{gijk}

¥ w
1+v+r #{g }

Figure 5: The matrix for calculating reduced lattice basis.

4. By the short vector, we obtain c;, d; satisfying

—_—

F, — F, = g, + Scib; + Sdip; X,

and then we obtain
g = gs + Scibi.
(proof) The problem is to obtain c¢; and d; satisfying Fy — F3 — gs = Tcibi + Zd,-p:}, so it is obvious
from the theory of combinatorial optimization problem using lattice basis reduction.

4.2 Analysis

As is shown in the previous section, the strategy is to decrease the number of candidates of g(z, y, t) by
increasing the system of equations by monomial reduction which is reduced to a problem of combinatorial
optimization problem using lattice basis reduction. In this section, we see a simple example of Algorithm
3, and analyze it.

Example 2 (Applying Algorithm 3 to Example 1)

In Example 1, the number of candidates of g(z,y,t) is 17%0. Here, we try to decrease it by applying
Algorithm 3 to Example 1. We construct the following matrix (Figure 6) and calculate the reduced
rattice basis with scaling factor a = 107.

The rank of the matrix is 31 i.e. the number of unknown ¢; and d; satisfying I—?"l —F‘z = E,; + Ecib_; + Edip—i—)}
is 30, therefore the number of candidates of g(z,y, t) is 173° which is the same result obtained in Example
1.

In the presentation, some conditional equations w.r.t. degrees between r,72 and f (z,y,t), 81,82 and
X(z,y,t) in the public key and encryption step of ASCO7 were missing, and it allowed us to success in
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. - 30

10’ x17xE,, | 117

61 117

Figure 6: Example of the matrix for calculating reduced lattice basis.
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improvement. However, as is shown in the above example, ASC07 has the degree condition, so we cannot
improve them. We can see the details in the following theorems and their proofs.

Theorem 1
As for Fj — Fp = g_; + X7_cby + X7, dip; X in Algorithm 3, the equation v = r holds true.

(proof) v is the dimension of the solution space of g(z, y,t) obtained by Algorithm 1 or Algorithm 2,
and the number of candidates of g(z,y,t) is p*. r is the number of monomials of r;(z,y,t) — r2(z,y,t)
estimated by the condition of f(z,y,t) because f(z,y,t)(= Z(; jyea, fi;(t)2'y?) is unknown but Ay and
deg, fi; (t) is opened as a part of the public key, and by the encryption algorithm, we know that Ay = A,
and degr;;(t) = degf;;(t) for (i,j) € As as polynomials in z and y over k[t]. Moreover, Ax = A, and
degX;;(t) = degs;;(t) for (i,j) € Ax as polynomials in z and y over k[t], and F} — Fy = f(s; — 83) +
X(ri—r2) =g+ X(r1 —r2) = gs + T¥_;¢ib; + X(r1 — r2). Now the number of candidates of r; — r; is
p", then the number of candidates of g(= g, + =¥_,c;b;) is also p”, therefore we obtain v = .

Theorem 2
The rank of the matrix for calculating reduced lattice basis in Figure 5 is 1 + v, therefore, the dimension
of the solution space of g(z,y,t) still remains v.

(proof) As we can see in the proof of Theorem 4.2, from some conditions in the public key and encryption
algorithm, the number of candidates of r; — 73 i.e. the number of monomials p1,-- - ,p, is equals to the
dimension of the solution space of g(x,y,t). Therefore, the rank of the matrix becomes 1 + v(= 1 +7).

From Theorem 2, the number of candidates of g(z,y,t) doesn’t decrease and still remains p?, i.e.
the trial of the improvement of Algorithm 1 and Algorithm 2 failed.
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5 Conclusion

In the presentation, the author talked that performing monomial reduction increases the number of
the system of equations and it decreases the dimension of the solution space of g(z,y,t). But after further
investigation, the author realized that some conditional equations w.r.t. degrees in the public key and
encryption step of ASCO7 were missing. These restrictions keep the supports of f(s; —s2) and X(r; —72)
in the same form, and prevent the suggested algorithm from increasing the number of the system of
equations and decreasing the the number of candidates of a certain polynomial, therefore the result of
the suggested method is the same as Voloch’s method.

Assume that there weren’t such a degree ristriction in ASC07 then increasing the degrees and the
number of terms seem to make it more complicated and secure, but we can say that the suggested
algorithm (Algorithm 2) in this paper would be useful.
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