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The goal of this thesis is to build a robust reputation system to facilitate the selecti
on of Web services for service consumers. There are three typical problems in tradit
ional reputation systems. First, a reputation system cannot reflect dynamic changes o
f service timely. Second, unfair rating attacks performed by malicious consumers ma
y hinder a reputation system. Third, it is difficult to evaluate the reputation of the s
ervice as few ratings can be collected when a new service is deployed in the enviro
nment. To this end, this research proposes techniques to build robust reputation syst
em considering the above issues. This thesis consists of six chapters.

Chapter 1 outlines the thesis, including the research objectives, issues and approache
S.

Chapter 2 describes the background of this thesis. In order to create an overview on

robust reputation system research, this chapter classifies the existing works into thre
e groups according to the research issues. They are focused on: time lag, unfair rati
ng attack, and rating scarcity. Time lag means the reputation system cannot timely r
eflect the dynamic changes of services; unfair rating attack is performed by a group
of malicious consumers that collude with each other; and rating scarcity is the situ
ation that no or few ratings are available to evaluate the reputation of a service for
a reputation system.

Chapter 3 proposes an approach to address a time lag when evaluating the reputatio
n of Web services. To evaluate the reputation of a Web service, the reputation syste
m collects ratings given by service consumers and uses the average value of ratings,
which results in a heavy time lag when dynamic changes of service reputation occ
ur. To this end, a dynamic sliding window approach is proposed to identify the dyn
amic changes of the collected ratings, where a window is defined as the validity per
iod of ratings used for calculating the reputation value. In the proposed approach, di
stribution of the collected ratings in current window is first generated based on Bay
esian linear regression. Then, dynamic changes of service reputation are detected if
outliers are continuously identified in new ratings from service consumers. Further, t
he approach slides current ratings into a new window and aggregate the reputation v
alue in the new window, thus can mitigate the influence caused by old ratings. A s
eries of experiments on the simulated services shows the proposed approach significa
ntly outperforms the existing approach in relieving the time lag by providing accurat




e reputation of services.

Chapter 4 presents a service consumer clustering approach to resist unfair rating atta
cks. In a Web service environment, unfair consumers may collude with each other t
o perform collaborated attacks. To this end, this chapter proposes an approach to cla
ssify the fair consumers and unfair consumers using clustering technology. The mode
| first classifies the collected ratings into clusters and detects the unfair cluster base
d on the rating ratio and trustworthiness of the cluster. The rating ratio is defined a
s the number of ratings divides the number of transactions. The phenomenon behind
is that the unfair consumer clusters usually have high rating ratio but low trustwort
hiness. To evaluate the proposed model, this chapter also details an experiment in w
hich an evolutionary approach is compared with the proposed approach against vario
us unfair rating attacks. Experiments demonstrate that the proposed clustering approa
ch is more robust than the compared model by resisting unfair rating attacks.

Chapter 5 addresses the rating scarcity problem by proposing a service ranking appr
oach. The approaches in the previous chapters are based on the ratings given by co
nsumers. However, few ratings are available for evaluating the reputation value when
services are newly deployed in the environment. As a result, little evidence will le
ad the system into unstable and vulnerable state even if the reputation value can be
derived from few ratings. To this end, the proposed approach incorporates the servi
ce selection history of consumers and the explicit ratings given by consumers to co
mbat the scarcity of feedback information. Based on consumers’ selection of the can
didate services, we assume that the services are compared and evaluated implicitly. I
n this way, reputation value of a Web service can be estimated by ranking the cand
idate services. Experiments on both simulated Web services and real services confir
m the proposed service ranking approach can accurately estimate reputation of servic
es under the situation of rating scarcity.

Chapter 6 concludes the thesis by summarizing original contributions to build robust
reputation system for Web services and also suggesting possible future directions.
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