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Chapter 1

Introduction

1.1 Cryptography

1.1.1 History

Cryptography has been used from the distant past. At least, ancient Egypt used cryptog-
raphy approximately 4000 years ago [1]. One of the historically most famous cryptosystem
is “Caesar cipher” which was developed by Gaius Iulius Caesar in the first century BC.
That is one kind of simple substitution cipher and its algorithm is very simple. That
shifts alphabet. In the early 20th century, it used code book and cipher text was made
by hands, or it was implemented by machines which can be used only for encryption and
decryption. “Enigma”, which was used by Germany, is the most famous such machine.
(Now, almost all cryptography is implemented by digital computers and digital signal pro-
cessors.) Except some cases, the encryption (or decryption) algorithm had to be secret.
The machines were not inexpensive and making use of them needed much cost. Thus,
cryptography was used for special cases such as military affairs and foreign diplomacy.
Another reason why it was not used by ordinal people is that they did not need it.

In 1970s, two revolutions in cryptography happened. One is that “Digital Encryption
Standard (DES)” which is one kind of “common key cryptography” was standardized and
the specification was published [2]. By the publishing, the security of DES can be tested
by many researchers all over the world. To withstand attacks by the researchers, DES had
ensured the security until when the attack which can break DES was developed in 1990s
[3]. Now, “Advanced Encryption Standard (AES)” is used as the successor of DES [4].
The specification of AES also has been published and any attack which can practically
break AES is not known. The other revolution is that Diffie and Hellman published a
new concept “public key cryptography” [5]. In common key cryptography, the encryption
algorithm can be published like DES but the key used in the encryption must be secret.
In public key cryptography, there are two kind of keys, secret-key and public-key, and the
encryption algorithm and the public-key can be published. Both revolutions accelerated
research and development of cryptography.

Now, by development of the Internet, ordinary people use the Internet, and send and
receive much data which is important for ordinary people such as his credit card number.
Then, now, almost all people unconsciously use cryptography. In addition, function of
cryptography became not being restricted to keeping a secret. As other functions, it is
now used for electronic signature and so on.



1.1.2 What future cryptography needs

In the near future, “Internet of Things (IoT)” will be realized. Kevin Ashton is the first
person using the word “ToT” [6]. At that time, he used the word as merchandise manage-
ment system using RFID. Now, the meaning of the word was expanded. IoT is a concept
that every possible “Things” such as cars, home electric appliances, smartphones, build-
ings, infrastructure, wearable devices and so on will connect with the Internet. “Things”
will load sensor, gather information about situation and events around them and commu-
nicate the information to each other. At the same time, they automatically optimize their
own operation based on the information or are controlled by other machine or human.
IoT is expected to make our life convenient and efficient, and generate new sense of values.
Information security is to keep following three properties:

e Confidentiality
e Integrity
o Availability

In the society which 10T is realized, information security will be needed more than ever
before. Because “Things” around us gather information about our private, the amount of
information whose confidentiality must be kept increases. Because “Things” work based
on the information, if integrity and availability of the information are not kept, the society
gets flustered. In particular, for infrastructure, defect of integrity and availability cause
disaster.

In such situation, what property is needed for cryptography ? The author thinks that
the following properties are the answer:

e Rapidity
e Lightness
e Safety

The above properties are needed even today and the author think that the demand be-
comes stronger. Rapidity is needed because the amount of information whose confiden-
tiality must be kept increases. Lightness is needed because even small devices such as
wearable devices must use cryptography. Safety is needless to say.

1.1.3 Present cryptography

Roughly speaking, present cryptography can be devided to two types, public-key cryp-
tography including key-exchange and electronic signature and common-key cryptography.
Both of them are needed for information security.

In generally speaking, public-key cryptography often uses a finite field or a ring of
modulo N, where N is the product of very large prime numbers. (See Ref. [5, 7, 8, 9] as
examples.) Operations on such sets bring with residure. Residue takes more time than
multiplication and addition and so that is hindrance to making cryptography be faster.

Common-key cryptography often uses “S-box”, “linear feedback sift-register (LFSR)
or both of them (See Ref. [10, 11, 12, 13, 14, 15] as examples.). DES and AES also use
S-box. S-box is a non-linear operation and it is usually implemented with a reference
table and so that is hindrance to making cryptography be light. LFSR is a generator
which generate a M-sequence. M-sequence has useful properties for cryptography such as
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long period. M-sequence is, however, predicable if a part of M-sequence is known because
LFSR is based on a simple linear operation. In practical situation, some LEFSRs or other
parts is combined when common-key cipher is constructed. In some cases, period of such
combined system cannot be exactly estimated.

1.2 Permutation polynomials

A polynomial f(X) is called permutation polynomial over a finite ring R when f(X) is a
bijection over R. There are many studies about permutation polynomials, and permuta-
tion polynomials are applied for many field including cryptography. RSA cryptosystem,
which is one of the most famous public-key cryptography, is one of such applications [7].
Almost all studies, R is a finite field. (See Ref. [16, 17] as the survey.) Operations over
a finite field, however, take much time as previously mentioned. The author thinks that
we need to discuss another approach in order to develop better cipher.

1.2.1 Permutation polynomials over a ring of modulo 2%

Although almost all studies on permutation polynomials are over finite fields, we focus on
a ring of modulo 2*. The definition of a permutation polynomial over a ring of modulo
2% is as follows:

Definition 1.2.1. A finite degree polynomial f(X) with integer coefficients is called a
permutation polynomial over a ring of modulo 2% if

Vw >0, {f(X) mod2¥|X € Z/)2"Z} = Z/2" L.

Study about permutation polynomials over the ring is very important because they are
compatible with digital computers and digital signal processors. They can calculate values
of permutation polynomials over the ring faster than over a finite field because 2 power
residue operation is practically negligible. Then, they are in particular expected to be
useful for cryptography and pseudo random number generator. The compatibility is
also useful for light implementation of such applications either by software or hardware.
We, therefore, believe that we can construct cipher which can be used in IoT by the
polynomials.

Indeed, RC6 which is a common-key cipher uses permutation polynomial over a ring
of modulo 2% [18] and it was elected as a final candidate of AES. It means that usability
and safety of RC6 is appreciated to a certain extent by National Institute of Standard
and Technology (NIST) which is a agency of United States Federal Government. As
another example, Vector Stream Cipher (VSC) is also a common-key cipher which uses
permutation polynomial over a ring of modulo 2% [19]. VSC recorded more than 25Gbps
by hardware implementation. As far as the author knows, VSC was one of fastest common-
key cipher at the time when VSC was developed in 2004 and any attack which can
practically break VSC has not been known at the moment. These examples show the
usability of permutation polynomials over a ring of modulo 2%.

There is another reason why we focus on the polynomials. Because the value of permu-
tation polynomials over the ring can be fastly calculated, we need not to use a reference
table when the polynomials are used as a part of common-key cryptography. Thus, it can
be said that using the permutation polynomials contributes to light implementation.

In addition, because a ring of modulo 2* and permutation polynomials over the ring
have recursive structure, we can expect that the periodicity of orbits which the polynomi-
als draw over a ring is clearly. If the degrees of the polynomials are equal to or more than



2, the polynomials have non-linearity. Then, ensuring of periodicity and non-linearity are
expected to stand side by side. Indeed, we discuss the periodicity of the polynomials and
the possibility of using them for common-key cipher in Chapters 4 and 5, and they are
affirmed.

Although permutation polynomials over a ring of modulo 2% have such usability and
the good exampls exist, they have not been studied very well. Except some applica-
tions (See Ref. [18, 20, 19] as examples) including linear congruential method, they have
not been used in the field of cryptography and pseudo random number generator. We,
therefore, research them in this thesis and pioneer a new field.

1.3 Outline of this thesis

This thesis is constructed as follows:

In Chapter 2, we discuss about a key-exchange protocol with permutation polynomials
over a ring of modulo 2 [20]. A key-exchange protocol with odd degree Chebyshev
polynomials over the ring was proposed as one of application of permutation polynomials
over the ring. We analyses the protocol and generalize the result for a key-exchange
protocol with more general permutation polynomials.

In Chapter 3, we deal with Vector Stream Cipher (VSC), which is cipher constructed
by permutation polynomials over a ring of modulo 2¥ [19]. The security of VSC has
been already investigated by several researchers, and some security problems against for
the theoretical attacks were reported though any practical attack breaking VSC has not
been reported so far. We propose some improvements in order to avoid such attacks and
develop new ciphers “ Vector Stream Cipher 2.0” and “ Vector Stream Cipher 2.1” which
have proven against distinguishing attack with linear masking.

In Chapter 4, we introduce a new class of permutation polynomials called “one-stroke
polynomials over a ring of modulo 2*”. In general, a map used in cipher and pseudo
random number generator should have long period for their security and randomness.
One-stroke polynomial over a ring of modulo 2" is a permutation polynomial which has
the maximum period over the ring. We derive a necessary and sufficient condition for
permutation polynomials to be one-stroke polynomials over a ring of modulo 2*. Such
condition for low degree polynomials was derived at more approximately half a century
ago [21], but condition for an arbitrary degree has not been derived until we derive in this
thesis. After that, we introduce some properties of one-stroke polynomials over a ring of
modulo 2.

In Chapter 5, we propose some methods of combining one-stroke polynomials over a
ring of modulo 2% for pseudo random number generator and stream cipher. A system
using only one one-stroke polynomial over the ring is too simple, and so it should not be
used for pseudo random number generators and, in particular, for stream cipher. Another
reason why the system should not be used for stream cipher is that we need longer period
than 2* in many cases, where w is the length of the variable used in the system. Then, we
propose a method to make a more complex system which preserve the period of one-stroke
polynomials over a ring of modulo 2* and a method to make a system which has a longer
period than 2%.

Finally, we conclude this thesis.



Chapter 2

Cryptanalysis of key-exchange with
permutation polynomials over a ring
of modulo 2%

One application of permutation polynomials over a ring of modulo 2% is a key-exchange
protocol with odd degree Chebyshev polynomials over the ring [20]. Odd degree Cheby-
shev polynomials are proven to be permutation polynomials over a ring of modulo 2* [20]
and they are commutative each other. Then, the protocol is constructed by replacing the
discrete logarithm problem of Diffie-Hellman key-exchange protocol [5] with the degree
decision problem of Chebyshev polynomials over the ring. Thus, the security is related to
difficulty of the degree decision problem over the ring. If the problem can efficiently be
solved, the protocol is not secure.

Although a key-exchange protocol with Chebyshev polynomials over the real-number
interval [—1, 1] was proposed earlier than that over a ring of modulo 2% [22], the degree de-
cision problem of Chebyshev polynomials over [—1, 1] was solved and so the key-exchange
protocol is regarded as being not secure [23]. However, we cannot directly adapt the
method to solve the problem over a ring of modulo 2% because residue operations do not
appear in the problem over [—1,1]. It was also shown that the degree decision problem
over a ring of modulo 2% can efficiently be solved when the given argument of Chebyshev
polynomial is even [24], but the degree decision problem with odd argument has not been
solved.

It is conjectured that the difficulty of the problem over a ring of modulo 2% is related
to the periodicity of Chebyshev polynomial over the ring. Here, odd degree Chebyshev
polynomials have two kinds of periodicity. One is “ orbital period”, and the other is
“degree period”. Since odd degree Chebyshev polynomials are permutation polynomials
over a ring of modulo 2, when an odd degree Chebyshev polynomial iterate affecting a
factor of the ring, we can observe an orbit on the ring. The “ orbital period ” is the period
of the orbit. The “degree period” is observed when changing the degree of Chebyshev
polynomials with fixed arguments of polynomials. Although there are studies about both
kinds of period [25, 26, 27|, they have not been completely studied so far.

In this chapter, we clarify both kinds of the periodicity. After that, we show that
the degree decision problem over a ring of modulo 2% can efficiently be solved even if the
given argument of Chebyshev polynomial is odd, and so the key-exchange protocol is not
secure. It takes only O(w?) times to solve the problem. The fact does not mean, however,
that Chebyshev polynomials are not useful for all the fields in cryptography.

We solved the problem in 2015 [28], and Kawano and Yoshioka independently solved
the problem at almost the same time [29, 30]. The solving method proposed in this



chapter is more general than them. Although the degree of the Chebyshev polynomial
used in the key-exchange protocol is restricted to odd number, our method proposed in
this chapter can solve the problem even if the solution is even.

In addition, we discuss the reason why the key-exchange protocol with Chebyshev
polynomials is not secure and generalize the discussion. We show that a key exchange
protocol with a set of permutation polynomials is not secure if the permutation polynomi-
als in the set satisfy some conditions which odd degree Chebyshev polynomials also satisfy.
If it takes O (g(w)) times to calculate the value of permutation polynomials for given ar-
gument and iteration number, it takes only O (w - g(w)) times to break the key-change
protocol with the polynomials.

2.1 Key-exchange

Let us consider the case that there are two persons, Alice and Bob, and Alice would like
to communicate a secret message to Bob. Assume that they can use a public channel
only. It means that their talk can be heard by anyone. In this case, they should use
cryptography. Alice encrypt the secret message with a key and send the cipher text. Bob
received the cipher text and decrypt it with the same key. (See Fig. 2.1.) Then, Bob get
the secret message and any other person cannot know because they do not know the key.
Cryptography like this protocol is called “common key cryptography”.

— Alice —— — Bob
essage essage
(plaintext) (plaintext)
Encryption Decryption
with KEY with KEY
t same key i
Ciphertext . | Ciphertext

Ciphertext is .
sent on a public channel.

Figure 2.1: Common key cryptography

Although the above protocol is useful for general cases, there is a big issue. That is
“how to share the key between Alice and Bob”. Using a credible courier is one solution,
but they cannot do so because there is the assumption that they can use a public channel
only. The assumption is realistic in many cases.

“Key-exchange” is a concept which can solve the issue. By using it, Alice and Bob
can secretly share the key on a public channel. The first practical key-exchange protocol
was developed by Diffie and Hellman in 1976 [5]. It is believed that the security of the
protocol is based on discrete logarithm problem (DLP).

Definition 2.1.1. Discrete logarithm problem is as follows: find x such that
y=g" modp
for given prime number p, its primitive rootg and .

Some other protocols have been also developed. One of the most famous such protocols
uses elliptic curve [9].



2.1.

1 Diffie-Hellman key-exchange

For the later section, let us introduce the key-exchange protocol developed by Diffie-
Hellman. That is as follows:

1.

Alice and Bob agree a sufficient large prime number p and its primitive root g on a
public channel.

Alice determine a secret sufficient large number N4 and calculate My = g¢gV4

mod p. Similarly, Bob determine a secret sufficient large number Nz and calcu-
late Mz := ¢ mod p.

3. Alice send M, to Bob on a public channel and Bob send Mp to Alice.

4. Alice calculate Mgy := Mg“ mod p and Bob calculate Myp := MAVB mod p.

At the step 4,

Mpa :Mg’* mod p
=(¢™ mod p)™ mod p
=(g™  mod p)® mod p
=M~Y?  mod p
=Map

Thus, Alice and Bob share the number K := Mpa(= Mag).

—— Alice ——

Agree (p, g)

—— Bob

(p,g) -

Determine Ny

My = g™ mod p

Mps =

- (p9)

Determine Np

Mg = ¢ mod p

My

Mg™ mod p

Mag = M N8 mod p

same value

Figure 2.2: Diffie-Hellman key-exchange

It is believe that it is too difficult for any other person to calculate the value of K only

with the knowledge of p, g, M4 and Mp. That is based on the following conjectures:

e To calculate the value of N4 or Np is the most effective approach to calculate the
value of K.

e DLP is computationally difficult.

Although these conjectures are not proven, many researchers believe them.



2.2 Key-exchange with Chebyshev polynomials over
a ring of modulo 2*

In general, a residue operation takes much time, and so Diffie-Hellman key-exchange

protocol also takes much time. Faster protocol, therefore, should be developed and per-

mutation polynomials over a ring of modulo 2% are perhaps useful for the purpose. One of

such protocol is a key-exchange with odd degree Chebyshev polynomials. In this section,
we introduce the protocol.

2.2.1 Chebyshev polynomials
Before explaining the protocol, we introduce Chebyshev polynomials.

Definition 2.2.1. Assume that p is an integer. A Chebyshev polynomial of p degree

T,(X) is defined as a polynomial satisfying

V8 € R, T,(cosf) = cospb.

For example,

I(X) = X,

Tr(X) =2X?—1,

T3(X) = 4X° - 3X,

Ty(X) =8X* —8X?% +1,
T5(X) = 16X° — 20X3 + 5X.

By the definition, there are some simple properties. It is clear that arbitrary Chebyshev
polynomials are commutative such that

Vp,q € Z, Tpqu<X) :TQOTP<X) :TPQ(X>‘
It is also clear that the following relation is satisfied.
VP,q € ZJ QTPQ(X) :TP+Q(X> +TP*Q(X)'

It is known that arbitrary odd degree Chebyshev polynomials are permutation polynomials
over a ring of modulo 2%, it means that they are bijection over the ring. The above simple
properties are preserved even if the domain and range are restricted to the ring.

It takes only O(w?) times to calculate the value of Chebyshev polynomial over a ring
of modulo 2% for a given argument and degree.

2.2.2 Key-exchange with Chebyshev polynomials

Based on the properties of Chebyshev polynomials, the key-exchange protocol with odd
degree Chebyshev polynomials was proposed. The protocol replaced DLP of Diffie-
Hellman key-exchange protocol with the following degree decision problem (DDP) over a
ring of modulo 2%.

Definition 2.2.2. A degree decision problem over a ring of modulo 2% is as follows: find
p € 7/2"7 satistying

Y

T,(X) mod 2%,
with given X, Y € Z/2"Z.
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Then, the key-exchange protocol is as follows:

1. Alice and Bob agree a sufficient large number w and X on a public channel.

2. Alice determine a secret sufficient large number N4 and calculate M, := Ty, (X)
mod 2%. Similarly, Bob determine a secret sufficient large number Np and calculate

MB = TNB(X) mod 2%.

3. Alice send M, to Bob on a public channel and Bob send Mp to Alice.

4. Alice calculate Mpy = Ty, (Mp) mod 2¥ and Bob calculate Myp := T, (Ma)

mod 2%.

At the step 4,

Mpa =Tn,(Mp)
=T,y (T (
=Tn,, (Tn,(X) mod 2*)
=Ty (Ma)

mod 2%
X
X

mod 2%

=Myp.

Thus, Alice and Bob can share the K := Mpa(= Map).

) mod 2")

mod 2%

mod 2%

Alice Bob
(X,w)- e ()
Determine Ny Determine Np
My =Ty,(X) mod 2% M, Mp = Ty,(X) mod 2*
Mp
MB—A = Tn,(Mp) mod 2% MA—B = Tn, (M) mod 2%
same value

Figure 2.3: Key-exchange with Chebyshev polynomials

Since the calculation the value of Chebyshev polynomial for a given argument on a
ring of 2% takes only O(w?) times, the protocol also takes only O(w?) times. We think
that the security of this protocol depends on the difficulty of DDP by the analogy of Diffie-
Hellman key-exchange. At least, if the DDP can be perfectly solved, the key-exchange is

not secure.

2.3 Cryptanalysis of key-exchange with odd degree
Chebyshev polynomials over a ring of modulo 2"

In this section, we show a method to perfectly solve DDP. It means that, unfortunately, the
key-exchange protocol is not secure. The difficulty of DDP strictly relates to periodicities,
orbital period and degree period. Then, we firstly investigate the both of them.
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2.3.1 Orbital period of odd degree Chebyshev polynomials over
a ring of modulo 2%

We prove a theorem about orbital period. Firstly, we prove some lemmas which are
needed for proving the theorem.

Lemma 2.3.1. Assume that X; = (24; —1)-2" &1 and X, = (24, — 1) - 2%2 where Ay,
AQ, k?h k‘g € N and k’l Z 2. For r Z 2,
Ty (X;) =1 mod 2F1+7+2, (2.1)
Ty (Xy) =1 mod 272F7+2, (2.2)

Proof. In the case r = 2,

T22 (Xl)
=8X! —8X? +1
=8{(24; — 1) - 2" £ 1}* —8{(24; — 1) - 2" £ 1}* + 1
=1 mod 2M+2+2
T22 (XQ)
=8{(24; — 1) - 2"} —8{(24, — 1) - 2"}* + 1
=1 mod 2~T2+2,
Then, (2.1) and (2.2) are true.
Assume that (2.1) and (2.2) are true with r = rq. We will consider the case r = rq+ 1.
T2r0+1 (Xl)
:2T2r0 (Xl)TQrO (Xl) - TQ (Xl)
=2{Tyo(X1)}* =1 mod 2k1tro+3
=2{Ty(X;) mod 2F1F70F312 _ 1 od 2kiro+s
=1 mod 2FFrot3,
Toro+1(X2)
:2T2r0 (XQ)TQTO (XQ) - TO (Xg)
=2{Tyr(X5)}?> —1 mod 2~Fro+3
=2{Tyr(X5) mod 2F2F70F312 _ 1 od 2kztrots
=1 mod 2k2trot3,

Then, (2.1) and (2.2) are true with r = ry + 1.
From the above, the lemma is true. O]

Lemma 2.3.2. Assume that X; = (24; —1)-2" £1 and X, = (24, — 1) - 2¥2 where A,
A27 k‘l, k?g € N and ]Cl Z 2. For r Z 27

T2T:|:1(X1) = X1 + 2k1+r+1 mod 2k1+r+27 (23)
Tgril (XQ) = X2 + 2k2+r mod 2k2+r+1.

Proof. In the case r = 2,

T2 1(X) = 16X° —20X° +5X,
Ty 1(X) =4X% - 3X.
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Then, (2.3) and (2.4) are true.
Assume that (2.3) and (2.4) are true with r = ro. We will consider the case r = 9+ 1.
By Lemma 2.3.1,

T2T0+1i1(X1)
=2T5r041(X1)Tor0 (X1) — X1
=2{Tyos1(X1) mod 25703 o (X)) mod 2917043} — X, mod 2M+7o+3
=X, + 2ktrot2 g 2R Frots,
T2”0+1:t1(X2)
=2T5r041(X2)Toro (X2) — Xo
=Ty (Xo) mod 202F0F 23 T (X,)  mod 28247042} — X, mod 2F2+70+2

=X, + 2Rt o 2ketrot,
Then, (2.3) and (2.4) are true with r = ry + 1. From the above, the lemma is true. [

Lemma 2.3.3. Assume that X; = (24; —1)-2F £1 and X, = (24, — 1) - 2¥2 where A,
A27 k‘l, k?g € N and ]Cl Z 2. For r Z 2,

T30r41(X1) = X1 + kil pod 2kt 05)
TS.Qr:I:l(XQ) = Xy + 2k2+r mod 2k2+r+1.

Proof. The following calculations prove the lemma.

Ts.9r41(X1)
0Ty i1y (X1)Tor (X1) — Torar (X1)
=2{Tyr1141(X;) mod 2MT 2T, (X)) mod 2k 72}
—{Tyr11(X1) mod 2F77F2} mod 2k +7+2
=X, + 2MH L o 2kt
Ts.9r11(X2)
=2Tor+141(X2) Tor (X2) — Tori1 (Xs)
=2{Ty+141(X5) mod 22T HT, (X,) mod 2821}
—{Tyr11(Xy) mod 2P} mod 2kttt

=X, + 282t mod 2kt
H

Lemma 2.3.4. Assume that X; = (24; —1)-28 £1 and X, = (24, — 1) -2k where A,
A27 ]{51, ]{52, B € N and 1{31 > 2. Forr > 2,

Top-1)2r+1(X1) = X1 + QL 1iod 2kt 2
Top—1y241(X2) = Xo + 25217 mod 2k

where B is a natural number.

Proof. It has been shown that (2.7) and (2.8) are true in the cases of B = 1 and 2.
We consider the case B > 3. Assume that (2.7) and (2.8) are true at B = Bj and at
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Ti2Bo+3)2r4+1(X1)
=2T(2py+1)2+1(X1) Tor1 (X1) = Ti2po-1)2r21(X1)  mod 2577+
=2{X; 4 27+2} x 1 — {X, + 2"1F7+2)
EXl + 2k1+r+2

Ti2By+3)-2r+1(X2)
=2T(op+1).2r+1(X2) Tor1(X2) — Topy-1).0r1(Xz)  mod 2771
EQ{XQ + 2k2+r+1} x 1= {X2 4 2k2+r+1}
=X, + gka+r+1

Then, (2.7) and (2.8) are true at B = By + 2. From the above, the lemma is true. O

Lemma 2.3.5. Assume that p, m and X, are natural numbers satisfying
Tp(XQ) = XO -+ 2™  mod 2m+1'

It m <w,

{T;;(XO) mod 2w|i:Oﬂ1727”' a2w_m_1}
={Xo+k-2™ mod 2¥k=0,1,2,---,2°"™ — 1}.

Proof of Lemma 2.3.5 is shown in Ref. [26].

Theorem 2.3.6. The orbital periods are distributed according to Table 2.1.

Table 2.1: Orbital periods of odd degree Chebyshev polynomials. Here, A, B, r, ki, ko
eN2<r<w—-1,2<k<w-1and ky <w-—1.

Initial Point Degree Orbital Period
arbitrary 1,2% -1 1
(24—-1)-2m+£1 (2B—1)-2"+£1 max(2v k-1 1)
(24 — 1) -2k (2B—1)-2"£1 max(2v %" 1)
0,1,2v -1 arbitrary 1

Proof. By Lemmas 2.3.4 and 2.3.5, it is clear that the second and third lines of Table
2.1 are true.
Since T1(X) = X and Thw_1 = (X) mod 2%, the first line of Table 2.1 is true.
Assume that X; = 1. We can express X; = (24; — 1) - 2¥ + 1 mod 2*. Then, by
Lemma 2.3.4,

Top-1)or1(X1) = Xq + 27 mod 2v+7+2
= X; mod 2%.

Similarly, we can get T(QBfl).Qril(O) = 0 mod 2% and T(ngl)_Qril(zw — 1) =2 -1
mod 2*. Then, the fourth line of Table 2.1 is true. O]
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Example 2.3.1. Let us consider the orbital period with the initial point Xq = 5 and the
degree p = 3 over a ring of modulo 27. Since 5 = 22+ 1 and 3 = 22 — 1, the second line
of Table 2.1 is applied. The orbital period is calculated as

max(277%7271 1) = 4.
Indeed,

T3(5) =101 mod 27,
T3(101) =69 mod 27,
T3(69) =37 mod 2",
T3(37) =5 mod 27.

Then, the orbital period is surely 4.

2.3.2 Degree period of Chebyshev polynomials

We prove a theorem about periodicity of degree. Firstly, we introduce the following some
basic lemmas.

Lemma 2.3.7.

a~|—a‘1) of +a7P

T —
Vp € N, p< 5 5

Lemma 2.3.8. Assume that s and t are natural numbers. Then,
a=b mod?2° = d* =b" mod 25,

Proofs of the above two lemmas are shown in Ref. [25].

Lemma 2.3.9. Assume that X; = (24 —1)-2" £ 1 and a = X; + /X? — 1, where A
and ki are natural numbers and 2 < k; < w — 4. Then,

2w7k171 _2w7k171
_l’_

5 =1 mod 2Y, (2.9)

_ w—ky—1 _ow—kj—1
a+al o? —a?

2 9

o =2X7 —1+2X/X?2 -1
=1+2X1\/X2—1 mod 20172,

Assume that 3ty € N, o?® =1+ 200X;v/X? — 1. By Lemma 2.3.8,

o = {1+2X\/X? — 1} mod 2"t

=1420M X,V X2 -1 mod 2kFo+2,

=0 mod 2". (2.10)

Proof. Since k; > 2,

Then, Vt € N, o =1+ 2!X;v/X2 — 1, and so

@M = 14X RT T mod 2%
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By the same reason,
a M =1 2o holX/X2 =1 mod 2¥.

Form the above,

qw—ky—1 + a_2w—k:1—1

=1 mod 2",

_ w—k1—1 _ow—ky—1
a+al Q2T

2 2
=\/X2-1-2"M71XV/X2 -1 mod 2"
=0 mod 2.

]

Lemma 2.3.10. Assume that X, = (24 —1)-2% and a = Xy + /X2 — 1, where A and
ko are natural numbers satisfying ky < w — 3. Then,

w—ko _ow—ko
a? + a2

2

a2w7k2 . 04_2’“)7162
2

Proof. Since X, = (24 — 1) - 2% and k; is natural number,

=1 mod 2%, (2.11)

=0 mod 2". (2.12)

a*=1 mod 2~+2,
Assume that Jtg € N, o2® =1 mod 2¥2%%_ Then,
2t0+1

=12 mod 2kettotl

Therefore, o =1 mod 2% and a=2""" =1 mod 2*. From the above,

w—k _ow—k
o T

5 =1 mod 2%, (2.13)

qw—kg _ _ow—kg
a 20‘ =0 mod 2. (2.14)
]

Lemma 2.3.11. Assume that p is an odd number and X; = (24 — 1) - 2" £ 1, where A
and k; are natural numbers satisfying k; < w — 4. Then,

T, qu-r—1(X1) = T,(X1) mod 2%

Proof. Assume that o = X + v/ X2 — 1. Then, by Lemmas 2.3.7 and 2.3.9,
Tp+2w7k171(X1)

ap+2w—k1—l + a_p_2w—k1—1
2
_ w—k1—1 w—k1—1 _
o +a7P 2 o’ +ap—04p «
2 2 2 2
=T,(X;) mod 2.

2w7k171 . a2w7k171
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Lemma 2.3.12. Assume that p is an odd number and X, = (24 — 1) - 2¥2 where A and
ko are natural numbers satisfying ky < w — 3. Then,

Tp+2w—k2 (XQ) = Tp(XQ) mOd 2w.

Proof. Assume that o = X + v/ X? — 1. Then, by Lemmas 2.3.7 and 2.3.10,
Tyt (X2)

P
aP+2w_k2 + a*p*2w_k2
B 2
P +a? o4 ap—ar Q2 a2
-2 2 A 2

=T,(X3) mod 2.
[

Theorem 2.3.13. The degree periods of odd degree Chebyshev polynomials are dis-
tributed according to Table 2.2.

Table 2.2: Periods of degree. Here, A, ki, ks € N, 2 < k; <w —4 and ky < w — 3.

X Periodicity of Degree
(2A—1)-2M £1 T,y gu-t1-1(X) = TH(X) mod 2%
T +2w7k172 (X) ¢ Tp(X) IIlOd 2’[1}

p

(24 —1) - 2k T, gu-t(X) = T,(X) mod 2%
Tp+2w—k2—1(X) % Tp(X) mOd 211}
otherwise Tpi2(X) =T,(X) mod 2¥

Proof. It has already been shown that T}, ju—r,-1(X) = T,(X) mod 2% for X = (24 —
1)-2M +1 and T, gu-1, (X) = T,(X) mod 2¥ for X = (24 — 1) - 2". First, we consider
the case p = £1 mod 2% . Assume that X; = (2A — 1) - 2" 4 1. By Theorem 2.3.6, the
orbital period of Tl yw-r,—> With the initial value X is 2. Then,

T:t1+2w7k172 (Xl) ¢ Xl IIlOd 2’LU
On the other hand, 75 (X;) = X; mod 2“. Then,
T+2w—k1—2(X1) % Tp(Xl) IIlOd 2w

p

Next, assume that p = (2B —1)-2" 4+ 1, where B and r are natural numbers satisfying
2<r<w-—1.

We consider the case r > w—k;—1. By Theorem 2.3.6, the orbital period of 7}, with the
initial value X; is 1. On the other hand, since 3B’ € N, p+2¢~?~1 = (2B'—1).2w k=241
the orbital period of T},  gw—k, -2 with the initial value X, is 2. Then,

T ow—k1—2 (Xl) §é Tp(Xl) mod 2%.

p

We consider the case 1 = w — k; — 2. The orbital period of T}, with the initial value
X, is 2. On the other hand, since 3B',7 € N, p+ 2v~F~1 = (2B — 1) . Qw2+ 4 1,
the orbital period of T},  gw-k, -2 with the initial value X, is 1. Then,

T+2w—k1—2(X1) 7_é Tp(Xl) mod 2.

p
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We consider the case 2 < r < w —k; —3. Since the orbital period of 7}, with the initial
value X, is 2w—ki—r—1

Vi,j € /2 M, i £ j = TH(Xy) # TJ(X1) mod 2v.

By the definition of Chebyshev polynomials, Vi € N, T/(X,) = T,:(X;). If i is an odd
number, 3B; € N, p' = (2B; — 1) - 2" + 1. Then, if ¢ and j are odd numbers and satisfy
i< ] < 2w—k1—r—2,

Ti2B,—1)2r+1(X1) # T(2B,~1)2r+1(X1) mod 2“.

{2(B42vF7=2) _ 1} . 2"+ 1 = p 4 2wtk

By Lemma 2.3.11,
T+2w—k1—l(X]_) = Tp(X]_) mOd 2w

p

Then,
T +2w—k:1—2 (X]_) % Tp(X]_) HlOd 2w

p

From the above, for an arbitrary odd number p,

T+2w—k1—2(X1) 7_é Tp(Xl) mod 2.

p

By the same way, for an arbitrary odd number p,

T, gwri—2((2A — 1) - 27) £ T,((2A — 1) - 2")  mod 2.

p

Assume that X, cannot be written as (24 — 1) - 2% nor (24 — 1) - 2*2. By Theorem
2.3.6, the orbital period of 7, with the initial value X, is 1 where p is an arbitrary odd

number. Then,
T,

p

+2(Xo) =T,(Xp) mod 2%.
From the above, the theorem is true. O

Example 2.3.2. Let us consider the degree period with Xy = 5 over a ring of modulo
26, Since 5 = 22 + 1, Theorem 2.3.13 states that

Tp<X0) = Tp+26—271 (Xo) mod 26,
T,(Xo) # Tpyros-2-2(Xp) mod 2°

for an arbitrary odd number p. Indeed,

T5(5) =37 mod 25,
T5(5) =37 mod 2°,
T:(5) =5 mod 2°
Ty(5) =5 mod 2,
T (5) =37 mod 25,
Ti3(5) =37 mod 2°,
Ti5(5) =5 mod 2°,
Ti7(5) =5 mod 2°

Then, the statement is surely true.
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2.3.3 Method of solving degree decision problem

In this section, we show a method to solve a degree decision problem by using Lemma
2.3.4, Theorem 2.3.6 and Theorem 2.3.13.

Remark. Degree decision problem over a ring of modulo 2% is as follows: find p € Z/2%Z
satisfying

Y

T,(X) mod 2"
with given X and Y.

Assume that p = p(l) - 2! where p(1) is an odd number and [ is a non-negative natural
number and X; = T5:(X) mod 2*. Then,

TP(X) = Tp(l).gl (X)
~ Ty (T (X))
=T (X0).

Then, it is enough to solve the following reduced degree decision problem for [ =0,1,--- ,w—
1.

Definition 2.3.1. Reduced degree decision problem is as follows: find an odd number
p(l) satisfying

Y

T,0)(X:) mod 2, (2.15)
where X; = Ty (X).
We show a method to solve the problem with a fixed [. There are three cases.

Case 1: X; can be expressed as the following form
X;=(02A—-1)-2F£1,

where A and k are natural numbers satisfying 2 < k£ < w — 4. In this case, the algorithm
to solve the problem is as follows:

1. f Y = X; mod 2%, output p(l) = 1 and finish this algorithm.
2. Find a natural number r > 2 satisfying
YV = X, + 28 nod 2k,

If r satisfying the condition does not exist, finish this algorithm since any odd
number p(l) does not satisfy (2.15).

3. Set g+ 2"+ 1and m <+ k+1r+3.
4. IfY #£ T,(X) mod 2™, q + g+ 2m*2,

5. If m > w, output p(l) = ¢ and finish this algorithm. Else, m <— m + 1 and return
step 4.
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The operation of step 1 is obviously proper.

By the Lemma 2.3.4, if we cannot find r at the step 2, there are the three possible
cases: Y = Ty(X;) mod 2%, Y = The 1(X;) mod 2¥ and YV # T,(X) mod 2* for an
arbitrary odd number p. By the theorem 2.3.6, T1(X;) = Tow_1(X;) = X; mod 2¥. Since
the possibility of Y = X; mod 2% is removed at the step 1, Y # T,(X) mod 2¥ for an
arbitrary odd number p if we cannot find r. Therefore, the operation of the step 2 is
proper.

By the theorem 2.3.13, if Y = T,(X;) mod 2™ ! and Y # T,(X;) mod 2™, Y #
+om—k—2(X;) mod 2™. Then, the operations of the steps 3-5 are proper.

From the above, this algorithm is proper.

Since it takes O(w?) times to calculate the value of T,(X) mod 2%, this algorithm
requires O(w?) times if there exists an odd number p(l) satisfying (2.15) and O(w) times
if there does not exist.

T,

q

Case 2: X; can be expressed as the following form
X, = (24 -1) 2%,

where A and k are natural numbers satisfying £ < w — 3. In this case, the algorithm to
solve the problem is as follows:

1. If Y = X; mod 2%, output p(l) = 1 and finish this algorithm.
2. Find a natural number r > 2 satisfying
Y = X, + 25" mod 28

If r satisfying the condition does not exist, finish this algorithm since any odd
number p(l) does not satisfy (2.15).

3. Set g+ 2"+1land s+ k+r+2.

4. Y #£ T,(X) mod 2™, q + g+ 2m~*1,

5. If m > w, output p(l) = ¢ and finish this algorithm. Else, m <— m + 1 and return
4).

By the same way as the case 1, it is shown that this algorithm is proper. This algorithm
also requires O(w?) times if there exists an odd number p(l) satisfying (2.15) and O(w)
times if there does not exist.

Case 3: otherwise. By the theorem 2.3.13, T,,;)(X) mod 2 is constant for any p(l).
Then, if Y = X, an arbitrary odd number p(!) satisfies (2.15). Else, any odd number p(l)
does not satisfy (2.15).

From the above, the original degree decision problem whose domain of searching degree
is not restrict odd numbers can be efficiently solved. Since it takes only O(w?) times to
calculate the value of X; for each [, the method to solve the problem takes only O(w?)
times if there exists a solution p and O(w?) times if there does not exist.

Example 2.3.3. Let us find p satisfying

865 = T,,(7) mod 2"
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In this example,

w =11,
Y =865 =27 -2° + 1.

First, we consider the case [ = 0.
Xo=7=2"-1.

This corresponds to the case 1. At the step 2 of the algorithm, we cannot find r satisfying
the condition. Then, any odd number p(0) is not satisfy (2.15).
Next, we consider the case [ = 1.

X, =T57) mod 2" =97=3-2°+1.

This corresponds to the case 1. At the step 2 of the algorithm, » = 2 is chosen. At the
step3weset g+ 5=22+1and m+<+ 10=5+2+3.

T5(97) # 865 mod 2™,
Then, ¢ < g+ 2% =13 and m < m + 1.
T15(97) = 865 mod 2.

Since m = 11 > w, finish this algorithm.
From the above, p = 13 - 2! = 26 is a solution of the problem.

2.4 Generalization

In this section, we discuss generalization of the former sections. We consider a broader
class of set of permutation polynomials than the set of odd degree Chebyshev polynomials.

There are two direct and essential reasons why the degree decision problem of Cheby-
shev polynomials over a ring of modulo 2% is efficiently solved. One reason is that the
periodicity of degree is completely made clear. The other reason is that Chebyshev poly-
nomials over the ring have some recursive properties. In general, such recursive properties
are common of permutation polynomials over the ring. There are also two reasons why we
could make the periodicity of degree clear. One reason is that the orbital period is made
clear, and the other reason is that the relation between the orbital period and the degree
period is known to be the established. In connection with the later reason, the arbitrary
odd degree Chebyshev polynomials over the ring can be expressed as an iteration of third
degree Chebyshev polynomials over the ring.

Based on the above, we consider the following set of permutation polynomials: assume
that

{Pl(X)7P2<X)7 7P”(X)}

is a set of permutation polynomials over a ring of modulo 2%, that the value Pi(X)
mod 2% can be efficiently calculated for given ¢ and X, that there exists a permutation
polynomial f(X) which satisfies that

Vi, 37 s.t. VX, P(X) = f/(X) mod 2¥,

and so the polynomials P;(X) are commutative each other and that f(X) satisfies at least
one of the following conditions.
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e The values of f7(X) mod 2% can be directly and efficiently calculated for given j
and X.

e We can efficiently find 7 which satisfies P;(X) = f7(X) mod 2% for given j.

In the case of odd degree Chebyshev polynomials, f(X) is T3(X) and the both conditions
are satisfied. In the case that the later condition is satisfied, we can calculated F7(X)

mod 2% by finding ¢ and calculating P;(X) mod 2% even if we cannot directly calculate
the value.

In this situation, we can construct a key-exchange protocol with the set of polynomials.
That replace Chebyshev polynomials at the key-exchange protocol with the polynomials
in the set. The key-exchange protocol, however, is not secure. It means that the following
iteration number decision problem (INDP) can efficiently be solved.

Definition 2.4.1. Iteration number decision problem is as follows: find an integer j
satisfying

Y = f/(X) mod 2%,
where Y and X are given integers.
Theorem 2.4.1. INDP can efficiently be solved.

We show an algorithm to solve the problem. First, we introduce some lemmas.

Lemma 2.4.2. Assume that Y, X and j are integers, m is a non-negative integer and
they satisfy

Y = f/(X) mod 2™,
Then, there is a non-negative integer [ < m such that

Y = f7%(X) mod 2™

Proof. It is clear that the lemma is true in the case m = 0. We consider the case m = 1.
Since F'(X) is a permutation polynomials over a ring of modulo 2%,

f(0)=0 mod2and f(1)=1 mod 2
or

f(0)=1 mod2and f(1)=0 mod 2
is practical. Then,

f2(X)=f1(X) mod2=Y mod 2.

Assume that m’ is a non-negative smaller integer than m. We consider the case that

there exists a non-negative number I < m/ such that ¥ = fi*2 (X) mod 2. In this
case,

Y = fj+2ﬂ (X) 4+ 2™ mod 2™,
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where ¢ € {0, 1}.

FrE ) = 2 (FW” (X)) mod 2m'+!
= (Fj (X) + c2m’> mod 21
= f? (F/(X)) + 2™ mod 2™
=Y mod 2™
From the above, the lemma is true. O

Lemma 2.4.3. Assume that Y, X, j and j’ are integers, m is a non-negative integer and
they satisfy

=~
Il

f/(X) mod 2™,

f7(X) mod 2™,

=
Il

and [ is the minimum non-negative integer satisfying
Y = fj”l(X') mod 2™.
Then,
7 =4 mod 2"

Proof. Assume that j' = j + a2' + b where a is an integer and b is a non-negative integer
satisfying b < 2'. Then,

FI(X) = (X)
=f1(X) mod 2™,

Since 2! is the minimum natural number satisfying f7(X) = f#+2(X) mod 2™, b = 0.
Then, the lemma is true. [

Lemma 2.4.4. Assume that Y, X and j are integers, m is a non-negative integer and
they satisfy

Y = fI(X)+2™ mod 2™,
and [ is the minimum non-negative integer satisfying
Y = fj+21(X) mod 2™.
If there exists an integer j/ such that Y = f/'(X) mod 2™+,
Y = f/*2(X) mod 2",
Proof. Assume that

Y = (X)) 42" mod 27,
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For an arbitrary integer a,
fazl(Y) = fazl <fj+21( ) 1 om ) mod 2m+!
= f“QZ (fj+2l(
= f(a+1)2l (fj( ) +9™ mod 2m+1
(

= f(a+1)2l (fj X) +2m) mod 2m+1
= flat? (V) mod 2™+

)) +2™ mod 2"t

Then,

fj+a2l( X) = (Y+2m) mod 27m+1
= f“2 (Y)+2™ mod 2™
= f2(Y)+2" mod 2™+
= 2 (F1(X)+2™) +2™ mod 2!
= (f/(X)) mod 2"+
= fj+21()_() mod 27"+
=Y +2™ mod 2™

By Lemma 2.4.3, if there exists an integer j' such that ¥ = f/'(X) mod 2™*!, there
exists an integer b such that

Y = fj+b21(X) mod 2%.
From the above, this lemma is true. O

By using the above lemmas, the problem can be solved. We propose the following
algorithm to solve INDP:

1. Set j < 0 and [ < 0.

2. f Y = f/(X) mod 2%, output j and finish this algorithm. Else, find m; such that

Y = f/(X)+2™ mod 2™,

3. Y = fi2(X) mod 27!, j « j + 2 and return to 2).

4. If | = w — 1, finish this algorithm. (In this case, any integer j dose not satisfy
Y = f/(X) mod 2*.) Else, | + [+ 1 and return to 3).

If it takes O (g(w)) times to calculate f7(X) mod 2¥ for given X and j, this algorithm

requires only O (w - g(w)) times at the worst case. Then, Theorem 2.4.1 is proven.

2.5 Summary

We completely clarified the orbital periods and degree periods of odd degree Chebyshev
polynomials over a ring of modulo 2¥. Both of them show a recursive property, and
it is shown here that we can efficiently solve a degree decision problem by using the
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property. The proven fact here shows that the proposed key-exchange protocol with
Chebyshev polynomials is not secure. It is also shown that a key-exchange protocol
with more generalized permutation polynomials including Chebyshev polynomials is not
secure. However, it does not mean that permutation polynomials over a ring of modulo
2" including Chebyshev polynomials will not be applied to other fields such as common
key cipher. The characteristics shown in here would provide useful clues for investigating
further applications based on Chebyshev polynomials and other permutation polynomials
over a ring of modulo 2.
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Chapter 3

Improving security of Vector Stream
Cipher

Vector Stream Cipher (VSC) is a stream cipher which was developed by Umeno, Kim and
Hasegawa at Communication Research Laboratory (now called the National Institute of
Information and Communications Technology) in 2004 [19]. Although, roughly speaking,
stream cipher is usually constructed by operations over GF(2) including shift-register (see
Ref. [12, 13, 14, 15] as examples), VSC is constructed by permutation polynomials over
a ring of modulo 2*. There are few applications of permutation polynomials over a ring
of modulo 2%, in particular, practical applications are very rare. VSC is one of such
applications. Because permutation polynomials over a ring of modulo 2* compatible with
digital computers and digital signal processors, VSC is very fast. In particular, it has
recorded 25Gbps by hardware implementation. The compatibility is also useful for light
implementation either by software or hardware.

On the other hand, the security of VSC has been investigated by several researchers [31,
32, 33, 34], and some security problems against for the theoretical attacks were reported
though any practical attack breaking VSC has not been reported so far. (In this thesis,
“theoretical attack” means an attack, which currently needs too much computation and
so cannot practically break cipher with today’s computers. Thus, a cipher which is proven
to be immune against theoretical attacks can be said to have a certain provable security,
while the success of a theoretical attack leads to a potential risk to be attacked with
future’s computers. On the other hand, “practical attack” means an attack which can
practically break cipher with today’s computers.) In this chapter, we improve VSC in
order to avoid them and design two new cipher systems, which we call “Vector Stream
Cipher 2.0” and “Vector Stream Cipher 2.17, respectively.

Our purpose of this chapter is not only to develop new cipher but also to explore possi-
bility of the permutation polynomials over a ring of modulo 2% in the field of cryptography;,
in particular, stream cipher.

3.1 Pseudo random number generator and Stream
cipher

A method which can generate a sequence of truly random numbers is not known, and
I think that such method will not be developed, at least in near future. Sequences of
random numbers, however, is needed in many field such that

e Monte Carlo simulation
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e inspection of products
e system identification

e communication systems
e cryptography

e steganography

and so on. Therefore, methods generating a sequence of numbers which has similar
property of truly random sequence approximately are used. Demanded precision of the
approximation depends on applications. Such methods are classified into two types. One is
“physical random number generator” and the other is “pseudo random number generator”.
Both of them are practically used.

3.1.1 Pseudo random number generator

Pseudo random number generator (PRNG) is an algorithm for generating a sequence of
numbers whose properties approximate the properties of sequences of random numbers.
The algorithm is completely deterministic and depends only on seed, which is a param-
eter or an initial value of the algorithm. In comparison with physical random number
generator, PRNG has the following properties:

e [t can easily be implemented at low cost.
e Estimation of the precision is easy.

In addition, PRNG has a reproducibility. It means that we can get perfectly same sequence
if we use the same seed. The property is useful for some applications including stream
cipher.

Seed (= initial value, parameter)

l input

(= algorithm)

l output

100101011010- - - : pseudo random number

Figure 3.1: Pseudo random number generator

3.1.2 Stream cipher

Common key cipher is classified into two cipher. One is “Block cipher” and the other is
“Stream cipher”. Stream cipher uses PRNG and the seed of the PRNG corresponds to the
key. In general, stream cipher is faster than block cipher and it can be implemented more
lightly than block cipher. Then, stream cipher gets attention since 2000 approximately.
In general, the encryption is as follows:

1. Generate a sequence by using PRNG. (The “seed” = key)
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2. Execute the exclusive-OR with the sequence and plaintext. (The result is the ci-
phertext.)

In practical situations, the step 1 and 2 are executed in parallel. In decryption, the roles
of plaintext and ciphertext are exchanged.

H Seed ( = “Key”)

100101011010- - - : pseudo random number

D
111001100101- - - : plaintext

4

011100111111--- : ciphertext

Figure 3.2: Stream cipher

There are many types of stream cipher, but almost stream cipher uses operations over
GF(2) including sift-register. VSC does not use the operations, so it is a rare type. It is
classified into “chaotic cipher”.

3.2 Vector Stream Cipher

In this section, we introduce Vector Stream Cipher 128 (VSC128) which is one kind of
original VSC. VSC128 requires a 128-bit secret key and a 128-bit initial vector. The
encryption algorithm is as follows:

1. Assume that A, B, C, D, X, Y, Z and W are 32-bit integer variables. Assign a
secret key to A, B, C' and D, and an initial vector to X, Y, Z and W.

2. Repeat the following operation 8 times. (We call the operation “round” of VSC128.)

(a) Assume that a, b, ¢, d, x, y, z and w are 32-bit integer variables. Calculate the
values of a, b, ¢, d, x, y, z and w as follows:

a=A—-(A mod4)+1 mod 2%,
b=B— (B mod4)+1 mod 2%,
c=C—(C mod4)+1 mod 2%,
d=D— (D mod4)+1 mod 2%
z=X—(X mod4)+1 mod 2%,
y=Y —(Y mod4)+1 mod 2%,
z=27—(Z mod4)+1 mod 2%,
w=W — (W mod4)+1 mod 2%

(b) Assume that A, B', C', D', X', Y’ Z' and W' are 32-bit integer variables.
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Calculate the values of A', B, C', D', X' Y’ Z' and W' as follows:

A = AQRA+y) mod 2%%
B'= B(2B+z) mod 2%,
C'=C((2C +z) mod 2%,
D' = D(2D +w) mod 2°%,

X'=X(2X +¢) mod 2%
Y'=Y(2Y +d) mod 2%,
7' =Z7(2Z +a) mod 2%,
W' =W(E2W +b) mod 2%.
(¢) Regard (A", B',C', D', X" Y' Z' /W') as a 256-bit sequence, and perform 5-bit

left rotational shift. After that, copy the sequence to (A, B,C, D, X,Y,Z, W).
Writing mathematically,

A= (A <<5)@ (B >>27) mod 2%,

B= (B <<5)@(C'>>27) mod 2%,
C=(C'<<5)@® (D >>27) mod 2%,
D= (D' <<5)® (X' >>27) mod 2%
X =(X'<<5)@ (Y >>27) mod 2%,
Y =(Y' <<5)®(Z >>27) mod 2%

7 =(Z'<<5)@® (W' >>27) mod 2%,
W=W'<<5) @ (A >>27) mod 2%,

Here, “<<” means simple bit shift.

3. Assume that D1, D2, D3 and D4 are 32-bit plaintexts and E1, E2, E3 and E4 are

the corresponding ciphertexts respectively. Then, calculate the values of E1, E2,
E3 and E4 as follows.

El=DlaX,
E2=D2aY,
E3=D3 7,
E4=DiaW.

4. Repeat steps 2 and 3 until all the given plaintexts are encrypted.

3.3 Attacks for VSC128

In this section, we introduce some theoretical attacks for VSC128 or weakness points of
VSC128.

3.3.1 Distinguishing attack with linear masking
Key-averaged linear probability (LP) of a function fx is defined as
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where 'y, I'y, X and K are integers which are expressed as n-bit integers. The K
corresponds to a key. The I'g and I'y are called “Linear-Mask”. The operation “.”
the inner product over GF(2).

Assume gg, i, := [k, © fk,. Key-averaged linear characteristic probability with con-
sidering multi pass (LCPM) of gk, k, is defined as

means

LCPM(Ig,Tz) =Y LP(Ix,I'y)LP(I'y,T'z).

Iy
The fundamental function of VSC128 with a key K is described as
fe(X)=X2X +K — (K mod4)+1) mod 2%,

where X and K are expressed as 32-bit integers. The value of LP of the fundamental
function was studied [32]. The value is

LP(I'g,Ty)

| for (T, Ty) = (1,1), 2,3) or (3,2)
— 2—2maxbit(1"5()+4

for maxbit(I'g) = maxbit(I'y) > 3 and [I'g]maxbitr )1 = L'y maxbit(ry)—1 »

0 otherwise

where [a]; means the i-th least bit of a and maxbit(«) := max{i|[a); = 1}. It was also
studied that the maximum value of LCPM with 8 rounds is 27! [33]. Because a secret
key of VSC128 is 128-bit, a distinguishing attack is realized.

3.3.2 Chosen initial vector attack

It is reported that the output sequence (key-stream) of VSC128 have a statistical deviation
if the initial vector is chosen among specific vectors, and so the distinguishing attack is
realized if an attacker can chose an initial vector intentionally [34]. More concretely, the
distinguishing attack is practical if there are 232 initial vectors whose 96 bits from the
least significant bit are 0.

3.3.3 Collision of key stream

The round of VSC128 is not bijection. For example, assume that A, B, C, D, X, Y, Z
and W are odd numbers and A := A®0x80000000, ---, W = WdH0x80000000. Then,

the values of (A,--- , W) and (A, --- , W) after the round are equal. The fact means that
effective key length of VSC128 is smaller than 128-bit.
3.4 Improving security of VSC128

In this section, we propose improvement of VSC128 to avoid such attacks. We call the
this improved VSC128 “Vector Stream Cipher 2.0 (VSC 2.0)”.

3.4.1 Increasing the repetition number of rounds

Since the maximum LC' PM becomes smaller when repetition number of rounds increases,
we try to calculate the maximum LCPM with more rounds than 8.
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Assume LP,gynqg means LOPM of the round, and I'W; = 1 << (1 — 1) and I'Z; =
1 << (j — 1) are Linear-Masks which mask W and Z respectively on the round, where i
and j are natural numbers which are smaller than 32. LP,,,,q is calculated as follows:

1 for I' =TW;s

LP.oun FW’F =
(T3, T) {0 otherwise

1 forI'=TW;®IT'W;s

LP,oyna(TW5,T) =
al »T) {O otherwise

For 3 < i < 27,

272t forl! = FWi+5 D (6,',2 << 5)

LProun FVVZEB i—vF =
ol -2 1) {0 otherwise

where «; o and f;_» are arbitrary (i — 2)bit integers. For i = 28 and 29,

2_2i+4 for I' = FZi_Q'y

0 otherwise

LPTOUTLd(FWi @D a2, F) = {

For ¢« = 30, 31 and 32,

1 for I' =T'Z;_97 ® Bi—29

0 otherwise

Lpraund(FVVi S¥ 2, F) - {

LP,ouna(I'Z;,-) is the same as the above.
Assume LC'PM; means LC'PM with k rounds.

LCPMy(T'Ws3,TZy) = > [LP,guna(TW3, TWs @ (a1 << 5))

a1,04,06,0011,0016,0021

LProuna(TWs & (a1 << 5),TWi3 & (as << 5))
LP,ouna(TWi3 & (ag << 5),ITWis @ (11 << b))
LProuna(TWis @ (11 << 5),I'Was @ (ag << 5))
LProuna(TWas & (o << 5),I'Was @ (a1 << 5))
LP,ouna(TWag & (ay << 5),I'Zy)
LP,ouna(TZ1, T Zg)
LPround(FZG, 'z, @ (064 << 5))

(

LPround FZH (Oé4 << 5), FZlG)]
— 2—129.

For more detail, see the Table 3.1.

We repeat similar calculation, and get that 2712 is the largest value of LCPM,. It
means that the linear attack needs more work than searching all over the key space and so
is not practical. Then, we change the repetition number of rounds at step 2 of VSC128’s
algorithm from 8 to 9 in the specification of VSC 2.0.
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Table 3.1: The values of LP, 4.

FX ‘ Ff/ ‘ LPround(FXa FY/) ‘
I'Ws I's @ (al << 5) 22
W& (ap << 5) | TWi3 & (ag << 5) 2712
I'Wis @ (Oé6 << 5) I''Wig @ (Oéll << 5) 222
I'Wig @ (Oén << 5) I'Was @ (0616 << 5) 232
FW23 D (&16 << 5) FWQS ) (0621 << 5) 242
FWQg ) (0421 << 5) 'z, 2752
'z, I'Zg 1
I'Zs 'z, (044 << 5) 278
I'Zi1 9 (Oz4 << 5) FZlG 218

3.4.2 Preprocessing

If we replace an initial vector with its hash value when the initial vector is given, we can
avoid chosen initial vector attack because an attacker cannot calculate an inverse of a
hash value effectively. Because the attack needs 232 initial vectors whose 96 bit from the
least significant bit of are 0, an attacker who will perform the attack is needed to calculate
the hash function 2% x 232 = 2128 times.

Although there are many hash functions in the world, we design a new hash function
with the round because we should keep the program small. The algorithm of the new
hash function is as follows.

1. Set A=0xfedcba98, B=0x01234567, C=0x89abcdef and D=0x76543210.
2. Assign a given initial vector to X, Y, Z and W.
3. Perform the round 30 times.

4. Output X, Y, Z and W.

Because any person who does not know the given initial vector cannot know the values
of A, B, C'and D at step 4 of the above algorithm, it is difficult for him to calculate the
value of the given initial vector even if he knows the output. Then, we expect that the
algorithm can be regarded as a hash function. We, therefore, add the operation replacing
a given initial vector with its hash value with the algorithm to VSC128.

If the values of A, B, C' and D at step 1 are all “0”, the preprocessing is weak for
a preimage attack. The value of D must not be odd number and the reason is shown
in the next section. Then, we choose A =0xfedcba98, B =0x01234567, C' =0x89%abcdef
and D =0x76543210. The reputation number at step 3 is chosen to be safe enough. We
confirm experimentally it at section 3.6.

3.4.3 Avoiding collision
Firstly, we prove the following theorem.

Theorem 3.4.1. Consider a map g : (Z/2"Z)™ — (Z/2"Z)™, which is described as

g<AO7 A17 e 7Am—1) = (Aé]) All? o
A; = AZ (2A1 +a (A(iJrl mod m)))

’ 7A/m—1)7
mod 2" (Vi € Z/mZ),
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where Ay, -+, Ay, and A, -+ | Al are elements of Z/2"Z and a(A;) = A;—(A; mod 4)+1
(Vi € Z/mZ). Assume O, a subset of Z/2"Z, which is constructed of odd numbers in
Z/2"Z. Then, if we restrict the domain of g to (Z/2"Z)™ except (O,)™, g becomes a
bijective map on (Z/2"Z)"™\(O,,)™.

Proof. Since g(X) € (Z/2"Z)"\(O,)™ for all X € (Z/2"7Z)"\(O,,)™ obviously, g can be
regarded as a map from (Z/2"Z)™\(O,)™ to (Z/2"Z)™\(O,)™. Then, we prove injectivity.
Assume (Ag, Ay, -+, A1) and (Ao, Ay, -+, A1) elements of (Z/2"7)™\(O,)™ sat-
isfying o )
(Ao, Ay, Apcy) # (Ao, Ay, -+ Apeq). There are integers 0 <s; <nmand 2 <t <n
(1 € Z/mZ) such that
(307 S1,° " 3 Sm—1, t07t17 e atm—l) 7é (7’1,771, e an)a
S; S tl (vZ € Z/mZ),
A; = A + (2p; — 1)2% mod 2" (Vi € Z/m7Z),
a(Ay) = a(A) + (2¢: — 1)2% mod 2" (i € Z/mZ),
where p; and ¢; are natural numbers.
Assume that
(Aé]a All? T 7A/m—1) - g(A07 Ah T )Am—l)a
(f‘iola Alla T 7147;71/) = Q(I‘Io, /117 T 7Ar;f1)-
To simplify notation, we define new notations A,,, ANm, t,, and ¢, as Ay, AO, to and qq
respectively. Then,

A = A{2A; + (A1)} mod 2"
= {A; + (2p; — 1)2%H2A; + (2p; — 1251 + a(Ai1) + (2¢01 — 1)25' ) mod 2"
= [A{2A; + a(Aip1)} + A1(2p; — 1)2572 1 A;(2gi41 — 1)20+1 + (2p; — 1)%2%i !
+ a(Aip1)(2gie1 — 1)2% + (2pi — 1)(2gie1 — 1)2%%+]  mod 27"
= A+ (2r; — 1)2% + A1 (2¢i1 — 1)25+ mod 2",

Here, r; (1 =0,1,--- ,m) are natural numbers. There are two cases.
Case 1: There are i, j € Z/mZ such that s; # t;. In this case, there is k € Z/mZ such
that s; < tpy 1 < n, because s; < t; (I € Z/mZ). Then,

[(2rp — 1) - 2% + Ap(2qpy1 — 1)2%+1 mod 2"]; =0 (i=1,2,---,5),

(27 — 1) - 2% + Ap(2qk1 — 1)2%+ mod 2], 11 = 1.

Then, the (s; + 1)-th least bit of A, is different from that of Al

Case 2: s =81 =+ = 8§p_1 =tg =1t = -+ = t,_1 < n. In this case, there are
k € Z/mZ and B € Z/2""'Z such that A, = 2B. Then,
(27’k — 1)2Sk + Ak(quH — 1)2tk+1 mod 2"
=(2ry — 1)2°% 4+ 2B(2¢k+1 — 1)2°  mod 2"
2{rr + B(2qx+1 — 1)} — 1]2°*  mod 2".

Since s, < n, /Lg/ # Aj.
Therefore, (/IO/, /11,, e ;An:,—l,) # (Ap, Al AL ). =
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Using the theorem, the round becomes a bijection if we restrict the domain to the
case that at least one of A, B, C', D, X, Y, Z or W is even. Then, we introduce a new
rule, “ Keep the value of D is even”. To keep the new rule, we add to the algorithm two
modifications as follows.

e Change the length of secret key from 128-bit to 127-bit, and assign secret key to A,
B, C' and significant 31-bit of D at step 1 of the VSC128’s algorithm. Set the least
bit of D ‘0’ simultaneously.

e At step 2(b) of the algorithm, if D is even, D’ is also even. Then, change the step
2(c) as follows, and we can keep D even after performing the round. The mechanism
is shown in Fig. 3.3.

= (A" <<5)@ (B >>27) mod 2%,
B = (B <<5)®(C’'>>27) mod 2%,
C=(C'<<5) @ (D >>27) mod 2°%
D= (D <<5) @ (X' >>27) << 1) mod 2%,
X =(X"<<5)@ (Y >>27) mod 2%
Y =(Y' <<5)®(Z >>27) mod 2°%
7 = (7' <<5)@ (W' >>27) mod 2%
W =W <<5)® (A >>27) mod 2*.
C’ D’ X'
0
/ / / // /bit left-shift
0
0
C D X

Figure 3.3: The new operation to keep D even

3.4.4 Algorithm of VSC 2.0
The algorithm of VSC 2.0 which is based on the above is as follows:
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1. Assume that A, B, C', D, X, Y, Z and W are 32-bit integer variables.

Set

A=0xfedcba98, B=0x01234567, C'=0x89%abcdef and D=0x76543210 and assign an

initial vector to X, Y, Z and W.

2. Repeat the following operation 30 times. (The operation is the “round” of VSC

2.0.)

(a) Assume that a, b, ¢, d, x, y, z and w are 32-bit integer variables. Calculate the
values of a, b, ¢, d, x, y, z and w as follows:

A

Sy

(
(
(

I
N << QD e
Q

SN

(
(
Y

2w 8 Q0o o2
I

I

mod 4) + 1
mod 4) + 1
mod 4) + 1
mod 4) + 1
mod 4) + 1
— (Y mod4)+1
(7 wmod 4)+1
— (W mod 4)+1 mod 2°%.

mod 2%,
mod 23,
mod 232,
mod 2%,
mod 232,
mod 2%,

mod 2%,

(b) Assume that A, B', C', D', X', Y’ Z' and W' are 32-bit integer variables.

Calculate the values of A', B, C', D', X',

A= AQ2A +y)
B' = B(2B + )
C'=C(2C+=z)
D'=D(2D + w)
X' '=X(2X +¢)
Y' =Y (2Y +d)
Z'=7(2Z +a)

W' = W(2W +b)

Y’ Z' and W’ as follows:

mod 232,
mod 2%,
932
mod 232,
mod 2%,
mod 232,
mod 232,

mod 232

mod

(¢) Regard (A", B',C'", D", X" Y' Z'/W') as a 256-bit sequence, and perform 5-bit
left rotational shift. After that, copy the sequence to (A, B,C, D, X,Y,Z,W).
After that, 1-bit left rotational shift for low-ranking 6-bit of D. Writing math-

ematically,

~

I
—~

A’ << b)
B' <<5)
C' << 5)
D' << 5)
X' <<5)

I
—~~

—~

TN xDQwe
[

Us

@ (B >> 27)
® (C" >> 27)
@& (D' >> 27)
@ (X' >>27) << 1))
@ (Y>> 27)

Y <<5)® (2 >> 27)

7' << 5) @ (W' >>27)
<<5)® (A >>27)

mod 2%,
mod 2%,
mod 2%,
mod 2%,
mod 2%,

mod 232,

mod 232,

mod 232,

3. Assign a secret key to A, B, C' and D except the least significant bit of D. Set the

least significant bit of D to 0.

35



4. Perform the round 9 times.

5. Assume that D1, D2, D3 and D4 are 32-bit plaintexts and E1, £2, £3 and E4 are
the corresponding ciphertexts respectively. Then, calculate the values of E1, E2,
E3 and E4 as follows:

El=Dla X,
E2=D2aY,
E3=D3@ 7,
E4=D4aW.

6. Repeat steps 4 and 5 until all the given plaintexts are encrypted.

3.5 Further improvements of VSC 2.0

Although the security of VSC 2.0 is better than the original VSC, something to be con-
sidered for optimization of cipher design is left. In particular, we think that the following
two things should be considered for further improvements.

e The key length of VSC 2.0 is 127bit. Thus, the key space is the half of the original
VSC128.

e The step 2(c) of VSC 2.0 algorithm is slower than that of VSC128.

Both of them are caused by what makes the round a bijection. To improve them, we
introduce the following theorem.

Theorem 3.5.1. Assume that g : (Z/2"Z)™ — (Z/2"7Z)™ is described as
g(A(b Ah e 7Am—1) = (A67 A/la U >A/m71)7
Al =A; (24 +4AG41 moam) +1) mod 2" (Vi € Z/mZ).
Here, Ay, -+, A, and A}, --- | Al are elements of Z/2"Z. Then, g is a bijection.

Proof. It is enough to prove injectivity.
Assume that (Ag, Ay, -+, A1) and (Ag, Ay, -+, A1) are elements of (Z/2"Z)™
satisfying o 5
(Ao, A1, -, A1) # (Ao, Ary -y Amcr).

There are non-negative numbers s; (i € Z/mZ) satisfying
si<n (Vi € Z/mZ),

(SOa 81,7 7Sm—1) 7é (nana e ,’I’L),
Ay = Aj+ (2p; — 1)2% mod 2" (Vi € Z/mZ),

where p; are natural numbers. Assume that

(A67A117 e 7A/m—1) :g<A0a A17 e 7A,71)7
(AOly 141/7 T ’A;n—l) :g(A()a Ala e 7121771—1)-
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Then, there exists k € Z/mZ such that s, < s; (i € Z/mZ). Obviously, s, < n. To

simplify notation, we define new symbols A,,, A,,, s,» and p,, as Ag, Ag, so and py,
respectively. Then,

Ay
= A {24, + 444, + 1} mod 27

= {Ar+ (2pr — )2 124, + (2o — 1) - 27 + 440 + (2ppn — 1) - 2072 41} mod 2"
= A+ (2pp — 1) - 2% 4 25T g/ L2812 0 27,

. ~
Here, r and 7’ are natural numbers. Since s, < sp41 and s < n, Ay # A,. From the
above, g is a bijection. O

3.5.1 Algorithm of VSC 2.1

By using Theorem 3.5.1, we can further improve VSC 2.0. We propose a new cipher
“Vector Stream Cipher 2.1 (VSC 2.1)”. The algorithm proposed here as VSC 2.1 is as
follows:

1. Assume that A, B, C, D, X, Y, Z and W are 32-bit integer variables. Set
A=0xfedcba98, B=0x01234567, C'=0x89%abcdef and D=0x76543210 and assign an
initial vector to X, Y, Z and W.

2. Repeat the following operation 30 times. (The operation is the “round” of VSC
2.1)

(a) Assume that a, b, ¢, d, z, y, z and w are 32-bit integer variables. Calculate the
values of a, b, ¢, d, x, y, z and w as follows:

a=4A+1 mod 2%,
b=4B+1 mod 2%,
c=4C+1 mod 2%,
d=4D+1 mod 2%,
r=4X +1 mod 2%,
y=4Y +1 mod 2%,
2=4Z +1 mod 2%,
w=4W +1 mod 2%%

(b) Assume that A’, B', C', D', X', Y’ Z’ and W' are 32-bit integer variables.
Calculate the values of A', B, C', D', X', Y’ Z' and W’ as follows:

A = A(A+y) mod 2%,
B'= B(2B + 1) mod 2%,
C'=C(2C +2) mod 2%,
D'=D(2D +w) mod 2%

X'=X(2X +¢) mod 2%
Y =Y(2Y +d) mod 2%,
7' =Z(2Z +a) mod 2%,
W =W(E2W +b) mod 2*.
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(¢) Regard (A", B',C', D', X" Y' Z' W') as a 256-bit sequence, and perform 5-bit
left rotational shift. After that, copy the sequence to (A, B,C, D, X,Y,Z, W).
Writing mathematically,

= (A << 5) @ (B >>27) mod 2%
= (B'<<5)® (C" >>27) mod 2%,
= (0" << 5) @ (D' >>27) mod 2%

—~

X' <<5) @ (Y >>27) mod 2%,
Y' << 5) @ (Z' >>27) mod 2%2,

7' << 5)@ (W' >>27) mod 2%,
(W << 5)@ (A" >>27) mod 2%,

—~

®
@
@

D' <<5)@ (X' >>27)) mod 2%,
&
P
@

SN XDQwWR
[

3. Assign a secret key to A, B, C' and D.
4. Perform the round 9 times.

5. Assume that D1, D2, D3 and D4 are 32-bit plaintexts and E1, E2, E3 and E4 are
the corresponding ciphertexts respectively. Then, calculate the values of E1, E2,
E3 and E4 as follows:

El=Dla X,
E2=D2aY,
E3=D3@ 7,
E4=D4aW.

6. Repeat steps 4 and 5 until all the given plaintexts are encrypted.

By Theorem 3.5.1, the round of VSC 2.1 is bijection. The maximum LCP My of VSC 2.1
is the same as that of VSC 2.0. The key length of VSC 2.1 is 128bit, it is longer than
that of VSC 2.0. VSC 2.1 is expected to be faster than VSC 2.0 because step 2(c) is more
simple than that of VSC 2.0.

3.6 Experiments

In this section, we perform some experiments for VSC 2.0 and VSC 2.1.

3.6.1 Speed

We measure the speeds of performing VSC128, VSC 2.0, VSC 2.1 and AES-128. The
environment in which we measure is shown in Table 3.2. As results, we got Table 3.3.
VSC2.1 is slightly slower than the original VSC128, but faster than VSC 2.0.

3.6.2 Property of the preprocessing

We investigate properties of the preprocessing of VSC 2.0 and VSC 2.1. Step 2 of VSC
2.0 algorithm and that of VSC 2.1 algorithm are preprocessing, respectively. The detail
of the experiment is as follows:
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Table 3.2: Environment on which we measure speed

CPU 1.3 GHz Intel Core i5
Memory 4 GB 1600 MHz DDR3
0S OS X 10.9.5 (13F34)
Compiler gee 4.2.1
Optimization option -Ofast

Table 3.3: Encryption speeds

’ Algorithm \ Speed(Mbps) ‘
VSC128 1202.254889
VSC 2.0 1039.222464
VSC 2.1 1113.193866

AES-128 ECB | 366.901621

1. Select an input randomly. (We call the input I;.)

2. Select a bit of I; and reverse the bit. (We call the value I5.)

3. Apply the preprocessing to I; and I. (We call the outputs I and I} respectively.)
4. Measure the Hamming distance between I] and I).

5. Repeat step 1-4 1000000 times. Calculate the average of the Hamming distance
which are measure at step 3.

As a result, we got Table 3.4. Since the output length of the both preprocessing are
128bit, the result shows that the preprocessing have a good property.

Table 3.4: Hamming distance

] Algorithm \ Average Hamming distance ‘

VSC 2.0 64.000107
VSC 2.1 63.995965

3.6.3 Randomness of key stream

We performed randomness test described by NIST SP800-22 [35] for key streams generated
by VSC128, VSC 2.0 and VSC 2.1. The test was performed for 11 sets. Each set is
constructed of 1000 sequences. (Exceptionally, the sets 10 and 11 are constructed of 255
sequences respectively. A sequence of the set 10 is generated with an initial condition
(key and initial vector) whose one bit is “1” and the others are “0”. VSC 2.0 requires the
least bit of D is “0”. Then, the set 10 is constructed of only 255 sequences. A sequence
of the set 11 is generated with an initial condition whose two bits are “0” and the others
are “17. One of the two is the least bit of D. Then, set 11 is also constructed of only
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255 sequences. ) Each sequence is constructed of 1000000bits, which are generated by
VSC128, VSC 2.0 or VSC 2.1 with a secret key and an initial vector. The secret key
and the initial vector are chosen randomly, but random pattern is dependent on a set.
Table 3.5 shows the result. The randomness test is constructed of 188 test items. Even
if sequences are exactly random, there are cases that the sequence does not pass all test
items. Therefore, the result show that there are no problem about randomness of the key
stream of VSC128, VSC 2.0 and VSC 2.1.

Table 3.5: Results of randomness tests

Numbers of test items which the set passed
Set No. | VSCI128 | VSC20 | VSC2l1
1 188 188 187
2 188 187 188
3 188 186 188
4 187 188 188
5 187 188 188
6 188 187 188
7 188 187 188
8 188 188 187
9 188 188 188
10 188 188 188
11 188 188 188

In addition, we performed statistical test proposed in Appendix A for VSC128, VSC
2.0 and VSC 2.1. We performed the test for 100 sets per one generator. Each set consists
1000 sequences and each sequence consists 1000000 bits. As the results, all sets passed
the test. These results also show that there are no problem about randomness of the key

stream of VSC128, VSC 2.0 and VSC 2.1.

3.7 Summary

The original VSC was developed based on the chaos theory. Some theoretical attacks for
VSC have been reported so far. Here, we proposed VSC 2.0 which are based on VSC,
and it dramatically improves the security of VSC. As a main result, the securities of VSC
2.0 for the linear attack are provable. VSC 2.0 are very fast because of the simplicity of
the algorithm, although it is little bit slower than the original VSC. VSC 2.0 can be also
used as a pseudo random numbers generator. We think that chaos encryption algorithm
based on the chaos theory is of important class of encryption algorithm. VSC 2.0 are
rare chaotic encryption algorithm with provable security. We should proceed further in
investigating proven security properties such as the distribution of periods of key stream
for the chaotic encryption algorithm VSC 2.0. We also proposed further improving of
VSC as a certain optimization of cipher design. Our proposed VSC 2.1 is faster than
VSC 2.0. We think that VSC 2.1 is more secure than VSC 2.0 because of the following
two reasons. First is that the key length of VSC 2.1 is longer than that of VSC 2.0.
Second is that any theoretical attacks which were reported as workable attacks for the
original VSC128 are not workable for VSC 2.1. In particular, VSC 2.1 has the provable
security for the distinguishing attack with linear masking. Thus, VSC 2.1 is a precious
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example of secure chaotic cipher which is using permutation polynomials over a ring of
modulo 2%, and suggests that the permutation polynomials and chaos theory are useful
for cryptography.
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Chapter 4

One-stroke polynomials over a ring
of modulo 2%

There are two important studies about permutation polynomials over a ring of modulo
2", One is about periods of the polynomials. For cryptography and PRNG, such periods
are expected to be longer. Then, a necessary and sufficient condition to maximize the
periods of the permutation polynomials should be explored. When the period of the
permutation polynomial over the ring is maximized, there exists only one orbit passed
by the polynomial over the ring and the orbit passes all the elements of the ring. Since
a map which draws such only one orbit is called “one-stroke map” [36], we call such
permutation polynomials over the ring “one-stroke polynomials over a ring of modulo 2*”
in this thesis. The necessary and sufficient condition that specifies one-stroke polynomials
with the assumption that the degree of the permutation polynomials are restricted to 1 or
2 is known [37, 21]. One-stroke polynomials whose degrees are 1 or 2 are used in a linear
congruential method and a quadratic congruential method, which are pseudo random
number generators. A sufficient condition without any assumption has also been known
[37], but a necessary and sufficient condition without the assumption has not been known
as far as the authors know.

The other is more fundamental. In order to study about permutation polynomials over
a ring of modulo 2%, we should know which polynomials are permutation polynomials over
the ring. The necessary and sufficient condition that specifies permutation polynomials
have been already studied [38].

Based on the above, we study about the one-stroke polynomials over a ring of modulo
2" whose degrees are arbitrary.

4.1 Permutation polynomials over a ring of modulo
2’[1)

In this section, we introduce some properties of permutation polynomials over a ring of
modulo 2*. The necessary and sufficient condition that specifies permutation polynomials

over the ring is given by the following theorem [38]:

Theorem 4.1.1. [Rivest, 2001] A polynomial f(X) = Zi]io a; X", where the coefficients

are integers, is a permutation polynomial over a ring of modulo 2% if and only if

ap =1 mod 2, (4.1)
(ag+as+ag+---)=0 mod 2, (4.2)
(as+as+ar+---)=0 mod 2. (4.3)
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The following lemma is used in order to prove Theorem 4.1.1. We also use the lemma
in the next section.

Lemma 4.1.2. Let f(X) is a polynomial with integer coefficients. Then, f(X) is a
permutation polynomial over a ring of modulo 2% if and only if

VX, Yw > 1, f(X+2Y) = f(X)+2°" mod 2“.
The following lemma is also used in the next section.

Lemma 4.1.3. Let f(X) is a permutation polynomial over a ring of modulo 2*. Then,
f9(X) is also a permutation polynomial over the ring for arbitrary integer j, where

FUX) = fo fI7H(X) and f1(X) == f(X).

4.2 One-stroke polynomial over a ring of modulo 2%

In this section, we derive a necessary and sufficient condition that coefficients of one-
stroke polynomials over a ring of modulo 2% satisfy. Firstly, we exactly define one-stroke
polynomials over a ring of modulo 2.

Definition 4.2.1. Let f(X) is a permutation polynomial over a ring of modulo 2¥. If
f(X) satisfy

Vw > 1, VX, {f{(X) mod 2"|i € Z/)2"Z} = 7./2"Z,
f(X) is called a one-stroke polynomial over a ring of modulo 2%.

Example 4.2.1. We consider polynomials F(X) = 4X3 + X + 1 and G(X) = 6X3 +
2X?% 4+ X + 1. Both of them are permutation polynomials over a ring of modulo 2%. Fig.
4.1 and 4.2 show orbits on a ring of modulo 2% passed by F(X) and G(X), respectively.
In Fig. 4.1, each orbit passes all elements of the ring where the orbit is passed on. It
means that F'(X) is a one-stroke polynomial over a ring of modulo 2. On the other
hand, G(X) is not a one-stroke polynomial over a ring of modulo 2% because there is not
an orbit which passes all elements of Z/23Z.

0—1 0—1—6—7
b T |

—~
5
~—

(b)

0—1—6—7—4—5—10

! l

3 11

i

2 +—13+—12+—15+—14«—9 «— 8

()
Figure 4.1: Orbits passed by F(X). (a) Orbit on Z/2*Z. (b) Orbit on Z/2%Z. (c) Orbit
on Z/2'Z.

Next, we introduce some lemmas. By the definition, the following two lemmas are
obviously true.
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Figure 4.2: Orbits passed by G(X). (a) Orbit on Z/2*Z. (b) Orbit on Z/23Z.
Lemma 4.2.1. Let f(X) is a permutation polynomial over a ring of modulo 2*. Then,
f(X) is a one-stroke polynomial over the ring if and only if

f0)=0 mod2¥ < i=0 mod 2“.

Lemma 4.2.2. Let f(X) is a permutation polynomial over a ring of modulo 2*. Then,
f(X) is a one-stroke polynomial over the ring if and only if

f#(0)=0 mod 2“,
F270) £ 0 mod 2v.

Lemma 4.2.3. Let f(X) is a permutation polynomial over a ring of modulo 2*. Then,
f(X) is a one-stroke polynomial over the ring if and only if

Yw>1, f27(0)=2"" mod 2*. (4.4)
Proof. Assume that f(X) is a one-stroke polynomial over the ring. By the definition,
Vw > 1, 3 < 2% st. f1(0) =21 mod 2v.
Then, by Lemma 4.1.2 and 4.1.3,
f2(0) = £1(2“7') mod 2¥ =0 mod 2v.

By Lemma 4.2.1, 2 = 2%, Then, i = 2¥~ 1.
Conversely, assume that (4.4) is true. Then, by Lemma 4.1.2 and 4.1.3,

0= 272 mod 2° =0 mod 2.
By Lemma 4.2.2, f(X) is a one-stroke polynomial over the ring. [

Corollary 4.2.4. Let f(X) is a permutation polynomial over a ring of modulo 2*. Then,
f(X) is a one-stroke polynomial over the ring if and only if

VX, Yw>1, (X)) =X +2%" mod 2v.

Lemma 4.2.5. Assume that f(X) is a permutation polynomial over a ring of modulo 2%
and f(X) satisfy f2(0) =2 mod 4 and f*(0) =4 mod 8. Then,

vYw > 2, 277 (0)=2"" mod 2*.

44



Proof. Assume that f2(X) = Y ;X" and f4(X) = > ¢;X*, where all b; and ¢; are
integers. By the assumption of the lemma, by = 2 mod 4 and ¢g =4 mod 8. Since f(X)
is a permutation polynomial over the ring, by Lemma 4.1.3, f2(X) is also permutation
polynomial over the ring. Then, by the Theorem 4.1.1, by = 1 mod 2. Since f4(X) =

2o fA(X),
C1 :b% + 2b2b1b0 + 3bgblb(2) + 4b4b1bg + -
=b7 mod4 (. bp=2 mod 4)
=1 mod4 (.by=1 mod2).

Assume that there exists an integer @ > 3 such that f2* (0) = 27! mod 2% and the
first degree’s coefficient of the f2~'(X) is 1 under modulo 4. We express f2° (X) and
(X)) as f2 (X)) = S d; X" and f2°(X) = Y e, X%, where all d; and e; are integers.
By the assumption, d; =1 mod 4 and dy = 2°~! mod 2?.

e1 =d; + 2daodydy + 3dzdydi + Adydydy + - - -
=d? mod4 (. dy=2"" mod 2")
=1 mod4 (.dy=1 mod 2),
eo =do + didy + dods + dady + - - -
=dy + dod; mod 2T (- dy =21 mod 27)
=27 mod 2™ (dy =1 mod 4).

Then, f2°(0) = 2% mod 2°t! and the first degree’s coefficient of f2“(X) is 1 under
modulo 4.
From the above, the lemma is true. O

Finally, we introduce a necessary and sufficient condition that specifies one-stroke
polynomials over a ring of modulo 2v.

Theorem 4.2.6. Let f(X) = Zz’]\io a; X" is a polynomial, where all a; are integers. Then,
f(X) is a one-stroke polynomial over a ring of modulo 2% if and only if

ap =1 mod 2,

a; =1 mod 2,
(ag+as+ag+---) =0 mod 2,
(a3 +as+a7+---) =2a; mod 4,
(a1 +as+az+---)=1 mod 4.

Proof. If f(X) is a one-stroke polynomial over the ring, f(X) is a permutation polynomial
over the ring. Then, by Theorem 4.1.1, Lemmas 4.2.3 and 4.2.5, f(X) is a one-stroke
polynomial over the ring if and only if (4.1), (4.2), (4.3) and

f(0)=1 mod 2, f2(0)=2 mod4, f/(0)=4 mod 8.
Since f(0) = ay,
f(0)=1 mod2<ay=1 mod 2.
Since f2(0) = ag + arap + azai + - -+ ayad, if agp =1 mod 2, (4.1) and (4.3),
f20)=ag(l+ a1 +az+as+-++)+ (a2 +as+ag+---) mod 4
=l4+a,+ay+az+---+ay mod4.
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Then,

f2(0)=2 mod4, ag=1 mod 2, (4.1) and (4.3)
& (ag+as+az+---)=1 mod4, ap=1 mod 2, (4.1) and (4.3).

We express f2(X) as f2(X) = > b; X", where all b; are integers. If f(X) is a permu-
tation polynomial over the ring, f?(X) is also a permutation polynomial over the ring
by Lemma 4.1.3, and so by = 1 mod 2 by Theorem 4.1.1. If by = 2 mod 4 and b; = 1
mod 2,

F4(0) =bg + bibg + babi + bsb + - - -
=2(1+ by +2by) mod 8.

If ap =1 mod 2, (4.1), (4.2) and (4.3),

N (i(i—1)
bQ =asaq + Z a; { a%a%ﬂ + iagagl}
i=2

2
Ea2+§:ai{i(i;1)+m2} mod 2
Ea2+§;ai{i(i;1)} mod 2 (. (4.3))

=as+ (ag+ay+ay; +---)+ (ag +ag +ao+---) mod 2
=(az+ar+ay + )+ (ag + aio +aa---) mod 2,

by :af + 2asa1a9 + 3a3a1a3 4+ -+ NaNala(])V

=1+ ai(3az + 5as + Tar + -+ ) + arao(2az + 4as + 6ag---) mod 4

=1+ a1(3az + a5 + 3ay + -+ ) + a1a9(2a2 + 2a6 + 2a19---) mod 4
=142a1(ag+ar+ay;--+)+ai(as+as+ar+---)+2(as+ag+aypp---) mod4
=1+ 2ay+2(az+ar+apn+--+)+(as+as+ar+---)+2(ag + ao+a---) mod 4.

Then,
f40) =4+2{2ay + (a5 +as +a7 +---)} mod 8.
Therefore,

f40)=4 mod 8,by =2 mod 4, (4.1),(4.2) and (4.3)
S(ag+as+ar+---)=2a mod4, bp =2 mod 4,(4.1),(4.2) and (4.3).

From the above, the theorem is true. O]

Example 4.2.2. Let f(X)=4X?+ X +1 and g(X) = 2X3 + X + 1. The both of them
are permutation polynomials over a ring of modulo 2. Theorem 4.2.6 states that f(X)
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is a one-stroke polynomial over the ring and ¢g(X) is not. Indeed,

f(0)=1 mod 8,
f(1)=6 mod 8,
f(6) =7 mod 8,
f(7)=4 mod 8,
f(4)=5 mod 8§,
f(5) =2 mod 8,
f(2) =3 mod 8,
f(3)=0 mod 8.
Then, the period of the orbit which f(X) draws over Z/2%Z is maximum. On the other
hand,
g(0)=1 mod 8,
g(1) =4 mod 8,
g(4) =5 mod 8,
g(5) =0 mod 8.

Then, g(X) is not a one-stroke polynomial over the ring. The results are consistent with
Theorem 4.2.6.

4.3 Some properties of one-stroke polynomials over
a ring of modulo 2"

In this section, we introduce some properties of one-stroke polynomials over a ring of
modulo 2.

4.3.1 Commutativity

We show a theorem about commutativity of one-stroke polynomials.

Theorem 4.3.1. Assume that f(X) is a one-stroke polynomial over a ring of modulo 2%
and ¢g(X) is a permutation polynomial over the ring. If there exist w > 1 such that

VX € Z)2"7, fog(X)=go f(X) mod 2%,
then, there is exists 7 < 2% such that
VX, g(X) = f/(X) mod 2%,
Proof. Assume that X is a fixed value in Z/2%Z. Since f(X) is a one-stroke polynomial,
37 <29 st g(X) = f/(X) mod 2.
If flog(X)=go fi(X) mod 27,



Then,
9 (f(X)) =fog(X) mod 2"
=7 (f/(X)) mod 2".
Then, since i is arbitrary and f(X) is a one-stroke polynomial,
VX, g(X) = f/(X) mod 2%,
O

The theorem is about one-stroke polynomials over a ring of modulo 2*, but it can be
easily more generalized. It is, however, not the theme of this thesis.

4.3.2 Calculation methods

Under the assumption that the degree of one-stroke polynomial f(X) is lower than w, we
show that following values can be calculated with polynomial order times of w.

(A) X satisfying Y = f(X) mod 2% for given Y.
(B) j satisfying Y = f/(X) mod 2¥ for given X and Y.
(C) Y satisfying Y = f7(X) mod 2% for given X and j.

In chapter 2, similar problem for permutation polynomials over the ring is discussed.
Here, we use not only properties of permutation polynomials over the ring but also those
of one-stroke polynomials over the ring.

Method to calculate (A).

The following algorithm can calculate (A).
1 Set X’ < 0 and m < 1.
2 IfY # f(X') mod 2™, X' « 2m~1,
3 If m = w, output X’ and finish this algorithm. Else, m <— m + 1 and return to (ii).

In the step 2, if Y = f(X')+2™1 mod 2™, Y = f(X'+2™"!) mod 2™ by Lemma 4.1.2.
Therefore, this algorithm can calculate (A).

Since the degree of f(X) is lower than w, it requires O(w) multiplications and O(w)
additions on Z/2¥7Z to calculate the value of f(X) mod 2% for given X. Thus, the
calculation requires O(w?) times. Since the calculation is used O(w) times in the above
algorithm, the above algorithm requires O(w?*) times.

Method to calculate (B).

In order to calculate (B), we introduce polynomials hqi (X) (i =0,1,2,--- ,w—1) described
as

hoi (X)) = (fgl(X) mod 2“’) mod X %1,
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The polynomials hy:i(X) have the following properties. If X =0 mod 27,
hoi(X) = f2(X) mod 2%

If X =0 mod 2*!,

hyi(X) =2° mod 271,
and if X =2° mod 2'*1,
hei(X) =0 mod 2.

If we know hoi(X), we can calculate hoii(X) as ho1(X) = hoi 0 hoi(X) mod X711,
Because the degrees of hyi(X) and hgyi1(X) are lower than [%], the calculation requires
O([%1?) multiplications and O([%1?) additions. Then, the calculation requires O(w?[%]?)
times.

By the estimation, it takes O(w®) times to calculate the list
{hoo(X), ho1(X), ho2(X), -+, how-1(X)}.

We show a method to calculate (B) by using hoi(X). If we find j” and j” such that

0= f"(Y) mod2¥and 0= f"(X) mod 2%,

we can calculate as j = j” — j' mod 2¥. We, therefore, assume that Y equals to 0
without loss of generality. Assume that j = > “" " €(i)2’ where ¢(i) € {0,1}. Then,
FI(X) = felw-127 g pew=22""2 .o f(02°(X) mod 2*. By Lemma 4.2.1, if f/(X) =0
mod 2%, then fe(m2" o fe(m=12"" 5. .o fe02’(X) = 0 mod 27" for arbitrary m. Thus,
by the properties of hyi(X),

FX)=h Y o hd P o BEY mod 2v.

20
From the above, the following algorithm outputs j satisfying f/(X) =0 mod 2¥.
1 Seti+0,j+ 0and X' = X.
2 If X’=2" mod 2 X’ < hyi(X’) mod 2% and j < j + 2°.

3 If 1 = w — 1, output j and finish this algorithm. Else, i <— ¢ + 1 and return to step
2.

It takes O(w?[%]) times to calculate the value of hqi(X) for given X. Then, this algorithm
requires O(w?®logw) times, but calculating (B) requires O(w®) because we must calculate
the list {hoo(X), hot(X), hoz(X), -+, how-1(X)}.

Method to calculate (C).
By using the above algorithm, we can find j/ such that f/'(X) = 0 mod 2%, and so it

is enough to show an algorithm to calculate f*(0) mod 2% for given k. Assume that
k=31 e(i)2 where (i) € {0,1}. Then, f¥(0) = fe02 o feM2' ... o pelw=12"""(()
mod 2%. By Lemma 4.2.1, fem2" o felmtD2™0 o o pew=12""1()) = 0 mod 2"+ for
arbitrary m. Thus, by the properties of hqi(X),

F40) =B o b o pUTY mod 2v.

21

Then, the following algorithm outputs f¥(0) mod 2.
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1 Seti+w—1, X" =0.
2 If (i + 1)-th least significant bit of k is 1, X’ < hoi(X’) mod 2".
3 If i = 0, output X’ and finish this algorithm. Else, i < ¢ — 1 and return to step 2.

This algorithm also requires O(w? logw) times, but calculating (C) requires O(w®) by the
same reason why the method to calculate (B) requires O(w®) times.

4.4 Summary

We derived the necessary and sufficient condition to specify one-stroke polynomials over
a ring of modulo 2¥. The condition enables us to construct many long sequences with
maximum periods such that the distribution of points of the sequences are uniform over
the ring. In addition, one-stroke polynomials have some interesting properties. One-stroke
polynomials will be applied for many fields, including cryptography and PRNG.
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Chapter 5

Methods of combining one-stroke
polynomials over a ring of modulo 2%
for pseudo random number
generator and stream cipher

In the former chapter, we introduced the new class of permutation polynomials “one-
stroke polynomials over a ring of modulo 2*”. They should not, however, be applied for
stream cipher and PRNG as they are. A system using only one one-stroke polynomial
over the ring is too simple, and so there are many cases that a sequence made by one-
stroke polynomial does not have good randomness and that inner state of the PRNG can
be calculated [39, 40, 41]. We, therefore, discuss how to apply the polynomials to stream
cipher and PRNG, in this chapter. Some one-stroke polynomials over the ring should be
used. Then, we propose a method of combining one-stroke polynomials over the ring.
Orbits made by the polynomials have long periods, and the property is useful for the
applications. We should propose a method which can utilize the property. In the method,
the period is preserved.

In addition, we propose a combining method made a period longer than that of the
original one-stroke polynomials. The reason why we propose the method is that we need a
longer period than 2" in many cases, where w is the length of the variable used in Stream
cipher and PRNG. By the method, we can construct a PRNG which has arbitrary period.

The rapidity of computation is also useful for the applications. Then, the methods
proposed in this chapter can be performed by parallel computing.

5.1 Reproduct property

Lemma 4.2.3 states that an orbit made by a one-stroke polynomial over a ring of modulo
2" has a recursive property. The property essentially relates to the periodicity. Then, we
introduce some lemmas relating to the property for later sections.

Lemma 5.1.1. Assume that f(X) is a one-stroke polynomial over a ring of modulo 2¥.
Then,

VX, f(X+1)=f(X)+1 mod 4.
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Proof. Assume that f(X)=>"" a;X". If X = 4k where k is an integer,

FX) =) a;(4k)
i=0
=ap mod 4.

If X =4k + 1 where k is an integer,

n

FX) =) a;(dk+1)

1=0

= Z a; mod 4
i=0
=ap+ 1 mod 4 (" Theorem 4.2.6).

If X =4k + 2 where k is an integer,

FX) =) ai(4k +2)'
=0
=ag + 2a; mod 4
=ap+2 mod 4 ("." Theorem 4.2.6).

If X =4k + 3 where k is an integer,
F(X) =) ai(4k +3)'
i=0

EZ?)CLZ'—}- Z a; mod 4

i: odd i: even
Ea0+2ai+2a1+2(a3—|—a5+a7+~--) mod 4

=1

=ap+3 mod 4 (" Theorem 4.2.6).

Then, the lemma is true. O

Lemma 5.1.2. Assume that f(X) is a one-stroke polynomial over a ring of modulo 2%.
Then, there exists C' € {0, 1} depending on f(X) such that

VX, f(X+2) = f(X)+2+4C mod 8.

Proof. Assume that f(X) =" a;X". Then,

i=0
X+2)= a; X +2 ia; X+ 4 Mai)_(i_2 mod 8.
f(
i=2

, , 2
1=0 =1
Then,

i(i—1)
2

f(Xoda +2) =f(Xoaa) +2) ia;+4

a; mod 8§,

f(Xeven + 2) Ef(Xeven) + 204 + 4&2 mod 87
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where X,4g and Xy, are arbitrary odd number and even number, respectively. By
Theorem 4.2.6,

2 ia
=0
=2a; + 2(az +as +ar+---) +4(az +ar +ay +---)

+ 2" (ag +ag +ayp+---) mod 8
=2a; + 2" ay +4(az +ay +ay + )+ 2" ay +ag +ap+---) mod 8,

"i(i—1)
4y
=2

=4(az + a3 + ag + ar + ajg +a;; +---) mod 8.

Then, 237" da; +4> 7, i(igl)ai = 2™a; + 4a,; mod 8.
Since a; is odd, 2a; + 4a; = 2 mod 4.

From the above, the lemma is true. O

Lemma 5.1.3. Assume that f(X) is a one-stroke polynomial over a ring of modulo 2*.
Then, there exists C’, C” € {0,1} depending on f(X) such that

VXoqq: odd number, f(X,qq +2™) =f(Xoqq) + 2™ + C'2™ mod 22,
VX epen: even number, f(Xepen +2") =f (Xeven) + 2™ + C"2™1 mod 212
for arbitrary integer m > 2.

Proof. Assume that f(X)=>"",a;X". Then,
f (Koaa +2") =f(Xoaa) +2" Y _ia; mod 272,
i=1

f(Xeven +2™) =f(Xeven) +2™ar mod 272,
By Theorem 4.2.6,

=2"a; +2"(az +as +ay + -+ ) + 2" a3 + ar +ay + )
+ 2™ (ay + ag + ajp+---) mod 2"+
=2"a; + 2™ ay + 2" ag +ar +ay + - ) + 2" (ag + ag + a +---) mod 2™
=2" mod 2™ ",
2™ay
=2" mod 2™

Then, the lemma is true. [

5.2 Method of combining one-stroke polynomials over
a ring of modulo 2* with preserving the period-
icity

In this section, we propose a method of combining some one-stroke polynomials over a
ring of modulo 2. The purpose is to make a PRNG which can generate a sequence with
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good randomness. The reason why we use one-stroke polynomials is that an orbit made
by a one-stroke polynomial is long and that such a long periodicity is in general needed
to PRNG. Then, we discuss a combining method which can preserve the long period.

5.2.1 Proposed Method

Firstly, we introduce a concept which generalize the reproduct property of an orbit made
by one-stroke polynomials over a ring of modulo 2.

Definition 5.2.1. If a sequence {x,, € Z/2V7Z}, ez satisty

Vn, Ym < w, Tpiomte = T, + 2™ mod 2™,

Vn, T, owte =, mod 2%,
then, we say that the sequence has (a,w)-reproduct property.

Of course, an orbit made by a one-stroke polynomial over Z/2"Z is a sequence which has
(0, w)-reproduct property. We should utilize (a,w)-reproduct property for PRNG. We
expect that the following proposition will be useful.

Lemma 5.2.1. Assume that {z,, € Z/2“"1Z},cz is a sequence which has (0, w)-reproduct
property, and that {y, € Z/2%Z},cz is a sequence satisfying

¥, Ynir = f(ya) + 44z, mod 27,

where f(X) is a one-stroke polynomial over a ring of modulo 2% and A is an integer.
Then, {y, € Z/2"Z} ez has (0, w)-reproduct property.

Proof. By Corollary 4.2.4, for all n,

Ynt1 =f(yn) + 4Az, mod 2

=f(y,) mod 2
=y, +1 mod 2.

Assume that y,,1 = y, + 1 + 2d,, mod 4, where d,, € {0,1}. Then, by Lemma 4.1.2
and 5.1.1,

Yn+2 =f(Ynt1) + 4Ax, mod 4
=f(yn +1+42d,) mod 4
=f(yn) + 14 2d, mod 4
=Yni1+ 1+ 2d, mod4
=y, +2 mod 4.

Assume that y,10 = y, + 2 + 4d, mod 8, where d,, € {0,1}. Then, by Lemma 4.1.2
and 5.1.2,

YUn+3 Ef(yn+2) + 4Ax, mod 8
=f(yn + 24 4d,) mod 8
=f(yn) +2+4(d, + C) +4Az, mod 8
=Yn1 + 2 +4(d, +C) mod 8,

Yntd =Ynto +2+4(d, + C+C) mod 8
=Ynt2 +2+4d, mod 8§,
=y, +4 mod 8,
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where C' € {0,1}.
Assume that there is a natural number m > 2 satisfying

VN, Ynpom = Yy + 2™ + 277, mod 2772,
where d,, € {0,1}. Then, by Lemma 4.1.2 and 5.1.3,

Yntomi1 =f (Yniom) + 4AT, 0m  mod 2%
=f(yn + 2™+ 2™"d,) + 4A(x, +2™) mod 2"
=f(yn) + 2™+ 2" (d, + C,) + 4Az, mod 2"
=yps1 + 2™ + 2" (d, + C,) mod 2™,

where Cc{0, 1} and it depends on which y,, is odd or even. Repeating similar calculations,

Ynyom+l =Yniomyom

2m—1
=Ypyom + 2m + 2m+1(dn + Z Cn_t,_z) mod 2m+2
1=0
2m—1
=y, + 2"+ 2" 42" N Oy mod 27
1=0

Since Y12 =y, mod 2 for all n,

oam _1
Z Crei=0 mod 2.
i=0
Then,
Ypsomit =Yp 4+ 2™ + 27 mod 22,
From the above the lemma is true. O

Based on Lemma 5.2.1, we consider the following combined system:

K
xfj}rl =fi(z) + Z Crrz®  mod 2%,
k=0
K
x7(12+)1 :f2(x£?)) + Z C2,k$%k) mod 2%,
k=0

K
:cffi)l = fr (25 4 Z Crre®) mod 2v,
k=0

where f;(X) (1 = 1,2,---, K) are one-stroke polynomials over a ring of modulo 2* and
Cir (1=1,2,--- ,K), (k=1,2,---,K)) are integers satisfying C;;, = 0 mod 4. The
system is more complex than a simple system without combination. Then, we can expect
that the sequences {ng) €ZL/2"Z}per (1 =1,2,--- , K) have good randomnesses.

A point which we should pay attention to is the periods of the sequences {ng) €
2)2%ZLYner (i =1,2,--- ,K). By Lemma 5.2.1, we can prove that the sequences {x,(f) €
2]2YZ}pez (1 = 1,2,--- | K) satisfy (0, w)-reproduct condition and that periods of the
sequences are 2*. The period without combination is preserved.
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Theorem 5.2.2. The sequences {ng) € Z)2%L}ner (i = 1,2,--- | K) satisfy (0,w)-
reproduct condition.

Proof. It is clear that
Vi, Vn, xfﬂrl =29 4+1 mod 2.

Assume that there exists an non-negative number m < w—1 such that {xﬁf ) mod 2mY ez (1=
1,2,---, K) have (0, m)-reproduct property. Then, by Lemma 5.2.1, {asgf) mod 2"} o7 (i =
1,2,---, K) have (0, m+ 1)-reproduct property. From the above, the theorem is true. [J

If we choose the coefficients O, as the form 2¢(*F) where e(i, k) are non-negative
integer, the combination does not increase the number of multiplications because Cjj, X
xg) can be calculated by bit-sift. Moreover, In particular hardware implementation, the
proposed method can be performed by parallel computation, in particular on hardware.
These mean that the proposed method can be fast.

In addition, the additions on the proposed method can be replaced with exclusive OR.

The replaced method keeps the periodicity and rapidity.

5.2.2 Generalization of the proposed method

The proposed method in the former section can be more generalized. Assume that f;(X) =

Z;.V:O a; ;X7 (i =1,2,--- ,K) are one-stroke polynomials over a ring of modulo 2%, and

that sequences {z%) € Z/2%Z}nez, (i = 1,2, -+, K) satisfy

where C; j 11 satisfy the following conditions:
e For arbitrary (7,7, k,() except j =0, C; ;5 =0 mod 4.
e For arbitrary (i,k,1), Ciox; =0 mod 2.
e For arbitrary i, 1 37 Cigrs =0 mod 4.

. . K .
e For arb1trary £ Zkzl Zl:odd number larger than 1 Ci,O,k,l =0 mod 4.

This system is further more complex than the system in the former section, and so the
sequences made by this system are expected to have better randomness.

Theorem 5.2.3. The sequences {mg’) €ZL)2%LYner (i =1,2,--- , K) described the above
satisfy (0, w)-reproduct condition.
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Proof. Since f;(X) (i =1,2,---, K) are one-stroke polynomial over a ring of modulo 2%,

by Corollary 4.2.4,
Vi, Vn, xﬁw)rl =29 4+1 mod 2.
Assume that, for all n and 1,
xszrl =29 +1+2d% mod 4,

where d,, € {0,1}. Then, by Lemma 4.1.2 and 5.1.1,

K L
‘Tg—)i-l_fz xl) +ZZ Z()klfﬁk) mod 4
k=1 I=1
K L
Efz(-ilﬁgf)) + ZZCile.Q?(k) mod 4,

k=1 I=1

K L
n+2 _f’L n+1 + ZZCZOkl Jrl mod 4

k=1 I=1

L

L

Exfﬁrl +1+ 2d7(f) + Z Z Cioxry mod 4
k=1 I=1

=27 +2 mod 4.

Assume that, for all n and 1,

:EEZL =2® 42+ 4d% mod 8,
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where d,, € {0,1}. Then, by Lemma 4.1.2 and 5.1.2,

j=0 k=1 I=1
N K '
=3 -fost 23 cuted +2+4dz>}<5:12>ﬂ mod 8
7=0 1 1=1
N K L
Ez{aw+zzcmf%‘”>l} P +23° 3 Connalaf) " mod s
j=0 k=1 I=1 k=1 I=1
N K L
=5 o33 Contalt a2 sty
7=0 k=1 =1
K L
+2 Z Z Cionrd ()1 mod 8
k=1 I=1
N K L
=fi(aD +2+4dD) + > " Cogra(ad) (@Y
7=0 k=1 [=1
K L K L
+QZZCZOkl +2220¢707k71l($n]€))l_1 mod 8
k=1 [=1 k=1 [=1
N K L
=file) +2+40d0 + D)+ 3> > Cogralal?) (@)
7=0 k=1 I=1
+QZZOZOI’” —I-QZZOZOklliEk mod 8
k=1 [=1 k=1 [=1

()1+2+4(d(2)+D)
+QZZC“”” —|—ZZZCZOk11xk mod 8§,
k=1 i=1 k=1 I=1
where D; € {0,1}. In the same way,
xSJ)A
=2, +2+4(d9 + D; + D,)

K L K L
+2) ) Cigpa(alf 1+2ZZ Lokl (z)
=1

k=1 I=1
K L

—i—QZZCOM l+QZZC’ iz ))l_l mod 8
k=1 I=1 =1 I=1

—xflJ)rZ +2+4d"  mod 8
=20 +4 mod 8.

Assume that there exists a natural number 2 < m < w—1 such that {:cn mod 2} nez (1 =
1,2,---, K) have (0, m)-reproduct property. Then, for all n and i, there exist dV e {0,1}
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such that
2 g = 2@ 4 2™ 4 2D mod 22,

Then, by Lemma 4.1.2 and 5.1.3,

2m+1

{CL .J + Z Z C 1,7,k l n+2m } (x,fflzm)] mod 2m+2

k=1 I=1

Il
M- £

Il
=)

J

p'%z

0

K
s+ 3 Copnalal®) 1 27 4 270y } GO P mod 2742

k=1 l=1

K L
{ 22D ol
0 k=1 =1

K L }
)

J

K L
(x52r2m)j + ZZ Cioral(z,, k) =lom  mod 2mt?
k=1 =1

p'%z

<.
Il

() 4+ 2m + 2mH gD

p'%z

aij+ > > Cijra(z)

k=1 l=1

.
CJ

K L
+ 2™ Z Z Cionil ()1 mod 2m+2

k=1 I=1

N K L
Efi(l'g) + 2m + 2m+1d£lm+1’i)) -+ Z Z Z .7, kl $7(f))j

j=0 k=1 I=1
K L K L
+ 2™m Z Z CZ‘,()’]{;,l(.’ﬂglk))l + 2m Z Z Ci707k,ll($$lk))l_1 mod 2m+2
k=1 l=1 k=1 I=1
N K L
=fi(z) +2m 4 2" (dD + D;,) + Z Z Z Ci et (2N ()7
j=0 k=1 I=1
QWZZC“)]” (k QmZZCZlel (k IIlOdQWH—2
k=1 I=1 k=1 =1

=z, + 27 + 2m+1(d“ + Dz )

+2mZZC’0’” —1—27"220101”13:’“ mod 2™ "2,

k=1 =1 k=1 l=1

where D, ,, € {0,1} and it depends on which 24 is 0dd or even. In the same way,

L0

n42m+1
2m—1
—xszrzm +2m 4 2m (dg) + Z Di,n+s>
2m—1 K 2m—1 K L
QmZZZOZOkl n+s +2mZZZOZOk;ll n+s _1 HlOde—i_2
s=0 k=1 I=1 s=0 k=1 I=1

ExSJ)rW + 2™+ 2m+1d£f) mod 22

=z, + 2™ mod 2™+,

From the above, the theorem is true. O]
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5.2.3 Experiment

As an example of the method proposed in the former section, we consider the following
system:

:E&)_l =2(z)? + (428 + 3)2W 4 (42® +1) mod 2%,
:Eq(i)_l =2(z)? + (42 + 3)2? 4 (423 +1) mod 2%,
mf’ll =2(z®)? 4+ (420 +3)2® + (42 +1) mod 2%,
:ng)rl =2(z")? + (4219 4+ 3)2W + (42> +1) mod 2%,
xffjl =2(zN)? + (427 4+ 3)2® + (429 +1) mod 2%,
2 =2(2)? + (42 + 3)2® + (420 + 1) mod 2%,
w0y =2(20)? + (42 + 3)27) + (42 + 1) mod 2%,
P o) 1 (42 4328 4 (4r 4 1) mod 2

Assume that this system outputs a following 32-bit number for each n,

(@M ® 2 @2 @2l)) >> 32)
(P @2 @2 @ a®) >>48) @ (2P @ 29 @ 2D @ 2®) >> 16)&0xfFF0000.

Then, we can regard the system as PRNG, and it can be also used as stream cipher.

Randomness test

We performed randomness test described by NIST SP800-22 for sequences generated by
the system. The detail is as follows:

e We performed the test for 100 sets.

e Each set consists of 1000 sequences.

e Each sequence consists of 1000000 bit.

e Initial state of the system was randomly decided for each set.

As the result, we got Table 5.1.

Table 5.1: Results of randomness test

Numbers of test items which a set passed | Numbers of set
188 71
187 22
186 6
185 1

In addition, we performed statistical test proposed in Appendix A for 100 sets. As
the results, all sets passed the test.

These results show that the test did not find a problem about randommness. Main
purpose to propose the new methods is to make PRNGs whose sequences have a good
randomness. Thus, we can say that the experiment was successful.
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Encryption Speed

We measured the encryption speed of the system when we use it as stream cipher without
key-expansion. The environment in which we measured is shown in Table 5.2. In this
experiment, we did not use parallel parallel computing.

As a result, the system recorded 4936.824780Mbps. If calculated in cycle/Byte, it is
2.11cycle/Byte. Fastest stream cipher is K-Cipher2, as far as I know, and the maximum
speed of K-Cipher2 have been reported as 2.88cycle/Byte [14]. Investigation of the secu-
rity of our method is not enough, and so we cannot state that our method is the fastest
stream cipher. The result, however, shows possibility of one-stroke polynomials over a
ring of modulo 2% in the field of stream cipher.

Table 5.2: Environment on which we measure speed

CPU 1.3 GHz Intel Core i5
Memory 4 GB 1600 MHz DDR3
OS 0S X 10.9.5 (13F34)
Compiler gee 4.2.1
Optimization option -Ofast

5.3 Method of combining one-stroke polynomials over
a ring of modulo 2" with extending the period

Although a period of an orbit made by one-stroke polynomials over a ring of modulo 2% is
long, it is limited to 2%. For example, if we use 64-bit processor, the period equals to 264
or is shorter. If we need a sequence with longer period, multiple-precision calculation is a
solution. Multiple-precision calculation, however, causes speed reduction. One reason is
that multiplication of m-bit numbers needs O(m?) times. Another reason is that multiple-
precision calculation needs more memory assesses.

Then, in this section, we propose another method of combining some one-stroke poly-
nomials over a ring of modulo 2. The purpose is to get a longer period without speed
reduction.

Firstly, we prove the following Theorem 5.3.2.

Lemma 5.3.1. Assume that a sequence {z,, € Z/2"Z},cz has a (a,w)-reproduct prop-
erty. Then,for arbitrary n,

2w+a—1_1

[Zntilw @ [Tnyic1]w =1 mod 2,
=0

where [z],, means the m-th least significant bit of a variable .

Proof. For arbitrary n and m (m > n),

m—n—1

[$m—l]w = [xn—l]w + Z [$n+i]w S [mn—&-i—l]w mod 2.
=0
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Since {x,, }nez has a (a, w)-reproduct property,

[$n+2“’+a—171]w = [xnfl]w @ 1.

Assume that m = n + 2¢+%~1, Then,

2w+a7171

Z [Tnailw @ [Tnrici]w =1 mod 2.

i=0
[

Theorem 5.3.2. Assume that a sequence {z,, € Z/2"Z},cz has a (a,w)-reproduct
property, f(X) is a one-stroke polynomial over a ring of modulo 2% a sequence {y, €
7.)2% L} ey satisty

YUns1 = [(n) + [Tn)w ® [2n_1]w mod ow'
Then, {y, € Z/2"Z} ez has (w + a — 1, w’)-reproduct property.
Proof. By Corollary 4.2.4, for arbitrary n,

Ynt1 = Yn + 1+ [Tp)w @ [Tp-1]w mod 2.

Then, by Lemma 5.3.1,
2w+u71

Ypguwta—t =Y + 297071 1 [Tnailw @ [Tnrio1]w mod 2
i=0
=y, +1 mod 2.

Assume that {y, mod 2},cz has a (w+a — 1, 1)-reproduct property. Then, for all n,
there exist d,, € {0,1} such that

yn+2w+a+m—l = yn + 1 + an Hlod 4
Then, by Lemma 4.1.2 and 5.1.1,

Ynowta—14] Ef(yn+2w+a*1) + [$n+2w+a71]w ©® [In+2w+a71,1]w mod 4
Ef(yn +1+ an) + [$n+2w+a—1]w ©® [xn+2w+a—1_1]w mod 4
=f(yn) + 1+ 2dy, + [Tn)w ® [Tn-1]w mod 4
=Yp+1 + 1+ 2d, mod 4.

Then,

yn+2w+a :yn+2w+a—l+2w+a—l
Eyn+2w+a—1 + 1 + 2dn HlOd 4
=y, +2 mod 4.

Assume that, for all n, there exist d,, € {0, 1} such that

Ynqowta = Yp + 24 4dn mod 8.
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Then, by Lemma 4.1.2 and 5.1.2,

Ynaowtar1 =f(Yniow+a) + [Tpigwtalw @ [Tpiowra_1], mod 8
=f(yn +2+4d,) + [Tpiowtalw B [Tpigwra_1]w mod 8
=f(yn) + 2+ 4(d"V + C) + [on)u © [2n-1)uy mod 8
=Ypi1 +2+4(d, +C) mod 8,

where C' € {0,1}. In the same way,

yn+2w+a+l Eyn+2w+a + 2 + 4(dn + 2w+a0) mOd 8
=y, +4 mod 8.

Assume that there exists a natural number 2 < m < w—1 such that {y, mod 2m+1}nez
has a (w + a — 1, m + 1)-reproduct property. Then, for all n, there exist d5{0,1} such
that

yn+2w+a+mfl = y’I’L + 2777, + 2m+1dn IIlOd 2m+2
Then, by Lemma 4.1.2 and 5.1.3,

Yngouwtatm—141 =f(Ynyowtarm—1) + [Tpyowtatm—1]y @ [Tpyowtatm—1_1], mod om+2
=f(yn + 2™ + 2" d,,) + [Tppgutatm—1]w D [Thygwtatm-1_1], mod 272
=f(yn) +2" 4+ 2" (d, + Cp) + [2p)w @ [Tn_1]w mod 272
=Ypp1 + 2™ + 2" (d, +C,) mod 2"

where C,, € {0, 1} and it depends on which y,, is odd or even.. In the same way,

2w+a+m—1
Yniowtatm ==Y gwratm-1 + 2" + gm+l (dn + Z Cn+s> mod 2m*+2
s=0
=y, +2™"  mod 2"
From the above, the theorem is true. O

Based on Theorem 5.3.2, we consider the following system:

[x(l)]uu P [x(l)l]wl mod 21027

[x(Q)]wz D [xn—l]wz IIlOd 2w37

Zoes =Fel@lf) 4 1 e, @[5 oy mod 2%,
where f;(X) (1 =1,2,--- , K) are one-stroke polynomials over a ring of modulo 2*. Then,

the sequence {xg() € Z/2"Z}pez has a (wy +way + -+ - +wr—y — (K — 1), wg )-reproduct
property, and the period is 2w1+w2+-+wx=(K=1) 1f it takes O (g;(w;)) times to calculate the
value of f(X) mod 2% for a given X, it takes only O (g1(w1) + ga(ws) + -+ + gx (wi))
times to push the system forward 1 step. If we use parallel computing, it takes only
O (max{gi(wi1), g2(w2), -+, g (wi)})-
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5.4 Summary

In this chapter, we proposed two combining methods. One is a method of making a PRNG
which can generate a sequence with good randomness. The other is a method of making
a PRNG which can generate a sequence with a longer period. Both methods take a little
time only. As applications, we can use both methods at the same time. Then, I believe
that one-stroke polynomials will be practically used in cryptography in the near future.
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Chapter 6

Conclusion

We discussed permutation polynomials over a ring of modulo 2 and their applications
to cryptography. In this chapter, we summarize the possibility of the polynomials and
discuss the future works.

6.1 Key-exchange and public-key cryptography

In Chapter 2, we analyzed key-exchange protocol using odd degree Chebyshev polynomials
over a ring of modulo 2. We proved that the key-exchange protocol is not secure, which
means that there is an algorithm which can break the protocol with polynomial order
times. We generalized the result and proved that an iteration number decision problem can
be solved with polynomial order times for more general permutation polynomials over the
ring which satisfy some conditions. In Chapter 4, we introduced one-stroke polynomials
over a ring of modulo 2 and showed an algorithm which can solve an iteration number
decision problem with O(w?®) times for arbitrary one-stroke polynomial over a ring of
modulo 2%. These results suggest that it is unfortunately difficult to construct a key-
exchange protocol using permutation polynomials over a ring of modulo 2*. This means
that it is also difficult to construct a public-key cryptography using the polynomials. I
think that we need a breakthrough if we construct a new key-exchange protocol and a
public-key cryptography using permutation polynomials over a ring of modulo 2%, and it
is a future work.

6.2 Stream cipher and pseudo random number gen-
erator

On the other hand, we got an opposite result in the fields of stream cipher and pseudo
random number generators. In Chapter 3, we improved Vector Stream Cipher consisted of
permutation polynomials over a ring of modulo 232, and proposed Vector Stream Cipher
2.0 and 2.1. Both of them are fast, light and more secure than the original VSC.

In Chapter 4, we introduce a new class of permutation polynomials called “one-stroke
polynomials over a ring of modulo 2*”. They have the orbit of the maximum periods.
Then, they are expected to be useful for stream cipher and pseudo random number gen-
erators because long periodicity is important for such applications. Indeed, we show the
possibility of one-stroke polynomials in Chapter 5. In Chapter 5, we discuss how to use
one-stroke polynomials for such applications. We proposed a method of combining many
one-stroke polynomials and making a system more complex. We showed that system us-
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ing such method. We also proposed a method of combining one-stroke polynomials and
making a system which has a longer period. Using the methods, non-linearity and ensur-
ing of the periodicity can stand by stand. Compared with linear feedback shift register,
that is an advantage of one-stroke polynomials.

These results suggest usefulness of permutation polynomials over a ring of modulo 2%
for stream cipher and pseudo random number generators.

6.3 Future work and possibility of permutation poly-
nomials over a ring of modulo 2"

There are some what we have to do before using permutation polynomials over a ring
of modulo 2% for cryptography, in particular, stream cipher. Futher estimation of secu-
rity is needed. In practical, we are needed to repeat designing cipher with permutation
polynomials, estimating the security and redesigning cipher.

There are three points of view:

e As standard indicators, “linear characteristic probability” and “linear complexity”
are often used for estimating security of stream cipher. We have to design cipher
which has sufficiently large these values. In addition, in order to calculate the
values of the indicators for stream cipher using permutation polynomials, we have
to develop a new methodology.

e We should show that stream cipher using permutation polynomials have registance
to known attacks, such as Time-Memory Trade off Attack, Coorelation Attack and
Guess-and-Determine Attacks.

e We have to investigate weak points indigenous to permutation polynomials and
make the countermeasure.

The author conjectures that the first point will be solved soon because permutation poly-
nomials have non-linearity. Although the second and third points are more difficult than
the first point, the author conjectures that they can also be solved. We showed that we
can construct a very first system using permutation polynomials over a ring of modulo 2%
in Chapter 5. Then, if we need more security, we can increase number of used permutation
polynomials because there is a margin.

From the above, practical cipher using permutation polynomials over a ring of modulo
2" will be developed. Since it will be a very first and light cipher, it may be used for IoT
if it is verified that the security is superior.
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Appendix A

Randomness test based on variance
of power spectrum —an alternative
approach different from DFT test—

NIST SP 800-22 [35] is one of the most famous randomness test suite in the world.
Randomness test is useful for many fields and that is, in particular, indispensable for
estimation of security of cryptography. The first version of NIST SP 800-22 was published
in 2000. Now, revision la which is the resent version of NIST SP 800-22 have been
published.

A.1 DFT test and history of its improvements

Discrete Fourier Transform Test (DFTT) is a test included in NIST SP800-22. DFTT is
a hypothesis test and the null hypothesis is “Given sequences are independent and truly
random sequences”. The algorithm of DFTT is as follows:

1 Receive M sequences X, Xs, -+, X, as the input. Here, each X; is a n-bit se-
quence, and each bit is 0 or 1.

2 Convert each bit x to 2o — 1. (Then, each bit become 1 or -1.)
3 For each X;, calculate p-value p;.

4 Perform a hypothesis test for {p1, pa, - - - , pas } under the null hypothesis “py, pa, - -+ , pu
are independent and the distribution is uniform on the interval [0, 1] 7 (Second-level-
test).

The null hypothesis of DFTT is reject if and only if the null hypothesis of step 4 is reject.
It means that if the null hypothesis of DFTT is true, pi, ps, - - - , pas must be independent
and the distribution is uniform on the interval [0, 1]. The independency of p1,ps,- -+ , pas is
clearly true if X, Xo, -+, Xs are independent. Then, the most important point of DE'TT
is calculation of p-value at step 3. If X; is a truly random sequence, the corresponding
p-value p; must be follow uniform distribution on [0, 1].

The algorithm of calculating p-value in the first version is as follows:

1 For given n-bit sequence X, perform discrete Fourier Transform and get the Fourier
spectrum series |So(X)], [S1(X)], -+, [Sz_1(X)].

2 Count N; which is the number of |S;(X)| < v/3n.
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3 Calculate d as follows:
Ny —0.95%

(0.95)(0.05)%

oo ()

This algorithm is based on the following conjecture: for sufficient large n, if X is truly ran-
dom sequence, 2|S;(X)[?, - ,%|S%_1(X )|? independently follow  y3-distribution and
N follows B(%,0.95) where B is the binomial distribution. If the conjecture is true, d and
p approximately follow the normal distribution and uniform distribution on [0, 1] respec-
tively. The conjecture is, however, probably not true because even sequences generated
by Mersenne twister which can be regarded as theoretically good generator do not pass
the DFTT. There are following two problems:

4 Calculate p-value p as follows:

e For an arbitrary fixed j < n except j = 0, it is true that 2|S;(X)|? follows x2-
distribution if X is truly random sequence and n is sufficient large. However,
[So(X)],[S1(X)], -+, [Sz_1(X)| are not probably independent because they share

the same argument X.

e The threshold v/3n is an approximate value, but the precision is not good.

In 2003, Kim et al. pointed out the above problems [43]. Hamano also pointed out them
[44]. Kim et al. proposed the following improvement:

e Change the calculation of d as follows:
Ny —0.95%
(0.95)(0.05)%

e Set the threshold as /—nlog(0.05).

The first improving point is based on fitting using pseudo random sequences. The second
point has a theoretical basis if the first point is proper. DFTT in the resent version of
NIST SP 800-22 adopted the improvement.

Pareschi et al. did more precise fitting using pseudo random sequences generated by
BBS [45] and propose further improvement [46]. That is to change the calculation of d as
follows:

Ny —0.952

1/(0.95)(0.05) 2%
Although DFTT has been improved, we think that the following problems are left:

e The purpose of randomness test is to estimate randomness of given sequences. Then,
fitting using pseudo random sequences is inconsistent even if it is theoretically en-
sured that PRNG generating the sequences is superior.

e Even if the PRNG is perfectly superior, fitting is merely numerical.

e There is no basis that the calculation of d is written as the form
Ny —0.95%

(0.95)(0.05)2

where a is a parameter.

Okada et al. proposed an approach to solve the problems [47]. We, however, think
that the approach made another problem. That is to break independency of p-values.
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A.2 Variance of power spectrum

The reason why the problems are left is that it is too difficult to derive the reference
distribution of N;. The purpose of DFTT is to investigate whether the fluctuation of
Fourier spectrum is suitable or not. Then, we should introduce another indicator which
reflects the fluctuation and whose reference distribution can analytically be derived.

Firstly, we consider the variance of Fourier spectrum as the indicator. It is, however,
difficult to derive the reference distribution of the variance because the definition of Fourier
spectrum is

where x}, is k-th bit of X and the square root makes it difficult.
Then, we consider the variance of power spectrum as the indicator. The definition is
as follows:

AL {%|Sj<x>|2 iy (%mmﬁ)} .

Of course, power spectrum is not Fourier spectrum, but the variance of power spectrum
probably reflects fluctuation of Fourier spectrum.
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A.2.1 Distribution of V,(X)

In order to derive the distribution of V,,(X), let us calculate the average and variance of
Vo (X). Firstly, we deform V,,(X).

1 n—1 1 1 n—1 1 2
Vo (X) i =— ~1S. 2_Z il 2
n(X) nZ{n\SJ(X)! nZ(nlsr(X)] )}
Jj=0 r=0
1 n—1
=— Z 1S;(X)|* =1 (- Parseval’s theorem)
n
7=0
1 - — kj ; — 2mkj 2
-3 ZlUk cos (—)) + (Z T Sin (—)) -1
n =0 { (k:o n Pt n }
1 n—1 n—1n—-1n—-1n-1
_E ZZ xaxbxcxd{

n
2%&]) ( ij) . (27rcj> <27rd])
+ cos cos | —= | sin sin [ —— }— 1
n n n n
1 n—1n—1n—-1n—-1n-—1
:_3 Z $a$b$c$d{
dn =0 a=0 b=0 c=0 d=0
cos (27?(a+b+c—dj) o (27T((Z+b—6+d)j)
n n
(27T(a—b—|—c+d)j) (2ﬂ(a—b—c—d)j)
— COS — COS
n n
2 —b —d)jg 2 —b— d)j
+2cos< m(a te >]>+200S( m(a et >]>}—1.
n n

We introduce a new notation:

. {1 (z =0, 4n)

0 (otherwise)

Then,

Vi = %becxd{

0
5a+bfc+d - 6afb+c+d

200 bred + 200 bcra) — 1
n—1n—-1n-1n-1

= i xbxcxd(sa—b—kc—d —1. (Al)
a=0 b=0 c=0 d=0

5a+b+c d+
— Vg—b—c— d+

Let us calculate the average of V,,(X). Since each z; takes 1 or -1 with the same
probability, terms in (A.1) except terms hold z,zpxr.x4 = 1 vanish when we take the
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Table A.1: Combinatorial number satisfying (a,b, ¢, d) € By, (a/,V,,d') € R(a,b,c,d)

’ a—b+c—d \ a—b+cd—-d \ Combinatorial number ‘

0 0 tn® 4+ 0(n?)
0 n O(n?)
0 —n O(n?)
n 0 O(n?)
n n 3n® 4+ 0(n?)
n -n an® 4+ 0(n?)
-n 0 O(n?)
-n an® + 0(n?)
-n —n an® + 0(n?)

average. Then,

E[Vn] :i{ Z 5a—b+c—d + Z 5a—b+c—d Z 5a—b+c—d + Z 5a—b+c—d } —1

nQ
a=b=c=d a=b#c=d a=c#b=d a=d#b=c

1 :
= . (n: even) — 1 (n— o0).
1— 5 (n: odd)
Next, let us calculate the variance of V;,(X). We introduce new notations:

B ::{ a,b,c,d) € {0,1,--- ,n —1}a, b, c,d take different values each other} ;
By —{ f.9) €10,1,--- .n—1}e, f, g take different values each other} )

Then,
E [(Va(X) — E[Va(X)))"]

=E |:{ Z TaTpTeXqOq bie—d + Z [Efxg(EQe_f_g}Z}

(a,b,c,d)€B1 (e,f,9)€B1
1
:@{E[( > atteada-bie-d)’]
(a,b,c,d)€By
+ E[( Z TaTTeTd0a—bte—d)( Z TyTg02¢—f—g)] + E[( Z xfxg(S?e—f—g)Q]}-
(a,b,c,d)eB1 (e,f,9)€B2 (e,f,9)€B2

Let us consider the first term.

E[( Z 1’al‘bl’c$d5afb+cfd)2]

(a,b,c,d)eB;
E E xambxcmdxa/xb/xc’md’5a7b+cfd5a’7b/+c/fd’]
(abchBl(/b/ c,d')eB
:E[ E 5a—b+c—d5a’—b’+c’—d’]>

(a,b,c,d)eBy (a/ b ,c’,d')ER(a,b,c,d)

where R(a,b,c,d) = {permutation of a,b,c,d}. By Table. A.1,

E[( Z TalyTeTaba—trea)’] = 80 + O(n?).

(a,b,c,d)€By
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By the same way, the second term equals to 0 and the third term is O(n?). Then,

E[(Va(X) — E[Vn(X)])Z] =—+40 (%) — 0 (n — 00).

A.2.2 Scaling

The variance of V,,(X) vanishes as n — oo, and so we cannot, unfortunately, use V,,(X)
as a new indicator. Then, we consider the following scaled variance of power spectrum as
the indicator:

7,(X) :=\/§ V(X)) — EV, (X))}
1

Z xaxbxcl‘déa—bﬁ—c—d + Z xf$952e—f—g}-

(avb’cvd)eBl (eaf7g)€BQ

(2n)

In order to derive the distribution of V,(X), let us calculate the moment.

E((V,)") =— imClE[{ > xaxbxcxd5a_b+c_d}m_l

3m
(2”) 27 =0 (a,b,c,d)€ By
l
X { Z mfiL'g(SQe,f,g} ]
(67fvg)eBQ
1 m
= §mE H Z xaxbxcxdéa_bJrc_d} ] + (Lower order terms),
(2”) 2 (a,b,c,d)€B1
E |:{ Z xaxbxcxdéa—b-‘rc—d} i| = Z T Z
(a,b,c,d)EB1 (a(1),b(1),e(1),d(1))€By (a(m),b(m),c(m),d(m))€B1

E [{a)Zo)Te()Ta) } - - {Za(m)To(m)Te(m)Tagm) }]
X Oa(1)=b(1)+e(1)=d(1) * * * Oa(m)—b(m)-+e(m)—d(m)-

Then, we should count number of {a(1),b,(1),c(1),d(1)},---,
{a(m),b(m), c(m),d(m)} satisfying

E [{za@To)em T} - {Tatm) o) Te(m Tagm) }] = 1,
Oa(1)—b(1)+e(1)—d(1) * * * Oa(m)—b(m)+c(m)—d(m) = 1.
In order to count the number, we consider the following model:

e Basically, each variable can freely take n values. (In other words, each variable has
one degree of freedom.)

Each variable has a hand.

Variables which have a same argument are included in a same set. (See Fig. A.1.)

Each hand must be connected with another hand by final time.

Each hand must not be connected with two or more other hands.

Hands of variables included in a same set must not be connected each other.
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Figure A.1: Model of set of variables
{a(z’)\,b(z’), (i), d(i)}
{al),b(7). ), ()}

Figure A.2: An example connecting a set with another set by one-connection

e There are the following constraint conditions:

— Each set has one constraint condition. If values of three variables in a set are
fixed, the other variable in the set is automatically determined.

— If a hand of variable A is connected with another hand of variable B, the value
of A must equal to the value of B.

As example, variables in Fig. A.1 have 3(=4-1) degree of freedom. We consider the case
that add a set {a(j),b(j),c(j),d(7)} to Fig. A.1 and connect a(i)’s hand with b(;)’s hand.
(See Fig. A.2.) In this case, the value of b(j) must equal to a(i). Then, degree of freedom
increases and the amount of the change is +2(=4-1-1). Hands which are not connected
with other hands (we call “open hands”) also increase and the amount of the change is
+2.

We consider a general case. Table A.2 shows the relation between number of anew
connecting hands, amount of change of degree of freedom and open hands. In initial
states, there is a set and variables included in the set have 3 degree of freedom. Fig. A.1
is an example of initial state. Since we must not leave hands which are not connected
with other hands, connecting a set with another set like Fig. A.3 maximizes degree of
freedom per one variable.

Table A.2: Relation between number of connected hands and change of degree of freedom
and open hands

’ Number of connected hands ‘ Degree of freedom ‘ Open hands ‘

1 +2 +2
2 +1 +0
3 +0 -2
4 £0 -4
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{a(2), b(2), (i),

X

1), (1), d(i)}
{a(),b(3), ¢(4), d(5)}

Figure A.3: An example of optimum connection

From the above, when m is even,

E[(f/n)m] _ 1§ EH Z xaxbxcxdéa_bJrc_d}m] + (Lower order terms)
(2n)2™ (a,b,c,d)€ By
1 23
=——K H > $axbxcxd5a_b+c_d} }
(2n)2™ (a,b,c,d)€B;
X (The combinatorial total number to make m/2 pairs of sets by m sets)
+ (Lower order terms)
=(m — 1)!! + (Lower order terms) — (m — 1)!! (n — o0).
Here, z!! := x X (x —2) x (z —4) x -+ x 3 x 1. When m is odd, since we cannot make

m/2 pairs of sets by m sets,
E[(V,)™] = 0 4 (Lower order terms) — 0 (n — 00).
Summarizing the above,

,}LHQOEK‘?")m] = {ém -V E:L Z;ZI;) '

Then, the moments of f/n()g ) converge to those of the standard normal distribution. It
means that distribution of V,,(X) “converges” to the standard normal distribution.

A.2.3 Numerical simulation

We made cumulative distributions of V,,(X) by M n-bit sequences generated by Mersenne
twister and compared them and the standard normal distribution. Fig. A.4 shows the re-
sults. Roughly speaking, the cumulative distribution of V,,(X) correspond to the standard
normal distribution when n > 10%.

A.3 Proposal method

Based on the former section, we propose a new method using Vn(X ). The proposal method
replaces p-value calculation of DFTT with the follows:

1 For given n-bit sequence X, perform discrete Fourier Transform and get the Fourier
spectrum series |So(X)], [S1(X)], -+, [Sz_1(X)].

2 Calculate V,,(X) as follows:
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3 Calculate p-value p as follows:

_ Va(X))]
p = erfc ( NG ) .

At the step 2, we use symmetry of Fourier spectrum series and deformed Vn(X ) in order
to reduce calculation.

The proposal method needs approximately n multiplications more than calculation of
p-value of DFTT.

Discrete Fourier Transform, however, needs O(nlogn) and so the proposal method
needs O(nlogn) times. That is same as DFTT.

A.4 Evaluation of detection power of test

In order to evaluate detection power of test, we performed some experiments for the
proposal method, the present DFTT (proposed by Kim et al.) and Pareschi et al.’s
method.

Before explaining the experiments, we explain the second-level-test. When we consider
the case that M n-bit sequences are tested, we get M p-values p1, p2,- -+, pay- The second-
level-test test is hypothesis test and the null hypothesis is that “py,po, -+, py must be
independent and the distribution is uniform on the interval [0,1]”. For the M p-values,
we perform the following two tests:

e Success rate
Count r which is the number of p; > 0.01. Under the null hypothesis, r follows
B(0.99, M). Then, if |r —0.99M| < 3 x (the standard deviation), we make the null
hypothesis pass. Else, we reject the null hypothesis.

e Uniformity
Under the null hypothesis, we perform x2-test for {p;, ps,- -+ ,par} and get new one
p-value p. If p > 0.0001, we make the null hypothesis pass. Else, we reject the null
hypothesis.

A.4.1 Experiment 1

We explain the first experiment. We generated sequences with Mersenne twister. After
that, for each sequence, we did the following replacement:

;=1 (i=T mod2T),
rp=—1 (i=0 mod 27),

where T" is a parameter. Clearly, the sequences do not have good randomness. For each
fixed T', we performed test 100 times. One test was performed for 1000 sequences and
each sequence is 1000000-bit. For fair evaluation, sequences used by evaluation of the
proposal method, the present DFTT and Pareschi et al.’s method were same.

As the result, we got Fig. A.5. The proposal method could detect non-negligible
deviations for large T" as compared with the present DFTT and Pareschi et al.’s method.
It shows that detection power of the proposal method is better than those of the others.
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Table A.3: Number of detection by the proposal method

’ H Success rate \ Uniformity \ Total ‘

VSC128 0 0 0
VSC 2.0 0 0 0
VSC 2.1 0 0 0
VSC-I 0 0 0
MT 0 0 0
AES-128 CTR 0 0 0
LCG 82 82 82
QCGI 95 98 99
QCG-II 100 100 100
CCG 100 100 100
XORG 21 1 21

Table A.4: Number of detection by the present DF'TT

] H Success rate \ Uniformity \ Total ‘

VSC128 5 0 5
VSC 2.0 1 0 1
VSC 2.1 3 0 3

VSCI 2 0 )
MT 2 0 )
AES-128 CTR 3 0 3
LCG 82 82 82
QCG1 2 0 2
QCG-II 100 100 100
CCG 100 100 100
XORG 8 0 8

A.4.2 Experiment 2

We performed the proposal method, the present DFTT and Pareschi et al.’s method
for sequences generated by some existing pseudo random number generators (including
stream ciphers and block cipher). We used VSC128 [19], VSC 2.0 [48], VSC 2.1 [49],
VSC-I which is described as an example in Ref. [50], Mersenne twister, AES, LCG [35],
QCG-I [35], QCG-II [35], CCG [35] and XORG [35] as the generators. For one generator,
100 test were performed. One test was performed for 1000 sequences and each sequence
is 1000000-bit. For fair evaluation, sequences used by evaluation of the proposal method,
the present DF'TT, Pareschi et al.’s method were same.

As the results, we got Table A.3, A.4 and A.5. Although there are cases that the
present DF'T'T detects non-negligible deviations compared with our method and Pareschi
et al.’s method, we think that they are Type-1 error because Pareschi et al.’s method is
numerically optimized method of the present DFTT. The results of QCG-I and XORG
shows that detection power of the proposal method is better than those of the others.
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Table A.5: Number of detection by Pareschi et al.’s method

’ H Success rate \ Uniformity \ Total ‘

VSC128 0 0 0
VSC 2.0 0 0 0
VSC 2.1 0 0 0
VSC-I 0 0 0
MT 0 0 0
AES-128 CTR 0 0 0
LCG 82 82 82
QCGT 0 0 0
QCG-TI 99 100 100
CCq 100 100 100
XORG 2 0 2

A.5 Summary

We reviewed the problems of DFTT and proposed a new method. The proposal method
uses the fact that the moments of scaled variance of power spectrum converge to those
of the standard normal distribution. The proposal method needs O(nlogn) times, that
is same as the present DF'TT. Some experiments showed that the proposal method has
better detection power than the present DFTT.

As a future work, we have to investigate detail of convergence of the distribution. As
another future work, we have to investigate independency between the proposal method
and the other tests included in NIST SP800-22 because randomness of given sequences
should be judged by all results of tests included in NIST SP800-22.
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