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Abstract: This paper investigates and proposes one advantageous function of a power packet
dispatching system, which has been proposed by authors’ group with being apart from the
conventional power distribution system. Here is focused on the feature on safety of power
packet dispatching which covers two aspects: information safety (protect the information of
packet from attackers) and power safety (keep loads safe regarding supplied power from packet).
For the purpose of achieving the information safety and the power safety, we introduce simple
modulations of power packets before sending them. In particular, in order to protect the
information of packets, partial packet modulation is proposed first, i.e., modulating partial
information tags of packets. Modulation scheme based on chaotic signal is one possibility for
this purpose and we adopt the differential chaos shift keying (DCSK) scheme in this paper.
Next, the power safety can be achieved by applying pulse width modulation (PWM) to the
payload of packets. Meanwhile, considering the effect of the noise on the packet dispatching,
further modulation of the payload using the DCSK scheme is proposed, which can spread the
spectrum of the noise. Consequently, we introduce the concept of whole packet modulation, in
which PWM is applied to the payload of packets first, and then modulation using the DCSK
scheme is applied throughout the whole packet. In this manner, both the information safety
and the power safety can be achieved and the spectrum of noise is spread as well. Additionally,
it is worth mentioning that the rigorous examination of the modulation method is not the
target in this moment.

Key Words: power packet dispatching, safety, power packet modulation, pulse width modu-
lation

1. Introduction
In the context of the growth of renewable power sources in electricity generation and power delivery
on demand, a power packet dispatching system has been proposed for the purpose of managing
low DC power sources, including renewable power sources, together with commercial power sources
for adjusting to demands [1–4]. The basic configuration of the power packet dispatching system is
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Fig. 1. Basic configuration of power packet dispatching system.

Fig. 2. A setting of a power packet in this paper. The preamble is added in
front of each packet to achieve the clock synchronization. The preamble, the
header, the payload, and the footer have 12 bits, 6 bits, 85 bits and 9 bits of
signal, respectively.

illustrated in Fig. 1, which consists of DC power sources, a mixer, power line, a router, and loads. The
mixer produces power packets by switching the selected power source on and off based on its clock
frequency. The power packets are then transmitted from the mixer to the router through a power line
in Time-Division Multiplexing (TDM) fashion. Figure 2 presents a setting of a power packet adopted
in this paper which includes the header, the payload, and the footer. The start signal and the footer
indicate the beginning and the end of the power packet. The source signal and the address signal
in the header contain information on power source and power destination, respectively. The payload
carries electric power with current. The packet dispatching is determined by the attached information
of the packet [5–10]. In addition, it should be pointed out that the recognition of packet signal as ‘1’
or ‘0’ in the router depends on the voltage of power packets [5, 7]. For example, in [7], if the voltage
of power packets is greater than 2.4V, the packet signal is recognized as ‘1’. Otherwise, the packet
signal is identified as ‘0’. As the basic function of the power packet dispatching system, the packet
dispatching were studied in [5–10]. Synchronous packet dispatching using an external clock line was
realized in [5, 7]. Besides that, the preamble is added in front of each packet as shown in Fig. 2 so that
asynchronous packet dispatching can be realized based on autonomous clock synchronization [10].

In this paper, we propose a concept of safety of power packet dispatching which covers information
safety and power safety. The concept has not been figured out before for dispatching electric energy,
until the power packet dispatching was introduced. The information safety refers to protecting the
information of packets from attackers while the power safety is considered from the perspective of
keeping the loads safe regarding power. At first, for the system in Fig. 1, when an attacker existing
between the mixer and the router receives a power packet, he or she may deduce the packet signal
and accordingly obtain some important information. For instance, by recognizing the address signal,
the attacker may learn the time and the amount of power consumption of the corresponding load. In
this sense, the safety of information with power packet is very weak. We can easily imagine that the
attacker may even change the packet signal purposely, send the tampered packet to the router, and
give rise to wrong power distribution. In this way, the attacker may lead to damage to the running
system [10]. Considering the consumers’ privacy and the system stability, the information needs to be
protected from attackers and modulating information tags of power packets before sending them is a
possible solution. Next, on the loads side the supplied power should be lower than their rated power.
For this reason, the rescaling of the transferred power of packets is desired, which can be realized by
modulation of payload since the payload carries the power of packets. In other words, modulation of
payload in packets can keep the loads safe regarding power.
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Fig. 3. Adjusting the amount of transferred power by (a) pulse density mod-
ulation of a train of power packets; (b) pulse width modulation of the payload
in an equivalent big packet. Tsupply is the determined time duration when the
power packets are transferred.

The similarity between a power packet dispatching system and a communication system has been
mentioned in [4, 10]. Therefore, we can refer to the modulation schemes used in communication
systems for protecting the information of packets. Moreover, in the power packet dispatching system,
power packets are generated in digital form and thus digital modulation schemes are required. The
use of chaos in communication systems is appealing due to several intrinsic properties of chaotic
signals, such as aperiodic and broadband. Hence, many chaos-based communication systems have
been proposed and analyzed in [11–23], among which the chaos shift keying (CSK) scheme with
coherent detection was firstly proposed in [12, 14] to encode digital symbols with chaotic signals.
However, the sensitive dependence of chaotic signals upon initial condition makes it very difficult to
replica signal in the receiver [18], i.e., non-coherent detection of received signal has advantage over
coherent detection. The differential chaos shift keying (DCSK) scheme is a typical non-coherent chaos-
based communication scheme [16], which also solves the problem of threshold shift in non-coherent
CSK system [18]. In addition, the DCSK scheme is much easier compared to some advanced schemes
such as the code division multiple access (CDMA) scheme [24]. As a result, in order to achieve the
information safety, we modulate part of the information tags using the DCSK scheme.

With respect to power, a train of power packets are generated in a determined time duration Tsupply

so that power can be supplied to loads as illustrated in Fig. 3(a). In the case that the packets are
exactly the same, we can manage the total transferred power by applying pulse density modulation
(PDM) to the train of packets. In this sense, the power safety can be achieved through the pulse
density modulation. Furthermore, given the fact that the information tags do not carry power, the
pulse density modulation of the train of packets is equivalent to applying pulse width modulation
(PWM) to the payload of a big packet as shown in Fig. 3(b). Here, we refer to the modulation of
the payload using PWM as premodulation and the resulting packet as premodulated packet. From
now on, we take the equivalent big packet as the packet we discuss. As previously mentioned, the
power packet is produced by switching on and off the selected source in the mixer and noise may arise
in the packet signal due to the switching operation. It is clear that more switching operation will
be performed when the premodulation is introduced. Consequently, more noise may arise in packet
signal during the payload. In order to reduce the possible effect of the noise on the packet dispatching
during the payload, we further modulate the payload of the premodulated packet using the DCSK
scheme because the chaos-based modulation can spread the spectrum of noise [18, 25, 26]. Here, it
should be stressed that there is no need to recognize the signal in the payload. Therefore, the type of
noise generated by the premodulation process and the potential effect of the noise on demodulation
during the payload is not discussed in detail in this paper. Based on the above discussion, we finally
propose the whole packet modulation, in which premodulation of a packet is carried out first for
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Fig. 4. Block diagram of a non-coherent single-user DCSK system. (a) mod-
ulator; xk is the chaotic signal sample generated in the chaos generator. bl is
the bit to be transmitted and sk is the modulator output. (b) demodulator.
rk is the received signal and b′l is the recovered l-th bit.

Fig. 5. Representation of one bit b1 (b1 = ‘0’) in the DCSK scheme.

achieving the power safety. Next, in order to achieve the information safety and reduce the effect of
the noise, the whole premodulated packet is modulated using the DCSK scheme.

The paper is organized as follows. In Section 2, the operating principles of the DCSK scheme is
summarized according to references [16, 18]. Section 3 presents the detail of partial packet modulation
using the DCSK scheme. In Section 4, the DCSK scheme is modified in the whole packet modulation
for achieving both the information safety and the power safety. The final section is devoted for the
conclusions.

2. Differential chaos shift keying

The operating principles of the differential chaos shift keying (DCSK) scheme were reported in [16, 18].
The block diagram of a DCSK system is presented in Fig. 4 which includes a DCSK modulator and
a DCSK demodulator. In the DCSK modulator, every bit period (Tb) is divided into two equal time
slots so that every information bit bl (l ∈ N1 denotes the serial number of bits) is represented by two
consecutive chaotic signal samples: reference sample and data sample. As an example, Fig. 5 shows
the representation of one bit b1 = ‘0’ using the DCSK scheme. As seen from the plot, Tb = 2 × βTx,
where Tx is the time interval between two consecutive points of the chaotic sample, and 2β (β ∈ N1)
is defined as the spreading factor. In the first time slot (0 to βTx), the reference sample ({xk}, k ∈ N1

indicates the serial number of sample points) is transmitted and in the second time slot (βTx to 2βTx),
the data sample ({−xk−β}) is sent. Here, we can see that for bit ‘0’, the data sample is inverted to
the half bit period delayed reference sample. Whereas, in the case of bl = ‘1’, the data sample will be
identical to the delayed reference sample. In this manner, the data sample carries information in the
DCSK scheme. In the DCSK demodulator, rk is the received signal and yl stands for the correlation
of rk and rk−β at the end of the l-th bit duration. Comparing yl with the threshold value in the
threshold detector, the transmitted bit can be recovered as b′l. It is worth noting that according
to the principle of the DCSK demodulator [18], the spreading factor (2β) is essential to recover the
transmitted bit correctly.

3. Partial packet modulation
In order to protect the information of power packets from attackers, we propose to modulate the
preamble and the header in packets, namely, partial packet modulation. As introduced in [10], the
preamble is designed to achieve the clock synchronization for power packet dispatching. It is thus
important to modulate the preamble during packet transmission so that the clock information can be
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Fig. 6. Block diagram of the power packet dispatching system with partial
packet modulation.

Fig. 7. Partial packet modulation in simulation with correct key in the de-
modulator.

protected. The header should also be modulated because it includes some useful information. In this
sense, the information safety is possibly established, provided that the preamble and the header are
protected.

The block diagram of a power packet dispatching system with partial packet modulation is illus-
trated in Fig. 6, where a DCSK modulator and demodulator are embedded in the mixer and the
router, respectively. As illustrated in Fig. 6, the power packet generated in the mixer is partially
modulated by the DCSK modulator. Subsequently, the modulated packet signal is recovered through
the DCSK demodulator. As such, the whole packet can be recovered in the partial packet modulation,
not only because the recovered preamble and header suffice to determine the packet dispatching, but
also because no modulation of the payload keeps the power of packet unchanged. Additionally, we
define the spreading factor (2β) as the key in the partial packet modulation since 2β is critical for
correct signal recovery in the DCSK demodulator.

For the purpose of demonstrating the effect of the key on the signal recovery, we build the DCSK
modulator and demodulator in Simulink and perform simulation of partial packet modulation. Noise
performances of the DCSK schemes over additive white Gaussian noise (AWGN) channels have been
discussed in [22, 23, 27, 28]. Whereas, at present we assume the channel between the modulator and
the demodulator is ideal i.e., no noise is considered during the packet transmission in simulation.
Moreover, in real applications, the limitation of spectrum suitable for communication may be caused
by the components of power grid, e.g. the power transformers. This kind of limitation is beyond the
scope of discussion because our aim here is to confirm potential ways of protecting the information
of packet. Power packets with the composition as in Fig. 2 are adopted in simulation. As mentioned,
there are 112 bits of signal in one packet duration including 12 bits of preamble and six bits of header.
We also set one bit of ‘0’ as the guard interval between two consecutive packets. To the settings, the
parameters of the DCSK scheme are given as Tb = 0.1 s and Tx = 0.001 s, i.e., 2β = 100.

Given the above assumptions, simulations are performed for the partial packet modulation with
different keys in the demodulator. Figure 7 shows the modulation and demodulation of the partial
packet modulation, assuming that the key is given correctly in the demodulator. First, we can see
that only the preamble and the header (18 bits of packet signal in total) in one packet are modulated.
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Fig. 8. Detailed DCSK modulation in partial packet modulation in simula-
tion. Each bit period (Tb = 0.1 s) is divided into two equal time slots (0.05 s).
The data sample (chaotic signal sample in the second time slot) is identical or
inverted to the reference sample (chaotic signal sample in the first time slot)
depending on the bit ‘1’ or ‘0’.

Fig. 9. Partial packet modulation in simulation with wrong key in the de-
modulator.

Then, Fig. 8 shows the detail about the modulation, based on which it is confirmed that the data
sample is inverted to the reference sample for bit ‘0’ and is identical to the reference sample for bit
‘1’. Moreover, from Fig. 7, it can be observed that the modulated packet signal is recovered without
error. Whereas, as seen from Fig. 9, error appears in the demodulation due to the incorrect key (98)
given in the demodulator. According to the above results, one may conclude that if the attacker
receives a modulated packet, he cannot deduce the packet signal correctly without the key. That
is the information safety is achieved by modulating the preamble and the header using the DCSK
scheme.

4. Whole packet modulation
After achieving the information safety in the partial packet modulation, we continue to discuss about
the power safety. In particular, we aim to achieve the information safety and the power safety
simultaneously. To begin with, the payload of packets is modulated using PWM in order to adjust
the amount of transferred power and it is defined as the premodulation of packets. Then, we modulate
the whole premodulated packet using the DCSK scheme so as to protect the information of packets
and to reduce the effect of noise on packet dispatching. Accordingly, Fig. 10 shows the block diagram
of the power packet dispatching system with whole packet modulation.

4.1 Information safety
In the whole packet modulation, we still try to achieve the information safety by modulating the
information tags of the premodulated packet using the DCSK scheme. In addition, the payload of the
premodulated packet is also modulated using the DCSK scheme for reducing the influence caused by
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Fig. 10. Block diagram of the power packet dispatching system with whole
packet modulation.

Fig. 11. Block diagram of modified DCSK modulator in whole packet mod-
ulation.

noise. Thus, it is necessary to check whether the modulation of payload using the DCSK scheme works
on the information safety first. Special attention should be paid to the signal in payload duration
because the payload carries electric power as physical quantity. Therefore, the DCSK modulator
needs to be modified for transferring power in whole packet modulation as in Fig. 11. In the modified
DCSK modulator, after the conventional DCSK modulation the modulated signal is multiplied by
the absolute voltage amplitude of the power packet. Here, we assume the voltage of the packet signal
is ‘+z’ or ‘−z’ in volts. The packet signal of amplitude +zV or −zV are recognized as bit ‘1’ or ‘0’,
respectively.

Based on the modified DCSK modulator, we carry out a simulation of whole packet modulation
to discuss about the information safety. The parameters in simulation are set as Tb = 0.1 s, Tsam =
Tx = 0.001 s, Nb = 200, and 2β = 100. Tsam is the system sampling period and Nb represents the bit
number of the payload. We also define the duty ratio of PWM in the premodulation as D (D ∈ [0, 1]).
Given the above parameters, the amplitude spectrums of the DCSK modulator output signal (sk) with
different values of D in premodulation are plotted in Fig. 12. For some values of D, especially for those
which are far away from 0.5, rough repetition can be observed in the shape (envelope) of the amplitude
spectrum. It is well known that in the field of sampling theory [29], sampling in the time domain
gives rise to repetition in the associated frequency domain, where sampling interval Tsint corresponds
to a repetition with period of fperiod = 1/Tsint. We can consider the whole packet modulation as a
special sampling process: the premodulated packet signal is sampled first with Tsint = βTx and then
each signal sample is represented by β points of chaotic sample. Given Tx = 0.001 s and β = 50, it
can be deduced that a repetition for every fperiod = 1/βTx = 20 Hz exists in the frequency domain.
In Figs. 12(a) or 12(e), the repeated structure of the amplitude is found in frequency domain; the
amplitude drops at every about 20 increase. As for Figs. 12(b), 12(c) and 12(d), this structure blurs.
It shows that the blurring depends on the duty ratio D. It should be noted that the repeated structure
may be a clue to obtain the key 2β for estimating the decoded information as is mentioned in [30].
However, it can be considered that the blurring by D of PWM has a potential to be one of the methods
to hide the structure. This is one of the future topics of this study.

According to above analysis, the repetition in frequency domain should be hidden. Referring to
the sampling theorem, we can overlap the adjacent envelopes by changing the sampling interval Tsint.
Correspondingly, the DCSK scheme needs to be modified. By contrast with the conventional DCSK
scheme in which the transmitted bits are mapped to two chaotic samples with equal length, each bit
in the modified DCSK scheme is mapped to two chaotic samples with different lengths. The spreading
factor 2β remains to denote the number of points of chaotic sample representing one bit. Also, a new
parameter is defined as partial spreading factor α (α ∈ N1 and α < 2β) which indicates the first part
of each bit is represented by α points of chaotic sample. In addition, given the relationship between
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Fig. 12. Amplitude spectrum of the modulated signal in the whole packet
modulation with different values of D in premodulation. (a) D = 0.2; (b)
D = 0.4; (c) D = 0.6; (d) D = 0.8; (e) D = 1.
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Fig. 13. Representation of one bit b1 (b1 = ‘0’) using the modified DCSK
scheme with α > β.

Fig. 14. Block diagram of the modified DCSK system. (a) modulator; (b)
demodulator.

Fig. 15. Modified whole packet modulation in simulation with α = 70.

α and β, the DCSK scheme can be modified in two ways.
In the beginning, we set α > β and take the 2β − α points of chaotic sample in the second time

slot as the data sample. The representation of one bit (b1 = ‘0’) in this modified DCSK scheme is
exemplified in Fig. 13. We can see that the data sample is inverted to the first 2β − α points of the
reference sample because of b1 = ‘0’. More generally, the modulator output signal sk can be described
as in Eqs. (1) and (2). It should be noted that bl here represents the l-th bit of the premodulated
packet signal. The DCSK demodulator needs to be modified correspondingly as in Fig. 14(b).
For bl = ‘1’,

sk =

⎧⎪⎨
⎪⎩

zxk, (l − 1)2β + 1 ≤ k ≤ (l − 1)2β + α,

zxk−α, (l − 1)2β + α + 1 ≤ k ≤ (l − 1)2β + 2β.

(1)

For bl = ‘0’,

sk =

⎧⎪⎨
⎪⎩

zxk, (l − 1)2β + 1 ≤ k ≤ (l − 1)β + α,

−zxk−α, (l − 1)2β + α + 1 ≤ k ≤ (l − 1)β + 2β.

(2)

A simulation of whole packet modulation using the modified DCSK scheme with α = 70 is per-
formed. At first, the detailed modulation is shown in Fig. 15. From the figure, we can confirm that
the data sample in each bit period, i.e., the last 30 points (2β − α = 30), is identical to or inverted
to part of the reference sample (the first 2β − α = 30 points in each bit period) depending on the
transmitted bit. Figure 16 illustrates the modulation and demodulation of the whole premodulated
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Fig. 16. Modulation and demodulation of whole packet in simulation with
correct keys in the demodulator. The power packet is recovered without error.
Tb = 0.1s, Tx = 0.001s, 2β = 100, and α = 70.

Fig. 17. Amplitude spectrum of the DCSK modulator output signal sk in
one packet duration with α > β. (a) α = 70; (b) α = 90.

packet, where D is fixed at 0.2 in the premodulation. It can be seen in Fig. 16 that the premodulated
packet signal is recovered correctly when both α and 2β are known in advance in the demodulator.
We refer to α and 2β as two keys in the whole packet modulation. Next, the information safety based
on the modified DCSK scheme is considered. Part of the amplitude spectrum of sk with different α

are plotted in Fig. 17 so as to analyze the effect of α on the information safety. Comparing Figs. 17(a)
and 17(b) to Fig. 12(a), it can be found that within the range of β < α < 2β, the greater the α, the
more overlapped the envelopes of the amplitude spectrum. This result further implies that it gains
the benefit of difficulty to derive the period of the DCSK signal. Besides, the amplitude spectrum of
sk for D = 0.4 with different α are exhibited in Fig. 18. Still, no obvious repetition is observed in the
spectra. As a result, one may conclude that, adopting the modified DCSK scheme, the information
safety is achieved in the whole packet modulation for different values of D in premodulation.

In the case of α < β, the representation of one bit is exemplified in Fig. 19. As shown in the plot,
the second part of each bit (B) is represented by α points of chaotic sample and it is the opposite
of the reference sample 1 (A1) for b1 = ‘0’. Hence, B is treated as the data sample. The remaining
2β − 2α points are defined as reference sample 2 (A2). As a result, sk during the l-th bit period can
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Fig. 18. Amplitude spectrum of the DCSK modulator output signal sk in
one packet duration for D = 0.4. (a) α = 10; (b) α = 90.

Fig. 19. Representation of one information bit b1 (b1 = ‘0’) using modified
DCSK scheme with α < β.

be described as follows.
For bl = ‘1’,

sk =

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

zxk, (l − 1)2β + 1 ≤ k ≤ (l − 1)2β + α,

zxk−α, (l − 1)2β + α + 1 ≤ k ≤ (l − 1)2β + 2α,

zxk, (l − 1)2β + 2α + 1 ≤ k ≤ (l − 1)2β + 2β.

(3)

For bl = ‘0’,

sk =

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

zxk, (l − 1)2β + 1 ≤ k ≤ (l − 1)2β + α,

−zxk−α, (l − 1)2β + α + 1 ≤ k ≤ (l − 1)2β + 2α,

zxk, (l − 1)2β + 2α + 1 ≤ k ≤ (l − 1)2β + 2β.

(4)

Figure 20 presents the simulation results of the whole packet modulation in the case of α = 30. The
other parameters are set the same as those for α > β. It can be seen that the data sample (31th
to 60th points in each bit period) is identical to or inverted to the reference sample 1 (the first 30
points in each bit period). Particularly, it should be pointed out that the DCSK demodulators for
α > β and α < β are different due to the difference between the modulations. Shown in Fig. 21 is
the modified demodulator for α < β. Furthermore, the amplitude spectrum of sk with different α
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Fig. 20. Modified whole packet modulation in simulation with α = 30.

Fig. 21. Block diagram of the demodulator in the modified DCSK system
for α < β.

Fig. 22. Amplitude spectrum of the DCSK modulator output signal sk in
one packet duration with α < β. (a) α = 30; (b) α = 10.

(α < β) are plotted in Fig. 22. Comparing Figs. 22(a) and 22(b) to Fig. 12(a), it is obvious that the
smaller the α, the more overlapped the envelopes of the amplitude spectrum.

Based on the above discussion, one may conclude that the two keys (2β and α) in the modified
DCSK scheme facilitate keeping the information safety in the whole packet modulation. Moreover,
the farther the α is away from β, the more difficult for attackers to estimate keys directly from the
amplitude spectrum of the modulated packet signal.

4.2 Power transfer in whole packet modulation
The power transferred after whole packet modulation is analyzed in this section. Since the power
of packet is carried by the payload, we focus on the average output power of the modulator in
payload duration named as Pmodout. Also, we assume that the chaotic signal generated from the chaos
generator carries power for modulation. In other words, it is assumed that the power to generate the
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Fig. 23. Characteristics of the chaotic sample in simulation. (a) Normalized
approximated auto-correlation; (b) Approximated power spectral density.

chaotic signal and to modulate the power packet is not from the power sources in the power packet
dispatching system. Then referring to Eqs. (3) and (4), Pmodout in the case of β < α < 2β can be
calculated by Eq. (5), where Pmodout is in watts (W) and xlm denotes the m-th point of chaotic sample
in the l-th bit period. Likewise, Pmodout for 0 < α < β can be calculated from Eq. (6).

Pmodout =
D

Nb∑
l=1

(
α∑

m=1
z2x2

lmTx +
2β−α∑
m=1

z2x2
lmTx)

NbTb
. (5)

Pmodout =
D

Nb∑
l=1

(
α∑

m=1
z2x2

lmTx +
α∑

m=1
z2x2

lmTx +
2β∑

m=2α+1
z2x2

lmTx)

NbTb
. (6)

Consequently, the chaotic sample needs to be determined first to obtain Pmodout. Without loss of
generality, we generate chaotic sample xk in simulation by the normalized improved logistic map [18]
as in Eq. (7). The initial value is set at x1 = 0.75. xk is thus limited in the range of [−1.4142, +1.4142].

xk+1 =
√

2(1 − x2
k). (7)

In addition, the time interval between two points of chaotic sample is Tx = 0.001 s and the generated
sample is of finite length 1000 (Nx = 1000). Accordingly, the numerical approximation of auto-
correlation function of xk is shown in Fig. 23(a). We can see that R(x, x) ≈ δ[n], which demonstrates
that xk is random-like. Meanwhile, the power spectral density of xk is exhibited in Fig. 23(b), from
which the wide-band property of xk is confirmed. According to the above characteristics of xk, Eqs. (5)
and (6) can be approximately simplified as Eqs. (8) and (9), respectively. The equations suggest that
the power of the modulated packet is eventually determined by the duty ratio of premodulation
(D), the characteristic chaotic sample (E[x2

k]) and the voltage of the original power packet (z). For
example, under the settings of Tx = Tsam = 0.001 s, Tb = 0.1 s, and 2β = 100, the mean values of xk

and x2
k in the payload duration (200 bits) can be obtained as E[xk] = −0.0012 and E[x2

k] = 1.0007.
Thus the transferred power is determined by D and z2 approximately in the whole packet modulation.

Pmodout ≈ Dz2Tx

Tb
{αE[x2

k] + (2β − α)E[x2
k]}

= DE[x2
k]z2.

(8)

Pmodout ≈ Dz2Tx

Tb
{αE[x2

k] + αE[x2
k] + (2β − 2α)E[x2

k]}
= DE[x2

k]z2.

(9)

Next, we will consider how to transfer the power of the modulated packet correctly. In the fun-
damental power packet dispatching system, once the header is recognized in the router, the inside
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switches will be turned on and the power of packet is transferred. This is based on the fact that elec-
tric current appears when the positive voltage of the packet signal is applied to loads. As explained
in [10], loads are restricted to be resistors in the system currently. However, using the DCSK scheme,
the modulated signal is of both positive and negative voltages. It should be noticed that no power is
transferred when the voltage of the modulated signal is negative. For this reason, it is necessary to
shift the voltage of the modulated signal to be positive for transferring full power of the modulated
packet. On the other hand, the preamble and the header do not carry power and they are supposed to
be recovered for determining the packet dispatching through the DCSK demodulator. According to
the principles of the DCSK demodulator, the positive and negative voltages of the modulated signal
are essential for the correct demodulation. As a result, we first shift the voltage of the modulated
signal in the whole modulated packet at the output of the modulator for transferring power. Then,
the voltage of the modulated signal in preamble and header duration is shifted back to the original
values in the demodulator before demodulation starts. It is worth stressing again that the power of
concern is only transferred in the payload duration. As for the preamble and the header, we only care
about the information carried by the signal. Not any current or power is contained in the preamble
and the header. Moreover, the aim of this paper is to propose a possible method to transfer power
with safety feature. Therefore, the power loss generated by shifting of voltage is not considered at
present. In this manner, the information contained in the preamble and the header can be obtained
correctly and the power of modulated packet is transferred completely to the designated load.

5. Remarks
In this paper, we proposed a method to modulate power packets before sending them in a power
packet dispatching system for the purpose of protecting the information from attackers and keeping
the loads safe regarding the power. At first, we summarized the principles of the DCSK scheme
referring to other researchers’ work. Then partial packet modulation using the DCSK scheme was
proposed, through which the information safety was achieved. After that, we proposed to modulate
the whole power packet, in which premodulation using PWM is applied first for adjusting the amount
of transferred power. Then, the whole premodulated packet is modulated using the modified DCSK
scheme which has two advantages: one is to keep the information safety and the other is to spread
the spectrum of noise. Here, the noise is caused by the switching operation in the mixer and it is
at the lower frequency than signals. The rescaling of power by premodulation in the whole packet
modulation might be a potential advantage from the viewpoint of expanding the range of power
sources to meet the demand of loads. Additionally, it should be pointed out that the power packet
modulation method is very preliminary and is proposed primarily to suggest a possible way to improve
the function of power packet dispatching.
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