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1. Introduction

A magic square of order n is an arrangement of the n? integers 0,1,---,n2—1
into an n X n square with the property that the sums of each row, each column,
and each of the main diagonals are the same. Magic squares are known in ancient
times in China and India. Many people have been interested in magic squares
for hundreds years.

In this paper, we describe relation of magic squares and latin squares. More-
over, we described cryptosystem based on magic squares.

2. Magic Square and Latin Square

A latin square of order n is an n X n array in which n distinct symbols are
arranged so that each symbol occurs once in each row and column.

Let L1 and L2 be latin squares of the same order n(> 2). We say that Lj and
Ly are orthogonal if, when superimposed, each of the possible n? ordered pairs
occurs exactly once. We say that a set {Li1, Lo, -+, L:} of t(> 2) latin squares
of order n is orthogonal if any two distinct squares are orthogonal. Such a set
of orthogonal squares is said to be a set of mutually orthogonal latin squares
(MOLS).

For g > 5 an odd prime power, a set of ¢ — 3 MOLS of order ¢ each of which
has distinct elements on the two main diagonals. Such latin squares are said to
be diagonal.

Theorem 2.1 ([2]) If n is an integer for which there is a pair of orthogonal diag-
onal latin squares of order n, then a magic square of order n can be constructed.

Example 2.2 Let consider the following orthogonal diagonal latin square of
order 5.
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4 210 3 4 0213
0 3 421 21340
Ly =210 3 4 Ly = 3 4 0 2 1
34210 021314
1 03 4 2 13 40 2

If L, is superimposed on Lg, we obtain the following array LiLs of ordered pairs.
If we consider an ordered pair in each cell of LiLs as a pentanary number, and
we change a pentanary number in each cell of Lj Ly into a denary number, we
obtain the magic square M of order 5.

44 20 12 01 33 24 10 7 1 18
02 31 43 24 10 2 16 23 14 5
LiLy = 23 14 00 32 41 M =13 9 0 17 21
30 42 21 13 04 15 22 11 8 4

11 03 34 40 22 6 3 19 20 12

3. Cryptosystem Based on Magic Square

In this section, we described cryptosystem based on magic squares ([1}).

At first, we prepare a 4 digits seed number, a starting number of a magic
square, and a magic square sum. The algorithm of [1] starts with building 4 x 4
magic square, by using a starting number and a magic square sum. Incrementally,
8 x 8 and 16 x 16 magic squares are built using 4 x 4 magic squares as building
blocks. If we have a message with ¢ letters, we build ¢ 16 X 16 magic squares.

Secondly, we investigate the ASCII value of each letter in a message. Suppose
that we have a message “ABA”. The ASCII values of for “A” and “B” are 65
and 66, respectively. To encrypt “A”, the numerals which occur at 65-th position
in first and third 16 x 16 magic squares are taken. To encrypt “B”, the numeral
which occurs at 66-th position in second 16 x 16 magic square is taken. When
we encrypt a message, we use a public-key cryptosystem RSA. Then, the first
and third letters “A”are encrypted different cipher texts, since we use different
16 x 16 magic squares.
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