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Abstract Friend-to-friend (F2F) networks, connectivity-restricted P2P networks which provide censorship-resis-
tant communication systems such as Freenet, suffer from a poor routing performance. In this paper, we improve
Freenet’s routing algorithm by utilizing neighbors’ degree information in message forwarding. Our routing simula-
tions in PGP Web of Trust, a real-world trust relationship network with small-world and scale-free characteristics,
show that the proposed method outperforms the existing routing algorithm of Freenet.
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