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A network service (NS) is typically delivered using one or more functions, which provides
a network functionality for the customers and/or the operators. Each NS is characterized by
specific requirements such as delay requirement; a growing number of NSes with deadlines
arise from the applications that cannot work properly if the delay requirement is not met.
Network function virtualization (NFV) technology emerges as a promising way to reduce the
capital and operational expenditures of service provisioning by decoupling network functions
from proprietary hardware and enabling software implementation of network functions, i.e.,
virtual network functions (VNFs), on commodity servers. Compared to functions deployed on
the dedicated hardware, the performance of VNFs is easily affected by diverse environmental
factors, which includes various workloads and resource contentions among VNFs, and the
VNFs that run in virtual machines or containers are prone to fail due to bugs, such as software
crash and changes in operating conditions. Therefore, how to provision robust services that are
capable of performing under heterogeneous deadlines, the uncertain processing times of VNFs,
and the occurrence of failures, becomes challenging. This thesis studies three specific
problems about robust service provisioning in NFV. Each problem corresponds to service
scheduling under deadlines, service mapping and scheduling under uncertain processing time,
and service chain provisioning against VNF and link failures, respectively.

Firstly, this thesis proposes an optimization model to schedule delay sensitive NSes with
deadlines allowing resource sharing and preemption. Unlike conventional NS scheduling
models with static resource allocation for VNF instances, the proposed model ensures that
VNF instances deployed on the same node share computation resources of the node and are
able to scale up/down to change their process rate at runtime. NSes mapped to the same VNF
instance of the same node share computation resources of the VNF instance and are able to be
processed in parallel by the VNF instance. Preemption is allowed, which means that
rescheduling the order of NS processing at runtime is possible and the process duration of each
function of an NS is allowed to be discrete. This work formulates the proposed model as an
integer linear programming (ILP) problem to maximize the number of admissible NSes. Due to
the complexity of the problem, a genetic algorithm (GA) is developed to solve it efficiently.
This work evaluates the proposed model with conventional models in the static and dynamic
scenarios. The numerical results show that the proposed model outperforms conventional
models in terms of acceptance ratio in both static and dynamic scenarios.

Secondly, this thesis proposes an optimization model for the network service mapping and
scheduling problem with uncertain processing time. This work models processing time
uncertainty through the I'-robustness approach, which provides different degrees of robustness
against processing time uncertainty. This work formulates the problem with the objective to
minimize the worst-case makespan over the given uncertainty set. This work shows the NP-
hardness of considered problem. A heuristic that divides the problem into subproblems is
presented to tackle it. For the subproblem in which mapping and scheduling decisions are
given, this work develops an algorithm with polynomial time complexity to calculate the
worst-case makespan over the uncertainty set, which has a better scalability than the
corresponding mixed integer linear programming (MILP) problem and obtains the same worst-
case makespan with the MILP problem. The numerical results show that the proposed model
outperforms the conventional model with deterministic parameters in terms of worst-case




makespan.

Thirdly, this thesis proposes a sub-chain-enabled coordinated protection model for the
availability-guaranteed service function chain (SFC) provisioning, which considers the
availability of each component to constitute an SFC, including links and VNFs. Unlike
conventional protection models providing certain protection for the whole chain, the proposed
model configures sub-chains for each SFC and provides proper protection for each sub-chain
to achieve the required availability in a cost efficient way. This work formulates the proposed
model as an optimization problem to minimize the deployment cost. A game approach is
presented to tackle the problem. The numerical results show that the proposed model
outperforms the conventional ones in terms of deployment cost; the game approach has
scalability of tackling the proposed model as the problem size increases.

This thesis is organized as follows. Chapter 1 introduces the background of robust service
provisioning in NFV. Chapter 2 investigates the related works in literature. Chapter 3 presents
the network service scheduling under deadlines with resource sharing and preemption. Chapter
4 develops the optimization model for network service mapping and scheduling under
uncertain processing time. Chapter 5 introduces the service chain provisioning with sub-chain-
enabled coordinated protection. Finally, Chapter 6 concludes this thesis.
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