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Prospect of the Construction of Disclosure System of One’s Personal Data:
Proposal of the One Way Detectable Information Using Public Key Cryptography

Yoshihiko USUI

Twkel, a smartphone application software which is currently under development, enables us to
memorize the structural data of our daily activities such as body temperatures, weights, and so on. Twkel
is also designed to transfer personal data through the Internet. This is because the collected personal data
of so many people may help produce some important knowledge, for example, in terms of our health, even
though we don’t understand the value of their personal data. This kind of data trading system is not
constructed yet, because the Personal Data Protection Law prohibits free transportation of the personal
data without the permission from its sender. In this paper, we will introduce the data mining project
where the data had not been originally intended to be used for that purpose, to show the potential of our
data accumulation application software Twkel. In addition to this, we propose the One Way Detectably
Modified Personal Information model to be added to the Personal Data Protection Law. One Way
Detectably Modified Personal Information can show whether the sender has the same private key of the
original sender without identifying who the original sender really is, using the public key cryptography. In
this information model, information can identify the sender by itself, so the data can be merged or deleted
on the command from the sender. This helps to produce the effective use of the personal data while
keeping the personal information confidential.
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