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Abstract

This paper is based on a presentation made at RIMS conference on “Theory and Applica-
tions of Supersingular Curves and Supersingular Abelian Varieties”, so-called “Supersingular
2020”.

Post-quantum cryptography is a next-generation public-key cryptosystem that resistant
to cryptoanalysis by both classical and quantum computers. Isogenies between supersingular
elliptic curves present one promising candidate, which is called isogeny-based cryptography. In
this paper, we give an introduction to two isogeny-based key exchange protocols, SIDH [17]
and CSIDH [2], which are considered as a standard in the subject so far. Moreover, we explain
briefly our recent result [24] about cycles in the isogeny graphs used in some parameters of
SIKE, which is a key encapsulation mechanism based on SIDH.

§1. Introduction

Public-key cryptography (PKC, for short) is an indispensable technology in the
information society that enables us encrypted communication without sharing the key
in advance. The hardness assumptions of some mathematical problems support the
security of PKC; the integer factorization problem, the discrete logarithm problem for
example. So it is important to analyze the difficulty of such mathematical problems on
which the security of cryptography is based. These problems support cryptography in
use now and are considered to be difficult to solve efficiently using classical computers so
far. However, in 1994, Shor presented a quantum algorithm solving them in low-degree
polynomial time [27], which is called Shor’s algorithm now.
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Recently, many big IT companies in the world have been developing large-scale
quantum computers with tremendous momentum. Quantum computers use properties
of quantum mechanics to implement algorithms which are not possible to compute
on classical computers. Shor’s algorithm is a one of typical algorithms. As mentioned
earlier, this algorithm solves the integer factorization problem and the discrete logarithm
problem on a group in low-degree polynomial time. In this sense, the emergence of
quantum computers threatens PKC, such as RSA cryptography and Elliptic Curve
Cryptography. Therefore we need quantum-resistant cryptography whose security relies
on the difficulty of new mathematical problems. That is, we need cryptography based
on a mathematical problem which no polynomial-time quantum algorithm is known to
solve. Such cryptography is called post-quantum cryptography (PQC, for short). Since
2016, the standardization process of PQC sponsored by NIST is in progress [1].

Isogeny-based cryptography is one of the promising candidates of PQC. It is consid-
ered so far that computing isogenies between given two elliptic curves over a finite field
is computationally hard. Isogeny-based cryptography is built on the difficulty of this
problem. This perspective provides a new crossover of mathematics and cryptography.

The first proposal of isogeny-based cryptography was made by Couveignes [8] in
1997 1. By introducing the concept of Hard Homogeneous Spaces (HHS, for short), Cou-
veignes constructed a quantum-resistant key exchange protocol from HHS and exhibited
the CM-action of an ideal class group of an imaginary quadratic field on ordinary elliptic
curves as an instantiation of HHS. In 2006, Rostovtsev and Stolbunov [26] developed
the same method independently. This cryptosystem is often called the CRS scheme
now. However, the CRS scheme is significantly slow to compute an action of ideal class
on an ordinary curve. Although there is an attempt to speed them up [12], this scheme
is far from practical at this time. The problem of constructing ordinary curves suitable
for isogeny computation still remains.

The first application of isogenies between supersingular elliptic curves to cryptog-
raphy appeared in 2009. Charles, Lauter and Goren constructed a cryptographic hash
function using supersingular isogeny graphs [3]. After that, in [17], Jao and De Feo pro-
posed a Diffie-Hellman style key exchange protocol from supersingular isogenies, which
is modeled as random walks in isogeny graphs. One of the crucial facts is that the
order of supersingular elliptic curves is determined by the characteristic of the field of
definition. Therefore, by using a prime of special form, we could take torsion points
from a quadratic extension of the prime field. Then isogeny computations are imple-
mented efficiently using Vélu’s formula. This scheme was named Supersingular Isogeny
Diffie-Hellman (SIDH). Moreover, the key encapsulation mechanism SIKE [16] based on
SIDH was submitted to NIST’s competition for the standardization for PQC.

1This work was not published but posted on IACR Cryptography ePrint Archive.
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After the launch of NIST’s standardization process of PQC, Castryck et al. [2]
proposed an efficient action of an ideal class group on supersingular elliptic curves,
which is the first practical instantiation of HHS. Using this action, they construct an
efficient Diffie-Hellman style key exchange protocol from isogenies, which was named
Commutative Supersingular Isogeny Diffie-Hellman (CSIDH).

These schemes, SIDH and CSIDH, are considered to be standard in isogeny-based
cryptography now. A large number of studies have been conducted on them from both
security and efficiency points of view. However, not all of them can be discussed here for
want of space. In this paper, as an introduction to isogeny-based cryptography, we will

explain how to use supersingular isogenies to construct PKC through the construction
of SIDH and CSIDH.

Acknowledgements. The author deeply wishes to thank the organizers, Shushi
Harashita, Momonari Kudo and Katsuyuki Takashima for giving me an opportunity to
talk at “Supersingular 2020” and write this paper. This work was supported by the
Research Institute for Mathematical Sciences, an International Joint Usage/Research
Center located in Kyoto University. This work was also supported by Japan Science
and Technology Agency, ACT-X Grant Number JPMJAX2001, Japan.

§2. Preliminaries

We begin by summarizing the definitions and the well-known facts about elliptic
curves and isogenies necessary in the context of isogeny-based cryptography. We refer
to [28], [30] for their mathematical general theory and to [4], [14] for their cryptographic

use for example.

§2.1. Elliptic Curves

r

2.1.1. Basic Definitions and Properties We fix a prime p > 3 and a power ¢ = p".
An elliptic curve E over F, is a smooth projective curve over I, of genus one with a
specified point co. Let E be an elliptic curve over F,. As is well known, the curve E
has the Weierstrass model:

(2.1) y? =2 +ar +b,

where a,b € [, and 4a3 + 27b%> # 0, which ensure the smoothness of £. An im-
portant property of elliptic curves is that the set of rational points E(F,) carries a
group structure with the identity element co. Hasse’s theorem states that we can write
#E(F,) = q+1—t with |t| < 2,/g. This ¢ is called the Frobenius trace. The elliptic
curve E is called supersingular if p|t and ordinary otherwise. Hence orders of supersin-
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gular elliptic curves over a prime field IF,, are determined by the characteristic p > 3:
#EF,) =p+1.

Let Ey and E, are elliptic curves over F,. A morphism of curves ¢ : By — Ej
satisfying ¢(o0) = oo is called an isogeny. Two curves are called isogenous if there is
a non-zero isogeny between them. Tate’s theorem states that Iy and Fs are isogenous
over [, if and only if #FE;(F,) = #E2(F,). Every non-zero isogeny ¢ : E; — Ej
induces a field extension of function fields F,(FE;)/¢*F,(E2). We say that an isogeny
¢ is separable if the extension F,(E;)/¢*F,(E2) is separable. We define the degree of
a non-zero isogeny ¢ as deg¢ = [F,(E1) : ¢*F,(E2)]. An isogeny from a curve E to
itself is called an endomorphism of E. An important example of endomorphisms is
the scalar multiplication on a curve E by n € Z; P +— nP. It is denoted by [n].
We write the kernel of [n] as E[n]; E[n] = {P € E(F,) | nP = oco}. If (p,n) = 1,
we have E[n| ~ Z/nZ & Z/nZ. The Frobenius map (x,y) — (x%,y9) is also a basic
endomorphism on a curve defined over a finite field. Throughout this paper, we denote
the Frobenius map by m,. The Frobenius map satisfies the equation wg —tmg+q=0as
endomorphisms, where t = ¢+ 1 — #E(F,) is the Frobenius trace.

We say that two elliptic curves F; and E5 are isomorphic if there are isogenies
¢: F1 — FEy and ¢ : E5 — FE such that ¢ o ¢ and ¢ o 1 are the identity maps on E}
and Fs, respectively. The j-invariant of an elliptic curve E given by the Weierstrass

4a3+27b% "
F, if and only if their j-invariants are equal.

model (2.1) is defined as: jgp = 1728 —2__ Two elliptic curves are isomorphic over

In cryptographic applications, instead of the Weierstrass model, we often use an-
other useful model of elliptic curves, called Montgomery curves, which is introduced by
Montgomery [23] in the context of an application of elliptic curves for integer factor-
izations, Lenstra’s Elliptic Curve Method [21]. A Montgomery curve is given by the
following equation:

(2.2) Eup:by? = 2° + ax? + .

Montgomery curves have an efficient scalar multiplication algorithm, so-called the
Montgomery ladder, which makes such curves suitable for cryptographic application of
elliptic curves. In fact, as we will see later, the scalar multiplication plays a central role
in the cryptography using elliptic curves. Therefore, such curves are indispensable for

constructing efficient cryptographic schemes using elliptic curves.

256(a’—3)3

. a?—-4 -
This shows that the F,-isomorphic class of E,} is completely determined by a? only

The j-invariant of a Montgomery curve E, is computed as: jg,, =

and we can see the coefficient b as a twisted factor. Hence, if we work over isomorphism
classes of elliptic curves, we simply write a Montgomery curve E, : 4> = 23 + az? + x
putting b = 1. For example, the elliptic curve of a Montgomery form Ej : y? = 22 + 2
is supersingular if p = 3 (mod 4), which is often used in isogeny-based cryptography
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as the initial curve. One can see details of the arithmetic theory and cryptographic
applications of Montgomery curves with a survey article [7].

2.1.2. Vélu’s Formula Let E be an elliptic curve. We describe a relationship be-
tween isogenies going out of E and finite subgroups of £ (Fq). Let GCFE (Fq) be a finite
subgroup. We say that G is defined over F, if (P) € G for P € G and o € Gal(F,/F,).
The proposition below plays a crucial role in isogeny-based cryptography. One can find
the proof in [28].

Proposition 2.1.  Let E be an elliptic curve over F, and G C E(F,) a finite
subgroup defined over F,. Then there is an elliptic curve E'/F, and a separable isogeny
¢ : E — E' over F, of degree #G with Ker(¢) = G. Moreover, the target curve E' is
uniquely determined from G up to isomorphism. Hence we usually denote the target by

E/G.

Due to this correspondence, we can encode information of isogenies in terms of
points on elliptic curves. For E and G, Vélu described how to write down equations
for the target E/G and an isogeny E — E/G explicitly. As we will mention below, we
compute small prime degree isogenies repeatedly in isogeny-based cryptography. So we
often take G as a cyclic group (P) generated by /(-torsion point P for a small prime /,
which is distinct from the characteristic of the base field which we are working over. The
following formula, which is called Vélu’s formula, is one of the most important tools for
computational aspects of isogeny-based cryptography. Although this formula is proved
for the generalized Weierstrass forms, we describe a special case, from the Weierstrass
form to the same form, only here.

Theorem 2.2 (Vélu’s Theorem [29]).  Let E be an elliptic curve given by the

Weierstrass model (2.1) and G C E(F,) a finite subgroup. Let Go be the set of points
of order 2 in G. We divide G as G = {0} UG UGT UG, where P € GT if and only
if =P € G~. For P= (xp,yp), put:

gp = 32b +a, gp = —2yp;

g}% (P S GQ)
vp = ) up = (gP) .
297  (otherwise),

Let Gt = Gt UGy and set;

v = Z vp, W= Z (up + xpup).

PeG+ PeGt

Then, we can write a target E/G by the equation y*> = 23 + (a — 5v)x + (b — Tw). And
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an isogeny ¢ from E to E/G is given by;

B vp up 2upy Y —yr — gpgp
O y) = (v Z (x—xp (x—xp)z)’y Z @—ap)® " (x —2%) )
PeG+ PeG+

Thanks to Vélu’s formula, one can compute an isogeny and its target curve by
taking torsion points. Therefore, from the viewpoint of efficiency, it is desirable to
obtain torsion points defined over an extension field of low degree. The technique of
generating such torsion points can be achieved by using supersingular elliptic curves
since the order of supersingular elliptic curves is determined by the characteristic p of
the base field. Therefore, in isogeny-based cryptography, in order to take torsion points
with coordinates in ), or F2 we use a prime of special forms, see §3.1.2 and §3.2.2.
This is a crucial technique which makes isogeny computation practical.

The complexity of Vélu’s formula for an N-isogeny is O(IN) operations on a finite
field, which is exponential complexity with respect to the degree of an isogeny. Hence,
in order to compute an isogeny of degree of cryptographic size, 256-bit integers for
example, we decompose it into chains of isogenies of small prime degree. This is a key
idea which makes isogeny-based cryptography feasible.

As mentioned above, in the setting of elliptic curve cryptography, we often use
Montgomery curves due to efficient scalar multiplications. A new formula for computing
odd-degree isogenies from a Montgomery curve to a Montgomery curve was proposed
by Costello and Hisil [6]. In isogeny-based cryptography, this formula is mainly used
for computing isogenies.

2.1.3. Endomorphism Rings of Supersingular Elliptic Curves For a supersin-
gular curve E over a finite field of the characteristic p, its endomorphism ring End(F)
is isomorphic to a maximal order in B, o, where B),  is the unique quaternion algebra
ramified at p and oo up to isomorphism. We have B, . = Q + Qi + Qj + Qk with
i2= —1, j2= —p and k = ij = —ji if p = 3 (mod 4).

The Deuring corresponding [9] states that there is a one-to-one correspondence
between the j-invariants of supersingular elliptic curves over 2 up to Galois conjugacy
in [F> and maximal orders in the quaternion algebra B), o, via taking full endomorphism
rings of supersingular elliptic curves. For example, if p = 3 (mod 4), the curve Ey defined
by y? = 2% + x is supersingular and we have End(Ey) ~ Z + Zi + Z%k + Z% As
we will see in §4, it is important to know the structure of the endomorphism ring of a
supersingular elliptic curve in order to analyze the structure of isogeny graphs.

§2.2. Diffie-Hellman Key Exchange

Key exchange is a cryptographic method by which cryptographic keys are shared
between two parties secretly. Let us consider the following situation: there are two
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parties, Alice and Bob, who want to communicate through an open communication
channel, for example, the Internet. If they want to communicate secretly, how to send
messages to each other? In this situation, the aim is to send messages to the opposite
without leakage of what is written in the messages. Symmetric-key cryptography offers
a powerful solution and has been used from ancient times. Symmetric-key cryptography
works as follows (this is a rough sketch, for more detail see [18] for example): Firstly,
Alice and Bob share a key k. Secondly, Alice inputs her message m and the key k into
an encryption algorithm. Then she obtains a ciphertext as an output of the algorithm
and sends it to Bob. Finally, when Bob receives it, he decrypts the ciphertext using
the key k, yielding the message m. As we saw above, in the setting of symmetric-key
cryptography, two parties must share the key k. Here, there is a serious problem: how
they share the key?

In their revolutionary paper [10], Diffie and Hellman proposed a key exchange
protocol, which enables two parties to derive a common secret key by their interaction
over an open channel. Consider a situation that we have two parties, Alice and Bob,
who want to establish a shared secret key. We describe how the Diffie-Hellman key
exchange protocol works now:

e Set-up
Generate a group G and an element g € G as a public parameter, typically G is
cyclic and g a generator. Put N = #(G. Then two parties agree on G and g.

e Key Generation
Alice chooses a € Z/N secretly at uniformly random and computes g4 = g*. Bob
also chooses b € Z/N and computes gg = g°.

o« Key Exchange
Both exchange g4 and gp each other through an insecure channel. When Alice
receives gp from Bob, she computes (gp)* = (¢°)% = g*° using her secret a. Bob
does similarly. Then, they can share the common value g®® secretly.

Once two parties share the common value ¢g° in this way, they can communicate
secretly using symmetric-key cryptography with the key ¢%®. So the security of this
protocol relies on the hardness of the problem below.

Problem 2.3 (Computational Diffie-Hellman (CDH) Problem).  Let G be a group

and g an element in G. For given (g, 9%, "), compute g?.

Considering a naive attack to this problem leads us to the discrete logarithm prob-

lem on G.

Problem 2.4 (Discrete Logarithm Problem (DLP) on a group G).  Let G be a
group and g € G. Let a be an integer. For given (g,g*), compute a € 7Z.
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Public Paremeters
G:agroup,g € G,N = #G

Alice’s Private Bob’s Private

Choose a € Z/NZ. (her secret key) Choose b € Z/NZ. (his secret key)

Compute g% and publish it \></ Compute gb and publish it

Compute (g?)® = g@ | ™ Compute (g%)? = g

H_/

An insecure channel

Figure 1. Illustration of the DH key-exchange protocol

Solving the discrete logarithm problem of the group G reveals the shared key derived
from the DH key exchange protocol over G. In other wards, the CDH problem is reduced
to the DLP. Hence a choice of a group on which the protocol works has an impact on
the security of the protocol. That is, we have to choose a group whose DLP is difficult
to solve. In [10], the multiplicative group of a finite field G = F is suggested.

2.2.1. Elliptic Curve Diffie-Hellman (ECDH) The most important instantiation
of Diffie-Hellman key exchange is to use elliptic curve groups, which is called elliptic
curve Diffie-Hellman (ECDH). Koblitz [19] and Miller [22] suggested replacing the finite
fields with elliptic curves, with the hope that the discrete logarithm problem in elliptic
curve groups is harder to solve than the discrete logarithm problem in the multiplicative
group of a finite field. This intuition opens the door to vast research area of cryptography
using elliptic curves, elliptic curve cryptography(ECC). A large number of studies have
been conducted on this subject. However, to discuss such topics as a whole is out of the
scope of this paper. As a reference of these topics, we suggest [4], [30] for example.

2.2.2. Shor’s Algorithm As we saw above, the security of public-key cryptography
relies on the hardness of some mathematical problems. That is, solving a problem on
which the security of cryptography is based means that this cryptography is broken.
In 1997, Shor proposed a quantum algorithm solving the DLP on a group and the
integer factorization problem in polynomial time, which is called Shor’s algorithm now
[27]. This algorithm has a huge impact on the security of public-key cryptography based
on the hardness of these mathematical problems. Therefore, we have to construct a
quantum-resistant cryptography whose security is based on new mathematical problems
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and analyze its security from both classical and quantum points of view.

§3. Key Exchange Protocols from Supersingular Isogenies

Isogeny-based cryptography is a public-key cryptography whose security is based

on the hardness assumption on computation of isogenies between given two curves.

Problem 3.1 (General Isogeny Problem).  Let Ey and Es are isogenous elliptic

curves over a finite field. Then compute an isogeny linking them.

In this research area, variants of the above problem are considered depending on
the construction of schemes. At present, there are two standard key exchange protocols,
SIDH [17], [11] and CSIDH [2], from isogenies between supersingular curves. In this

section, we will explain these schemes.

§3.1. SIDH

3.1.1. Setting on SIDH SIDH (Supersingular Isogeny Diffie-Hellman) which is
proposed by Jao and De Feo in 2011 [17] is the first key exchange protocol using super-
singular elliptic curves.?

Let £ 4,¢p are distinct small primes (typically /4 = 2, /g = 3) and e4, ep integers
such that p = £5* % — 1 is a prime of cryptographic size, for example log,p = 512. Let
E be a supersingular elliptic curve over F,. A key property is that the order of E is
smooth; #E(F,2) = (p+1)? = (%4¢%7. This is one of the important reasons for using

supersingular curves in isogeny-based cryptography.
Lemma 3.2.  In the above setting, E[{*] and E[{3]] are contained in E(F,2).

Due to this lemma, one can take a basis Pa, Q4 of E[(%*] defined over F,2. Then,
for randomly picked integers ma,na € Z/05* (at least one of my and n4 is coprime to
l4), an Fp2-rational point Ry = maPa+naQa € E[{5] has order £5*. So the subgroup
(Ra) induces an ¢°4-isogeny , which is computed over [, using Vélu’s formula. This
isogeny is interpreted as an e4-step random walk in the £4-isogeny graph. Here, for a
prime £, the f-isogeny graph over Fq Ge(p) is a graph whose vertices consist of all elliptic
curves over Fq and edges (F1, Es) are defined if there is an f-isogeny from E; to Es.
We note that the graph Gy(p) is undirected due to the existence of the dual isogeny.

3.1.2. Construction of SIDH
In the above setting, the SIDH key exchange protocol works as follows:

2As we mentioned in §1, a key exchange protocol based on ordinary curves is constructed in the
context of instantiating Hard Homogeneous Spaces from the CM action.
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Public Paremeters
aprimep = L5058 — 1
a supersingular elliptic curve Ej
a basis P4, Q4 of the torsion subgroup Ej [{’:A]
a basis Pg, Qp of the torsion subgroup Eg [{’gﬁ]

Alice’s Private Bob’s Private

Choose my, 1y € Z/ €57 (her secret key) Choose mg, ng € Z/£;" T (his secret key)

Compute an isogeny ¢4: Eg = E4 Compute an isogeny ¢p: Ey = Ep

with Kergpy = (muPy + n4Q,) with Ker¢pp = (mpPp + 15Qp)
Compute the image of points ¢4 (Pz) and ¢ (Qz) Compute the image of points ¢5(P,) and ¢5(Q4)

Publish (Es, $4(Pg), $4(Qr)) — | Publish (Ep, ¢(Pa), $5(Q4))

Compute an isogeny ¢pa: Egp = Epy /><\ Compute an isogeny ¢4p: E4 = Esp

with Kergppy = (mapp(Py) + na95(Qp)) with Kergpap = (mppa(Pp) + npda(Qa))

Take the j-invariant of Eg4: jpa Y Take the j-invariant of Egp: jap

An insecure channel

Figure 2. Illustration of the SIDH key-exchange protocol

Set-up

Let A be a security parameter. Two parties, Alice and Bob, agree on distinct small
primes {4, {p and exponents e, egsuch that (5 ~ (57 ~2* and p = (037 — 1 is
a prime. Both also agree on the initial supersingular curve Eq over F,2 and basis
Py, Qa of Ey[*] and Pg,Qp of Eg[ly].

Key Generation

Alice chooses secret integers ma,na € Z/{%'7Z and computes an isogeny ¢4 : Ey —
FE 4 induced by the cyclic subgroup generated by R4 = maPa + naQa. Then
she sends (E4,04(PB),04(Qp)) to Bob. Bob similarly a secret integer mp,ng €
L/l Z and computes an isogeny ¢4 : Ey — Ep induced by the cyclic subgroup
generated by Rg = mpPp+npQ@p. Then he sends (Ep, ¢p(Pa), ¢5(Q4)) to Alice.

Key Exchange When Alice receives (Ep, ¢p(Pa),¢p(Q4a)) from Bob, she com-
putes an isogeny ¢pa : Ep — Epa induced by the cyclic subgroup generated by
Rpa =ma¢dp(Pa) +na¢p(Qa). Then she computes the j-invariant jpa of Epa.
Bob also computes an isogeny ¢ap : Fa4 — Eap induced by the cyclic subgroup
generated by Rap = mppa(Pp) + nppa(@p) and takes j-invariant jap of Eap

To see this protocol works correctly, we need to show that the resulting values

jBa and jap coincide. Such property is called the correctness of the protocol. In

order to show the correctness of this protocol, it suffices to show that the kernels of

compositions ¢ap o ¢4 and ¢pa o ¢p coincide. We show Ker(¢pap o p4) = (Ra, Rp).
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Since ¢pap o pa(R4) = oo and

papodpa(Rp)=¢pacdpa(mpPp+npQp)
=¢pa(mpoa(P) +npdp(QR))
=00

holds, we have (R4, Rg) C Ker(¢ap o ¢a). Conversely, if R € Eo(F,2) satisfies ¢pap o
¢ a(R) = 0o, then there is an integer k such that

pa(R)=kRap
=k(mpda(Pp) +npda(@s))
=¢(k(mpPp +npQp) = ¢pa(kRp).

Then we have R — kRp € Ker¢g 4, so there is an integer k' such that R — kRp = k'R 4.
Hence R = k'R + kRp € (R4, Rp). By the symmetric construction of the protocol,
we also have Ker(¢pa o ¢p) = (Ra, Rp). Since the composites pap o ¢4 and ¢ppa o dp
have the same kernel, the target curves are isomorphic. Therefore, Alice and Bob can
share the common value jp4 = jap € [Fp2 correctly.

3.1.3. Security of SIDH A task of an adversary is to reveal the shared value
JBA = jap from the data transmitted through an insecure channel. This problem is
reduced to the following isogeny problem, just as the CDH problem is reduced to DLP
on a group in DH key exchange.

Problem 3.3 (SIDH Problem).  Letp, ¢, {p,ea, eg € Z and (Ey, Pa,Qa, Pp,QB)

be public parameters. Let E4 be an (5 -isogenous curve to Ey. Then for given
(Eo, Pa,Qa,Ea,0a(PB),04(QB)), compute an isogeny ¢4 : Fg — E4.

§3.2. CSIDH

3.2.1. Hard Homogeneous Spaces

In 1997, Couveignes introduced the concept of Hard Homogeneous Spaces (HHS,
for short) and constructed a variant of Diffie-Hellman style key exchange protocol based
on HHS [8§].

Let X be a set endowed with an action by a finite commutative group G. We say
X is homogeneous space of G if the action is simply transitive; that is, the map G — X
g — g * x is bijective for any x € X. A HHS is defined to be a homogeneous space
satisfying the following conditions for any x € X, g € G:

1. Computing actions, (g, x) — g * x, is computationally easy;

2. Inverting actions, (x, g * x) — g, is computationally hard.
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A key exchange protocol is constructed from a HHS as follows, similar to the DH key
exchange;

e Set-up
Generate a HHS X with a finite commutative group G and an element zg € X as
a public parameter. Then two parties, Alice and Bob, agree on (X, G) and x.

e Key Generation
Alice chooses g4 € G at uniformly random secretly and computes x4 = ga * xg.
Bob also chooses gp € G and computes g = gp * xg.

« Key Exchange
Both exchange z4 and zp each other through an insecure channel. When Alice
receives xp from Bob, she computes ga *x x5 = (gagn) * ©o. Bob does similarly
g *xA = (gBga) * xo. Because of commutativity of G, (gagn) * xo = (gBga) * o
holds. Therefore, they can share the common value (gagp) * 2 secretly.

The difference between the DH key exchange and the HHS key exchange is whether
the set of public keys has a group structure. Thanks to this lack of algebraic structure
in the public key space of the key exchange based on a HHS, the HHS key exchange
protocol avoids quantum attacks using Shor’s algorithm.

3.2.2. Construction of CSIDH CSIDH is an instantiation of HHS using supersin-
gular elliptic curves defined over a prime field F,. For a supersingular elliptic curve
E, instead of the full endomorphism ring End(E), we consider the subring End,(E)
consisting of Fj,-endomorphisms, which is isomorphic to an order O in an imaginary
quadratic field Q(1/t? — 4p) where |t| < 2,/p denotes the Frobenius trace. Conversely,
for a given order O in the imaginary quadratic field and an element 7 € O, we set
EL(O, ) to be the set of supersingular elliptic curves E defined over I, such that
there is an isomorphism End,(E) — O whose image of the Frobenius map is the ele-
ment m € O. When we work in this setting, by abusing the notation, we denoted the
endomorphism corresponding to & € O by a. Let E be an element in £0/,(O, ). Then
the ideal class group cl(O) acts on ££0,(O, m) as follows: Let I be an integral ideal in O.
We define the I-torsion subgroup E[I] := {P € E(F,) | a(P) = oo for all a € I}. Since
the subgroup E|[I] is finite, this induces an isogeny ¢; : E — E/E[I] with Ker¢; = E[1].
So we define an action of [I] € cl(O) on E as [I]| x E = E/E[I], where [I] denotes the
ideal class represented by an integral ideal I C O. Then we have the following theorem
whose proof can be found in [31].

Theorem 3.4. Let O be an order in an imaginary quadratic field and = € O
such that £00,(O, ) is non-empty. Then the ideal class group cl(O) acts on E00,(O, )
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simply transitively by;
c(O) x EL,(O,m) = EUL(O,m); (1], E)— E/E[I],
in which we choose I as an integral representative.

Here, we explain how to compute the above group action efficiently. In CSIDH,
we work over the following setting. Let ¢1,...,#, be distinct small odd primes such
that p = 441 ---¢,, — 1 is a prime. Fix the elliptic curve Fy defined by the equation
y? = 23 + x over F,, which is supersingular since p = 3 (mod 4). Let 7 = \/—p and
set O = Z[r]. Then we have Ey € £0(,(O, ) by Proposition 3.5 below. Because of
72 —1 =0 (mod ¢;), the primes ¢; split in O as £;0 = I; - I;, where I; = ({;,7 — 1) and
I, = (b, m+1).

By the form of I; and I;, we describe the torsion subgroups of the ideals I; and I,
as follows;

E[Li]=E[t;]n E(F,)
E[L;] = E[t;])n {P € E(F,) | 7(P) = —P}.

This shows that a point of order ¢; defined over F, induces an isogeny ¢, : £ — I; * E.
On the other hand, a point of order ¢; defined over F,. but not IF, induces an isogeny
¢7, B — I; * E. Note that these isogenies are defined over F,. Since we can easily
generate such torsion points, the action of I; and I; on El,(O, ) can be efficiently
computed. In fact, for a supersingular curve E defined by y? = 23 + az? 4+ z, we can
generate an ¢;-torsion point over IF,, or I, easily. For randomly picked zo € F,, the

point P = (g, \/x3 + ax? + x¢) on E is defined over F,, (resp. over F2) if 23 +axd +
is quadratic residue in IF,, (resp. quadratic non-residue in [F,). Since the order of E is
p+1=44¢---¢,, the scalar multiplication of P by 7%1 defines a point of order ¢; over
I, or Fpe.

Next, we want to know the structure of ¢l(O) completely in order to sample elements
uniformly at random. However, in general, it is difficult to compute the structure of the
ideal class group of an order with large discriminant of cryptographic size. So we have
to make use of heuristic discussions, see [2] for details.

Let m be an integer such that 2m+1 > {/#cl(O). Under some heuristics, we have
a surjection heuristically;

[—m,m]" = c(O0); (e1,...,en) > I{* - I,

where [—m,m|" = {(e1,...,en) | &i € Z, —m < e; < m for any ¢}. This heuristic
shows that if we want to sample an element from c/(Q) uniformly at random, it suffices
that we choose a vector of integers from [—m,m]™ uniformly at random. Therefore, we
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Public Paremeters
aprimep=4¢; -4, —1
a supersingular elliptic curve E
a boundm

Alice’s Private Bob’s Private
Choose (elA, e;f) € [-m, m]™ (her secret key) Choose (913, eﬁ) € [-m, m]™ (his secret key)
. €A eA . eB EB
Compute an action E4 = (I;* - I,*) * E, Compute an action Eg = (I;* - I,") * Eq

and publish E4 >< and publish Ep

A A B B
Compute an action E'y = (I;* - I;*) * Eg gl ™ Compute an action E'p = (I35 1) * By

Take the Montgomery coefficient of E4 Take the Montgomery coefficient of Eg

HK_/

An insecure channel

Figure 3. Illustration of the CSIDH key-exchange protocol

can compute an action of any I € cl(O) by computing the actions of I; or I; one by one
that can be computed efficiently.

Since all supersingular elliptic curves are defined over F,> and SIDH works over
F,2, we can use j-invariants as a shared value in the key exchange in order to ensure
the correctness of the SIDH protocol. However, j-invariants are not F,-isomorphic
invariant, hence sharing the j-invariants of the resulting curves in protocol does not
imply the correctness of the CSIDH protocol. We note that the resulting curve is not
necessarily defined over F,. The following proposition solves this problem and allows
us to use Montgomery coefficients as a shared value in the CSIDH setting.

Proposition 3.5 (Proposition 8 in [2]).  Let p > 5 be a prime such that p =
3 (mod 8). Let E be a supersingular elliptic curve over F,,. Then we have End,(E) =
Z[r] if and only if there is A € F), such that E is isomorphic over F, to the curve
E4:y? =23 4+ Az? + . Moreover, if such an A exists then it is unique.

Therefore, the correctness of the CSIDH protocol follows from the above proposition
and the commutativity of ideal class groups. Summarizing the above discussion, we can
describe the CSIDH key-exchange protocol as in Fig. 3.

The hardness assumption supporting the security of CSIDH is the difficulty of

inverting class group actions on supersingular curves.

Problem 3.6 (Ideal Class Group Action Invert Problem).  Given a supersingu-
lar curve E € E00,(0,7), find an ideal I C O such that E = I x Ej.

Remark.  There is a sub-exponential attack to the above problem unlike SIDH.
Childs, Jao and Soukharev [5] attempted to solve the problem of recovering I from a
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pair (Ey, E; = I x Ey) in a quantum setting. They reduced the problem to the abelian
hidden-shift problem on an ideal class group. Before that, in 2004 and 2005, Kuperberg
[20] and Regev [15] proposed quantum algorithms independently which could solve this

problem in sub-exponential time.

§4. Cycles in Isogeny Graphs used in SIKE

We investigated the existence of cycles in isogeny graphs used in SIKE. This section
is a résumé of this result in [24]. Throughout this section, we use the same notation as
in §3.1. In [24], we discussed the following two questions. We consider the setting that
Alice computes the public curve EF4 from the initial curve Ej using her secret isogeny

PA.

e Question 1: Is there an isogeny from Ej to the public curve E4 whose degree is
smaller than the degree of her secret isogeny ¢ 4?7

e Question 2: Is there isogeny to the public curve E 4 distinct from ¢4 which has the
same degree as ¢ 47

We gave answers of the above questions for SIKE parameters, SIKEp434 and
SIKEp503 by combining a theoretical technique for finding cycles in isogeny graphs

with numerical experiments.

§4.1. Setting on SIKE

SIKE [16] is a key encapsulation mechanism based on SIDH. This scheme is a 3rd
Round alternative candidate in NIST’s PQC competition [1]. In SIKE, we set {4 = 2,
/g = 3 and use the curve Fg which is defined by the equation y? = 23 + 622 + z as
the initial curve. The curve FEj is 2-isogenous to the curve Ej which is difined by the
equation 32 = 23 + z. The reason for using Fg as the initial curve instead of Fy is that
the neighborhood of Ej in the 2-isogeny graph G, (p) has a special structure. In fact,
elliptic curves which are 2-isogenous to Ey are Fy itself and Eg. Since the first step
from Ej is to Fg, use of Ey as the initial curve slightly reduces the security of SIKE. So
we use Fjg as the initial curve and do not use the 2-isogeny from Fg to Ey. We define a
SIKE path to be a path from Ejg in Gy¢(p) whose first step is not the one prohibited.

§4.2. Results

In order to answer two questions at the beginning of this section, we attempt to
find two distinct paths from the initial curve without backtrackings having the same
terminal. Finding such paths was studied in [13] in the context of finding a collision
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in the CGL hash function [3]. Their method is based on the fact that such paths
correspond to cycles in Gy(p) and this cycle defines a non-integer endomorphism of the
initial curve. We applied their method to the SIKE setting and proved the following
theorem.

Theorem 4.1.  Let £ be a prime number that does not split in Z[/—1]. Let ¢
and ¥ are distinct s-step and t-step paths respectively from Eg to E in Ge(p) without
backtracking. Then we have one of the following:

s+t ~ pFl
1057 > B

2. £ =2 and either ¢ or v is not a SIKFE path.

Proof. We give a sketch of proof here, see [24] for details. We write isogenies ¢
and 1) as sequences of (-isogenies: ¢ = (¢1,...,0s) and ¥ = (1,...,9¢).

Firstly, we can show that there exist s (1 < s’ < s) and ' (0 < t' < t) such that
a=1p0- 0ty ody o0 is in End(FEg) \ /End(Eg), where 1) is the identity map
on Fg and Q/A)Z denotes the dual isogeny of ;.

Secondly, we compute the structure of End(FEs);

14 i+k
End(Es) ~ 7 + Z(2i) + Z "2“ +ZIZ
2 2 _se e . o . 1+j itk
where i? = —1, j* = —p, k = ij = ji. Then we can write o = a +2bi + ¢35 + d*§* for

some a, b, c,d € Z such that at least one of them is not divisible by /.
Finally, we consider the norm equation;
1+j i+k

d
2+4)

(4.1) — %((4(1 +2¢)? + (8b+ d)* + (4¢* + d*)p).

deg(a) = Nrd(a + 2bi + ¢

If either ¢ or d is non-zero integer, the we have £°+* > deg(a) > Ztt. In the case
¢ # 2, we have a ¢ Z+7(2i) since ¢ remains prime in Z+Z(2i). We therefore obtain
05+t > deg(a) > ZEL. The case £ = 2 and ¢ = d = 0 is omitted. O

Let us apply this theorem to the existence of cycles in SIKE setting. Then we have
(5 = 5 =~ /p. So the lower bound we gave in the above theorem is slightly short to
claim that there are no distinct paths to the same target in SIKE. Our task is to check
the existence of @ € End(Eg) \ Z + Z2i and n € Z such that

deg(ar) =",
p+1 2
— << e
16 <ts
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for (¢,e) = (2,e4), (3,ep). So we consider a equation

1
(4.2) "= 1—6((4a +2¢)% + (8b + d)? + (4¢* + d*)p)
from the equation (4.1) and try to find solutions with a, b € Z and (c,d) € Z2\{(0,0)} for
the SIKE parameters. Here, we consider the following equation instead of the equation
(4.2) as it is;

(4.3) 160" — (4¢* + d*)p = A? + B2

where A = 4a + 2c and B = 8b + d. In order to find solutions of (4.2), we solve the
equation (4.3) for all possible n,c,d € Z.

Case: SIKEp434

SIKEp434 uses e4 = 216, eg = 137 and then p = 22163137 _1. So we obtain values n
satisfying the equation (4.2); n = 2e4—2, 2e4—1,2e4 for £ = 2, and n = 2eg—3, 2ep—
2, 2ep—1, 2e4 for £ = 3. Weset; D = {22¢4=2 22ca—1 92ea 32ep—=3 32ep—2 32ep—1 325
This restricts possible values of ¢ and d as |¢| < 3 and |d| < 5 since 168 — (4¢2 + d?)p is
negative for all 6 € D. Therefor, it is suffices to discuss the all equations (4.3) for such

n,c,d.

Our computation showed that the solutions of the equations (4.3) for n, ¢, d above
exist in the case £ = 3, n = 2ep, |c| =1, |d| =5 only. More precisely, there are eight
solutions depending on the sign of ¢, d and A. One can find concrete solutions of the
equations (4.3) in [24]. We conclude that, for SIKEp434, the answer of Question 1 is
“no” and that of Question 2 is “Yes”, in fact there are two curves which have two distinct
paths from the initial curve Es. One can also find the j-invariants of these curves in [24].

Case: SIKEp503
SIKEp503 uses e4 = 250, ep = 159 and then p = 22°03159 —1. We discuss solutions
of the equation (4.3) in a similar way for SIKEp434. Our computation showed that no

solution exists in this case. We therefore conclude that the answers of Question 1 and
Question 2 mentioned earlier for SIKEp503 are both “no”.

Remark.  SIKE has other two parameters, SIKEp610 and SIKEp751. In our com-
putation as above, we require factorization for integers as large as the characteristic p of
the base field in order to solve the equation (4.3) by using the Cornacchia-Smith algo-
rithm [25, Algorithm 2.3.12]. However, our computational resource could not complete
the factorizations for such large integers.
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§5. Summary

In this paper we gave an introduction to isogeny-based cryptography, which is one
of the candidates for post-quantum cryptography. Its security is based on the difficulty
of computing an isogeny between two given elliptic curves and no classical and quantum
algorithm which solves this problem efficiently is known so far.

In this research area, there are two standard Diffie-Hellman style key exchange
protocols, SIDH by Jao and De Feo and CSIDH by Castryck et al. We have reviewed the
construction of these schemes and mathematical tools which are necessary to construct
them. SIDH is modeled as random walks in supersingular isogeny graphs of a low
degree, typically 2 or 3. On the other hand, CSIDH is the first practical instantiation
of HHS using the CM action on supersingular elliptic curves.

In the last section, we gave a résumé about our result of the existence of cycles
in the isogeny graphs used in SIKE. We proved that there is no path to a public key
whose length is shorter than a certain bound. By applying this result, we discussed the

existence of cycles in isogeny graphs for SIKE parameters SIKEp434 and SIKEp503.
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