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The Necessity for Password Management Training and
Specific Methods of Management:
A Proposal for a Method Using Paper Memos and Spreadsheet Software, and
Consideration of Its Practicality

Yoshihiko USUI

Login passwords are likely to be one of the authentication methods used on Internet sites for some time
to come, but there are problems. For example, frequently used login passwords such as "password" can be
easily guessed, and short login passwords can be discovered even if account locking is enabled on the server
side. Also, if you use the same login password at other sites, leakage is likely to occur. In order to prevent
these problems, cooperation among users is required. However, looking at the results of a certain
questionnaire, it turned out that considerable reuse is being carried out among Internet users. The reason
for this is thought to be that the methods of managing login passwords which has been recommended so
far was difficult to use for many users. Therefore, we would like to propose a safer and more feasible login
password management method that can be used in school education. Specifically, it is a method of using OS
vendor application software for encryption and using an encryption key of 15 characters or more in
accordance with NISC recommendations. By using a sufficiently long encryption key, a brute force attack
can be avoided and the encryption key will not be leaked. Since the encryption key is not leaked, one
encryption key can be reused many times. If there are a few encryption keys, they are easy to remember
and easy to manage even if they are written down on paper. We believe that teaching this method in schools
will reduce the reuse of Internet users' login passwords. In this paper, we would also like to propose

preparing alternative passwords in advance as a method to avoid the reuse of login passwords.
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