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Abstract In addition to traditional clinical research, advances in information communication technologies
facilitates new medical research using internet of things devices and other cutting-edge technologies. Such
medical research also simplifies the collection of data on research subjects in their daily lives internationally. In
this context, medical research is increasingly required to comply with rules protecting patients’ personal data.
This study proposes a model to enable researchers and other stakeholders including ethics committees in such
international medical research to easily verify whether the planned processing of patient data complies with rel-
evant legal and ethical rules. The model proposed in this study consists of (1) how patient information is pro-
cessed, (2) the rules that are relevant to the processing, and (3) the analysis of whether the processing complies
with the rules. This study suggests that the model should describe the aspects of data processing that are sub-
ject to many rules, such as the location of the processing, categories of data, purposes of the processing, and the
storage period. Thus, using the information described in the model as a guide, stakeholders can determine
which national and international legal/ethical rules apply to the planned processing. Then, they can use the
model to verify and document whether the processing complies with the specific regulatory rules. The use of
the model in this study enables stakeholders in medical research to comply with the rules related to patient data
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more effectively than without using the model.
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1. Introduction

This paper aims to reduce the burden on a research com-
munity regarding data processing rules from the perspec-
tive of regulatory science. Data processing in medical
research, especially that leveraging internet of things
(IoT) devices, has recently attracted great research inter-
est. Several countries have adopted strict rules regarding
sensitive participant information used in medical re-
search. This is particularly relevant in international col-
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laborative studies, in which multiple legal and ethical

rules are generally applicable.

Some examples of such rules are as follows:

1. Personal data protection/privacy laws such as the
General Data Protection Regulation (GDPR) [1] in the
EU and the Act on the Protection of Personal Informa-
tion (APPI) [2] in Japan;

2. Medical research rules such as the Common Rule [3]
in the US; and

3. International ethical rules such as the World Medical
Association’s Declaration of Helsinki [4] and the Dec-
laration of Taipei [5].

Compliance with multiple regulations and guide-
lines is a hurdle for many researchers. Several modalities
have been proposed previously to help system designers
plan data processing to comply with legal/ethical rules.
Two categories of studies are relevant to our proposal. In
the first category, some studies have previously proposed
decomposing rules governing data processing into easily
comprehensible formats for data users [6—8]. Such pa-
pers introduce algorithms and tables based on these de-
composed rules and argue that these algorithms can de-
termine the conditions which a given data processing
activity should satisfy. In the second category, many data
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processing models have been proposed to enable appro-
priate data processing mainly at the design stage of infor-
mation systems. They are affected by relevant concepts
such as the Privacy by Design and Data Protection Im-
pact Assessment [9—12].

The first category of research may be helpful if le-
gal/ethical rules can be reduced to simple and straight-
forward algorithms. However, every rule involves vague-
ness and uncertainty in practical applications. Experts
often encounter ambiguities in basic questions, such as
whether a piece of information is classified as personal
data under a particular rule. In addition, some ethical
frameworks emphasize the importance of a stakeholder’s
input. Therefore, the legal/ethical decision-making pro-
cess cannot be reduced to algorithms.

This study belongs to the latter category. The latter
category of research aims to support human deci-
sion-making instead of replacing it. Previous studies in
this group have attempted to incorporate legal/ethical
concepts into models describing IT systems and data
flows. The Data Protection Modeling Framework
(“DPMF”) makes an important contribution because it
integrates data processing descriptions and legal con-
cepts better than any other model [12]. DPMF is a model
for describing data processing in compliance with the
EU GDPR and is used in data protection impact assess-
ment to assess the impact of planned data processing on
individuals. However, as it only complies with the
GDPR, it cannot be used for international data process-
ing.

As discussed below, a model should distinguish
facts related to the data processing (such as the purposes
of processing and to whom the data is disclosed) from
rule application (such as what conditions allow such data
processing) in cases where multiple rules apply to the
same data. However, the DPMF connects the facts of
data processing and the application results, and it does
not make a distinction. Furthermore, the DPMF also pos-
sesses constraints to ensure that the model description
does not contradict the GDPR. However, some of the
proposed constraints conflict with rules other than the
GDPR. For example, the GDPR requires a legal basis for
processing any kind of personal data [Article 6(1)]. In
addition, the processing of special categories of personal
data such as health data requires an additional legal basis
[Article 9(2)]. The DPMF incorporates this legal struc-
ture and requires the user of the model to specify two
legal bases for health data processing. However, even for
health data, the APPI only requires one ground for pro-
cessing. Thus, constraints of the DPMF prohibit the user
from applying the model to data processing that is sub-
ject to the APPL

It is worth noting that these problems are not unique

to the DPMF. To the best of our knowledge, no previous
study has described a case in which processing is subject
to multiple legal/ethical rules.

Therefore, we propose a descriptive model for pro-
cessing patient data in international medical research in-
cluding clinical trials of medical devices. The proposed
model is unique in the following aspects: (i) the facts
underlying the application of the rules, (ii) the rules to be
applied, and (iii) the application results. This enables a
data processing model suitable for international medical
research, which is subject to multiple data processing
rules. We believe that our model can empower research-
ers and other stakeholders such as ethics committees to
comply with multiple data processing rules.

2. Methods and Results

2.1 Study steps
This paper first examines the basic structure of applying
legal and ethical rules, and then describes the features of
international medical research in which data processing
is subject to the personal data rules of several countries.
Next, we present the basic structure of the proposed
model in line with the features described and derive the
elements of the model from the relevant rules.

In this study, we considered the following hypothet-
ical case (Fig. 1).

2.2 Basics of rule application

We begin by clarifying how rules apply to the processing
of patient data. The rules on data processing, i.e., the
GDPR in the EU and the APPI in Japan, consist of two
main layers. The first contains the conditions related to
how data processing is subject to the rules. The second
imposes specific conditions (such as specifying the pur-
pose of use and obtaining consent) that regulate actual
data processing activities. It is worth noting that the Dec-
laration of Helsinki, a widely accepted ethical rule, has a
two-tier structure. Even though it does not limit the geo-
graphical scope of application, the Declaration of
Helsinki only applies to medical research that is concep-
tually distinguished from treatment.

Therefore, to apply a rule to processing, it is first
necessary to determine which rule is applicable (the first
layer) and then to state the specific conditions relevant to
the given data processing within the applicable rule (the
second layer). Both the first- and second-layer applica-
tion processes have the same analysis process, as fol-
lows:

1. Identification of the applicable rules/conditions
2. Specification of the relevant facts
3. Application of the rules/conditions to the facts.

First, we begin with the first layer. Each rule on pa-

tient data defines its scope of application based on cer-



Advanced Biomedical Engineering. Vol. 11, 2022.

Hospital X

Country A Country B
= - E 7
pin
| I - IT Service ™,
O ) [ ProviderY .

Country C Unspecified Countries
Publication
o
oo
I
1] T
Pharmaceutical
Company Z
oo
EiwiE
[ |
Unspecified
Research
Institutes

Fig. 1

[

Solid Line: Data flow
Dotted Line: Contract/Informed consent/Other instruments

A hypothetical case to be discussed in this paper. Research Subjects affected by a disease reside in Country A. They

regularly visit Hospital X in the same country to receive treatments and examinations following a research protocol, and
wearable devices are used to observe their home health status. The device data are transferred to an IT Service Provider
Y located in Country B. The data collected by Hospital X and IT Service Provider Y flow to the Pharmaceutical Compa-
ny Z in Country C, and X, Y, and Z collaborate in the research. X, Y and Z may publish the results of research in a jour-
nal. Z may also disclose the data to unspecified research institutes for secondary research. The journals and the institutes
cannot be identified at the start of the study, so the countries where they are located are unspecified.

tain elements that include the location of a user and data
subject, the type of data, and the purpose of processing.
As each rule determines the corresponding scope of ap-
plication independently, data processing may be subject
to more than one rule.

A clear example is the processing of subject infor-
mation by Z in the hypothetical case. We assume that the
laws of Country C, where Z is located, apply to data pro-
cessing by entities located in Country C. This assump-
tion is in line with the rules of several countries. In addi-
tion, since Z monitors research subjects in Country A
and collects data from outside Country A, the rules of
Country A may apply to Z.

Furthermore, the data collected by Y through wear-
able devices are transmitted to Z for joint research. In
this case, the rules of Country B, where Y is located, may
oblige Z to comply with the same rules. However, this
application is somewhat confusing. When data are ex-
changed between countries, the rules of the country in
which the exporter is located may ensure the same level
of protection after cross-border transfers. For this, the
laws often oblige exporters to enter into contracts with

the importers. As a result, in our scenario, Z is subject to
the rules of Country B indirectly through a contract with
Y, as well as the rules of Countries C and A. Considering
ethical principles, Z may be obliged to follow the Decla-
ration of Helsinki and other international ethical rules.
Therefore, a model describing international medical re-
search must be able to handle such situations.

We then moved to the second layer. The rules deter-
mined by the above process comprise a number of de-
tailed conditions (clauses or provisions). Therefore, the
analysis of the second layer also involves the following
process:

1. Identification of the applicable conditions
2. Specification of the relevant facts
3. Application of the conditions to the facts

For example, rules such as the APPI in Japan and the
GDPR in the EU require a personal data user to specify
the purpose of processing. To apply this condition, the
purposes proposed by a researcher must be identified as
relevant. Then, stakeholders must check whether the pro-
posed purposes are sufficiently specified from the per-
spective of each rule. Because different rules have differ-
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Fig. 2 Basic structure of the proposed model. The entire model co

mprises three major parts: Facts, Applicable Rules, and Rule

Application Results. Facts and Rule Application Results are further divided into five subparts: data subjects, actors, pro-

cessed data, processing operations, and contracts and other

ent standards, the proposed purposes specified for a rule
may be deemed unspecific under another rule.

The legal/ethical rules on data processing estab-
lished by national and international bodies include vari-
ous conditions. In addition, some ethical frameworks list
factors to be considered for ethical decisions, but do not
set out clear conditions. Nevertheless, it is possible to
derive essential elements from many rules regarding data
processing. This is because rules influence each other,
and some influential rules such as the OECD Guidelines
on the Protection of Privacy and Transborder Flows of
Personal Data often guide other rules. For instance, spec-
ifying the purpose of processing appears in the OECD
Guidelines and other influential rules.

We argue that this interdependency of rules enables
us to extract several conditions, which we often observe
in many rules. However, this does not mean that our
model can incorporate the specific conditions set out by
all rules. A model user is free to extend the model as long
as such an extension does not contradict the basic struc-
ture of the model.

2.3 Description of the model structure

Based on the above two-layered structure of rule applica-
tion, the basic structure of the proposed model is as fol-
lows (Fig. 2).

To reflect the fact that multiple rules may be applied
to the same processing, the model has a specific part of
Applicable Rules. Furthermore, every rule application
result is linked to a certain applicable rule.

The subparts in the Facts part and Rule Application

legal/ethical instruments.

Results part are defined as follows. Data subjects refer to
the individuals whose data are to be processed, while ac-
tors refer to institutions, companies, and research organi-
zations involved in medical research. The actors perform
data processing operations. This subsection describes the
purpose of processing, retention period, and third-party
disclosure. The object of the processing operations is
processed data. Processed data cover items in a dataset
with granularity (individual-level or aggregated). Final-
ly, contracts and other legal and ethical instruments
mainly cover instruments among entities regarding data
processing, such as joint research agreements between
institutions and permissions from regulatory bodies. Ta-
bles 1 and 2 describe items in the Facts part and Rule
Application Results part.

Fig. 3 shows the relationship between the elements
of the Facts part and Rule Application Results part.

It should be emphasized that previous studies regard
IT systems as an essential component of the data descrip-
tion models. However, we focus on the actors, instead of
IT systems, which process data. This is because legal and
ethical rules impose obligations on entities that process
data.

2.4 Description of detailed elements in the model
All subparts have certain items related to one or more
conditions. As described above, such conditions origi-
nate from the relevant rules.

The items listed in the Facts part have different rela-
tions with the Rule Application Results. Some items in
the Facts part have a straightforward relationship with
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Table 1 Elements of the Facts part of the proposed model.

Facts

Notes

Data Subjects

Category of research subject

Habitual residence

Related to applicable law

Age of data subjects

Necessary to determine

Supplemental attributes

Some rules deem several social or ethnic groups such as pregnant women or
prisoners as vulnerable and offer special protection for them. Related facts
are noted.

Name of an entity or the category

Examples of categories: regulatory authorities, public research institutes,

Actors of entities and private life-science companies
Responsible person A person in charge of data processing in an actor
Categories of data subjects Data subjects of a given dataset
Dataset name Example is case report.
Items in a dataset Items in a given dataset
Individual-level/aggregated | Note: individual-level data may include individual-level anonymous data.
Processed data/statistics This item does not imply linkability of data with a data subject.
Data Whether the dataset contains a | Necessary to check whether given data falls within personal data or similar
direct identifier concepts under a certain rule.
Whether other datasets, includ- | Same as above.
ing original data, can be collated
with a given dataset
Linkability with other datasets Same as above.
Purposes of processing
Processing manner Processing includes disclosure, storage, alternation, and various other man-
ners.
Name of a third-party recipient or | Corresponding to the actors subpart.
the category of a third-party re-
) cipient
Proces§1ng Specified/Unspecified If the actors are described as a category, it must be unspecified.
Operations Established country/region Country/region where an actor is established.
Specified/Unspecified If the actors are described as a category, it may be unspecified (i.e., domestic

and foreign regulatory authorities)

Conditions of a third-party dis-
closure

An example is additional approval by an ethics committee

Retention period/condition

Planned retention period/conditions on the period

Contracts and
Other Legal/
Ethical
Instruments

Name of the arrangement

Parties in the arrangement

Nature of the arrangement

General description of the arrangement

the corresponding objects in the Rule Application Re-
sults part. Examples include the purpose of processing
and third-party disclosure. Many rules require a data user
to specify these items, and researchers can state them
based on their research plan. However, even these items
need to be examined under the conditions set by the
rules. For example, many rules require that the purposes
of use be specific. As noted earlier, whether the purposes

identified by the researcher are sufficiently specific ac-
cording to the standards set by the rules should be deter-
mined during rule application. Similarly, in medical re-
search, a third-party recipient of the data may not be
identified at the time of ethical approval. Whether a re-
searcher is allowed to collect the data despite the uncer-
tainty of a future recipient depends on the conditions set
by the rules. Therefore, even for these simple items, the
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Table 2 Elements of the Rule Application Results part of the proposed model.

Rule Application Results

Notes

Data Subjects

Vulnerable group

Whether certain research subject group is given special protection under an
applicable law

Fulfillment of requirements for
responsible persons

Some rules such as the GDPR require an actor to designate a responsible
person and specify his/her qualification.

Legal/ethical basis of cross-bor-
der transfer

Actors Representative Some rules such as the GDPR require an actor to designate a representative
in case the actor is located outside the territory of the rule (under the GDPR,
an actor outside the EU may be required to designate a representative in the
EU.).

How a given dataset is classified | Which category the given dataset is classified into under certain rule (i.e.,
in light of the identifiability of a | personal information, personal data, personally identifiable information,
data subject anonymous data)

Processed

Data How a given dataset is classified | Many rules offer special protection to sensitive data such as health data.

in light of the content of data Furthermore, certain health data such as genome data and sexually transmit-
ted disease data may be given stronger protection than normal health data.
Such special protection should be noted.
Whether the purposes of process- | Many rules require that the purposes of processing are sufficiently specified.
ing are sufficiently specified
Classification of an actor pro- | Many rules classify actors into at least two categories. One is an actor who
cessing data processes data for its own purpose and decides the manners of processing
(some rules call actors of this type “controllers.”). The other is an actor who
processes data on someone else’s behalf (often called a “processor.”). This
affects an actor’s powers and obligations.
] Legal/ethical basis of processing | Many rules require a specific basis for data processing. A typical example is
Processing consent.
Operations

Many rules require a specific basis for cross-border transfer. A typical exam-
ple is consent.

Whether recipients and the coun-
tries to which they belong are
sufficiently specified

In particular, when the recipients are described as a category, a rule may
interpret such a description ambiguous.

Whether disclosure of data is per-
missible under a rule

Certain rules prohibit or set special conditions of international data disclo-
sure.

Obligation of record keeping

Many rules require an actor to keep relevant data for a certain period.

Contracts and
Other Legal/
Ethical
Instruments

Data processing arrangement

Whether an arrangement satisfies the requirements of an outsourcing ar-
rangement.

Cross-border arrangement

Whether an arrangement satisfies the requirements of a cross-border ar-
rangement.

model needs to include these items both in the Facts part
(planned purpose of processing) and in the Rule Applica-
tion Results part (whether the planned purpose complies
with the given conditions).

Not all items have simple relationship, such as the
facts necessary for evaluating which categories the data
will be classified under a particular rule. Each rule regu-
lates a different range of data under different names,
such as personal data and personally identifiable infor-
mation. Therefore, how a given piece of data is catego-

rized is entirely dependent on the rules. Thus, the model
must distinguish between the facts necessary to conduct
such analyses (whether data are categorized as personal
data under the GDPR) and the result of the analysis (the
data are not personal data). An identifier or linkability
with the original data are examples of such facts.

As the model covers a wide range of legal/ethical
rules on data processing, it should also include statistics
and aggregated data even though many rules are only
concerned with personal data or other similar concepts.
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Fig. 3 Relations between the elements of the Facts part and Rule Application Results part.

This is because some ethical rules raise concerns about
publishing results on geographical, ethnic, and racial
groups.

The items listed in the proposed model were extract-
ed from conditions frequently appearing in several rules.
The rules used in the extraction process are listed in Ta-
ble 3. As described above, the model does not consider
all the conditions contained in these rules.

Note that Good Clinical Practice is not included be-
cause it sets out few specific conditions for processing
research subject data other than maintaining confidenti-
ality. Instead, we referred to the international ethical

guidelines of biobanks, because they have more detailed
provisions on data processing.
When extracting items from the referred rule, we
mainly focused on the following:
1. Applications of the rules.
2. Data protection/privacy principles established by the
rules.
3. Items that the rules require to be recorded.
4. Matters that the rules require to be informed to data
subjects.
Item 1 relates to the first of the two layers, and items
2 to 4 relate to the second layer of the two-tier structure.
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Table 3 Relevant rules for extracting the proposed model.

OECD, Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and Trans-

border Flows of Personal Data [13]

ISO, ISO/IEC 29100 [14]

WMA, Declaration of Helsinki, Ethical Principles for Medical Research Involving Human Subjects [4]

International | WMA, Declaration of Taipei on Ethical Considerations Regarding Health Databases and Biobanks [5]

search [15]

WHO IRAC, Common Minimum Technical Standards and Protocols for Biobanks Dedicated to Cancer Re-

CIOMS, International Ethical Guidelines for Health-related Research Involving Humans [16]

GA4GH, Framework for Responsible Sharing of Genomic and Health-Related Data [17]

Act on the Protection of Personal Information [2]

Japan
P Ethical Guidelines for Life Science, Medical and Health Research [18]
EU General Data Protection Regulation [1]
Us Common Rule (45 C.ER. 46) [3]

HIPAA Privacy Rule (45 C.FR. 164) [19]

Therefore, the proposed model does not include cer-
tain conditions in a target rule. A typical example of what
the model does not cover is information security. This is
because data processing description models dedicated to
ensuring information security have already been pro-
posed, and the rules referred to in this article often do not
contain detailed conditions for information security.

3. Discussion

In this paper, we describe data processing in internation-
al medical research and propose a model to aid research-
ers in complying with data protection/privacy rules. The
model is better than the DPMF because it can handle sit-
uations where multiple rules apply.

This basic model can be implemented in several sce-
narios and used to devise several specific methods of im-
plementation. We use a hypothetical example to eluci-
date the application of our model.

Our implementation proposal consists of a flow-
chart and tables. The flow-chart describes the basic rela-
tionship among a data subject and actors. As shown in
Fig. 1, the relations among the actors are represented by
solid and dashed lines. The solid line denotes the flow of
data, and the dashed line indicates a relationship between
entities, such as a contract. The flow-chart helps repre-
sent the entire data processing operation and can be used
for basic analysis to find applicable rules. For example,
assuming that Country A is the EU and Country C is
Japan, Company Z is subject to at least the GDPR and
the APPI (in reality more rules may apply to the process-
ing at Company Z, such as the Japanese Ethical Guide-
lines, but we do not discuss these for simplicity). In this
case, Z is the center of the research and processes the

data received from X and Y. Z will publish the research
results and make secondary use of the data obtained from
the study in the future.

Compared with the flow-chart that describes in-
ter-actor relationship, the tables provide more detailed
processing information per actor. The tables follow the
basic structure of the proposed model and include the
parts on Facts, Applicable Rule, and Rule Application
Results. We show an example of the table (Fig. 4).

Even though the GDPR and the APPI both use the
same word; personal data, the definition in the GDPR is
wider than that in the APPI. However, the data received
from X and Y are likely to be personal data under both
rules, at least during the duration of the research. By con-
trast, there may be differences between the two rules re-
garding specific processing conditions. For example, un-
der both the APPI and the GDPR, such data can only be
processed if a user has an appropriate legal basis. Under
the APPI, processing is based on the consent of the sub-
jects, whereas under the GDPR, the document issued by
the European Commission [20] provides several poten-
tial legal bases. It states that consent cannot be the basis
for processing in many clinical studies. Alternatively, in
this example, we selected legitimate interest and scientif-
ic research as the legal basis. Thus, the model allows for
a straightforward comparison of applying multiple rules
to the same process.

By combining the flowchart and the tables described
above, it is possible to describe the flow of data from a
research subject to the publication of the final research
results and the future possibility of secondary use of
pseudonymized data at individual level.

We also suggest a scenario in which the model can
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Facts ApRpl:IceasbIe / Rule Application Results (APPI)
Catggories of data Research subjects APPI How a given dataset
subjects GDPR Data _ is C|aS§Ierd in Ilg_l'_wt Personal data
Dataset name Case report Processing | of the |dent|f|_ab|||ty
of a data subject
Individual- - - -
level/aggregated | Individual Processing | Legal/ethical basis |, cant
data/statistics Activities | of processing
Whether the dataset
Processed | contains a direct No
Data |identifier
Whether other
datasets, including
original data, have | Original patient data o
been collated with a Rule Application Results (GDPR)
given dataset
Linkability with Yes (under limited o How a given dataset
her dataset circumstances) ata Is cIas;lfled n “g.h.t Personal data
ot Processing | of the identifiability
Conducting a research of a data subject
Purpose_s of in accordance with a " -
Processing | Processing protacol _ _ _ Legitimate interests
Operations Processing | Legal/ethical basis | (Article 6(1)(f)) and
Processing manner Maklng dataset for Activities | of processing SCIe_ntlflc Re_search
9 statistical analysis (Article 9(2)())

Fig. 4 Implementation example based on the hypothetical case. This small example contains the table component describing the

internal data processing at Company Z.

be used. We envisage a step-by-step use of the model by
stakeholders in medical research. First, a researcher fills
in the Facts part related to processing while drafting a
research protocol. Then, with the help of legal and ethi-
cal support staff, the researcher decides on the applicable
rules and makes a provisional assessment based on the
rules applied. In addition, the model together with the
research protocol and an informed consent form (ICF)
will be reviewed by an ethics committee. The committee
is expected to use the research protocol and the ICF as a
reference to validate the assessment. In addition, the
model could be used in the course of actual research to
verify the accuracy of periodic reporting, auditing, and
monitoring.

It should be noted that this model will not impose
additional burden on the researcher. As the above scenar-
io shows, this model decomposes the entire compliance
analysis process into several steps. Furthermore, it dis-
tinguishes the stage that the researcher can perform by
himself from the steps where it is appropriate to seek
other experts’ help to complete. By this distinction, the
researcher’s task is mainly limited to fill in the Facts part.
As Table 1 shows, the items in the Facts part are funda-
mental aspects of data processing, and they should have
been clarified during protocol drafting. Therefore, the
researcher does not need to conduct additional analysis
to fill in the model.

Our model allows extensions. As previously ex-

plained, if a relevant rule has a rare condition in data pro-
cessing, it can be incorporated into the proposed model
following the basic structure. Furthermore, the model
can be extended to cover the processing of biospecimens
in addition to patient data. This is because the rules for
processing biospecimens obtained in research address
similar issues such as the purpose, manner of use, and
duration of storage.

The present study has some limitations. First, as in
previous studies such as the DPMF, a stakeholder has not
evaluated the proposed model. In addition, the proposed
model has not been incorporated into software. It is nec-
essary to adapt the proposed model into a system that is
easy for stakeholders to use in the future.

4. Conclusion

This study introduces a new descriptive model for data
processing in international medical research for compli-
ance with patient data rules. The model reduces the bur-
den on researchers and other stakeholders in complying
with multiple data protection/privacy requirements.
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