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Graph data analysis has become highly popular across various domains,
including social networks, transportation systems, and protein forecasting,
due to its widespread applicability. Standard graph analytics encompass
degree distribution, subgraph counting (e.g., k-star counting, triangle
counting), and others. Nevertheless, most graph analytics are performed on
sensitive data, posing a risk of data compromise through the analytical
results. Thus, developing methods that enable these graph analytics while
ensuring individual privacy is of paramount importance.

Differential privacy (DP) has been widely used to provide formal privacy
protection. It safeguards individual privacy against adversaries with
arbitrary background knowledge and has emerged as the gold standard for
private graph analytics. However, DP ensures privacy by adding noise to
sensitive information, which can impact overall wutility. Conversely,
cryptography has long been the foundation for secure communication in the
presence of adversarial behavior. It ensures data confidentiality,
integrity, and authenticity across various digital platforms and
communications. Nevertheless, cryptography does not offer a formal privacy
guarantee like DP. In the literature of private graph analysis, DP and
cryptography have typically been studied separately. Combining these two
approaches holds promise for improving the trade—off between utility and
privacy in differentially private graph analytics.

This dissertation presents three works on exploiting crypto—assisted
differentially private graph analytics. First, it introduces an approach
that demonstrates how cryptography can enable high utility in publishing
differentially private degree distribution under node—local differential
privacy. Second, it presents CARGO, a crypto—assisted differentially private
triangle counting system that achieves high-utility triangle counting of a
central model without relying on a trusted server, akin to a local model.
Finally, it introduces FEAT, a federated graph analytic framework that
achieves an optimal tradeoff between utility and privacy by integrating
cryptography into differential privacy. Specifically, this thesis addresses
the following three research topics:

Topic 1: Crypto—assisted differentially private degree distribution.

This thesis proposes an algorithm to publish the degree distribution with
Node-LDP by exploring how to select the graph projection parameter in the
local setting. Specifically, it designs a crypto—assisted local projection
method based on cryptographic primitives, achieving higher accuracy than the
baseline purelLDP local projection method.

Topic 2: Crypto—assisted differentially private triangle counting.

This thesis proposes a crypto—assisted differentially private triangle




counting system, named CARGO, leveraging cryptographic building blocks to
improve the effectiveness of differentially private triangle counting
without the assumption of trusted servers. It achieves high utility similar
to the central model but without the need for a trusted server, akin to the
local model.

Topic 3: Crypto—assisted differentially private federated graph analytics.
This thesis proposes a federated graph analytic framework, named FEAT, which
enables arbitrary downstream common graph statistics while preserving
individual privacy. it designs a differentially private set union (DPSU)
algorithm, which ensures that sensitive information is reported only once
and the output global graph is protected under differential privacy.

In summary, Chapter 2 to Chapter 4 of this thesis correspond to the three
presented research topics. In Chapter 2, it demonstrates how cryptography
can enable high wutility in ©publishing differentially private degree
distributions under node—-local differential privacy. In Chapter 3, it
introduces a crypto—assisted differentially private triangle counting system
that achieves high-utility triangle counting comparable to a central model
without requiring a trusted server, similar to a local model. In Chapter 4,
it presents a federated graph analytics framework that balances utility and
privacy by integrating cryptography into differential privacy. Finally,
Chapter 5 summarizes the thesis and discusses potential future research
directions.




(fefk 2 )

GRSCRBEDOMROEEF)

77 70T, SEIERFEEDO ST 7T —XICBWTHERRINEEEGLT-D

DRI — VT =Ty )b fy NT—F LBV AT L, o777 E,
BRx e CIRH SN TWD, UL, 77 72 EEART S Z &1, AL
BT 0B B MAImRT 2N D 5, DD, 77 7HROBMADT T A8
—HRE LN INEDT T IREE ST A YY) a—va VERBT HMLEN
b5, Kamlx, BEENEZFIH L CES T FA4 N —0 77 758 OfF A% m
L&A FHEERERLZEEHME L, 770N OBEEZR L& 572003 >DH
LWT LT Y RLAEZRELTWD, FEMITLL TSRS,
FT. KL TIEETE A —NEFE LW, — RFETES 77 A4 32— (Nod
e-LDP) DO T T T A4 N — % SN R B ORMEENRE LTS, a—h)L
TTITANR—ZRE LB T T TIREEZFTTH I LT, m0aAEEZER T
XDWRBEDAADOT NI ALEREZELTND,

WIZ, R IEEEIN D —N\ZHiE L LW ST E AW Z5 77 A4 N
VIR DB EAA T FOFEHT AT RLAEREL TS, ZOT LY XA
X, BEEEIRZHWS Z & T, FETZ D2 —ARR2WIRW FTHEWEREEZSE
BLTWS, 22 TIIRESINZFEOSFEN BRI X ORI O 234t L
TW5,

W, REwmCE, kM Tor 7 77 — % OBEENRIGAH ZEET 7205 5y 7
T EITY AT T 708 ZREZELTWD, BEFEFRICIR, 207741
VKB T T TIHNELS MRS TWAE R, MM T —2 N oLy
F T, Mo 7 77— 2 PNEETLMENO LT, ARMEE T T4
—D ML —FF 7% 9 ESERTETWRY, Kk, ZOMEEZHRIRT L

¥, Private Set UnionZ HW/=HE Y T 75307 L—AU—7 [FEAT] ZH#EE L,
ZOHMMEERLTND,

Aimix, L ED XS, BEHEiE 2T T4 N —2MAhEDEDLZ LT,
7T ITF =N ORERMEE T ITA N —D N — KT 72U ETHFEEZRLT
Wb, T OHFERE. PRMB I OEAMICKREREmMEZ R LTS, &
ST, KT (FHRF) OFVHmXE LTUIMES DD LB 5, iz, &
FIGAETH18H ., i SCANAE & THICEE L/ HIEICOW TR 21T 126 R, Atk L
WO, IHIT, KX DOA U F—Ry NTORILARIZOWTH L EN RN &
i LT,




	a09. 博士学位論文調査報告書_liu_rev
	a10. 論文内容の要旨_liu
	a11. 論文審査の結果の要旨_liu_rev

