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Abstract

Personal data is the new oil. Vast amounts of spatiotemporal data generated
by individuals have been collected and analyzed, such as check-ins, trajectories,
web browsing data and time-stamped medical records. These personal data are
a valuable resource for business companies and also have the potential for sig-
nificant social benefit through sharing and reusing. However, privacy concerns
hinder the wider use of these personal data. To this end, dozens of privacy
protection frameworks that attempt to define what data privacy is and how to
achieve such privacy are proposed for privacy-preserving data publishing (PPDP).
e-Differential Privacy (DP) has emerged as a de facto privacy model for PPDP
because of rigorous theoretical guarantees. However, traditional differential pri-
vacy may not be appropriate for utilizing spatiotemporal data because it is not
flexible enough to deal with personalized privacy requirement and spatiotempo-
ral correlations. We argue that there are two fundamental defects of differential
privacy for utilizing personal spatiotemporal data as follows. (1) One size for all.
e-Differential privacy use a single parameter € to represent the protection level for
all users in the database, whereas the privacy requirements should be personal-
ized. A user should have the right to choose his/her privacy protection level. (2)
Data independence assumption. Differential privacy assumes that the tuples in
the databases are independent, whereas the data collected from real-world tend
to be temporally or spatially correlated. In this research, we designed a rigorous
and flexible privacy framework that overcome these defects and be able to strikes
a good balance between data privacy and utility for utilizing personal spatiotem-

poral data. In our framework, three novel privacy models and mechanisms are
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proposed for achieving personalized differential privacy on correlated data. They
can be used separately or in combination for different scenarios. We summarize
the major contributions in this dissertation as follows.

First, we proposed a personalized privacy model to guarantee each users’ /(-
length trajectories to be protected under differential privacy. We call this model
(-trajectory privacy, which is an extension of differential privacy on streaming
data. We formalized our privacy definition, proved its reachability, and designed
efficient mechanisms to achieve it. This privacy model is personalized, i.e., dif-
ferent users can specify the length of being protected trajectory in the manner
of sliding windows. On the other hand, this privacy model is rigorously defined
because it is designed under the framework of differential privacy. We proposed a
mechanism satisfying /-trajectory privacy for infinite spatiotemporal data stream
publishing, which is considered as an important and hard problem. The experi-
ments show that our approach can achieve the same privacy protection level with
fewer noises comparing with previous work.

Second, we tackle with the problem of temporally correlated data in DP, which
is neglected by most of the previous work that attempts to apply DP in practice.
Traditional DP mechanisms assume that the data are independent. However, the
data continuously generated in the real-world tend to be temporally correlated.
In this study, we demonstrate the privacy loss of a traditional DP mechanism
on temporal data may increase over time. To address this issue, we propose
a new privacy definition, temporal differential privacy, which is able to achieve
differential privacy on temporally correlated data.

Third, we deal with another functional problem of DP that the data generated
by different users may be correlated with each other. For example, if two users
are colleagues and working in the same building, the location data generated by
them may be correlated in a high probability. We call it user-user correlation.
Such user-user correlations widely exist; however, traditional DP mechanisms
assume that the data are independent. To this end, we analyze the potential pri-
vacy loss when an attacker has knowledge about such correlations, and proposed
mechanisms to prevent such unexpected privacy loss so that to ensure differential

privacy under user-user correlations.

Keywords: Differential Privacy, Privacy Preserving Data Publishing,

Spatiotemporal data, Personal Data.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

With the development of mobile communication and sensor technologies, people,
the Internet and the physical world are being connected into one interconnected
network. We are able to record our activities and the interactions with others in
the physical world and Internet in the form of personal data, such as the visited
locations, emails, daily health-related information, medical record, search log,
purchase history and micro-blog. Personal data are collected on who we are, who
we know, where we are, where we have been and where we plan to go. Mining
and analyzing personal data give us the ability to understand and even predict

the physical world and the human society.

Personal data In law, there are different definitions about personal data. For
example, in Data Protection Acts 1998 of U.K., “personal data” is defined as the
data relating to a living individual who is or can be identified either from the data
or from the data in conjunction with other information that is in, or is likely to
come into, the possession of the data controller. In EU Data Protection Directive
(95/46/EC), “personal data” means any information relating to an identified or
identifiable natural person (data subject); an identifiable person is one who can

be identified, directly or indirectly, in particular by reference to an identification
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number or to one or more factors specific to his physical, physiological, mental,
economic, cultural or social identity. Although there are some slightly differ-
ences between the definitions, it is widely accepted that personal data contains
identifiable information. However, technically, it is hard to determine whether a
given piece of information is identifiable or not because the answer depends on
the background knowledge of adversaries. In the following paragraph of “privacy
model”, we will describe several technical definitions about data privacy in liter-
ature. In this thesis, we call personal spatiotemporal data as a type of personal
data that contain spatial and temporal properties generated in individuals’ daily
life, such as people’s movements, search logs, shopping records, social activities
and medical histories. We will give a more formal definition about such data in
Chapter 2.

Personal data are extremely valuable and necessary to be shared and reused.
Business companies like Google, Amazon and Facebook have created enormous
wealth by building new services based on user generated data, e.g., search and
click streams, purchase history and online social interactions. The demands of
data sharing is not only because of commercial interests but also because of the
potential for significant public good such as disease surveillance [1] and real-time
traffic monitoring [2]. It is also driven by the regulations that require certain data
to be published. For example, all licensed hospitals in California are required to
submit demographic data on the patients discharged from their facility [3]. In
Japan, all hospitals need to submit specific data on the cancer-related patients

to National Cancer Center since January, 2016*.

Privacy Risks in Data Publishing However, several well-known privacy
leakage cases happened in the attempts to publish and reuse personal data.
Personal data are sensitive even if they are anonymized, e.g., removing or re-
placing identifier (name, ID, and so on) from the original data. One of the
most well-known privacy leakage cases occurred in the Massachusetts Group In-
surance Commission (GIC) medical dataset that includes anonymized medical
records, which was opened in 1996 for medical research and public health. La-
tanya Sweeney [4] successfully identified the medical record of the governor of

Massachusetts by combining the anonymized GIC database (which retained the

*The related law refer to (in Japanese): http://www.mhlw.go.jp/stf/seisakunitsuite
/bunya/kenkou_iryou/kenkou/gan/gan_toroku.html.
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Figure 1.1: An illustration of Data Publishing.

birthdate, sex, and ZIP code of each patient) and voter registration records. In
2006, AOL company released more than 650 thousand users’ anonymized search
logs for research purpose, but researchers [5] found it is possible to de-identify
some users by mining these timestamped records. Another privacy leakage cases
happened in the datasets released by Netflix Prize for recommender algorithms
contests. Researchers [6] verified that the datasets can be de-identified by linking
them with IMDB dataset so that Netflix encountered in a lawsuit and had to stop
this well-known competition in 2010. In Japan, East Japan Railway Company
(JR) was faced with a scandal involving selling customer data which are collected
through the use of Suica cards in 2013.

On the other hand, spatiotemporal data generated by individuals (such as
trajectories, geo-tagged photos) are highly sensitive due to users’ unique and
rich mobility patterns. Study [7] [8] shows that only four spatiotemporal data
points from anonymized mobile datasets and credit card records (with purchase
time and location) are sufficient to identify 90% of individuals uniquely. Another
study [9] demonstrated that it is possible to track user’s mobile phone location by
only monitoring battery consumption data (timestamp and battery left), which
does not need the users’ permission to be shared. Therefore, we need a rigorous
privacy model to protect our data privacy.

Due to the conflict between increasing public concerns about data privacy and
the demands of personal data publishing, privacy has become a critical obstacle in
big data utilization. To this end, privacy preserving data publishing (PPDP) has
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became an important research topic. In the following, we will briefly introduce

the approaches of PPDP and the major privacy models used in PPDP.

similar properties / Institute
- i accurxerence

sensitive private
database D database D*

A

N

A
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Data Publisher R

Attacker

Figure 1.2: An illustration of Privacy Preserving Data Publishing.

Privacy Preserving Data Publishing (PPDP) Privacy Preserving Data
Publishing [10] has attracted considerable attention in database community be-
cause of the increasing demands of personal data sharing and reusing. The goal
of PPDP is to develop methods and tools for releasing a private database, i.e.,
a transformed database based on the original sensitive database, so that the re-
leased data remains practically useful while individual privacy is preserved. The
usefulness of the released data is usually considered as the similarity between the
transformed database and the original one with respect to a desired query over
the database. This similarity can be formally defined by statistical measurements
such as measure of average error (MAE). We will give more details in Chapter 2.

The scenario of data publishing is described as follows. The data publisher
collects personal data from each individual, and releases the collected data to a
data miner or to the public (as shown in Figure 1.1), called the data recipient, who
will then conduct data mining on the published data. We note that, here “data
mining” in the data recipient side has a broad sense, not necessarily restricted

to pattern mining or model building. It could be anything from a simple count
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query over the database to a sophisticated cluster analysis. There are two types
of data publishers [11]. First, the untrusted publishers mean who is not trusted
and may attempt to identify sensitive information from the collected personal
data. Many cryptographic solutions [12]; anonymous communications [13] [14];
and statistical methods [15] were proposed to collect records anonymously from
the data owners without revealing their identity. On the other hand, a trusted
publishers indicate who is trustworthy and record owners are willing to provide
their personal data to the data publisher; however, the trust is not transitive to
the data recipient, i.e, a data recipient could be an attacker. In this study, we
assume that the data publisher is trusted and consider privacy issues are in the
data publishing phase instead of data collection phase.

Perturbation

Query

original Private

Private

DB Result

DB

(a) Input Perturbation

Query

Perturbation
e

Private
Result

original

DB

(b) Output Perturbation

Figure 1.3: Input Perturbation v.s. Output Perturbation.

Privacy Models A privacy models provides the privacy protection goal in the
PPDP process. It should also include mechanisms to achieve this goal. Then,
what is the goal of privacy protection? Dalenius [16] provided a very strict defini-
tion: access to the published data should not enable the attacker to learn anything
extra about any target victim compared to no access to the database, even with
the presence of any attacker’s background knowledge obtained from other sources.
Towards this goal, dozens of privacy models are proposed. k-anonymity [4] was
proposed in 2002, which is the first privacy model widely accepted by researcher
and practitioner. It attempts to hide a user in a group with size k. However,

Machanavajjhala [17] pointed out a serious flaw of k-anonymity by demonstrating
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homogeneity attack and background knowledge attack, and proposed an improved
privacy model based on k-anonymity named ¢-diversity. Consequently, due to the
own defect of (-diversity, it was criticized and improved by the following new pri-
vacy models such as t-closeness [18], M-invariance [19]. Researchers realized the
essential defect of k-anonymity family is that their privacy guarantee depends on
the specific background knowledge of adversaries. Dwork [20] showed that Dale-
nius’s absolute privacy protection is impossible due to the presence of background
knowledge. To this end, she proposed differential privacy [20] in 2006, which
does not dependent on the adversarial background knowledge. Although both
k-anonymity and differential privacy attempt to transform the original database
to a private one, but a methodological difference is that k-anonymity is based on
input perturbation while the differential privacy is based on output perturbation,
as shown in Figure 1.3.

Differential privacy has received increasing attention because of its guarantee
of being rigorous and mathematically provable. However, it is also criticized
for performing too much distortion (adding random noises) and destroying the
data utility. Hence, many research in this area are attempting to design advanced
differentially private mechanisms that be able to achieve the same level of privacy
protection (in term of differential privacy) with less noise. Most of these works
are just based on traditional differential privacy model. However, we argue that
there are two inherent defects of differential privacy may hinder its application
in practice.

e cDifferential privacy use a single parameter e to represent the protection
level of all users in the database, whereas the privacy requirements should
be personalized. Although we can achieve the most strict privacy protection
level among all users’ different privacy requirements, this simple approach

will result in extra data distortion.

e Differential privacy assumes that the tuples in the databases are indepen-
dent, whereas the data collected from real-world tend to be temporally or
spatially correlated. Few previous studies has pointed out the protection
level of differential privacy may degrade on correlated data, but none of
them provides efficient solution. A naive solution is to protect the cor-
related tuples in a bundle no matter the strengthen of the correlation is;
however, it results in excessive perturbation that makes the released data

not very useful.
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In this research, we show that, by creating new privacy models that solve these
defects, we are able to design better data release mechanisms, which significantly
improve the data utility than previous studies. Since the proposed privacy models
are general for spatiotemporal data, it is also expected that they can be used in

other privacy preserving data mining tasks.

1.2 Overview of This Research

In this study, to overcome the two fundamental drawbacks of differential privacy,

we ask the following questions:

e How can we design personalized differentially private model for trajectory

streaming data?
e How can we achieve differential privacy on temporally correlated data?

e How can we achieve differential privacy on user-user correlations?

Correlations in Spatiotemporal Data. We clarify the correlations defined in
this paper below. There are two types of correlations in the spatiotemporal data.
one is the correlation between user’s location at different time points, such as the
probability of moving from locl to loc2 is 0.5. We call it temporal correlation.
Another one is the correlation between different users. For example, if two users
are colleagues and working in the same building, the location data generated by
them may be correlated in a high probability. We call it user-user correlation,

which indicates the geographical similarity between users in spatiotemporal data.

Our Approach. The approach used in this research is described as follows.
Our goal is to design a flexible framework based on the rigorously defined dif-
ferential privacy for utilizing spatiotemporal data. Although the first defect of
differential privacy seems more general which is not only for spatiotemporal data,
we will mainly focus on seeking an efficient personalized privacy model for infi-
nite trajectory streams, which is considered as a challenging problem in PPDP.
For the second defect that DP may not be valid on correlated data, we will dis-
cuss temporal correlations and user-user correlations, respectively. In our privacy

protection framework, we designed three privacy models to overcome the defects
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of differential privacy; to demonstrate the merits of our privacy models, we also

provided efficient data release mechanisms for spatiotemporal data publishing.

user

0 . 04
& %
%,@ e

¢-Trajectory

time Privacy location
How to design Personalized DP ?

Figure 1.4: An overview of the research topics.

There are three topics in my doctoral study as illustrated in Figure 1.4. Basi-
cally, three aspects are involved in spatiotemporal data: user, time and location.
First, we proposed /(-trajectory privacy for protecting each user’s successive /¢
amount of < time, location > data points. Second, we model temporal correla-
tions in the single user level, i.e., the data generated by a user may be temporally
correlated. Hence, temporal differential privacy model defined between user and
time. Finally, we model user-user correlations as the geographical similarity be-
tween users; hence the proposed differential privacy under user-user correlation

is defined between the aspects of user and location.

Contributions First, we proposed a personalized privacy model to guarantee
each users’ /-length trajectories to be protected under differential privacy. We call
this model ¢-trajectory privacy. We formalized our privacy definition, proved its
reachability, and designed efficient mechanisms to achieve it. This privacy model
is personalized, i.e., different users can specify different length of (-trajectory ac-
cording to their privacy requirements. On the other hand, this privacy model is
rigorously defined because it is designed under the differential privacy guarantee.
Based on /-trajectory privacy, we proposed mechanisms for infinite spatiotempo-
ral data stream release. The experiments show that our approach can achieve the

same privacy protection level with fewer noises comparing with previous work.
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Second, we tackle with the data independence assumption of DP, which may
degrade the privacy significantly. Traditional DP mechanisms assume the data
are independent. However, the data continuously generated in the real-world tend
to be temporally correlated. In this study, we model temporal correlations using
Markov model and demonstrate the risk of a traditional DP mechanism under
such correlations. It shows that the privacy loss of a traditional DP mechanism
may increase over time. To address this issue, we propose a new privacy defi-
nition, temporal differential privacy, extended differential privacy for temporally
correlated data.

Third, we deal with another functional problem of DP that the data generated
by different users may be correlated with each other. For example, if two users are
colleagues, they may appear at the same location in a high probability because
they may work in the same building. We call it user-user correlation (note that
the above-mentioned temporal correlation is modeled in a single user level). Such
user-user correlations widely exist; however, traditional DP mechanisms assume
that the data are independent. In this study, we analyze the potential privacy
loss when an attacker has knowledge about such correlation. First, we use a
probabilistic graphical model, Gaussian Markov Random Field (GMRF), to rep-
resent user-user correlations (the nodes are users and the edges are the strength
of geographical similarities between users), as the adversarial knowledge. Then,
we quantified the privacy loss with respect to such attacker. We also analyzed
the privacy guarantee of a DP mechanism under both temporal correlations and
user-user correlations.

The rest parts of this thesis are arranged as follows. In Chapter 2, we provide
background knowledge about differential privacy and the scenario of differentially
privacy spatiotemporal data publishing. In Chapter 3, we design a flexible pri-
vacy model based on differential privacy for personalized privacy protection and
mechanisms based on this privacy model. In Chapter 4, we design a privacy
model extended differential privacy on temporally correlated data. In Chapter 5,
we investigate how to guarantee differential privacy on spatially correlated data.
In Chapter 6, we conclude that our approach is effective and efficient and discuss

future research directions.



CHAPTER 2

BACKGROUND

2.1 Differential Privacy

Differential privacy [20] is a formal definition about data privacy. Let D be a
database and D’ be a copy of D that is different in any one tuple. D and D’
are neighboring databases. A differentially private output from D or D’ should
exhibit little difference.

Definition 1 (e-DP). M is a randomized mechanism that takes as input D
and outputs r, i.e., M(D) = r. M satisfies e-differential privacy (e-DP) if the
following inequality is true for any pair of neighboring databases D, D’ and all
possible outputs .
log % <e. (2.1)
The parameter €, called the privacy budget, represents the degree of privacy
offered. Intuitively, a lower value of ¢ implies stronger privacy guarantee and
a larger perturbation noise, and a higher value of e implies a weaker privacy
guarantee while possibly achieving higher accuracy.
Two commonly used methods to achieve e-DP are Laplace mechanism and
Exponential mechanism. Laplace mechanis adds random noise drawn from a

calibrated Laplace distribution into the aggregates to be published. Exponential

10
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mechanism returns the categorical data in a certain probability.

Theorem 1 (Laplace Mechanism [21]). Let Q : D — R be a statistical query on
database D. The sensitivity of Q is defined as the maximum Ly, norm between
Q(D) and Q(D'), i.e., A =maxp p ||Q(D)—Q(D")||:. We can achieve e-DP by adding
Laplace noise with scale AJe, i.e., Lap(Afe).

Another way to obtain differential privacy is through the Exponential mech-
anism [22]. Given a quality function ¢ that scores results of a specified query,
where higher scores are better. Then returning results in the probability of ex-
ponentially proportional to the corresponding score. In other words, the result
with a higher score is exponentially more likely to be chosen. This will ensure

differential privacy.

Theorem 2 (Exponential Mechanism [22]). Let D™ denote all possible databases
in the universe, and D, D’ € D™ are two instances of neighboring databases. Let
q: (D™ x R) = R be a quality function that, R as a certain query’s all possible
sensitive outcome, given a database D € D™, assigns a score to each outcome r €
R. Then we define global sensitivity GS(q) as max, |¢(D,r) —q(D',r)|,D,D" €

D™. FEzxponential mechanism M 1is obtained by returning the sensitive answer r

eq(D,r) )
2GS(q) /"

with probability proportional to exp(

Insufficiency of Differential Privacy In previous studies, there are two ma-
jor families of privacy models: k-anonymity |4] and e-differential privacy [20]. The
former is an anonymity privacy model that is widely adopted in practice, but it
is easy to be attacked. The latter is a statistical privacy model that provides the-
oretical privacy guarantee but it is criticized for adding too much perturbation
so that it is hard to be applied in practice. We summarized three crucial weak
points of differential privacy that hinder its extensive use in spatiotemporal data

publishing.

e One size for all. e-Differential privacy use a single parameter € to repre-
sent the protection level of all users in the database, whereas the privacy

requirements should be personalized.

e Data independence assumption. Differential privacy assumes that the
tuples in the databases are independent, whereas the data collected from

real-world tend to be temporally or spatially correlated.
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2. Background

To this end, we attempt to overcome the above fundamental shortcomings of
differential privacy by rigorous and flexible privacy models for utilizing personal

spatiotemporal data.

2.2 Differentially Private Sptiotemporal Data Pub-
lishing

In this thesis, we mainly focus on the scenario of spatiotemporal temporal data
release as illustrated in Figure 2.1 and attempt to make more rigorous and flexible

privacy model in this scenario.

t= 1 2 3 Count | = 1 2 3 .. | Laplace [ — 1 2 3
ull locs | loci | loci | ... | QU Moa [0 15 [ 5 | Noise e T o 1 ] 5 |-
u2| loce | locs | loci doe2 | o | oo || m» | o2 | 3 | - 1| o | - |
"""""""""""""""""""""""""""""" loc3 | 1. | o | 1| doc3 | 1 | o | 1| ]
u3 l002 loc4 ....... l OC5 ............ 10(:4 ______ 1 | 1 ol 1 ]0(;4 ------ 2 | 1 o | - |
u4 lOC4 lOC5 lOC3 . locs 0 9 1 loc5 1 3 3

(a) Spatiotemporal Data (c) Aggregates (d) Private Counts

Figure 2.1: Differentially Private Continuous Aggregate Release under
Temporal Correlations.

In this scenario, the database containing personal spatiotemporal data are gen-
erated by multiple users at each time point as shown in Figure 2.1(a). Essentially,
the personal spatiotemporal data are triple tuple < UID, location, time >. Tak-
ing first cell in Table (a) for example, it indicates that user ul is at location loc3
at time t1. The cells can be other types of data with geographical information,
such as users’ activities or health information at a location. For simplicity, we
only consider location data. The goal is to release information from the raw spa-
tiotemporal data, i.e., the answers of statistical queries (e.g., count query, average
query) over the database. Such answers are called as aggregates since they are
generated by statistical queries. Because of privacy, we cannot directly release
such raw aggregates (i.e., Table (c)) and need to make them private using differ-
ential privacy. Another notable feature of this scenario is that the private data

are released over time since the spatiotemporal are generated continuously.

12



2. Background

This setting is well researched in previous studies, as known as differential
privacy under continual observation in the literature [23] [24] [25] [26] [27] [28]
[29] [30] [31].

Previous studies just simply apply differential privacy model to design sophis-
ticated mechanisms for different research problem. However, none of them tackle
the two fundamental problems as we mentioned in Section 2.1. We will show that,
by personalized privacy model, data utility of the released data can be improved
significantly. On the other hand, data correlation poses a serious problem of un-
expected privacy loss, which is neglected in previous studies. A naive solution
is to add more perturbation at the cost of losing data utility. We will propose
temporal and spatial differential privacy model that are able to achieve better

data utility without unexpected privacy loss.

2.3 Metrics of Data Utility

Basically, data utility in PPDP is measured as the similarity between the released
data and the original one. Since differential privacy is satisfied by adding ran-
domness to the real data, the data utility of the released data is measured as
the magnitude of random noises. We adopt Mean of Absolute Error (MAE) as
shown below. Here, r; and n; as vectors of length |locs| are real and noisy data
at timestamp ¢, respectively. R and IN are real and noisy data of all timestamps,

respectively. The error magnitude is measured as Equations (2.2) and (2.3).

[locs|
MAB(r,m;) = @Zrnm—niw (2.2)
7|
MAE(R,N) = %’-ZMAE(ri,ni) (2.3)

Similarly, Mean of Relative Error (MRE) and Mean of Squared Error (MSE)
are defined as follows.

|T| |locs|

[rils] = naljl|
MRE(R,N) = |T| * |locs| \locs\ Z Z max{6 ri[5]} 24)
1 |T| |locs|
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2. Background

KL-divergence is widely used to measure the similarity of two probability dis-
tributions. It is a non-symmetric measure that computes the information lost
when we use published noisy data IN to estimate real data R, as known as rela-
tive entropy. To get the probability distribution, we normalize the real and noisy

data at each timestamp, which is denoted by 7; and n; respectively.

|T| |loes|

7ilj] .
Dra(RIN) = -3 3 (20 ) gy (26)

=1 j=1 []

All the above mentioned metrics are the lower the better.

14



CHAPTER 3

(-TRAJECTORY PRIVACY *

3.1 Motivation

Recent emerging mobile and wearable technologies make it easy to collect personal
spatiotemporal data such as activity trajectories in daily life. Publishing real-
time statistics over trajectory streams produced by crowds of people is expected
to be valuable for both academia and business, answering questions such as “How
many people are in Kyoto Station now?" However, analyzing these raw data
will entail risks of compromising individual privacy. e-Differential Privacy has
emerged as a well-known standard for private statistics publishing because of its
guarantee of being rigorous and mathematically provable. However, since user
trajectories will be generated infinitely, it is difficult to protect every trajectory
under e-differential privacy. On the other hand, in real life, not all users require
the same level of privacy. To this end, we propose a flexible privacy model of
L-trajectory privacy to ensure every desired length of trajectory under protection
of e-differential privacy. We also design an algorithmic framework to publish #-
trajectory private data in real time. Experiments using four real-life datasets

show that our proposed algorithms are effective and efficient.

*Copyright (©)2016 IEICE.
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3. (-trajectory Privacy
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(a) Raw data. (b) Its trajectory representation.  (c) Aggregate information.

Figure 3.1: Raw data and aggregate information. Each row in Table
(a) is a spatiotemporal data point.

3.2 Introduction

In recent years, personal data have been increasingly collected, stored, and ana-
lyzed. The information is sensitive, especially location data showing where one
has visited. These successive points of interest (POIs), along with timestamps,
constitute our moving trajectories in daily life. Releasing real-time statistics of
trajectory streams produced by crowds of people is expected to be extremely
valuable for data-based analysis and decision making. Consider the scenario
illustrated in Fig.3.1. A trusted server is collecting many people’s moving tra-
jectories continuously. The raw data are spatiotemporal points, as illustrated in
Fig.3.1(a). User u’s {,-trajectory is defined as ¢, successive (maybe not adja-
cently) spatiotemporal data points on the timeline, as illustrated in Fig.3.1(b).
For example, {1 — [3 — 4 and (3 — [4 — [2 are u3d’s two overlapped 3-
trajectories. Then statistics at each timestamp such as “How many people are
in location [y at the current time?" can be published such as Fig.3.1(c). These
statistical answers are expected to be useful for marketing analysis’, real-time
traffic analysis [29], intelligent navigation systems [32], web browsing behavior
mining [33] (users’ trajectories in the cyberspace) and so on. To protect pri-
vacy, such sensitive data should be anonymized. However, previous research has
pointed out that even anonymized information can be used to identify a partic-
ular person. Several well-known privacy disclosure cases have arisen, such as an

attack on the Netflix database [6] and medical records of the governor of Mas-

"Mobile spatial statistics (in Japanese), https://www.nttdocomo.co.jp/corporate/disc
losure/mobilespatialstatistics/
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3. (-trajectory Privacy

sachusetts [4]. Such attacks are called “linkage attack" [34] by which an adversary
uses auxiliary information to obtain sensitive data about a target. For example,
if an attacker knows that u3 has stayed at some places at timestamps t1,2,t3,
then by the published data of Fig.3.1(c), the trajectory of u3 can be inferred as
either [1 — [2 — |4 or |1 — [3 — 4. Especially, people’s moving trajectories are
extremely vulnerable. Research [7] shows that only four spatiotemporal points
from anonymized mobile datasets are sufficient to identify 95% of individuals
uniquely. Therefore, a rigorous privacy model is necessary.

e-Differential Privacy (DP), has emerged as a well-known standard for privacy
preserving data publishing (PPDP) because of rigorous theoretical guarantees of
robustness under arbitrary linkage attack [28]. € is a positive parameter called
privacy budget which is given in advance to control the privacy level. The larger
€, the lower the privacy level. Roughly speaking, under e-DP, the modification
(e.g., removing or changing the values) of any single user’s data is guaranteed to
have a limited effect (bounded by €) on the outcome of data publishing. In this
way, the data privacy of any single user is protected from arbitrarily analyzing the
published data (by attackers or users). However, DP is criticized by practitioners
because of sacrificing too much data utility (e.g., adding too much random noises
in order to achieve DP). There are only few real-world applications of differential
privacy such as US census* private data publishing [35], iDASH project [36] for
sharing differentially private data in biology and life-science research and Privacy
Integrated Queries (PINQ) language’ for differentially-private programming. In
addition, it is hard to apply DP to real-time data publishing over infinite stream
data in practice, because the user may produces data points infinitely and unpre-
dictably.

To this end, a flexible privacy model of w-event privacy [30] based on e-DP
for infinite stream data was proposed recently. Instead of protecting the whole
length of stream data, it focuses on protecting the data within any single sliding
window. Besides the parameter ¢, it introduces an additional parameter w to
control the size (the number of contiguous timestamps) of sliding windows, to
guarantee that the trajectories within any single sliding window will be protected

under e-DP*. Regarding 3-event privacy in Fig.3.2(a), it guarantees that the

* http://onthemap.ces.census.gov/

T http://research.microsoft.com/en-us/projects/ping/tutorial.aspx

A trajectory being protected under e-DP implies that removing or changing this trajectory
should have a limited effect (bounded by €) on the outcome of data publishing.
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tl t7t_3 /1:4 t5 \ tl t2 t3 t4 t5
ul | 11 2. ul | —— S
";-2- ---------- I‘é" Y "i-1"- ".-.-: u2 "";:;'I:é:::::::::::::::::::::I:;::::::::::
wlileli ol elees=e

(a) w-event privacy [14] (w=3). (b) ¢-trajectory privacy (£=(3,3,3))

Figure 3.2: Previous privacy model v.s. our proposed model. Trajec-
tories in dashed ellipses in (b) means ongoing 3-trajectories.

following trajectories will be protected under e-DP: ul’s 1-trajectories 1 and [2,
u2’s 1-trajectories 12 and [1, u3’s 3-trajectory {1 — [3 — [4 (including all of the
sub-trajectories such as 1 — [3) and u3’s 2-trajectory 4 — [2.

However, w-event privacy is not sufficient to provide uniform and personalized
protection for trajectory streams. First, it is hard to uniformly protect every /,-
trajectory for a given ¢, under e-DP by its sliding window methodology. For
example, regarding 3-event privacy in Fig.3.2(a), the following trajectories are
not guaranteed to be protected under e-DP because they exceeds any single 3-
length sliding window: wl’s 2-trajectory [1 — [2, u2’s 2-trajectory [2 — [1,
u3’s 4-trajectory (1 — [3 — [4 — [2. In general, there is no upper bound in
the number of contiguous timestamps a /,-trajectory spans’. Second, different
individuals may have different expectations for the privacy of their trajectories.
For example, if ul wants his/her every 10-trajectory to be protected, while u2
only wants every 3-trajectory to be protected, it is hard to achieve both of them
by w-event privacy. Therefore, a fine-grained privacy model for trajectory streams
is necessary.

For those reasons, we propose £-trajectory privacy, where a vector £ is defined
as ((1,...,4y)). Let U be the set of all users, and ¢, is user u’s desired length
of being protected trajectories, namely privacy preference of user u. Our model
guarantees that every /,-trajectory is protected under e-DP. Fig.3.2(b) illustrates
the protected range of all users’ 3-trajectory privacy.

In this chapter, we formulate £-trajectory privacy, and prove that it can be

$In some cases, users’ spatiotemporal data points are collected at each timestamps (dense
trajectories). However, in most cases, only interesting attributes (e.g., Points of Interest, POIs)
will be reserved after data cleaning.
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3. (-trajectory Privacy

achieved. Then, we design algorithms to achieve £-trajectory privacy and boost
data utility. The algorithm will be composed of sub-algorithms. Each one of
them takes collected database at each timestamp as input, and outputs private
data in real time. A salient challenge to achieve £-trajectory privacy is that the
upcoming spatiotemporal data points are unknown, hence, a naive method that
pre-allocates the local budget will lead to inferior data utility. To this end, we
propose an algorithmic framework that adopts dynamic budget allocation and
approximate publishing. Then, two algorithms, GA+Adj and GA+MMD are
implemented, as two approximation strategies.

The rest of this chapter is organized as follows. Section 3.3 briefly surveys the
related works on differential privacy of data streams and private trajectory data
publishing. Section 3.4 gives background knowledge of differential privacy and
classical mechanisms to achieve it. Section 3.5 provides the problem formulation.
Section 3.6 presents an overview of our framework, as well as the technical details
of two proposed algorithms. Section 3.7 describes the data set and presents a set

of experimental results.

3.3 Related Work

3.3.1 Differential Privacy on Streams

For stream data, user-level privacy (e.g., to protect the whole trajectory stream
of a user) and event-level (e.g., to protect any single spatiotemporal data point)
privacy have been proposed [28] as two different privacy goals. Previous work
mainly focuses on event-level privacy on finite or infinite streams [26], [24, 30|,
and user-level privacy on finite streams [37], [29,33]. Chan et al. [26] proposed
scheme of p-sum to construct a full binary tree on the sequential data, where
each node contains the sum of the sequential data in its subtree, plus noise with
scale logarithmic in the length of the sequence. When the noise is accumulated
up to a threshold p, it makes a release. Bolot et al. proposed a scheme of decayed
privacy [24|, which consider past data is not as sensitive as current data. Mir et
al. [37] considers counters that may also decrease. Fan and Xiong [29,33| proposed
FAST framework for publishing time-series data in a user-level private way. FAST
uses sampling and filtering components to reduce the noise; given a specified

number of samples, the filtering component predicts the future data and corrects
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3. (-trajectory Privacy

its prior data by noisy samples. The authors report that their adaptively sampling
scheme preserves high utility at the same privacy level. However, this scheme
takes as input the total amount of timestamps |7'|, which leads to inapplicability

in our infinite scenario.

3.3.2 Privacy of Trajectory Data

The major work in previous research specifically examined techniques of anonymiza-
tion [38-40] and scenarios of directly publishing trajectory data [41,42]. Little
work connects trajectory data and differential privacy. Chen et al. [42] proposed
a data-dependent sanitation mechanism by grouping trajectories to produce a
noisy prefix tree. Jiang et al. [43] also examined differentially publishing private
trajectories by sampling suitable direction and distance of trajectory data. Ho
et al. [44, 45| proposed a differentially private approach to mine interesting geo-
graphic location patterns from trajectory data. These works address the scenario
of directly publishing user-level trajectories or the results of specific data mining
tasks, which are different from publishing sequential statistics for sets of users’

trajectories.

3.4 Preliminary

3.4.1 Differential Privacy

Differential privacy was proposed by Dwork et al. [20]. Roughly speaking, dif-
ferential privacy attempts to limit the impact of an individual’s record relative
to the answer of a query on the database. In other words, whether the sensi-
tive information is present or not in the database, the answers of a query should
have little difference. In this way, an adversary cannot associate any piece of

information with a specific individual from mining the answers of queries.

Definition 2 (Neighboring Database). If D is a database, and D’ is a copy of D

but differing in one record, then we say D and D' are two neighboring databases.

Definition 3 (e-Differential Privacy, e-DP). A is a randomized algorithm. R
represents all possible outputs of A. Algorithm A satisfies e-differential privacy,
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3. (-trajectory Privacy

if for any r € R and any two neighboring databases D, D', we have the following.
Pr[A(D) = r] < exp(e) - Pr[A(D") = r] (3.1)

In Inequality (3.1), € is a privacy budget given in advance. It is used to control
the privacy level. We note that lower € signifies higher privacy and more random-
ness, and vice versa. Global sensitivity (or sensitivity for short) GS(Q) of query
@ is the maximum [, distance between the query results for any two neighboring
databases.

To avoid misunderstandings, we note that there are different ways to define
differential privacy, based on the definition of neighboring databases that differ
by adding/removing an individual’s record (unbounded) [20]|, or modifying the
content of an individual’s record but keep the size of database (i.e., number of
records) (bounded) [21]. Unless we explicitly state otherwise, we use bounded
differential privacy in this chapter. Further discussion of these differences can be
found in [46].

3.4.2 Mechanisms of Differential Pivacy

Two widely used methods to achieve differential privacy is Laplace mechanism [21]
which adds random noise to actual data to prevent the disclosure of sensitive
information, and Exponential mechanism [22| which randomly returns the desired

item by some calibrated probability.

Theorem 3 (Laplace Mechanism [21]). e-DP can be achieved by adding indepen-
dent Laplace random noise x to the answer of query Q). In the following, n and

D denote the noisy data and a given database, respectively.

n = QD)+ (3.2)
x ~ Pr(z|]\) = % -exp(—|z|/\) (3.3)

where X is a scale parameter of Laplace distribution, which equals to GS(Q)/e.

Another way to obtain differential privacy is through the Exponential mech-
anism [22]. Given a quality function ¢ that scores results of a specified query,
where higher scores are better. Then returning results in the probability of ex-

ponentially proportional to the corresponding score. In other words, the result
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with a higher score is exponentially more likely to be chosen. This will ensure

differential privacy.

Theorem 4 (Exponential Mechanism [22]). Let D™ denote all possible databases
in the universe, and D, D" € D™ are two instances of neighboring databases. Let
q: (D™ x R) = R be a quality function that, R as a certain query’s all possible
sensitive outcome, given a database D € D", assigns a score to each outcome r €
R. Then we define global sensitivity GS(q) as max, |¢(D,r) —q(D',r)|,D,D" €
D™. Ezxponential mechanism M 1is obtained by returning the sensitive answer r

with probability proportional to eXp(;qCE,g(’;;).

The following sequential composition theory reveals the method of integrating

multiple algorithms to achieve differential privacy.

Theorem 5 (Sequential Composition [47]). Presuming that A; satisfies €;-DP
over database D, then an integrated algorithm A that consists of multiple A; over
the same database D satisfies Yy e;-DP.

3.5 Problem Definition and Privacy Model

3.5.1 Data Model

We consider scenario of a trusted server that collects database D; of users’ spa-
tiotemporal data points continuously at each timestamp i € [1,¢]. Let ¢t de-
note the current timestamp. Each data point (ulD,time,loc) is a row in D;
(Fig.3.1(a)). Assuming that locs is a set of all locations in which we were inter-
ested (POIs), then the server wishes to publish a vector r; at each timestamp 14
as the counts of loc € locs appeared in D; (Fig.3.1(c)), i.e., the answer of count
query Q° : D; — RIesl We assume that a user only appears at most one lo-
cation at each timestamp, in other words, (ul D, time) is the primary key in the
whole database.

Infinite D; constitutes trajectory streams. Prefixes of the infinite trajectory

streams are all the database up to the current timestamp ¢, denoted by S; =

(Di,...,D,}.

Definition 4 (/,-trajectory). A sequence of successive spatiotemporal data points

produced by user u is a {y-trajectory if the number of data points is equal to a
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natural number £,. A l,-trajectory ends at timestamp k, as denoted by {, ) =
{{u,i,loc), ..., (u,k,loc)} where loc,loc € locs. We say that the set of times-

tamps appeared in these data points (i.e., {i,...,k}), denoted by T, is dominated

by gu,k-

For convenience, we summarize the notations and symbols used in this chapter

in Table 3.1.

Table 3.1: Summary of Notations.

Total privacy budget

Privacy budget variable at timestamp
?

The length of user u’s being protected
trajectories

A vector of all users’ ¢,

The current timestamp

Variables of timestamps

| Collected database at timestamp i

and the corresponding neighboring
database

Set of all timestamps

Set of users in databases of the whole
timeline and D; respestively

A [, ,-trajectory of user u ends with
timestamp k

Tu,k

Set of timestamps in £,

locs

Vector of POls

Index variable on POls

St, S,

Trajectory stream prefixes and the
corresponding neighboring stream
prefixes

QC

Count query

R7 r;

Real statistics of all timestamps and
timestamp ¢ respectively

N, n

Noisy statistics of all timestamps and
timestamp ¢ respectively

Sub-algorithm at timestamp ¢

An integrated algorithm consisting of
A;ie 1,1
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3.5.2 Privacy Risk

In our scenario, publishing the real statistics will make users’ privacy at risk. As
described above, even releasing anonymized information is maybe not safe because
of the adversary’s unforeseen background knowledge (linkage attack [34]). For
instance, in the example of Fig.3.1, assuming that an informed adversary knows
that u3 has stayed at some places at timestamps t1,¢2,t3, then by the published
data Fig.3.1(c), the trajectory of u3 can be inferred as either 1 — (2 — [4 or
1 —13 — 4.

To avoid such risks, we will propose a privacy model based on differential
privacy that does not make any assumption on the background knowledge of
the attacker. We will give a formal definition of our privacy goal under e-DP in
Section 3.5.3.

3.5.3 Proposed Privacy Model

To define our model under e-DP, we must first clarify the definition of neighboring

databases under our setting.

Definition 5 (Neighboring databases at timestamp i). If a database D; is col-
lected at timestamp i € [1,t], and D} is a copy of D; but differing in one loc
in a single record of an arbitrary user w, then we say that D;, D} is a pair of

neighboring databases with respect to u.

Since we assume that a user only appears at most one loc at each timestamp,
and modifying single loc means either change loc to another lo¢’ € locs or loc’ ¢
locs), according to the definition of differential privacy, the sensitivity of Q€ is 2.

We define £, -trajectory neighboring stream prefizes as follows. Intuitively, they

are trajectory streams differing in a /,-trajectory of user w.

Definition 6 (/,-trajectory neighboring stream prefixes). Let S} be a copy of
trajectory stream prefizes Sy but differing in ¢, neighboring databases D. Sy and
S, are l,-trajectory stream prefizves neighboring each other if one is obtained from
another by modifying single or multiple locs in any one {,-trajectory . (recall
that a l,-trajectory is a set of £, spatiotemporal data points). We say that S; and

S, are neighboring with respect to (.
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Then we define £-trajectory privacy where £ is a vector consisting of all user’s
privacy preferences as follows. It is attempted to cover the impact of any /,-

trajectory relative to the answer of a sensitive query.

Definition 7 (£-trajectory e-differential privacy). Let €= ((1,...,4y)). Let A
be an algorithm that takes prefizes of trajectory streams S; = {D1,...,Di} as
inputs. Let Ny = {nq,...,n;} be a possible perturbed output stream of A. If for
any C,-trajectory neighboring Sy and Sy, the following holds,

Pr{A(S) = NJ] < ¢ - Pr[A(S)) = N} (3.4)

then we say that A satisfies €-trajectory e-differential privacy (simply, £-trajectory
privacy).

3.5.4 Methodology to Achieve £-Trajectory Privacy

The next question is how to achieve £-trajectory privacy. We prove Theorem
6. Roughly speaking, to satisfy £-trajectory privacy, the sum of privacy budgets
allocated to sub-algorithms at the timestamps of any single /,-trajectory must
be less than or equal to the total privacy budget e.

Theorem 6. Let A be an integrated algorithm which takes stream prefizes Sy =
{D,..., D} as input, and Ny = {nq,...,n;} as output. A consists of a series
of sub-algorithms {As, ..., Aj}, where each A; takes D; as input, and outputs
noisy data n; with independent randomness.

Presume A; ensures €;-DP, and let 7, be the set of timestamps dominated by

an arbitrary trajectory C, i, then A satisfies e-DP, if

for Yu, Vk, Z e; < € holds. (3.5)

iGTu,k

Proof. Presume the integrated algorithm A takes inputs as S; and S indepen-
dently, which are two ¢,-neighboring stream prefixes with respect to ¢, ;, and the
outputs are IN¢, IN{ respectively. Since each A; has independent randomness, the
followings hold.

PrA(Sy) = N¢J = [ [ Pr[Ai(D;) = ns] (3.6)
i=1
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Pr(A(S)) = Nl = [[ Pr(A:(D) = i) (3.7)

Dividing both side of Equation (3.6) by (3.7) respectively, we have the following.

Pr[A(SH) = Ne| [Ty PrlAi(Di) = ng] (3.8)
Pr[A(S]) = Ne]  [[._, Pr[Ai(D]) = n] '
Since each A; are ¢;-DP, we derive the following.
szl Pr [Al(Dl) = n’b] < eEEi (39)

ITiz, Pr(Ai(D)) = n]
According to Definition 6 of /,-trajectory neighboring stream prefixes, the set of
timestamps in Equation (3.8) is 7, 5. Therefore, by Equation (3.8) and Inequality
(3.9) we obtain the following.

PT [A(St) = Nt]

< Yei " 1
PriAS) =Ny = ¢ Tk (3.10)

Finally, by Inequality (3.5), for any /,-trajectory neighboring stream prefixes S,
and S}, the following holds.

Pr [A(Sf) = Nt] Ye; €
PriA(S = N A(S) = Ny] <e” <ef1 € Ty (3.11)
By Definition (7), A is £-trajectory private. O

3.6 Algorithms

Data utility is defined in Chapter 2. MAE can be considered as a utility goal in

the our algorithm design.

3.6.1 First-cut Solution

According to the analysis in Section 3.5.4, the essential problem to achieve £-
trajectory privacy is how to allocate appropriate privacy budgets at each times-
tamp. The straightforward idea is to uniformly allocate the privacy budget of
€/lmaz at each timestamp, where £,,,, is the maximum value in £, as shown in
Algorithm 1. The integrated algorithm UNIFORM includes UNIFORM; of each
timestamp i € [1,¢].

Theorem 7. UNIFORM satisfies £-trajectory privacy.
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Algorithm 1: UNIFORM;
Input: Database D;; Vector of trajectory length £; Privacy budget e
Output: noisy data n,
1 Calculate the real statistics ry <— Q°(Dy)
2 Add scaled Laplace noises 1, < 7y + (Lap(2lpmaq /€))%
3 return n,

Proof. As the global sensitivity of Q¢ is 2, by Laplace mechanism, each UNIFORM;, i €
[1,t] satisfies €/€,,4,-DP. In addition, because of €/l,,4, < €/l,, the sum of pri-
vacy budgets €/l,,q, of UNIFORM; at the timestamps of any single ¢,-trajectory
will be at most €. By Theorem 6, UNIFORM satisfies £-trajectory privacy. m

3.6.2 Proposed Framework

UNIFORM leaves us no space for optimization. To optimize privacy budget allo-
cation, an idea is to dynamically allocate budgets at each timestamp according
to the data points distribution. Besides ensuring £-trajectory privacy, we also
wish to spend more budget when it is “worth", and vice versa. How to measure
whether it is a worthwhile investment or not? This question leads us to develop
approximation strategy cooperating with dynamic budget allocation component
to raise data utility.

We propose the algorithmic framework shown in Fig.3.3 and Algorithm 2. It is
composed of three components. Dynamic budget allocation component allocates
budgets at each timestamp and ensures Inequality (3.5) (to satisfy £-trajectory
privacy). Private approxzimation component makes a decision of whether it is ben-
efit to approximately publish or not, under a certain utility goal (such as MAE)
and an approximation strategy (such as republishing). Private publishing com-
ponent releases private (noisy) data by a certain differential privacy mechanism
(such as Laplace mechanism). The latter two components need to be assigned
privacy budgets, because they need to access the real statistics r, to make a
better decision. Note that the set of users who appear in Dy, denoted by us,
is considered as non-sensitive data. The reason is that under the Definition 5
of neighboring databases, us; will not be changed between any two neighboring

databases.

Proposition 1. Given £ and a total privacy budget € at timestamp t, if (i) the
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Figure 3.3: Illustration of our proposed framework. The dark objects
contain sensitive data.

Algorithm 2: ¢-Trajectory Private Data Publishing

Input: Real statistics ry; Users sets us;, i € [1,t]; Vector of privacy
preferences £; Total privacy budget €; Previously allocated budget
ei,1 € [1,t — 1]; noisy data n;,i € [1,¢t — 1]
Output: Noisy statistics ny, Allocated budget ¢,
1 ¢; < Dynamic Budget Allocation,
2 appx < Private Approximation,
3 n; < Private Publishing,

Dynamic Budget Allocation component (row 1) allocating privacy budget e; at
timestamp i (1 € [1,1]), ensures Inequality (3.5) of Theorem 6; and (ii) the Private
Approzimation component (row 2) and the Private Publishing component (row 3),

achieve overall e,-DP. Then Algorithm 2 satisfies €-trajectory privacy.

Proof. Since the dynamic budget allocation component only takes private data as
input, the three components achieve €,-DP overall. According to Theorem 6, the

conclusion holds. OJ

In the following sections, we will design a greedy algorithm (GA) in the dy-
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Algorithm 3: Dynamic Budget Allocation(GA;)

Input: Users set us;,i € [1,t] ; Previously allocated privacy budget
g, € [1,t — 1] ; Vector of privacy preferences £; Total privacy
budget €

Output: privacy budget &;1,¢¢2

1 Allocate a fixed budget ;1 < €/(2 * {y42)
2 Calculate spent budget €} < maxyeys, {D_ i, € Tur}
3 Calculate remainder budget ¢ < ¢/2 — &f
// exponentially decreasing
4 Allocate dynamic budget &, < £¢/2
5 return ¢; 1, €2

namic budget allocation component, and investigate two different approximation
strategies which are republishing the adjacent (Adj) and globally most similar
(MMD) noisy data based on utility metric MAE, then adopt Laplace mechanism
in private publishing component. We note that the framework is orthogonal to
its implementation. For example, we can define different utility goal (other than
MAE), or adopt different approximation scheme and differential privacy mecha-

nisms.

3.6.3 Dynamic Budget Allocation

The first question about privacy budget allocation is that how to decide the
budget proportions of the left two components in Fig.3.3. We will allocate a
fixed budget ;1 to the private approzimation, and dynamic budget .2 to the
private publishing component. The reason is that, as the private approximation
component will decide whether it is necessary to republish or not, it significantly
affects the data utility. Therefore, we will allocate a fixed budget (a fixed level
of randomness) in order to make it more stable.

Algorithm 3 describes how to dynamically allocate budget to the private pub-
lishing component in an exponentially decay fashion at the current timestamp
t. First, it calculates the maximum available budget of the current timestamp
under constraint of Inequality (3.5) by checking every user £, ; for every u. Then,
as the algorithm may also need budgets at the future timestamps, it assigns half

of the available amount to the current one.

Lemma 1. Algorithm 3 (GA;) ensures that the sum of privacy budgets on any
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one L, -trajectory is at most €.

Proof. Two parts of budgets are allocated on each ¢,-trajectory: the fixed budgets
g1 and the dynamic budgets ;5. We will prove that both parts are at most /2.
In Line 1, it is uniformly allocated €/(2%/,,,,) at each timestamp. In other words,
the sum of the fixed budgets on any ¢,-trajectory is at most ¢/2. In Line 2, since
all of the previous budgets are known, it calculates the sums of previously spent
budgets on each ¢, ;,u € U, and the maximum one is denoted by ;. Then the
maximum available budget €f is calculated in Line 3. Finally, in Line 4, it saves
half of the total available budget for the future data and assigns another half to
e12. Hence, the worst case in GA is that a user produces data points at every
timestamps. Then, the sum of dynamically allocated budgets on this user’s £,-
trajectory will be €/2%+¢€/23 +- - - 4¢/2%*+1 which is less than ¢/2. Therefore, the

sum of all allocated budgets on any single /,-trajectory will be less than e. [

3.6.4 Approximation Strategies

Approximation strategies have been investigated in earlier research, such as his-
togram publishing [48,49], and statistics on data stream publishing [29,30]. In-
stead of directly adding noise to real data, they function by transformation of
original data or a query structure to achieve better overall utility.

In our case, we will (i) choose an appropriate noisy data which was previ-
ously published (Fig.3.4), and (ii) republish it if it is “close to" the real statistics
which we want to publish. The distance between the real and noisy data will be
measured by MAE of Equation (2.3).

We adopt two schemes in the above mentioned step (i). The first one is to
simply employ the adjacent noisy data, as shown in Algorithm 4 (Adj). As
the principle of temporal locality, the last published data may appear again.
The second scheme is to search the most similar noisy data on the timeline, as
shown in Algorithm 5 (MMD). The observation is that the periodically repeating
patternY is an intrinsic characteristic in real-life data. Now we will discuss the
step (ii). This idea is the same in Lines 1 to 4 of Algorithm 4 and Lines 4 to 8
of Algorithm 5. Let us take the former as an example. In Line 1, it attempts

to make a judgment on whether a republishing is benefit or not. Obviously, in

1E.g., for people flow trajectory data, in general, the peak-hour counts appear around 8 a.m.
or 6 p.m. everyday.
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Figure 3.4: Illustration of two approximation strategies.

Algorithm 4: Approximation Strategy (Adj)

Input: Real statistics r; Privacy budget ¢,
Output: timestamp of approximate data

1 if MAE(r;,m_1) + Lap(2/(|locs| xe;1)) < 2/(|locs| * &;2) then
2 ‘ appxr <t —1

3 else

4 L appxr <1

5 return appx

this inequality, the left part of MAE indicates the error of republishing n;_; (the
similarity between 7, and n;_ ;). We now examine the left part. When adding
Laplace noise to real data, the error is only introduced by Laplace noises. It is
easy to know that MAE between real and Laplace noisy data is numerically equal
to the scale parameter of the Laplace noise, that is 2/|(locs|  ;2). Hence, the
right part of this inequality indicates Laplace error. Since the left part of MAE
needs to access real data 7y, it is necessary to add randomness to perturb the
result of this judgment. Then, in the following parts of Algorithm 4, the index
of noisy data with relatively lower error will be returned. Therefore, It trades off

lower error between Laplace and approximation error.
Lemma 2. Algorithm 4 (Adj) satisfies €;1-DP.

Proof. Since the sensitive data r; is accessed in Line 1 by MAE query which
defined in Equation (2.3), it is necessary to add randomness to ensure differential
privacy. By Definition 5 of neighboring database D;, D}, the maximum difference
(i.e., the sensitivity) of MAE between D;, D} is 2/|locs|. Therefore, according to

Laplace mechanism, by adding Laplace noises with scale parameter 2/|(locs| *
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Algorithm 5: Approximation Strategy (MMD)
Input: Real statistics r; Privacy budget ¢;;
Output: timestamp of approximate data
1 6T1e5t7’1,5f’1<—5t7’1
Calculate score; of quality function ¢ : —M D(ry,n;),i € [1,t — 1]

N

m .
ey *score;

3 myup < Ny X exp(—o—), 1 € [1,t — 1]

4 if MAE(r,nymmp) + Lap(2/(|locs| x €t )) < 2/(|locs| * ;) then
5 ‘ appr < MMD

6 else

7 L appxr <1

8 return appx

1), it satisfies e, ;-DP. From Lines 2 to 5, Algorithm 4 does not access any

sensitive data, hence the conclusion holds. O

On the other hand, under the utility goal of MAE, we observe that the “most
similar" noisy data is equal to the one which holds the minimum Manhattan
Distance (Equation (3.13)) to the current real data, denoted by mypp. That is
because Equations (2.2) and (3.12) are only different in a factor of 1/|locs].

|locs|
MD(ry,m) = ert[j]—nk[j]l (3.12)
MMD(ry,n;) = r;in{MD(rt,ni),z' € [1,t} (3.13)

A challenge arises when we attempt to retrieve m,p because MMD query
accesses t — 1 times real data, which means if we adopt Laplace mechanism it
will lead to an unacceptable scaled noise. By adopting Exponential mechanism
(Theorem 4) and designing an appropriate quality function, we can reduce this
noise within acceptable limits. Algorithm 5 implements this idea and uses the
negative value of MD query as quality function of Exponential mechanism. In
Line 1, it spent half of privacy budget of €;; to approximately retrieving nymp.

In Lines 2 and 3, it calculates the quality score and randomly returns the m;
agl*scorei)

according the probability of proportional to exp(-—;

Lemma 3. Algorithm 5 (MMD) satisfies €;1-DP.

Proof. According to the above analysis, Exponential mechanism ensures that the

result of Line 3 is /y-DP, while the procedure of Lines 4 to 7 is €7,-differential
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private (the proof is similar to Lemma 2, hence omitted here). By the sequential
composition of Theorem 5, Algorithm 5 satisfies (¢f,+¢; )-DP, that is e, ,-DP. [

3.6.5 Private Publishing

We employ Laplace mechanism in the privacy publishing component as shown in
Algorithm 6. It takes the real statistics and timestamp of approximate data as
inputs, and outputs private statistics. As input, appx is the timestamp of the
approximate noisy data which will be republished. If appx is equal to the current
timestamp, then the private data will be published by adding Laplace noises.
Otherwise, the noisy data at timestamp appx will be republished.

Algorithm 6: Private Publishing
Input: Real statistics 7;; Privacy budget €, 2; Timestamp of approximate
data appx
Output: Noisy data n;
1 if appxr =t then
// add calibrated Laplace noises

2 Ny < 1+ <Lap(2/5t,2)>|locs‘, €t < €11+ €2

3 else
// republish the approximate noisy data
4 ng < Nappas €t < €t1

5 Return ny, g,

Lemma 4. Algorithm 6 satisfies €, 2-DP.

Proof. According to Laplace mechanism [21], adding Laplace noise with scale

parameter 2/e; o ensures £;o-DP under the sensitivity of 2 . O
Theorem 8. GA-+Adj satisfies €-trajectory privacy.

Proof. In Proposition 1, the condition (i) is true according to Lemma 1, and
the condition (ii) is true because of Lemmas 2 and 4. Hence, the conclusion
follows. [l

Theorem 9. GA+MMD satisfies £-trajectory privacy.

Proof. This theorem can be proved in the same method as shown before. The

conclusion follows from Lemmas 1, 3 and 4. m
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Table 3.2: Real-life datasets.

H PFlow \ Geolife \ T-Drive \ WC9I8 ‘

|T| 1,694 1,440 886 2,089
|U| 11,406 170 2,698 12,390
|locs| 18 56 21 4,016
Data Points 102,468 | 240,990 37,255 | 3,089,598
Time Interval Smin 1min 10min 1h
Time Domain || 6 days | 24 hours | >6 days | >87 days
Max len. traj. 39 1283 829 2085
Median len. traj. 9 36 91 165

3.7 Experiments

In this section, we will evaluate the privacy level and data utility of the pro-
posed method on four real-life trajectory datasets. The real-life datasets include
PeopleFlow(PFlow)!, Geolife**, T-Drive!", WorldCup98(WC98)#, summarized in
Table 3.2. All of them are available online. The first three datasets are people
moving trajectory data by diverse manner , such as walking, driving, by train,
or by plane. The forth one is users’ click streams (i.e., from one webpage to an-
other webpage), and it can be seen as people’s trajectory in the cyberspace (i.e.,
webpages are equivalent to locations). Since our basic setting is that each user
is located at most one location at a single timestamp, we randomly remove data
points who violate this assumption and sample data points according to intervals
shown in Table 3.2.

As we introduced in Section 3.3, FASTY is a sampling and filtering framework
for privacy preserving time series data publishing. The authors design two kinds
of algorithms based on FAST, that is FAST with adaptively sampling and with
fixed sample rate repetitively. Since the former one needs to know the amount
of total timestamps 7" in advance, it leads to inapplicability of infinite trajectory
streams. Therefore, we use FAST with fixed sampling rate as our utility competi-

tor, denoted by FASTfy.q. We configure it according to the original chapter [29].

I http://pflow.csis.u-tokyo.ac.jp/
** http://research.microsoft.com/projects/geolife
tf http://research.microsoft.com/projects/tdrive
¥ nttp://ita.ee.1lbl.gov/html/contrib/WorldCup.html
¥ http://www.mathcs.emory.edu/aims/FAST/index.html
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L-Trajectory privacy is featured as a personalized privacy model, which users
can specify the length of the protected trajectories. However, since our competi-
tors such as w-event privacy and FASTg,eq inherently cannot provide protection
with customized (¢, ..., y)), we will set all £, as the same value in the follow-
ing experiments. In addition, since the outputs of the algorithms are including

randomness, each algorithm runs 50 times then outputs the average results.

3.7.1 Privacy Evaluation

In this section, we will quantitatively evaluate the privacy risk of w-event privacy
for achieving our privacy goal. As explained in Section 4.2, w-event privacy [30]
cannot provide personalized and uniform protection. The former is true because
essentially w-event privacy is an event-level, not a user-level privacy model. The
latter is because there is no upper bound in the number of contiguous timestamps
a l,-trajectory spans, which has been explained in Section 4.2. However, there
is still a little chance for w-event privacy to achieve our privacy goal (i.e., satisfy
Theorem 6). Therefore, we quantitatively measure the risk of w-event privacy for
achieving our privacy goal. The metric is the percentage of risky ¢,-trajectories
whose privacy budgets are greater than e (violation of Theorem 4) among all
users’ /,-trajectories.

We run a private data publishing algorithm BD [30] of w-event privacy, and
calculate the ratio of risky /,-trajectories. We set w as 10 to 90 with intervals of
20, and ¢, = w. From the result shown in Table 3.3 (e.g., the first cell of 9.1% is
the ratio of risky 10-trajectories under the protection of 10-event privacy), we can
conclude that /,-trajectories cannot be uniformly protected by w-event privacy
with a given £, and w, unless w > /¢, or dense trajectory (data points appear
at each cells in Fig.3.2). For w > {,, w-event privacy has a higher probability
to protect every /(,-trajectory. Two examples are the cases of w = 70 and 90
in dataset PFlow, and the actual protected length /¢, is 39 because the longest
trajectory in PFlow is 39 as shown in Table 3.2. However, we do not know the
appropriate w for different datasets to protect every f,-trajectory. For dense
trajectory, w-event privacy can protect every (¢, = w)-trajectory; however, the
users cannot specify different £,,.

On the other hand, the ratios of risky trajectories of UNIFORM, GA+Adj and
GA+MMD are all 0%. In other words, they exactly satisfy £-trajectory privacy.
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Table 3.3: Ratios of risky w-trajectories under w-event privacy.

w = 10 30 20 70 90

PFLow | 9.1% | 0.16% | 0.004% | 0% 0%
GeolLife || 0.44% | 9.3% | 15.7% | 19.5% | 19.8%

T-Drive || 1.16% | 2.74% | 3.47% | 7.35% | 11.66%
WC98 || 1.12% | 1.99% | 2.95% | 3.96% | 1.97%

PeopleFlow
180 .
O Real Data 4 Private Data by GA+MMD

135 T Private Data by FASTjyeq Private Data by Uniform
o 90
=)
IS oWea", A A

0

-45
Q O O 9D D D AN A A QO D O D NSRS )
ORI S I SR ORI ICLEC RC

timestamp

Figure 3.5: Comparision of Private and Real Data.

3.7.2 Utility Evaluation

Fig.3.5 shows the real and noisy statistics which were published by different al-
gorithms under the same privacy level of £, = 20 and ¢ = 1. We can find that the
noisy data published by GA+MMD is more similar to the real data than others.

MAE, MRE and MSE

We quantitatively evaluate the data utility by the following metrics, Mean of
Absolute Error (MAE), Mean of Relative Error (MRE), Mean of Square Error
(MSE) and KL-divergence [33]. MAE has been given as Equation (2.3). In MRE,
a user-specified constant ¢ is used to mitigate the effect of excessively small query
results. This definition follows from previous work [50,51]. We set § as 1. MSE
is more sensitive to larger errors. The results are shown in Fig.3.6, 3.7, 3.8 by

varying £, (set ¢ = 1) and varying € (set ¢, = 20) respectively. Longer ¢, or
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Figure 3.6: MAE on four datasets by varying ¢, (10 to 100) and varying
e (0.0001 to 1).
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Figure 3.7:
e (0.0001 to

1).

€

smaller € higher the privacy level.
UNIFORM’s MAE becomes larger almost linearly with the increasing of 4,

€

€

MRE on four datasets by varying /¢, (10 to 100) and varying

and exponentially with decreasing of €, because ¢, and e are the only factors

affecting UNIFORM’s performance. For FASTg,.q, since the adaptive prediction

and correction features are unavailable for achieving £-trajectory privacy, it is not

37



3. (-trajectory Privacy

PeopleFlow Geolife T-Drive WorldCup98

1E+06 UNIFORM © FASTixed 1E+06 UNIFORM © FASTixed 1E+06 UNIFORM © FASTiea | '0E+06 UNIFORM © FASTied

¥ GA+Adj % GA+MMD ¥ GA+Adj % GA+MMD ¥ GA+Adj % GA+MMD  GA+Adj % GA+MMD

1E+05 1E+05 1E+05 1.0E+05

1E+04 1E+04

L 1E+04 7 1.0E+04
Y
X M;

(logarithm)

MSE

1E+02 1E+02 Y 1E+02 1.0E+02 T
AtA A A A DA
1E+01 1E+01 1E+01 1.0E+01
10 20 30 40 50 60 70 80 90100 10 20 30 40 50 60 70 80 90100 10 20 30 40 50 60 70 80 90100 10 20 30 40 50 60 70 80 90100
2y 2y 4y by
PeopleFlow Geolife T-Drive WorldCup98
1E+12 i UNFoRM | TE*12 o UNiFoRM | 1E*12 oniFoRm | 0E*12 @ UNIFORM
__ 1E+10 A\ T FASTiixed 1E+10 Y T FASTixed 1E+10 © FASTiixed 1.0E+10 Y T FAST ixed
E ¥ GA+Adj 4 ¥ GA+Adj = GA+Ad] 4 = GA+Adj
£ 1E+08 & GA+MMD | 1E+08 & GA+MMD | 1E+08 & GA+MMD | 1-0E+08 4 GA+MMD
@
8 1E+06 1E+06 1E+06 1.0E+06
W {E+04 1E+04 1E+04 1.0E+04
s 1]
1E+02 t 1E+02 : 1E+02 A 1.0E+02 [
1E+00 1E+00 1E+00 1.0E+00
1.0E-4. 0.001. 0.01. 0.1. 1.0. 1.0E-4. 0.001. 0.01. 01. 1.0. 1.0E-4. 0.001. 0.01. 01. 10. 1.0E-4. 0.001. 0.01. 01. 10.

€ € € €

Figure 3.8: MSE on four datasets by varying ¢, (10 to 100) and varying
e (0.0001 to 1).

stable with different € and ¢,. GA+Adj and GA+MMD are superior to others
because of their data-dependent dynamic budget allocation and approximation.
However, GA+Adj are susceptible to the similarity between each pair of the
adjacent values on the timeline. This is one of the reasons that GA+Adj performs
better in dataset WC98 which has the largest number of |locs| (the similarity is
calculated with a factor of 1/|loes|; refer to Section 3.6.4). While, GA+MMD is
more adaptive because it is capable of searching the most similar value all through
the past timeline, not only the adjacent one, to republish it as the current value.
Comparing the performances of GA+MMD among the four datasets, the one
in PFlow is worst. One potential reason is that the dynamic budget allocation
(GA) has a high probability of encountering with the worst case (refer to Section
3.6.3) because the trajectories in PFlow are quite “crowded" (more users but
less locations). Thanks to approximation strategy MMD, that worst case (too
small allocated budgets) can be eliminated by republishing the most similar data
without spending any budget. Therefore, GA-+MMD is the best among the four

algorithms.
KL-divergence

Fig.3.9 shows the result of KL-divergence between noisy data and real data by
varying ¢,. The lower the better. It shows that the noisy data published by
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Figure 3.9: KL-divergence on four datasets by varying ¢, (10 to 100).

GA+MMD obtains lowest KL-divergence, which means its distribution is more

close to original data. This is also a quantitative evidence of the visual comparison
of Fig.3.5.

3.7.3 Runtime

It is easy to know the time complexity of UNIFORM; is O(|loc|). For algorithm
GA, since the complexity of Lines 1, 3, 4 and 5 are O(1), and the complexity of
Line 2 is O(|us;|) (to find the maximum value), the overall complexity is O(|us;|).
For algorithm Adj, the time complexity is O(|loc|) because of computing MAE.
For algorithm MMD, the most time-consuming operations are Lines 2 and 3. The
calculation of the scores in Line 2 needs to access |loc| amount of data for total ¢
timestamps, and the calculation in Line 3 involves sorting the scores. Therefore,
the overall complexity of MMD are O(t  |loc| + t = logt). We notice that if ¢
is large, the complexity of MMD is high because of comparing r; with n; where
i € [1,t—1]. One relaxation of MMD is that, by introducing a heuristic threshold
tperiod, We only need to compare r; with n; where i € [t — 1 — tperioas t — 1]. tperiod
means the possible repetition interval which can be specified by experts. For
example, if the expert knows that the data has a repeating pattern every week,
then we can set t,¢i0q as a week. By this relaxation, ¢ becomes a constant value
tperioa- Hence, the complexity of relaxed MMD reduces to O(|loc]).

Therefore, the time complexity of GA+Adj and GA+MMD are O(|us;|+ |loc|)
and O(|us;| 4+t x |loc| + t x log t) respectively. The relaxed version of GA+MMD
has the same complexity as GA+Adj. According to [29], real-time algorithm
FASTfxeqa has complexity O(|loc]).

Besides FASTeq, algorithms UNIFORM, GA+Adj and GA+MMD are capable
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Figure 3.10: Runtime of each algorithm on WorldCup98.

of real-time processing and publishing because the algorithms are only need to
be input data of the current timestamps ¢ and the previous ones. In the above
experiments, we simulated the generating process of real-time data. We make
sure that the algorithms are input the data of each timestamp one by one, and
output the corresponding private data one by one. Fig.3.10 shows the overall

runtime of each algorithm on the largest dataset WorldCup98.
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CHAPTER 4

TEMPORAL DIFFERENTIAL PRIVACY

4.1 Motivation

Differential Privacy (DP) has received increased attention as a rigorous privacy
framework. Existing studies employ traditional DP mechanisms (e.g., the Laplace
mechanism) as primitives, which assume that the data are independent, or that
adversaries do not have knowledge of the data correlations. However, continu-
ously generated data in the real world tend to be temporally correlated, and such
correlations can be acquired by adversaries. In this chapter, we investigate the
potential privacy loss of a traditional DP mechanism under temporal correlations
in the context of continuous data release. First, we model the temporal correla-
tions using Markov model and analyze the privacy leakage of a DP mechanism
when adversaries have knowledge of such temporal correlations. Our analysis re-
veals that the privacy loss of a DP mechanism may accumulate and increase over
time. We call it temporal privacy leakage. Second, to measure such privacy loss,
we design an efficient algorithm for calculating it in polynomial time. Although
the temporal privacy leakage may increase over time, we also show that its supre-

mum may exist in some cases. Third, to bound the privacy loss, we propose

(©2017 IEEE. Reprinted, with permission, from Yang Cao, Quantifying Differential Privacy
Under Temporal Correlations, In Proceeding of the 33rd International Conference on Data
Engineering (ICDE).
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4. Temporal Differential Privacy

mechanisms that convert any existing DP mechanism into one against temporal
privacy leakage. Experiments with synthetic data confirm that our approach is
efficient and effective.

4.2 Introduction

With the development of wearable and mobile devices, vast amount of temporal
data generated by individuals are being collected, such as trajectories and web
page click streams. The continuous publication of statistics from these temporal
data has the potential for significant social benefits such as disease surveillance [1],
real-time traffic monitoring [2] and web mining [52]. However, privacy concerns
hinder the wider use of these data. To this end, differential privacy under con-
tinual observation [23] [24] [25] [26] [27] [28] [29] [30] [31] has received increased
attention because it provides a rigorous privacy guarantee. Intuitively, differen-
tial privacy (DP) [20] ensures that the modification of any single user’s data in
the database has a “slight” (bounded in €) impact on the change in outputs. The
parameter € is defined to be a positive real number to control the privacy level.
Larger values of € result in larger privacy leakage.

However, data independence, which is a potential assumption of the tradi-
tional DP mechanisms, was neglected by most previous works in differentially
private continuous aggregate release. Recent studies [46] [53] [54] point out that
traditional DP may not guarantee the expected privacy on correlated data. The
following example shows that the temporal correlations may degrade the expected
privacy guarantee of DP.

Example 1. Consider the scenario of continuously aggregate release illustrated in
Figure 4.1. A trusted server collects users’ locations at each time point in Figure
4.1(a) and continuously publishes aggregate (i.e., the counts of people at each
location) in Figurej.1(c) with differential privacy. Our goal is to achieve e-DP at
each time point t (event-level e-DP [27] [28]) where t € [1,T]. Suppose that each
user appears at only one location at each time point. According to the Laplace
mechanism [21], adding Lap(1/¢€) noise* to perturb each count in Figure.1(c) can
achieve e-DP at each time point. However, the expected privacy guarantee may

decay due to temporal correlations as follows. Using auxiliary information, such

*Lap(b) denotes a Laplace distribution with variance 2b2.
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Figure 4.1: Differentially Private Continuous Aggregate Release under
Temporal Correlations.

as road network constraints, an attacker may know users’ mobility patterns, such
as “always arriving at locs after visiting locy” (shown in Figure 4.1(b)), leading
to the patterns illustrated in solid lines of Figure 4.1(c). The temporal correlation
due to this road network can be represented as Pr(I' = locs|I'™' = locy) = 1 where
It is the location of a user at time t. That is, given the previous counts of locy, an
attacker can derive the current count of locs. Consequently, because an adversary
can perform inference due to such correlations between the two consecutive time
points (i.e., as if the same count is released two times), adding Lap(1/€) noise to
each count guarantees 2e-DP at the time point. Furthermore, let us consider an
extreme case of temporal correlation (e.g., a terrible traffic congestion) Pr(l' =
locy |l = locy) = Pr(I' = locs|l'™! = locs) = 1 (i.e., the counts of locy and locs
will not change over time). Then, adding Lap(1/€) noise to each count guarantees
Te-DP at time point T'. tor

It is reasonable to consider that adversaries may obtain the temporal correla-
tions, which commonly exist in our real life and are easily acquired from public
information or historical data. In addition to road networks [55], there are count-

less factors that may cause temporal correlations such as the common patterns
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characterizing human activities [56] and weather conditions [57].

Few studies in the literature investigated such potential privacy loss of event-
level e-DP under temporal correlations as shown in Example 1. A direct method
(without finely utilizing the probability of correlation) involves amplifying the
perturbation in terms of group differential privacy [58| |21], i.e., protecting the
correlated data as a group. In Example 1, for temporal correlation Pr(l* =

[t = locy) = 1, we can protect the counts of locy at time t — 1 and locs

locs|
at time ¢ in a group (the sensitivity becomes 2) by increasing the scale of the
perturbation to Lap(2/€) at each time point; for temporal correlation Pr(l* =

171 = loc;) = 1, in order to guarantee e-DP at time T, we need to add

loc;
Lap(T/e€) noise at each time point because the privacy leakage accumulates over
time. However, this technique is not suitable for probabilistic correlations to finely
prevent privacy leakage and may over-perturb the data as a result. For example,
regardless of whether Pr(l' = loc;|I'™! = loc;) is 1 or 0.1, it always protects the
correlated data in a bundle.

Although a few studies investigated the issue of differential privacy under prob-
abilistic correlations, they are not applicable for continuous data release because
of the different problem settings. The following two works focused on one-shot
data release and different types of correlations. Yang et al. [59] proposed Bayesian
differential privacy (BDP), which measures the privacy leakage under probabilis-
tic correlations between tuples, modeled by a Gaussian Markov Random Field
without taking time factor into account. Liu et al. [60] proposed dependent differ-
ential privacy by introducing two parameters of dependence size and probabilistic
dependence relationship between tuples. However, it is not clear whether we can
specify them for temporally correlated data. Another line of work [61] [62] [63]
has investigated adversaries with knowledge of temporal correlations. They fo-
cused on designing new mechanisms for protecting a single user’s location privacy
extending DP, whereas we attempt to quantify the potential privacy loss of a tra-
ditional DP mechanism in the context of continuous aggregate release.

We call the adversary considered in traditional DP with additional knowledge
of probabilistic temporal correlations as adversaryy. Rigorously quantifying and
bounding the privacy leakage against adversarys remains a challenge. Therefore,

we attempt to solve the following problems in this chapter:

e How do we formalize adversary; and define the privacy loss against adversary+?

(Section 4.4)
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e How do we calculate the privacy loss against adversarys? (Section 4.5)

e How do we bound the privacy loss against adversarys? (Section 4.6)

4.2.1 Contributions

In this work, for the first time, we quantify and bound the privacy leakage of a
DP mechanism due to temporal correlations. Our contributions are summarized
as follows.

First, we rigorously define adversaryy with temporal correlations that are de-
scribed by the commonly used Markov model. The temporal correlations include
backward and forward correlations, i.e., Pr(I:7if) and Pr(it[l’™!) where I¢ de-
notes the value (e.g., location) of user i at time ¢. We then define Temporal
Privacy Leakage (TPL) as the privacy loss of a DP mechanism at time ¢ against
adversaryr. TPL includes two parts: Backward Privacy Leakage (BPL) and
Forward Privacy leakage (FPL) due to the existence of backward and forward
temporal correlations. Our analysis shows that BPL may accumulates from pre-
vious privacy leakage and FPL increases with future release. Intuitively, BPL at
time t is affected by previously released data and FPL at time ¢ will be affected
by future releases. We define a-differential privacy under temporal correlation,
denoted as a-D Pr, to formalize the privacy guarantee of a DP mechanism against
adversaryr, i.e., the temporal privacy leakage should be bounded in oe. We prove
a new form of sequential composition theorem for a-D Py (different from the tra-
ditional sequential composition [47] for e-DP).

Second, we efficiently calculate the temporal privacy leakage under given back-
ward and forward temporal correlations. We translate the calculation of temporal
privacy leakage into finding an optimal solution of a linear-fractional program-
ming problem. This type of problem can be solved using a simplex algorithm in
exponential time. By exploiting the constraints, we propose a polynomial-time
algorithm to finely quantify the temporal privacy leakage.

Third, we design private data release algorithms that can be used to convert
a traditional DP mechanism into one satisfying a-DP+. A challenge is that the
temporal privacy leakage may increase over time so that a-DP is hard to achieve
when the length of release time T is unknown. In our first solution, we prove
that the supremum of temporal privacy leakage may exist in some cases, and in

these cases, we allocate appropriate privacy budgets to make sure the increased
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temporal privacy leakage will never be greater than «, no matter how long the T'
is. However, when T is too short so that the accumulation of temporal privacy
leakage have not resulted in a significant increase, we may over-perturb the data.
The second solution is to exactly achieve a-DP; at each time point by finely
calculating the temporal privacy leakage.

Finally, Experiments with synthetic data confirm the efficiency and effective of
our privacy leakage quantification algorithm. We also demonstrate the impact of

different degree of temporal correlations on privacy leakage.

4.3 Preliminaries

4.3.1 Privacy Leakage.

Let us first discuss the adversaries tolerated by differential privacy, and then
formalize privacy leakage w.r.t. such adversaries. Differential privacy is able to
protect against the attackers who even have knowledge of all users’ data in the
database except the one of the targeted victim [64]. Let i € U be a user in the
database D. Let A; be an adversary who targets user ¢ and has knowledge of
Dy = D — {l;} where I; € [locy, ..., loc,] denotes the data of user ¢. The adversary
A; observes the private output r and attempts to guess whether the possible
value of user ¢ is locj or loc, where locj,loc; € [locy,. .., loc,]. We define the

privacy leakage of a DP mechanism as follows.

Definition 8 (Privacy Leakage of a DP mechanism against A;). Let U be a set
of users in the database. Let A; be an adversary who targets user i and knows
all the tuples in the database except the one of user i. The privacy leakage of a
differentially private mechanism M against one A; and all A;,i € U are defined,
respectively, as follows in which l; and l; are two different possible values of user

1’s data.
o Pr(r|l;, D)
PLy(A; def. log —— 2>/
o(An M) == S0 198 By (i, D)

el Pr(r|D
PLM) £ s, PLA(CAM) = sup log T

In other words, the privacy budget of a DP mechanism can be considered as a

metric of privacy leakage. The larger €, the larger the privacy leakage. Hence, we
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can say that M satisfies e-DP if PLy(M) < e. We note that a ¢-DP mechanism
automatically satisfies e-DP if ¢ < e. For convenience, in the following parts of
this chapter, when we say that M satisfies e-DP we mean that PLy(M) = e.

4.3.2 Problem Setting

We attempt to quantify the potential privacy loss a DP mechanism under tempo-
ral correlations in the context of continuous data release (e.g., releasing private
counts at each time as shown in Figure 4.1). Users in the database, denoted by
U, are generating data continuously. Let loc = {locy,...,loc,} be all possible
values of user’s data. We denote the value of user 7 at time ¢ by I!. A trusted
server collects the data of each user into the database D' = {If,..., i, } at each
time ¢ (e.g., the columns in Figure 4.1(a)). A DP mechanism M releases differ-
entially private output 7' independently at each time t. Our goal is to quantify
and bound the potential privacy loss of M! against adversaries with knowledge of
temporal correlations. We summarize the notations used in this chapter in Table
4.1. We note that while we use location data in Example 1, the problem setting
is general for temporally correlated data.

Our problem setting is identical to differential privacy under continual obser-
vation in the literature [23] [24] [25] [26] [27] [28] [29] [30] [31]. In contrast to
“one-shot” data release over a static database, the adversaries can observe multi-
ple differentially private outputs, i.e., !, ..., rf. There are typically two different
privacy goals in the context of continuous data release: event-level and user-
level [27] |28]. The former protects each user’s single data point at time ¢ (i.e.,
the neighboring databases are D' and D), whereas the latter protects the pres-
ence of a user with all her data on the timeline (i.e., the neighboring databases
are {D',..., D'} and {D",...,D'}). In this work, we mainly study the privacy
leakage at a single time point (event-level) under temporal correlations, and we
also extend the discussion to user-level privacy by studying the composability of

the privacy leakage.

4.4 Analyzing Privacy Leakage

In the following, we first formalize adversary with temporal correlations in Section

4.4.1. We then define and analyze temporal privacy leakage in Section 4.4.2.
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Table 4.1: Summary of Notations.

U

The set of users in the database

i

The i-th user where i € [1, |U]]

loc

Value domain {locy,...,loc,} of all
user’s data

It

177

The data of user i at time ¢, I} € loc,
L

Dt

The database at time ¢, D' =

{it, .. 0}

Mt

Differentially private mechanism over
Dt

Differentially private output at time
t

The adversary who targets user ¢,
considered in traditional DP

Adversary A; with additional knowl-
edge of temporal correlations

Transition matrix that represents
)

i.e., backward temporal correlation,
known to A7

Transition matrix that represents
Pr(if)ii),

i.e., forward temporal correlation,
known to A7

The subset of database D' — {I!},
known to A7

We provide a new privacy notion of a-DPr against temporal privacy leakage

and prove its composability in Section 4.4.3. Finally, we make a few important

observations in Section 5.4.3.

4.4.1 Adversay with Knowledge of Temporal Correlations

Markov Chain for Temporal Correlations. The Markov chain (MC) is
extensively used in modeling user mobility profiles [56] [65] [61] [55]. For a time-
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homogeneous first-order MC, a user’s current value only depends on the previous
one. The parameter of the MC is the transition matriz, which describes the
probabilities for transition between values. The sum of the probabilities in each
row of the transition matrix is 1. A concrete example of transition matrix and
time-reversed one for location data is shown in Figure 4.2. As shown in Figure
4.2(a), if user 7 is at loc; now (time t); then, the probability of coming from locs
(time ¢ — 1) is 0.7, namely, Pr(i!"" = locs|l! = loc;) = 0.7. As shown in Figure
4.2(b), if user i was at locg at the previous time ¢t — 1, then the probability of
being at loc; now (time ) is 0.6; namely, Pr(lt = loci|li™! = locs) = 0.6. We call
the transition matrices in Figure 4.2(a) and (b) as backward temporal correlation

and forward temporal correlation, respectively.

Definition 9 (Temporal Correlations). The backward and forward temporal cor-
relations between user i’s data "' and 1t are described by transition matrices
PP PF e R™™ representing Pr(I:711%) and Pr(if)i:™Y), respectively.

It is reasonable to consider that the backward and/or forward temporal corre-
lations could be acquired by adversaries. For example, the adversaries can learn
them from user’s historical trajectories (or the reversed trajectories) by well stud-
ied method such as Maximum Likelihood Estimation, or using more sophisticate
Markov model [56], or utilizing road network constraints [55]. Also, if the initial
distribution of I} is known (i.e., Pr(l})), the backward temporal correlation (i.e.,
Pr(I:~11t)) can be derived from the forward temporal correlation (i.e., Pr(i[Ii™1))

by the following Bayesian inference.

t—17t Pr(if|i™") « Pr(ii™")
L S e P Ty

Since estimating temporal correlations from data is beyond the scope of this work,
we assume the adversaries’ prior knowledge about temporal correlations is given
in our framework.

We now define an “updated version” of A; (in Definition 8) with knowledge of

temporal correlations.

Definition 10 (Adversaryr). Adversaryr is a class of adversaries who have
knowledge of (1) all other users’ data D at each time t except the one of the
targeted victim, i.e., D = D' — {Il}, and (2) backward and/or forward temporal
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(a) Transition Matrix Pr(//”'|l)) (b) Transition Matrix Pr(Z/|/™)
time t-1 time t
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Figure 4.2: Examples of Temporal Correlations.
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Figure 4.3: Example of Temporal Privacy Leakage of Lap(1/0.1) at each
time point.

correlations represented as transition matrices PP and PF. We denote Adversarys
who targets user i by AT (PE,PF).

There are three types of adversary: (i) A7 (PP, 0), (i) A7 (0, PF"), (iii) A7 (PP, PF),
where () denotes that the corresponding correlations are not known to the ad-
versaries'. For simplicity, we denote types (i) and (ii) as A7(PP) and A7 (PF),
respectively. We note that A7 (0,0) is the same as the traditional DP adversary
A; without any knowledge of temporal correlations.

We now show what information A7 can derive from the temporal correlations.

Lemma 5. The adversary AT who has knowledge of PP can derive Pr(D'~!|D") =
Pr(l! |11

Lemma 6. The adversary A] who has knowledge of P can derive Pr(DY| D ') =
Pr(ffitY).

We omit the proofs of the lemmas due to space limitations.

"The adversaries of types (i) and (ii) will not “guess” the missing correlations; otherwise,
they fall under type (iii).
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4.4.2 Temporal Privacy Leakage

We now define the privacy leakage w.r.t. adversarys. For the convenience of
analysis, let us assume the length of release timet is . The adversary A7 observes

the differentially private outputs 7', ..., 7',

., 7" and attempts to infer the value
of user i’s data at time ¢, namely I!. Similar to Definition 8, we define the privacy
leakage in terms of differential privacy but in the context of differential private

under continual observation, which is described in Section 5.2.2.

Definition 11 (Temporal Privacy Leakage, TPL). Let D' be a neighboring
database of D*. Let DY be the tuple knowledge of AT. We have D' = D U{it} and
DY = DL U{It'} where It and I are two different values of user i’s data at time t.
Temporal Privacy Leakage (TPL) of M* w.r.t. a single AT and all AT,i € U are

defined, respectively, as follows.

e Pr(r', ..., r7lt, Di)
TPL(AT, M! 4L w lo ’ 4.1
(4:, M) pa e Pr(rl,. rT|zt’ DLy’ (4.1)
TPL(M") 4L max TPL(AT, MY (4.2)

VAT ieU
Pr(r',...,7T|DY)

= 1 - . 4.3
Dt DtS’TJI: T o8 Pr(ri,... rT|D") (43)

We first analyze TPL(A7, M) (i.e., Equation (4.1)) because it is key to solve
Equation (4.2) or (4.3). We can rewrite TPL(A], M?) as follows because r!, ..., rT
are published independently by differentially private mechanism M, ..., MT.

Pr(r!|lt, DL) Pr(r T‘lt DY)
Eqn.(4.1) =  su lo —*.. - N PR
q ( ) lt7l7?/71'1,p...,7aT g (Tlllt/ Dt ) Pr TT’lt/ Dt )
R L, SO L.
= Ssu O Su 0
o 8
Ll lg,zf.’
backward p;i:zacy leakage forward pr;\;cy leakage
Pr(r|it, D)
— sup log ——————=~ 44
rt,zﬁg’ ©p Pr(rt|l¥, DL) (4.4)

N J/
-~

PLo(AT . M?)

'In this chapter, we do not need to know the length of release time in advance.
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It is clear that PLy(A7, M') = PLy(A;, M?) because PLy indicates the privacy
leakage w.r.t. one output 7 (refer to Definition 8). As annotated in the above

equation, we define backward and forward privacy leakage as follows.

Definition 12 (Backward Privacy Leakage, BPL). The privacy leakage of M!

caused by r',....rt w.r.t. Al is called backward privacy leakage, defined as follows.

Pr(r!, ..., 7!l D)

BPL(AT, M L s lo ! . 4.5
( ’ ) lt-,lt-/,'r'lI,)...,rt & PI‘(T’I, e ,T‘t’lf/, D;C) ( )
BPL(M") 4L max BPL(AT, M!). (4.6)

Definition 13 (Forward Privacy Leakage, FPL). The privacy leakage of M?
caused by rt,....rT w.r.t. AT is called forward privacy leakage, defined by follows.

Pr(rt,... rT|lt, DL)

FPL(AT, M def 1 . 4.7

(A M b e 77 S

FPL(MY) 4L max FPL(AT, MY). (4.8)
VAT ieU

By substituting Equation (4.5) and (4.7) into (4.4), we have
TPL(AT, M') = BPL(AT, M") + FPL(A], M") — PLy(A], M"). (4.9)

Similarly, by expanding Equation (4.3) to one resembling Equation (4.4) and
combining it with Equation (4.6) and (4.8), we have

TPL(M") = BPL(M") + FPL(M") — PLy(M"). (4.10)

Intuitively, BPL and FPL are the privacy leakage w.r.t. the adversaries A7 (PF)
and A7 (PF) , respectively. TPL is the privacy leakage w.r.t. A7 (PP, PF). In
Equation 4.10, we need to minus PLy(M?) because it is counted in both BPL and
FPL. We will show more details in the following analysis.

BPL over time. For BPL, we first expand and simplify Equation (4.5) by
Bayesian theorem and Lemma 5, BPL(A], M?) is equal to
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Lo DA PR D) P )
R W Pr(r!, e 1Y DY Pr(i V)
Tt (i) BPL(AT M) (1) PP

Pr(r'|l, Di)

+ sup log .
et Pr(e'll, D)
—_——

(i#) PLo (AT ,M?)

(4.11)

We now discuss the three annotated terms in the above equation. The first term
indicates BPL at the previous time t—1, the second term is the backward temporal
correlation determined by PP, and the third term is equal to the privacy leakage
w.r.t. adversaries in traditional DP (see Definition 8). Hence, BPL at time ¢
depends on (i) BPL at time ¢ — 1, (ii) the backward temporal correlations, and
(iii) the (traditional) privacy leakage of M" (which is related to the privacy budget
allocated to M?). By Equation (4.11), we know that if ¢ = 1, BPL(A], M) =
PLo(A;, MY); if t > 1, we have the following, where £B(-) is a backward temporal

privacy loss function for calculating the accumulated privacy loss.
BPL(A], M") = £P (BPL(A] ,M'™")) + PLy(A;, M) (4.12)

Equation (4.12) reveals that the BPL is calculated recursively and may accumulate

over time, as shown in Example 2 (Fig.4.3(a)).

Example 2 (BPL due to previous releases.). Suppose that a DP mecha-
nism M' satisfies PLo(M') = 0.1 for each time t € [1,T], i.e., 0.1-DP at each
time point. We now discuss BPL at each time point w.r.t. AT with knowledge

of backward temporal correlations PE. In an extreme case, if PP indicates the

strongest correlation, say, PP = (}9), then, at time ¢, AT knowslt =1""=... =1},
i.e., D! = D' = ... = D! because of D' = {I!} U D% for any t € 1,T|. Hence, the
continuous data release rt,... vt is equivalent to releasing the same database mul-

tiple times; the privacy leakage at each time point will accumulate from previous
time points and increase linearly (Figure 4.3(a)(i)). In another extreme case, if
there is no backward temporal correlation that is known to AT (e.g., for the A;
in Definition 8 or AT(PF)}), the backward privacy leakage at each time point is
PLo(M?), as shown in Figure 4.3(a)(iii). Figure 4.3(a)(it) depicts the backward

$Given the current I! and PF, i.e., Pr(I4i!™"), the adversary cannot derive It = [!™" = ... =
1k

7
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4. Temporal Differential Privacy

privacy leakage caused by PP = (98 %2), which can be finely quantified using our
method (Algorithm 7) in Section 4.5.

FPL over time. For FPL, similar to the analysis of BPL, we expand and
simplify Equation (4.5) by Bayesian theorem and Lemma 6, FPL(A], M) is equal

to
sup log >y Pr(rt ™| DY) Pr(i 1)
it i ZlHl’ ?r(rt—i-l’ o ,,’,T|llit+1” D;CHZ\Pr@ﬂ/]lf/Z
rttl e ! N~ ~”
” (i) FPL(AT ,Mt+1) (i) PF
Pr(rt|ilt, Dt
+ sup log r(r']li, Dic) (4.13)

RN

1 et PT(TW%,: D;c)
—_— —
(ii4) PLo(A] ,M?)

By Equation (4.13), we know that if t = T', FPL(AT , MT) = PLy(A;, MT); if t < T,

we have the following, where £F(-) is a forward temporal privacy loss function for

calculating the increased privacy loss due to FPL at the next time.
FPL(A] ,M") = L" (FPL(A] , M"*1)) + PLy(A;, M) (4.14)

Equation (4.14) reveals that FPL is calculated recursively and may increase over

time, as shown in Example 3 (Fig.4.3(b)).

Example 3 (FPL due to future releases.). Considering the same setting in
Example 2, we now discuss FPL at each time point w.r.t. A7 with knowledge

of forward temporal correlations PF. In an extreme case, if PF indicates the

strongest correlation, say, P = (} 1), then, at time t, AT knows it ="' = ... =17,
i.e., D' = D1 = ... = DT because of D' = {i!} U DL for any t € [1,T]. Hence,
the continuous data release rt,...,rT is equivalent to releasing the same database

multiple times; the privacy leakage at time t will increase when every time new
release (i.e., v+ rt+2 ) happens. For example, we see that contrary to BPL,
the FPL at time 1 is the highest (due to future releases at time 1 to 10) while
FPL at time 10 is the lowest (since there is no future release with respect to time
10 yet). When ' is released, all FPL at time t € [1,10] will be updated. In
another extreme case, if there is no forward temporal correlation that is known to
AT (e.g., for the A; in Definition 8 or AT (PP)), then the forward privacy leakage
at each time point is PLy(M?), as shown in Figure 4.3(b)(iii). Figure 4.3(b)(ii)
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4. Temporal Differential Privacy

depicts the forward privacy leakage caused by PEF = (%3 %2), which can be finely
quantified using our method (Algorithm 7) in Section 4.5.

Remark 1. The extreme cases shown in Fxample 2 and 3 are the upper and
lower bound of BPL and FPL. Hence, the backward temporal privacy loss function
LB() in Equation (4.12) and the forward temporal privacy loss function £F(-) in
Equation (4.14) satisfy 0% - < LB(-) < 1% -, where - is BPL at the previous time,
and 0% - < LF(-) < 1% -, where - is FPL at the next time, respectively.

From Example 2 and 3, we know that: backward temporal correlation (i.e.,P?)
does not affect FPL, and forward temporal correlation (i.e.,Pf) does not affect
BPL. In other words, adversary A7 (PFP) only causes BPL; A7 (PF) only causes
FPL; while A7 (P?, PF') poses a risk on both BPL and FPL.

Figure 4.3(c) shows TPL, which is calculated using BPL and FPL (see Equation
(4.10)). Given PP and PF, finely quantifying TPL is a challenge. We will design

a novel algorithm to calculate them efficiently in Section 4.5.

4.4.3 DP under Temporal Correlations and Its Compos-
ability

In this section, we define a-DP+ to provide a privacy guarantee against temporal
privacy leakage. We prove its sequential composition theorem and discuss the
connection between a-DP7 and e-DP in terms of event-level /user-level privacy
[27] [28] and w-event privacy [30].

Definition 14 (a-DPy). For all useri in the database, if TPL of M" (see Defini-
tion 11) is less than or equal to o, we say that M! satisfies a-differential privacy

under temporal correlation, denoted by a-DPy.

DP7 is an enhanced version of DP on temporal data. If the data are temporally
independent (i.e., for all user i, both PP and P! are (), an e-DP mechanism
satisfies e-DP7. If the data are temporally correlated (i.e., existing user i whose
PB or PF is not 0), an e-DP mechanism satisfies a-DP7 where « is the increased
privacy leakage and can be quantified using our framework.

One may wonder, for a sequence of DP+ mechanisms on the timeline, what is
the overall privacy guarantee. Suppose that M! satisfies €,-DP and poses risks of
BPL and FPL as of and of , respectively. That is, M? satisfies (af +af —¢)-DPr
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4. Temporal Differential Privacy

at time ¢ according to Equation (4.10). We formally define such overall privacy
leakage based on Equation (4.3).

Definition 15 (TPL of a sequence of DP mechanisms). The temporal privacy
leakage of DP mechanisms {M?, ..., M'T7} where 7 > 0 is defined as follows.

Pr(rt,..., 7T |Dt, ... D'Y)

TPL({M', ..., M"7}) 4L sup  log

/ -/
Dt DU, Pr(rt,...,»T|DY ... D'
Dt .. .Dt+i’
rl..r

It is easy to see that, if j =0, it is event-level privacy; if t =1 and j = |T — 1|, it

is user-level privacy.

Theorem 10 (Composition under Temporal Correlations). A sequence of DP

mechanism {Mt, ..., M3} satisfies

(af +afi; + 3321 en)-DPr j =2

We omit the proofs of Theorems 10 due to space limitations.
When ¢t = 1 and j = T — 1 in Theorem 10, we have the following corollary
because af = BPL(M') = PLy(M?) and of = FPL(MT) = PLy(MT).

Corollary 1. The temporal privacy leakage of a combined mechanism {M*' ... MT}

18 Zzz? €k -

It shows that temporal correlations do not affect the user-level privacy (i.e., pro-
tecting all the data on the timeline of each user), which is in line with the idea
of group differential privacy: protecting all the correlated data in a bundle.

We now compare the privacy guarantee between DP and DPr. As we men-
tioned in Section 5.2.2, there are typically two privacy notions in continuous data
release: event-level and user-level |27] [28]. Recently, w-event privacy [30] is pro-
posed to merge the gap between event-level and user-level privacy. It protects
the data in any w-length sliding window by utilizing the following sequential

composition theorem of DP.

Theorem 11 (Sequential composition on independent data [47]). Suppose that
Mt satisfies e,.-DP for each t € [1,T]. A combined mechanism {M¢, ..., M*I} sat-
isfies S5 =1 e, x-DP.
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Suppose that M" satisfies e-DP for each t € [1,T]. According to Theorem 11,
it achieves T'e-DP on user-level and we-DP on w-event level. We compare the

privacy guarantee on independent data and temporally correlated data as follows.

Table 4.2: The privacy guarantee of e-DP mechanisms.

) - Data independent temporally correlated
Privacy Notion
event-level [27] [2§] e-DP a-DP7 (a0 > €)
w-event [30] we-DP see Theorem 10
user-level [27] [2§] Te-DP Te-DP+ (by Corollary 1)

It reveals that temporal correlations may blur the boundary between event-
level privacy and user-level privacy. In an extreme case, the temporal privacy
leakage of an e-DP mechanism on event-level can be T, i.e., Te-DP7. Considering
the examples shown in Figure 4.3, under the strongest temporal correlations,
M0 satisfies 1-DP7 on event-level and a combined mechanism {M!, ... M0}
also satisfies 1-DP7 on user-level. Essentially, it is because the adversaries may

infer {D!,..., DT} (user-level) from D' (event-level) using temporal correlations.

4.4.4 Discussion

We make a few important observations regarding our privacy analysis.

First, the temporal privacy leakage is defined in a personalized way. That is,
the privacy leakage may be different for users with distinct temporal patterns (i.e.,
PP and PF'). We define the overall temporal privacy leakage as the maximum one
for all users, so that a-DP+ is compatible with the traditional e-DP mechanism
(using one parameter to represent the overall privacy level) and we can convert
a traditional DP mechanism to bound the temporal privacy leakage. On the
other hand, our definitions also can be compatible with personalized differential
privacy (PDP) mechanisms [66], in which the personalized privacy budgets, i.e.,
a vector [e,...,¢,], are allocated to each user. In other words, we can convert a
PDP mechanism to bound the temporal privacy leakage for each user.

Second, in this chapter, we focus on the temporally correlated data and assume
that the adversary has knowledge of temporal correlations modeled by Markov
chain. However, it is possible that the adversary has knowledge about more

sophisticated temporal correlation model or other types of correlations, such as
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user-user correlations modeled by Gaussian Markov Random Field in [59]. Our
contributions in this work can serve as primitives for quantifying the privacy risk

under more advanced adversarial knowledge.

4.5 Calculating Temporal Privacy Leakage

In this section, we design algorithms for computing backward privacy leakage
(BPL) and forward privacy leakage (FPL). We first show that both of them can
be translated into the optimal solution of a linear-fractional programming problem
[67]. Traditionally, this type of problem can be solved by simplex algorithm [68]
in exponential time. By exploiting the constraints in this problem, we then design

a method to solve it in polynomial time.

4.5.1 Problem formulation

According to the privacy analysis of BPL and FPL in Section 4.4.2, we need to
solve the backward and forward temporal privacy loss functions £Z(-) and £F(-)
in Equations (4.12) and (4.14), respectively. By observing the structure of the
first term in Equations (4.11) and (4.13), we can see that the calculations for
recursive functions £Z(+) and L7 (-) are virtually in the same way. They calculate
the increment of the input values (the previous BPL or the next FPL) based
on temporal correlations (backward or forward). Although different degree of
correlations result in different privacy loss functions, the methods for analyzing
them are the same.

We now quantitatively analyze the temporal privacy leakage. In the following,
we demonstrate the calculation of £LB(-). The first term of Equation (4.11), i.e
LB(BPL(AT, M*1)) is as follows.

| S Pr(et, o et DI Pr(lE ) (416
sup log < - 4.16
e, > Pr(rl,...,rt_lﬂf_l/,Dt 1J§’r(lt ! |lt')
rlopt=1 @ ~

BPL(AT ,Mt—1) PiB

We now simplify the notations in the above formula. Let two arbitrary (dif-
ferent) rows in PZ-B be vectors q = (q1,..-,q,) and d = (di,...,d,). For example,
suppose that g is the first row in the transition matrix of Figure 4.2(b). Then,
the elements in g are: ¢ = Pr(l!™' = loci|l! = locy), qo = Pr(li™" = locs|lt = locy),

o8



4. Temporal Differential Privacy

g3 = Pr(ll™' = locs|lt = locy), etc. Let & = (x4,..,2,)" be a vector whose el-
ements indicate Pr(r!,..,r*~1[I!"1 DITY) with distinct values of I™! € loc, e.g.,
z; denotes Pr(r!,..,r"!|II"! = loc;, Di-'). We obtain the following by expanding
1115 e loc in (4.16).

. + ot g,
LB (BPL(AT, M*™1)) = sup log L8
( ( ’ )) q,dlé}PiiB & dlxl + -+ dnxn

qr

= sup log—

q,dGPZ.B dCE
Next, we formalize the problem and constraints. Suppose that BPL(A7, M*~1) =
aB ;. According to the definition of BPL (as the supremum), for any z;,z) € =,
we have e=®"1 < B < e-1. Considering = as the variable vector and q, d as the
coefficient vectors, £Z(af ) is equal to the logarithm of the objective function

(4.17) in the following maximization problem (4.17)~(4.19).

.. qr
2= 4.17
maximize e ( )
subject to e o < ) < e“thl, (4.18)
Ty
0<xj<1and0<xk<1, (419)

where z;,z; € , j, k € [1,n].

The above is a form of linear-fractional programming |67], where the objective
function is a ratio of two linear functions and the constraints are linear inequalities
or equations. A linear-fractional programming problem can be converted into a
sequence of linear programming problems [67] and then solved using the simplex
algorithm [68] in time O(2"). When n is large, the computation is time consuming.

Bounding the objective function by constraints. We now investigate a
more efficient method to solve this problem by exploiting the structure of con-
straints. From Inequalities (4.18) and (4.19), we know that the feasible region
of the constraints are not empty and bounded; hence, an optimal solution exists.
By exploiting the constraints, we prove the following theorem, which enables the
optimal solution to be found in time O(n?).

We define some notations that will be frequently used in the following parts of
this chapter. Suppose that the variable vector @ consists of two parts (subsets):
T and . Let the corresponding coefficients vectors be ¢gt,d* and q~,d~.

Let ¢ = >.q" and d = >.dt. For example, suppose that x* = [z1,z3] and
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x~ = [z2,24,25]. Then, we have q" = lq1,q3], dt = [d1,d3], ¢~ = [q2,q4,95], and
d~ = [da,dy4, q5]. In this case, ¢ = ¢1 + ¢3 and d = d; + ds.

Theorem 12. If the following Inequalities (4.20) and (4.21) are satisfied, the

maximum value of the objective function in the problem (4.17)~(4.19) is %
e t—=1—-1)+1

B
‘ oy 1) 41
4 ate )+ , Vj € [1,n] where q; € q*,d; € d* (4.20)
dj  d(e* —1)+1
B
q _ g™ —1)+1 _ _
— < , Vk € [1,n] where q € q~,d;. € d 4.21
dy, d(eo‘tB—l _ 1) +1 [ ] k k ( )
Proof. See Appendix B. n

As we mentioned previously, the calculations of £Z(-) and £¥(-) are identical.
Therefore, given a transition matrix PP (or PF') and the previous BPL (or the
next FPL), the increment of the backward (or forward) privacy loss is the max-
imum value in the above theorem for any two rows q and d in P? (or PF). We
denote FPL(A], M"1) by of ;.

(e —1)+1

L% (e ) = max log a = (4.22)
dePpB d(e*t=1 —1)+1
o — 1)+ 1

L (af;) = max log ates )+ (4.23)
adepf  d(e®t —1)+1

Corollary 2. If Inequalities (4.20) and (4.21) are satisfied, we have q; > d; in
which q; € g* and dj € d*.

We omit the proof due to space limitations.

Now, we simply examine the £P(:) and £F(:) in Equations (4.22) and (4.23).
First, we have 0 < £P(aP ;) and 0 < £F(aP ;) because of ¢ > d. Second, when ¢
and d have the largest difference (e.g., ¢ = (1,0),d = (0,1) and hence ¢ = 1,d = 0),
it follows that £8(af ) < af; and £ (af, ) < of, . Therefore, it is in accordance
with Remark 1. The advantage of Equations (4.22) and (4.23) is being able to
finely quantify BPL and FPL w.r.t. arbitrary PP and P!
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4.5.2 Privacy Leakage Quantification Algorithm

The next question is how do we find ¢ and d (or g* and d') that gives the
maximum objective function. Inequalities (4.20) and (4.21) in Theorem 12 are
sufficient conditions for obtaining such optimal value. Corollary 2 gives neces-
sary conditions for satisfying Inequalities (4.20) and (4.21). Based on the above
analysis, we design Algorithm 7 for computing BPL or FPL .

Algorithm 7: Finding BPL or FPL

Input: P, (PP or PI'); a (o | or af,,); e (i.e., PLo(M?")).
Output: BPL at time ¢t or FPL at time ¢

1 L;+— 0 //the value of Equation (4.22) or (4.23)
2 foreach two rows q, d € P; do
3 foreach ¢; € q,d; € d do
4 L if ¢; > d; then add ¢; to ¢*; add d; to d
5 update «+— false;
6 do //find ¢, d by Theorem 12 and Corollary 2
7 g+— Y. gt d«+— > dt //satisfy Inequality (4.21)
8 foreach ¢; € ¢*,d; € d* do
//for satisfying Inequality (4.20)
9 if qj/d; < (g% (e*—1)+1)/(dx*(e*—1)+1)
10 then q* < q" — ¢;; d* < d* — d;; update < true;
11 while update
. gx(e*—1)+1 gr(e®—1)+1
12 B if Ez < 10g W then Ez — log m

13 return L; + ¢ //by Equation (4.12) or (4.14)

Computing BPL or FPL by solving the linear-fractional program-
ming. According to the definition of BPL and FPL, we need to return the
maximum privacy leakage (Line 12) w.r.t. any two rows in the given transition
matrix (Lines 2). Lines 3~11 are to solve one linear-fractional programming
problem (4.17)~(4.19) w.r.t two specific rows in the transition matrix. In Lines
3 and 4, we divide the variable vector x into two parts according to Corollary
2, which gives the necessary condition for finding the maximum solution: if the
coefficients ¢; < d;, they are not in ¢* and d* that satisfy Inequalities (4.20) and
(4.21). In other words, if ¢; > d;, they are “candidates” in ¢* and d* that gives
the maximum objective function. In Lines 5 to 11, we further check ¢t and d*
whether they satisfy Inequalities (4.20) and (4.21). According to Line 7, it is clear
that any subset of g™ and d* automatically satisfy Inequality (4.21). In Lines
8-10, we remove the pairs ¢; € ¢ and d; € dt that do not satisfy Inequality
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(4.20). Note that the values of ¢ and d (recall that ¢ =" ¢* and d = 3" d*) will be
recalculated due to such “update” (deletion in Line 10).go If ¢ and d are updated,
we need to recheck each pair of ¢; and d; in the current set of g™ and d* until
every pair of them satisfies Inequality (4.20).

A subtle question may arise regarding such “update”. In Lines 8~10, if sev-
eral pairs of ¢; and d; do not satisfy Inequality (4.20), say, {¢1,d:} and {g.d>},
one may wonder if it is possible that, after removing {q;,d;} from ¢+ and d*,
Inequality (4.20) can be satisfied for {g.,d>} due to the update of ¢ and d, i.e.,

® > %. We show that this is not possible. If 4t < %, we have

*(e®—1)+1 —q1)*(e®—1)+1 *#(e®—1)+1 —q1)x(e®—1)+1
Z*Eeo‘—l;—i-l S ég—?lll))*((ea—l))-&-l : Hence’ % S Z*Eea—lg—i-l S gg—gll))*((ea—l))-i-l :
can remove multiple pairs of ¢; and d; that do not satisfy Inequality (4.20) at one
time (Lines 8~10).

It is easy to know that the update will be terminated with non-empty ¢* and

Therefore, we

d*. If only one element is left in each of g% and d*, say, ¢, and d,, respectively,

then Inequality (4.20) is true (i.e., 4= > %

Algorithm complexity. The time complexity for solving one linear-fractional

) because of ¢, > d,.

programming problem (Lines 3~11) w.r.t. two specific rows of the transition
matrix is O(n?) because Line 9 may iterate n * (n — 1) times in the worst case.

The overall time complexity of Algorithm 7 is O(n?).

4.6 Bounding Temporal Privacy Leakage

In this section, we design private data release algorithms that can be used to
convert a traditional DP mechanism into one satisfying a-DP+ by allocating
calibrated privacy budgets.

We first investigate the upper bound of BPL and FPL. We have demonstrated
that BPL and FPL may accumulate and increase over time in Figure 4.3. A
natural question is that: is there a limit of BPL and FPL over time. For M! that
satisfies e-DP at each t € [1,7], we know that a loose upper bound of BPL or
FPL over time T is Te according to Remark 1. When T is unknown, giving the
upper bound of BPL or FPL is a challenge.

Theorem 13. Given a transition matriz PP (or PF ) representing temporal cor-
relation, let ¢ and d be the ones that give the mazimum value in Equation (4.22)
(or Equation (4.23)). For M! that satisfies e-DP at each t € [1,T], there are four
cases regarding the supremum of BPL (or FPL) over time.
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Figure 4.4: Examples of the maximum BPL over time.
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We omit the proof due to space limitations.

The above theorem is applicable for both BPL and FPL because the calculation
of BPL and FPL is the same. According to the previous analysis, we can consider
that the growth of BPL and FPL is in the same manner but in the reversed
directions on the timeline (see Figure 4.3(a)(b)).

Example 4 (The supremum of the increased BPL over time.). Suppose that M?
satisfies e-DP at each time point. In Figure 4.4, we demonstrate the mazimum
BPL w.r.t. different e and different transition matrices that represents PB. In (a)
and (b), the supremum does no exist. In (c) and (d), we can directly calculate the
supremum using Theorem 13. The results are in line with the ones that computes
BPL step by step at each time point using Algorithm 7.

Achieving a-DP by limiting upper bound. We now design a data release
algorithm utilizing Theorem 13 to bound TPL. Theorem 13 tells us that, if it is

not the strongest temporal correlation (i.e., d = 0 and ¢ = 1), we may bound BPL
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or FPL within a desired value by allocating an appropriate privacy budget to a
traditional DP mechanism at each time point. A problem is that, in Theorem
13, the ¢ and d are assumed to be the ones that give the maximum value of
the objective function; however, they are initially unknown. According to our
analysis of Algorithm 7, such ¢ and d depend on not only the given transition
matrix but also the previous BPL (or the next FPL); however, the “previous BPL”
is not clear when BPL achieves its supremum at some time point. To solve this
problem, we can consider that, if T is close to infinite, BPL at time T and T+1 are
both supremum, so that we can find ¢ and d that give the maximum objective
function using Algorithm 7 by setting the “previous BPL” to such supremum.
Now, we can find an appropriate ¢ to bound BPL based on Theorem 13. For
example, if d = 0 and ¢ # 1, we can solve an equation with one variable e:
log U=2< = o (it is easy to prove that a positive solution always exists) where
a® is a desirable privacy level. Similarly, we can restrict FPL within a given
value. We use this idea to bound both BPL and FPL, as shown in Algorithm 8.

Algorithm 8: Releasing Data with a-DP7 by upper bound
Input: PP and P! | i € U; o (desired privacy level).
Output: private data satisfying a-DP
1 foreach wuseri e U do
2 Initialize o € (0, a] as the supremum of BPL;
3 Find ¢® and dP that give the maximum value in Eq.(4.22) using Algorithm 7 with
input o, = o?;
4 Find € using Theorem 13 with the above ¢Z, d® and o®;
5 af' <« a—aPf +€B; //see Equation (4.9)
6 Find ¢ and df using Algorithm 7 with input of,, = oF
7 Find ¢! using Theorem 13 with the above ¢¥', df" and of’;
8
9

if <& < then goto Line 2, initialize a larger o?;
else if < > ¥ then goto Line 2, initialize a smaller o;

10 else ¢; «+ €

11 € < min{e;, 1 € U}
12 return e-DP data at each time point

Achieving a-DP; by privacy leakage quantification. Algorithm 8 guar-
antees that the temporal privacy leakage never exceeds the given value, no matter
how long the T" is. However, when 7' is too short so that the accumulation of tem-
poral privacy leakage have not resulted in a significant increase, we may not take
the full advantage of the privacy budgets. Our observation is that, the DP mech-

anisms at the first and last time points should be allocated more budgets because
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they are relatively more “influential” in term of privacy loss. For example, BPL of
Mt t e [2,T) is affected by the first mechanism M, and FPL of M! ¢t € [1,T - 1] is
affected by the last mechanism M7T. Our idea is to allocate more privacy budgets
to M and MT so that both BPL and FPL are bounded in given values at each
time point. For example, if we want that BPL at every time points are exactly
the same value o®, i.e., BPL(M!) = ... = BPL(MT) = o, then we need to make
sure: (i) PLo(M?) = of and (ii) £Z(af)+e8 = of in which €8 is the privacy budget
allocated in the “middle” of the timeline, i.e., from 2 to T'— 1. We can solve the
above equations to obtain €2 ensuring BPL(M!) = -.. = BPL(MT) = oB. Similarly,
we can bound FPL in a of by finding another ¢£. If €8 + ¢£, we can assign e,, as
min{eZ, e} to ensure both BPL and FPL are bounded in min{a®, of'}. It is easy

to know that, when 2 = ¢&' | we can exactly achieve a-DP+ at each time point.

Algorithm 9: Releasing Data with a-DP+ by quantification

Input: PP and P!, i € U; o (desired privacy level).
Output: private data satisfying a-DP+
1 foreach wuseri e U do
Initialize o € (0, a] as the supremum of BPL, €;; = of;
Find ¢? and d” using Algorithm 7 with input o2, = ¢, ,
Find efm by solving £Z(e; 1) + <2, = ;1 with ¢Z, dP;
€r < a—el +eP i //see Equation (4.9)
Find ¢ and d¥ using Algorithm 7 with input o%, = ¢, r
Find ¢F, by solving £ (¢, 1) + ¢F,, = ¢; 7 with ¢f', dF’;
if &, <<f,, then goto Line 2, initialize a larger «

i,

BWw N

5

B.
)

© w N o

else if 2, >, then goto Line 2, initialize a smaller a”;

i,m i,m

10 else ¢, < €2

11 e < min{e;;1,%1 € U}, et + min{e; yn, i € U}, e < min{e; 7,7 € U},

12 return ¢-DP data at t € [1,T]

We note that, the initializations of both «? in Algorithm 8 and 9 are nontrivial:
too large or too small o results in more iterations to converge to €2, =¢f,,. We
can prove that ¢ = ¢ always can be achieved. We delegate the detailed

27

descriptions and proofs to the long version of our chapter.

4.7 Experimental Evaluation

In this section, we design experiments for the following: (1) verifying the runtime

and correctness of our privacy leakage quantification algorithm (Algorithm 7),
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4. Temporal Differential Privacy

(2) investigating the impact of the temporal correlations on privacy leakage and
(3) evaluating the data release Algorithms 8 and 9. We implemented all the
algorithms in Java and conducted the experiments on a machine with an Intel
Core i7 2.8GHz CPU and 16 GB RAM running OSX El Capitan.

The setting of temporal correlations. To evaluate if our privacy loss
quantification algorithms can perform well under diverse circumstances, we need
different degrees of temporal correlations. Although there are well studied meth-
ods to estimate the temporal correlations, in our experiments, we generate the
correlations (transition matrices) directly to eliminate the effect of different esti-
mation algorithms or datasets.

We now present a method for obtaining different degrees of temporal correla-
tions. First, we generate a transition matrix indicating the “strongest” correlation
that contains a cell with probability 1.0 at each row but for different columns (this
type of transition matrix will lead to an upper bound of TPL, as shown in Ex-
amples 2 and 3). Then, we perform Laplacian smoothing [69], which is a method
originally used to smooth a polygonal mesh, to uniformize the probabilities of P;
in different degree. Let pj;; be an element at the jth row and kth column of the
matrix P,. The new probabilities pj;, are generated using Equation (4.24), where
s is a positive parameter that controls the degrees of smoothing. A smaller s

results in a stronger temporal correlation.

= Djk + S
= —
’ Zu:l (p]U + S)

We note that, the degrees of correlation with s are only comparable with each

(4.24)

other under the same n (i.e., |loc|).

4.7.1 Runtime of Privacy Quantification Algorithms

In this section, we compare the runtime of our algorithm with Gurobil and
Ip_solvel, which are two well-known softwares for solving optimization problems,
e.g., the linear-fractional programming problem (4.17)~(4.19) in our setting. We
run our privacy quantification algorithm 30 times, and run Gurobi and lp solve
5 times (because they are very time-consuming), and then calculate the aver-

age runtime for each of them. At each time, we randomly generate a transition

Yhttp://www.gurobi.com/. Commercial software. We use version 6.5.
Ihttp://Ipsolve.sourceforge.net /. Open source software. We use version 5.5.
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Figure 4.5: Runtime of Privacy Quantification Algorithms.

matrix P; whose elements are uniformly drawn from [0, 1]. We verified that the
optimal solution returned by the three algorithms are the same. In the following,
we describe two factors that may affect the runtime: a as BPL at the previous
time point or at the next time point (i.e., one input of Algorithm 7), n as the
domain size of transition matrix. The results are shown in Figure 4.5.

Runtime vs. n. In Figure 4.5(a), we show the runtime of the three algorithms
with inputs of o = 10 and a n x n random probability matrix P;. The runtime
of all algorithms increase along with n because n is the number of variables in
our linear-fractional program. Algorithm 7 significantly outperforms Gurobi and
Ip_solve. For example, in Figure 4.5(a), when n = 150, Algorithm 7 only spends
11 seconds, whereas the runtime of Gurobi and Ip _solve are about 47 minutes and
38 hours, respectively. Since Gurobi and Ip solve spend tremendous time when
n > 150, we omit to present them.

Runtime vs. «. In Figure 4.5(b), we show that, a larger previous BPL (or the
next FPL), i.e., o, may lead to higher runtime of Algorithm 7, whereas Gurobi and
Ip_solve are stable for varying c. The reason is that, when « is large, Algorithm
7 may take more time in Lines 9 and 10 for updating each pair of ¢; € ¢* and

d; € dT to satisfy Inequality (4.20). An update in Line 10 is more likely occur

e q(e®—1)+1

due to a large o becaus T

is increasing with a. However, such growth
of runtime along with o will not last so long because the update happens n — 1
times in the worse case (according to our previous analysis, the update will be
terminated if only one element is left in ¢7). As shown in Figure 4.5(b), when
a > 10, the runtime of Algorithm 7 becomes stable. We only obtain a part of the

runtime for Ip _solve because a precision problem occurs when o > 10 due to the
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design of Ip_solve.

4.7.2 Impact of Temporal Correlations on Privacy Leakage

In this section, for the convenience of explanation, we only present the impact
of temporal correlations on BPL because the growth of BPL and FPL are in the
same way but in the reversed directions on the timeline. We examined s values
in Equation (4.24) ranging from 0.005 to 1. We set n to 50 and 200. Let ¢ be the
privacy budget of M" at each time point. We test € = 1 and 0.1. The results are
shown in Figure 4.6 and are summarized as follows.

Privacy Leakage vs. s. Figure 4.6 shows that the privacy leakage caused by
a non-trivial temporal correlation will increase over time, and such growth first
increases sharply and then remains stable because the increment is calculated
recursively. The increase caused by a stronger temporal correlations (i.e., smaller
s) is steeper, and the time for the increase is longer. Consequently, stronger
correlations result in higher privacy leakage.

Privacy Leakage vs. e. Comparing Figures 4.6(a) and (b), we found that
0.1-DP significantly delayed the growth of privacy leakage. Taking s = 0.005,
for example, the noticeable increase continues for almost 8 timestamps when
e = 1 (Figures 4.6(a)), whereas it continues for approximately 80 timestamps
when € = 0.1 (Figures 4.6(b)). However, after a sufficient long time, the privacy
leakage in the case of ¢ = 0.1 is not substantially lower than that for the case of
¢ = 1 under stronger temporal correlations because although the privacy leakage
is eliminated at each time point by setting a small privacy budget, the adversaries
can eventually learn sufficient information from the continuous releases.

Privacy Leakage vs. n. Under the same s, TPL is smaller when n| (di-
mension of the transition matrix) is larger, as shown in the lines s = 0.005 with
n = 50 and n = 200 of Figure 4.6. This is because the transition matrices tend
to be uniform (weaker correlations) when the dimension is larger.

In conclusion, the experiments reveal that our quantification algorithms can

flexibly respond to different degrees of temporal correlations.

4.7.3 Evaluation of Data Releasing Algorithms

In this section, we first show a visualization of privacy allocation of Algorithms

8 and 9, then we compare the data utility in terms of Laplace noise.
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Figure 4.6: Evaluation of BPL.
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Figure 4.7: Data Release Algorithms with 1-DP.

Figure 4.7 shows an example of budget allocation, w.r.t. PP = (§392) and
P = (3%92%). The goal is 1-DP7. It is easy to see that Algorithm 9 has better
data utility because it exactly achieves the desired privacy level.

Figure 4.8 shows the data utility of Algorithms 8 and 9 with 2-DPr. We calcu-
late the absolute value of the Laplace noise with the allocated budgets (as shown
in Figure 4.7). Higher value of noise indicate low data utility. In Figure 4.8(a),
we test the data utility under backward and forward temporal correlation both
with parameter s = 0.001, which means relatively strong correlation. It shows
that, when T is short, Algorithm 9 outperforms Algorithm 8. In other words,
whenever how long 7' is, Algorithm 8 perturb data in the same way. In Figure
4.8(b), we investigate the data utility under different degree of correlations. The
dash line indicates the absolute value of Laplace noise if no temporal correlation
exists (privacy budget is 2). It is easy to see that the data utility significantly
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Figure 4.8: Data utility of 2-DP+ mechanisms.

decays under strong correlation s = 0.01.

4.8 Related Work

Several studies have questioned whether differential privacy is valid for correlated
data. Kifer and Machanavajjhala [46] [53] [54] first raised the important issue that
differential privacy may not guarantee privacy if adversaries know the data cor-
relations. In their line of work, they [46] argued that it is not possible to ensure
any utility in addition to privacy without making assumptions about the data-
generating distribution and the background knowledge available to an adversary.
To this end, they proposed a general and customizable privacy framework called
PufferFish, in which the potential secrets, discriminative pairs, and data genera-
tion need to be explicitly defined. Yang et al. [59| further investigated differen-
tial privacy on correlated tuples described using a proposed Gaussian correlation
model. The privacy leakage w.r.t. adversaries with specified prior knowledge can
be efficiently computed. The major difference between correlation G in this work
and Gaussian correlation model G in [59] is that the latter requires a connected
graph (i.e., any user in the database should have at least one correlated user),
whereas the G is not necessarily connected (and is thus more practical).

Zhu et al. [70] proposed correlated differential privacy by redefining the sensi-
tivity of queries on correlated data; however, the privacy guarantee provided by
this definition for spatio-temporal data is unclear. Very recently, Liu et al. [60]
proposed dependent differential privacy by introducing dependence coefficients

for analyzing the sensitivity of different queries under probabilistic dependences

70



4. Temporal Differential Privacy

between tuples. However, such dependence coefficients do not easily account for
the spatio-temporal correlations.

Dwork et al. first studied differential privacy under continual observation and
proposed event-level /user-level privacy [27] [28]. The previous studies in this
setting focused on the problems of high dimension [23] [71] [31], infinite se-
quence |72] [26] [30], data sparsity |71], sliding window queries [73|, and real-time
publishing [29]. However, none of them addressed the problem of privacy loss
under temporal correlations.

To the best of our knowledge, no study has reported the risk of differential
privacy under temporal correlations for the continuous aggregate release setting.
Although a few studies [61]| [63] have considered a similar adversarial model in
which the adversaries have prior knowledge of temporal correlations represented
by Markov chains, they focused on location privacy in the single-user setting.
Shokri et al. [61] proposed an evaluation framework for location privacy pro-
tection, assuming that the adversary knows the transition probabilities of each
user. Xiao et al. [63] proposed a mechanism extended DP for single user location
sharing under temporal correlations modeled by Markov chains. In contrast, the
scenario in this chapter focuses on quantifying the privacy loss of traditional DP

mechanisms under temporal correlations for continuous aggregate release setting.

4.9 Conclusions

In this chapter, we quantified the risk of differential privacy under temporal cor-
relations by formalizing, analyzing and calculating the privacy loss against ad-
versary who has varying degrees of temporal correlations. This work opens up
interesting future research directions, such as modeling temporal correlations with
other type of correlations (e.g. tuple-wise correlations), and combining our meth-
ods with the previous studies that neglected the effect of temporal correlations

in order to bound the temporal privacy leakage.
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CHAPTER D

DIFFERENTIAL PRIVACY UNDER
USER-USER CORRELATIONS

5.1 Introduction

As we mentioned in Chapter 4, data independence, which is a potential assump-
tion of the DP mechanisms, has been neglected by most previous works that
attempted to apply DP in practice. Recent studies [46] [53] [54] point out that
traditional DP may not guarantee the expected privacy on correlated data. The
following example shows that the user-user correlations may degrade the privacy
guarantee of DP.

Example 5. Consider the scenarios of aggregate location data release and med-
ical data release illustrated in Figure 5.1. A trusted server releases the counts
of people at each location at each time in Table5.1(b), or release the counts of
patients with the disorders dy and dy in Table5.1(d). Traditionally, according to
the Laplace mechanism [21], adding Lap(1/€) noise* to perturb each count can
achieve e-DP for protecting individual privacy if the users are independent of each
other (i.e., modification of a single user has no impact on others). However, the

expected privacy guarantee may decay due to user-user correlations. For example

*Lap(b) denotes a Laplace distribution with variance 2b2.
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Figure 5.1: Examples of user-user correlations.

in location data release, an attacker may have auxiliary information as shown in
Figure5.1(a): (1) Users uy and uy are always at the same location during work-
ing hours (e.g., they are colleagues); (2) Users uy and uz are always at the same
location during leisure time (e.g., they are newlyweds). There clear pattern are
shown by the dashed lines of Figure 5.1(c). Due to a higher sensitivity caused
by such patterns (i.e., modification of a single user impacts all correlated users),
adding Lap(1/€) noise only achieves 2¢-DP at each time (recall that larger values
of € result in larger privacy leakage). Similarly, in medical data release, if an
attacker has knowledge about genealogical information as shown in Figure5.1(c),
he/she may know: (1) Users uy, us and ug have the same value for disorder d;
(e.g., a generic disease, spontaneously hypertensive, which exhibits familial ag-
gregation) (2) User uy and uy have the same value for dy (e.g., color blindness
which the causing gene is carried on the X chromosome). Adding Lap(1/€) noise
only achieve 3e-DP because modification of a single user impacts 3 users in the

worst case for such medical data.

It is reasonable to consider that adversaries may obtain user-user correlations,
which commonly exist in our real life and are easily acquired from public infor-
mation or historical data. In addition to social ties and genealogical information,
there are countless factors that may cause user-user correlations which make dif-
ferential privacy vulnerable.

Few studies in the literature pointed out this problem and none of them can

provided an actionable and practical method in differentially private data release.
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Given the user correlations, the direct method for protecting against the adver-
saries with knowledge of user correlations involves amplifying the perturbation
in terms of group differential privacy 58] [21], i.e., protecting the correlated user
as a group. However, this technique is not suitable for partial or probabilistic
correlation to finely prevent privacy leakage and may over-perturb the data as
a result. For example, regardless of whether the probability of the correlations
between u; and us is 1 or 0.5, it always protects the correlated users in a bundle.
Very recently, Liu et al. proposed dependent differential privacy (DDP) with
dependence size L (any tuple in D is dependent on at most L — 1 other tuples)
and probabilistic dependence relationship R (similar to user-user correlations).
However, it remains a challenge for data publisher to define L and R.

Although a recent study [59] provide a method for modeling user correlations,
the setting of adversaries is still inadequate in practice. Yang et al. proposed a
generalization of DP, called Bayesian differential privacy (BDP) [59], to measure
the privacy leakage under probabilistic correlation. They described the correlation
among users as a connected graph using a proposed Gaussian correlation model
and assumed that each adversary has full knowledge about such correlation. We
argue that the setting of adversaries with full knowledge of correlations may not
be practical. In reality, the database could be quite large, and an adversary may
only know the relationships among a subset of the users. Moreover, the Gaussian
correlation model requires a connected correlation graph, i.e., any user in the
database should have at least one correlated user; otherwise, their privacy leakage
analysis may not work. Form the perspective of data publisher, this technique
requires specifying not only the correlation graph but also the disclosed tuples
that is known to adversaries so that the privacy leakage can be properly measured.
However, in practice, it is hard to know which user’s data has been disclosed to
the adversaries.

In this chapter, we first explicitly model user correlations using Gaussian Mar-
kov Random Field (GMRF), and analyze the extra privacy leakage of a tradi-
tional DP mechanism when such GMRF is known by the adversaries. Second, we
quantify the extra privacy leakage under different degree of GMRFs and propose
mechanisms that prevent the extra privacy leakage. Third, we evaluate the prac-
ticality of our approach in differentially private data publishing by testing the
impact of different level of user correlations and the runtime of our mechanisms

on real-world datasets and synthetic data.
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5.2 Preliminaries

5.2.1 Bayesian Differential Privacy

Yang et al. proposed Bayesian differential privacy [59] by extending Pufferfish
privacy [53] [54] to explicitly model the adversaries’ prior knowledge of the data
correlation. They proposed the Gaussian correlation model, denoted by G, which
is a connected correlation graph including all n users in the database. A;(G, Dx)
indicates an adversary targeting user ¢ with knowledge of the correlation G and
the true value of the tuples Dy. Let x; be the tuple of user i, and let Dy, be the
unknown tuples in D except Dy U {z;}. The attack is performed in a Bayesian
manner. The adversaries first attempt to infer the unknown tuples Dy, based on
their knowledge of Dy and on a guessed value of z;, using the correlation G, and

then distinguish D from its neighboring database D’ based on the released r.
Definition 16 (e-BDP [59]). A DP mechanism M takes as input D and outputs
r. Let D' be a copy of D but with the tuple x; replaced by a distinct value of .
Then, the privacy leakage of M against A; is defined as follows.

def Pr(r|x;,D
PL(AZ, M) — Supr,xi,z;,D)c log —PI“ET}CI?;7DE;

N o S P (1D) Pr(Dulai D)
= SUPria), D 108 T Pr(r[D7) Pr(Dulal, Dx)

(5.1)

M satisfies e-Bayesian Differential Privacy (e-BDP), if for all A;(G, Dx),i €
[1,n] it follows that PL(A;; M) < e.

e-BDP is a generalization of e-DP. If the data are independent, Equation (5.1) is
equal to Equation (3.1) because Pr(Dy|z;, Dx) = Pr(Dyl}, Dx) = Pr(Dy). Hence,
regardless of the prior knowledge of Dy that the adversaries have, the privacy
leakage caused by them is at the same level. In other words, DP guarantees
privacy against arbitrary adversaries without knowledge of the data correlation.
In contrast, if the adversaries know the data correlation, the privacy leakage
may increase. For an adversary A;(G, Dx), they proposed an algorithm with
time complexity O(n?®) to compute the leakage coefficient {4, in the following

equation.

PL(A;, M) = €4, % PLo(M) (5.2)
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5.2.2 Problem Setting

We attempt to quantify the potential privacy loss under continuous aggregate
release with DP (e.g., private counts release as shown in Figure 5.1(c) and (d)).
There are n users in the database, and a user only appears at one location at
most at each time point. We denote the location of user i by a variable x;. Let I}
be the value of z; at time ¢. Let loc = {locy, ..., locjee } be all possible locations
in the spatial domain. A trusted server collects the locations of each user into
the database D' = {l},...,l.} at each time ¢ (e.g., the columns in Figure 5.1(c))
and calculate the raw aggregate at each location at each time ¢ (e.g., the columns
in Figure 5.1(d)). A DP mechanism M" releases differentially private output r*
at each time ¢t. Our goal is to quantify and prevent the potential privacy loss of
M against adversarysy with knowledge of spatial and temporal correlation of
the data. We summarize the notations used in this chapter in Table 5.1.

We note that while we use location data as an example, the problem also has
other applications such as web mining (e.g. releasing number of users visiting
different web pages at each time t). The setting is identical to differential privacy
under continual observation [23| [25] [28] [29] [74] [30] [75] [31]. In contrast to
“one-shot” data release over a static database, the adversaries can observe multiple

differentially private outputs, i.e., !, ..., rt.

There are typically two different
privacy goals in the literature: event-level and user-level [27] [28]. The former
protects a single event (i.e., the neighboring databases are D* and D''), whereas
the latter protects all the events of any single user (i.e., the neighboring databases
are {D',..., D'} and {D",...,D"}). In this work, we restrict the discussion to
quantifying event-level privacy because it can be seen as a primitive component

of user-level privacy.

5.3 Adversarysr

In this section, we formalize the definition of adversarysy. In Section 5.3.1, we
study a commonly used models to describe user-user correlation that could be
acquired by adversaries. In Section 5.3.2, combining with the defined temporal
correlation in Chapter 4, we define the prior knowledge and attack model of
adversarysyr. We then define e-D Psr, a generalization of e-DP and e-BDP, to

prevent the privacy leakage of a DP mechanism against adversarysr.
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Table 5.1: Summary of Notations.

loc The set of locations {locy, ..., l0Cjoc|}

x; A variable denoting the location of user i, where i =
1,2,...,n.

It The location of user 7 at time ¢

A; Adversary who targets x; in previous study [59]

leakage coefficient of adversary A;

R; Adversariesst who target x; in this work
G GMRF (Gaussian Markov Random Field) known to R;
D! The database at time ¢, {I%,... %}

Dk, Two subsets of the database at time ¢, which are known
D}, and unknown to R;, respectively. D' = DU D}, U {i}.
m The size of disclosed tuples Di,m € [1,n — 1]

Mt Differentially private mechanism over D!

rt Differentially private output at time ¢

5.3.1 User-user correlation

In the following, we model diverse types of adversaries with different level of
knowledge about user-user correlation. We assume that the user-user correlations
are given as parameters in our framework.

GMRF for User-User correlation. The user-user correlation in spatiotem-
poral data indicate the geographical similarities between users. In the following,
we first clarify our assumption about a user’s spatial pattern (Figure 5.2(a)), and
then describe the user-user correlation between two users (Figure 5.2(b)) and
multiple users (Figure 5.2(c)). In our setting, we assume that the frequencies of
locations that user ¢ may visit, approximately follow a Gaussian distribution (as
shown in Figure 5.2(a)). More specifically, we use a Gaussian random variable z;,
denoting the possible location that user ¢ visits, to depict the spatial pattern of
user i. Note that the order of these locations on the x-axis of Figure 5.2(a) should
be the same for all users to measure the similarity between different users. Then,
the user-user correlation between any two users can be described using a bivariate
Gaussian distribution. For example, a bivariate Gaussian of x1 and x5 illustrated
in Figure 5.2(b) indicates the geographical similarity between them. The dots

are pairs of locations that x; and x5 have visited at the same time, which can
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be sampled from users’ trajectories such as in Figure 4.2(b). Furthermore, the
Gaussian variable vector [xy,...,z,] forms a multivariate Gaussian distribution,
which can be represented by a probabilistic graphical model called the Gaus-
sian Markov Random Field (GMRF) |76] [59], illustrated in Figure 5.2(c). The
nodes are Gaussian random variables (users), and an edge indicates that the two
connected nodes are (spatially) correlated. The absence of an edge denotes that
the two variables are independent. The edges can be weighted to describe the

strength of the correlation.

Definition 17 (User-user Correlation). Let GMRF G represent the correlation
graph including all users in the database. When given the true value of {x;, Dx},
the user-user correlation between a set of users Dy and the remaining users

{zi, D} 1s described by a joint conditional probability Pr(Dy|x;, Dx).

Note that the modeled user-user correlation is independent of time factor. In
other words, we can say that the user-user correlation are the same at every
time. We assume the GMRF G is given (as prior knowledge of the adversaries) in
our framework. Learning a GMRF from the data is an independent topic in the
research on probabilistic graphical models [77] [76]. A major difference between
the correlation graphs G (see Section 5.2.1) in [59] and G in this work is that
the former is assumed to be connected, whereas the latter can be unconnected,

as shown in Figure 5.2(c).

5.3.2 Prior Knowledge and Attack Model

In our setting, the adversaries’ prior knowledge is tunable in the following two
respects.

Prior knowledge of the correlation. There are three combinations of corre-
lation as follows: “only temporal”, “only spatial”, or “both temporal and spatial”.
Each correlation can be specified in a flexible manner. For temporal correla-
tion, the transition matrices known to the adversaries may be less than |loc|
in dimension.” We designate the probabilities of unknown dimensions to be 0.
Let P; be the temporal correlation known to the adversaries who target user 1,
namely, P, C P;. For user-user correlation, the GMRF learned by an adversary

does not always include all users because the correlation may be sparse or the

tFor example, an adversary learning such an incomplete transition matrix from a segment
of the victim’s trajectory.
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Figure 5.2: Examples of User-user correlation.

adversaries may only learn part of the correlation from incomplete data. Let G;
be the user-user correlation that is known to the adversaries who target user ¢,
namely, G; C G.

Prior knowledge of the tuples. The adversaries may have knowledge about
the true value of some tuples that we call the disclosed tuples. As shown in
Definition 16, a DP mechanism can protect against adversaries with an arbitrary
number of disclosed tuples; however, this may not be true if the adversaries also
know the correlation between the tuples. We use the number of the disclosed
tuples, denoted by m, as a measure of the adversaries’ prior knowledge. We have
m € [1,n — 1] because the “strongest” adversary knows all the tuples except that
of the victim. One may wonder why we do not directly specify a set of tuples
as the disclosed tuples. The reason is that in practice, it is difficult to determine
which users are disclosed; however, it is easier to estimate how many users are
at risk (e.g., from historical data). There are (";11) such adversariest. Protecting

against all of them is safer than only against one of them.

Definition 18 (Adversariessy). A class of adversaries who target user i and
have knowledge about temporal correlation (refer to Chapter 4), user-user corre-
lation and disclosed tuples are called adversariesst, denoted by R;(P;,G;,m). Ba-
sically, there are three types of adversarysy: (1) R;(P;,0,m), (2) R:(0,G;,m), (3)
R;(P;, Gi,m), where () denotes that the corresponding correlation are not known

to the adversariess.

iThey may cause different privacy leakages due to the non-uniform distribution of data
correlation.
$The adversaries of types (1) and (2) will not “guess” the missing correlation; otherwise,
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For simplicity, we denote types (1) and (2) as R;(P;, m) and R;(G;, m), respec-
tively.

Attack model. The attack by adversaryss is Bayesian in nature. Recall that
given the class of adversaries R;(P;, G;,m), there are (";1) such adversaries with
distinct tuple knowledge. For each such an adversary, let Di C D! be the tuple
knowledge and Dj, be the unknown tuples at time ¢, i.e., D' = DL U D}, U {i!}.
The adversaries attempt to infer the location of user ¢ at time ¢. To this end,
they first infer D}, based on D and a guessed value of I! and then attempt
to distinguish the difference between the two neighboring databases D' and DY,
where D' is a neighboring database with another guessed value of {I!}, i.e.,
DY = DL uD!, u{l'}.

Definition 19 (e-DPsr). A DP mechanism M' takes as input D' and outputs
rt at each time t. The privacy leakage of M! against R;(P;,G;, m) is defined as
follows.

def Pr(rl,..rtit,Dt)
oAt e |17, D
PL(Bq, M) == SUPyio iy 198 g it o)

rl...rt

> pt Pr(rl,..rt|DY) Pr(D} |1, DY)

= SUDy|pt |yt st 10Z u - —
[Dic|=m, 15,0 z% Pr(rl,...rt[Dt) Pr(D},|IY',DL)

rl,.rt

(5.3)

M satisfies e-DPst (i.e., DP under spatiotemporal correlation) if for all R;,i €
[1,n] it follows that PL(R;, M?) < e.

DPsr is a generalization of DP and BDP because the adversaryss is a gener-
alization of the adversary considered in traditional DP and BDP. When both P;
and G; are () and m is equal to n — 1, R; is equivalent to the adversary considered
in traditional DP. When P, = 0, G; = G and m = |Dxg| (see Definition 16), a
certain adversary in R; is equivalent to A;(G, Dx) in BDP.

5.4 Privacy Leakage Analysis

In this section, we analytically measure the privacy leakage w.r.t. different types

of adversarysr. We define Spatial Privacy Leakage (SPL) w.r.t. user-user corre-

they fall under type (3).
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lations in Section 5.4.1 (Temporal Privacy Leakage (TPL) w.r.t. temporal cor-
relations was defined in Section 4.4.2). We then discuss the composability of
TPL and SPL in Section 5.4.2. Finally, we make a few important observations in
Section 5.4.3.

5.4.1 Spatial Privacy Leakage (under user-user correlations)

In the following, we consider adversary type R;(G;,m) who has knowledge of
user-user correlation only (no temporal correlation) and tuple knowledge. We
will show that only partial prior knowledge affects the privacy leakage, called
Spatial Privacy Leakage, because the user-user correlation indicates the spatial
similarity between users’ data.

First, we clarify the attack of R;(G;, m). We have !, ...,rt=1 ILD! D' because
no temporal correlation is available to R;(G;,m). Hence, the privacy leakage

defined in Equation (5.3) is equal to the following.

Definition 20 (SPL). A DP mechanism M" takes as input D' and outputs r*
at each time t. The Spatial Privacy Leakage (SPL) of M' w.r.t. Ri(G;,m) is
defined as follows.

def Pr(rt|it,Dt)
. ty 2= I
SPL(R“ M ) - Supv\D}C\:m,rf7l§,l§’ 10g Pr(rt|i’,DL)

sup log oy, Pr(r*|D") Pr(Dy,|lf,Dk)
= V| D |=m, 1 Tt
rt,lﬁ,ll'?/ ZD}/{\PI‘(’I" ‘D )J}Dr(DZ/I lz >DICZ

PLo(./Vlt) spatial corr.

(5.4)

According to Equation (5.4), we have the following, in which § denotes a spatial

privacy loss function.

SPL(R;, M") = S(PLy(M")) (5.5)

If the G; known to R;(G;,m) is empty, S(PLO(Mt)) = PLy(M") which is
the privacy leakage against a traditional adversary (no knowledge of correlation)
considered in e-DP.

In the following example, we show that only partial prior knowledge is involved
in the calculation of SPL.
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Figure 5.3: The Spatial Privacy Leakage w.r.t. R; and R] is the same.

Example 6. Figure 5.3 shows two adversariessy both targeting user 1 but with
distinct prior knowledge. Compared to the adversary in (b), the one in (a) has
more prior knowledge that includes the correlation between users 8 and 9 (i.e.,
Go) and the values of lf and lf. However, the privacy leakage w.r.t. the two
adversaries is the same because informally their knowledge related to 1y is the

same.

We define G} and D¥ as follows. If G; consists of more than one connected
components (e.g., G5 and Gy in Figure 5.3(a)) and that G} denotes the one that
includes the victim (e.g., G§). The intersection set between D% and the tuples in
G is denoted by D¥ (e.g., {It} in Figure 5.3(a)).

Lemma 7. For R;(G;,m), only G and D¥ are involved in the computation of
Pr(Dj,|It, D%) and Pr(D},|IY', DL) in Equation (5.4).

Due to space limitations, we omit the proof here. Intuitively, the lemma holds
because only G¥ and D} have correlation with the target victim.

According to Lemma 7, we only need to focus on G} and DY for calculating
SPL. Although G; can be given arbitrarily, without loss generality, we suppose
that G, is the connected component in G including z;, namely, G; = G7. Addi-
tionally, m is the number of disclosed tuples in G}, namely, m € [1, |G;| — 1].

Next, we translate SPL w.r.t. R;(G;,m) into the privacy leakage w.r.t. all
possible A;(G, Di) with |Di| = m (recall that there are (" ') adversaries A;
with distinct Dx in R;). A significant difference between R; and A; is that the
former indicates a class of adversaries, whereas the latter denotes one adver-

sary. Additionally, the Gaussian correlation model G known to A; is assumed to
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be connected (to guarantee that the joint conditional probability distribution re-
mains Gaussian), whereas the correlation graphs G; known to R; are arbitrary. In
Lemma 7, we prove that even if the correlation graph known to R; is partial and
not connected, the privacy leakage is only related to the connected component
G, that includes victim ¢, so that SPL under GG; can be calculated by computing
Ca,c,,p1) (see Equation (5.2)) for all |Dj.| = m (replacing G with G;). However,
SPL under G; may not be equal to SPL under G because the 7! in Definition
20 is generated from the tuples in G rather than the tuples in G;. Theorem 14

proves such equivalence.

l4, % PLo(M?Y) where {4, is the leakage

=m

Theorem 14. SPL(R;, M") = maxyp |
coefficientY of the adversary A;.

Proof. Let D™ be the tuples of G; (recall that G; is a connected correlation graph
containing user i). Let r* be the released data that are generated from D!.
Denote RY(G;, Di.)) where |Di.| = m as an adversary in R;(G;,m). According to
the definition of adversarysr, RY is the same as 4;(G;, Dt) but only by observing
r* instead of r!. By Lemma 7, we know that even if R has extra knowledge
of the raw data D' — D™, the privacy leakage w.r.t. RY remains the same. In
other words, R} can derive ! combing the raw data D! — D™ with r**. Hence,
RY is equivalent to A;(G;, Di.) where |DL| = m. According to Equation (5.2), the
privacy leakage caused by A; is £4, * PLo(M?"). The theorem follows because SPL
is defined as a supremum. O]

Now, we present the properties of SPL. According to the result in [59], a weaker
adversary (smaller | D%|) poses the same or a larger privacy leakage I and ¢ Ai(Gi.DL)

is less than or equal to |G;| — |Dk|.

Corollary 3. The SPL w.r.t. R;(G;,m) is greater than or equal to the SPL w.r.t.
Ri(Gi, m + 1).

Corollary 4. The SPL of M! w.r.t. R;(G;,m) is less than or equal to (|G;| —m)*
PLo(M?Y).

TYang et al. [59] proposed an O(n?) algorithm to compute £4,. We see that algorithm as a
black-box.

I'This implies that a stronger adversary (with higher prior) has less information gain than a
weaker adversary (with lower prior).
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The |G;| — m in Corollary 4 is the size of the unknown tuples (including the
victim). It indicates that the sensitivity is |G;| — m times as large as the case of

no spatial correlation.

Remark 2. The lower and upper bound of SPL are PLy(M?') and (|G;| —m) *
PLo(M?Y) respectively. Hence, the spatial privacy loss function S satisfies that
r < 8(x) < (|Gy| —m) * x, where the variable x is PLo(M?).

The exact calculation of SPL is computationally intractable because ('G;‘L_I)
adversaries A; with distinct D} exist in R; and we need to compute ¢4, of them.
To obtain a tradeoff between runtime and utility, we design a polynomial-time

algorithm to return the approximate SPL in Section 5.5.1.

5.4.2 Composability

In this section, we prove that P, and G; are independent of each other when
computing privacy leakage w.r.t. R;(P;,G;,m) so that they are composable for

quantifying the privacy leakage.

Lemma 8. Lemmas 5 and 6 remains true when R;(P;,m) obtains spatial corre-
lation G;.

Proof. We have Pr(D'~Y|D?) = Pr(Dj; 1,171, DI DY, 1E, D). Since G; only gives
Pr(D;; i, DY), we still have D}, 1L DY, and D= 1L Di.. Hence, Pr(D*"!|D?) =
Pr(ii= ). O

In other words, the temporal privacy loss function 7" will be same for R;(P;, m)
and R;(P;, G;,m).
Lemma 9. Lemma 7 remains true when R;(G;, m) obtains temporal correlation

P.

Proof. We only need to prove that the spatial correlation Pr(D},|lt, DL) will not
change when given temporal correlation Pr(I!™*|l!) or Pr(l|I{*). This is true

because I! is given in the conditional part of Pr(Dj,|lf, Di.). O

In other words, the spatial privacy loss function S will be same for R;(G;, m)

and R;(P;, G;,m).
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Theorem 15. The privacy leakage w.r.t. R;(P;,Gi,m) is

S(PLy(M")) t=1

PL(R;, M") = T(PL(R;, M) + S(PLo(MY)) t>1

Proof. We expand Equation (5.3) as follows.

. log >t por Pr(et, e T D) Pr(f 1T

up

VDL =m, le‘ v pict Pr( t71|l§*1',D,tgl) Pr(i= Y

el ottt ~~ —
T e PL(R;,Mt~1) temporal corr.

J/

(PL R;, Mt 1 )
Pr(rtut DL)
+ sup

S 0t N 5.6
V‘Dt | m,’.t lt lt/ Pl" ’l“t|lt Dt ) ( )

(
(PLO M)

The above equation can be interpreted as the case of R;(P;, m) with extra knowl-
edge of G;; hence, we can obtain it by replacing PLo(M") with S(PLy(M"))
and replacing TPL(R;, M'™') with PL(R;, M*~'). When t = 1, it is clear that

PL(R;, M') = S(PLo(M")). Whent > 1, we have PL(R;, M") = T (PL(R;, M'~

S(PLo(M?)). O

Example 7. We demonstrate the privacy leakage w.r.t.

Ry (P1,G1,0) (as shown in Figure 5.4). Suppose that the temporal correlation Py
results in T (x) = 1 xx (see Remark 1) and that the spatial correlation G leads
to S(z) = 3z (see Remark 2). If M" adds Lap(1/¢) noises to the aggregates of
each time point, we have PLy(M') = €. The privacy leakage w.r.t. Ry over time
is listed in the following table.

t= 12|34
T(PL(R;, M%) | — | 3¢ | 6e | 9e
S(PLo(M")) | 3e| 3¢ | 3e | 3e
PL(R;, M%) 3e | 6e | 9e | 12¢
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Figure 5.4: Adversarysr Ri(P;,G4,0).

5.4.3 Discussion

We make a few important observations regarding our privacy analysis. First,
our contributions in this work can serve as primitives for quantifying the privacy
risk under more sophisticated adversarial knowledge. For example, the temporal
correlation P; can be n-th order Markov model. Then, we need to slightly modify
Lemmas 5, 6 and 8 for quantifying privacy leakage under this situation. Although
(for simplicity) we assume G; and m are fixed at each time, our framework can
also handle different P;, GG; and m at different time points; then, Lemma 8 and
9 need some modifications. On the other hand, the privacy leakage also has an
effect on the adversarial knowledge. It is an interesting future research question
to quantify how P;, G; and m will change over time due to the leakage.

Second, we assume that the correlation P; and G; are given as parameters in our
framework. In practice, a data publisher can learn these correlation from the raw
data using standard methods (see Section 5.3.1) or from public information such
as the common pattern of human activities [56], or weather conditions [57]. We
note that, given a standard adversary who does not have knowledge of the data
correlation, using these correlation in the data publishing process may leak these
correlation to them and they will eventually evolve to adversariessy. However,
the privacy leakage w.r.t. such evolved standard adversary, namely, adversarysr,

is still bounded by the quantified value.
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5.5 Algorithms

We first design efficient algorithms for computing SPL in Sections 5.5.1 respec-
tively. We then present a framework for achieving e-DPst preventing TPL and
SPL against adversaryss in Section 5.5.2.

5.5.1 Quantifying SPL

In the following, we propose three methods to find SPL. BFS returns exact SPL
but suffers from an impractical computation time. NoSearch and PS return ap-

proximate SPL.

Procedure 10: FindSPL: BFS (Brute Force Search)
Input: G;; m; M'.
Output: SPL w.r.t R;(G;,m)
1 SPL; «— 0
//Dg, denotes the tuples in G|
2 forall the Dj. C Df, ,i ¢ Dy and |Dj|=m do
3 if SPL; < privacy leakage of A;(G;, Di) then
L SPL; «— privacy leakage of A;(G;, Dk) //by Theorem 14

4 return SPL;

Brute Force Search. We first present a Brute Force Search (BFS) method for
quantifying SPL. According to Theorem 14, we need to check the privacy leakage
w.r.t. (‘G;L_l) possible adversaries. We can employ the algorithm in [59] (seen as
a black-box) as a sub-procedure to compute each privacy leakage w.r.t. A; in time
O(n?). BFS is shown in Procedure 10, and its time complexity is O((‘G;J;l) * n3).

NoSearch. Then, we show Procedure 11, which quantifies SPL without search-
ing (NoSearch). It directly returns the upper bound of SPL w.r.t. R;(P;, G;,m)

according to Corollary 4. Obviously, this may lead to large perturbations.

Procedure 11: FindSPL: NoSearch
Input: G;; m; M'.
Output: SPL w.r.t R;(Gi,m)
1 return SPL; «— (|G;| — m) *x PLo(M?) //by Corollary 4

Pruning Search. To obtain a better tradeoff between runtime and utility,

we design Pruning Search (PS) as shown in Procedure 12. We organize the
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Figure 5.5: Example of a Pruning Search for R,(Gy,2).

adversaries into a lattice as shown in Figure 5.5. The nodes indicate adversaries
A;(Gy, D) with distinet D). The adversaries on the same layer have the same
| D%|, and those on the upper layer are “parents” of those on the lower layer called
“children” if they differ in exactly one tuple. Hence, the goal of FindSPL is to
retrieve the adversary who poses the largest privacy leakage on a targeted layer.
Instead of brute-force searching (BFS) all adversaries on the targeted layer, we
adopt a bottom-up search that starts from the adversary on the bottom layer and
ends at the targeted layer. Our idea is that if A; and A} are on the same layer
and A; poses a larger privacy leakage than A;, then the parents/children of A;
are more likely to pose larger privacy leakage than those of A} (hence, we may
prune A%). In other words, “like father, like son”.

Our heuristic pruning strategy is inspired by Corollary 3. Corollary 3 tells us
that the adversaries on the upper layer produce a larger privacy leakage than
those on the lower layer, i.e., the parents cause more risk. When an adversary
obtains a new tuple (becomes a “parent”), the privacy leakage either increases
or remains the same (Corollary 3). This monotonic property suggests that the
“larger” adversaries most likely have larger parents/children, though this is not
always true. If Al is pruned and their parent is the largest, PS may return
an incorrect SPL (i.e., not the supremum). To obtain a tradeoff between the
runtime and utility, we provide a tunable parameter & (in Line 11) to control the
pruning rate. During the bottom-up search, only the top-k largest adversaries
are preserved and others are pruned. When setting k as ('Gﬂr;l), PS is equivalent
to BFS because no adversary is pruned. When setting k as a smaller number, say
|G;|, the computation time of PS will be much less than BFS; however, the search

will be prone to error.
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Example 8. The goal is to find the SPL w.r.t. Ry(G1,2), as shown in Figure
5.5. For convenience, we use A;; to denote an adversary with Dy = {i,j}. We
adopt a bottom-up search that starts from the adversary on layer 1 who knows
all the tuples except the victim. We compute the privacy leakage of their parents
and select the top-2, say, Assa, Asss. Next, based on the selected adversaries
on layer 2, we choose the top-2 adversaries on layer 3 among their parents, i.e.,

As 4, Ass. Finally, we return the mazx privacy leakage between them as SPLy w.r.t.

R1(G4,2).

The above example describes a strategy of pruning parents from the bottom
to the top. Similarly, we can prune children in a top-down fashion if m is greater
than ‘%l' because it searches over fewer layers than that encountered when pruning

in a bottom-up way. We present PS, a two-way pruning search, in Procedure 12.
|Gl

The time complexity is O('5H * k*n?) because the calculation traverses ‘%Z' layers

in the worst case.

Procedure 12: FindSPL: PS (Pruning Search)
Input: G;; m; Mt
Output: SPL w.r.t R;(Gi,m)
if m< |GT" then start <— 1 else start + (|G;| — 1)
Initialize Advs as a set of A; on layer s
for layer [ = start to m do
Set NextAdvs <— ()
foreach A; € Advs do
if start =1 then
| NextAdvs <— Advs U {parents of A;}

else
L NextAdvs «— Advs U {children of A;}

© 00 N o oA~ W N =

10 sort NextAduvs by privacy leakage of A;
11 | Advs +— top-k € NextAdvs //heuristic pruning

12 return max privacy leakage w.r.t.A;, A; € Advs

5.5.2 Achieving ¢-D Psy against TPL and SPL

We present Algorithm 13 for achieving e-D Psy by calibrating the privacy budget

of a DP mechanism M?. Because traditional DP mechanisms use a single pri-
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vacy budget to denote the privacy of all users™, we must prevent the maximum
TPL and SPL for all users. Based on FindTPL and FindSPL, we calculate an
appropriate privacy budget for a traditional DP mechanism to prevent privacy
leakage against adversarysy. In the following, Mo and M; are 0-DP and 1-DP
mechanisms: PLy(Mp) =0 and PLy(M;) = 1.

Algorithm 13: PREVENT TPL AND SPL
Input: ¢ (expected privacy level); P;,i € [1,n]; Gi,i € [1,n]; m; g,
(privacy leakage at time ¢ — 1).
Output: Privacy budget of M!
1 foreach P,,i € [1,n| do
2 L TPL; «— FindTPL(P;, 41, Mo) //FindTPL : Cascading
3 maxTPL <— max{TPL;,i € [1,n]|}
4 foreach G,,i € [1,n] do

L SPL; < FindSPL(G;,m, M) //FindSPL : BFS,NoSearch or PS
6 marSPL «— max{SPL;,i € [1,n]}
7 return (e — maxTPL)/maxSPL //by Theorem 15

Theorem 16. Algorithm 13 satisfies e-D Pst when maxTPL (Line 3) and maxSPL
(Line 6) are greater than or equal to the supremum of TPL and SPL respectively.

Proof. We only need to prove that the privacy leakage of a traditional DP mech-

anism M with budget <mezre (Line 7) is less than or equal to € w.r.t. R;, i.e.,

axSPL

PL(R;, M") < €. According to Theorem 15, pr(r;, m*) = (e, 1) + S(PLo(Mm?)) Where

e—maxTPL
maxSPL

Now, we analyze 7 and S. First, because each TPL; is calculated based on

gr—1 1s the previous privacy leakage at time ¢t — 1 and PLo(M") =

Mo (Line 2) and because maxT PL is greater than or equal to each TPL;, we
have mazTPL > T(ei—1) + PLo(Mp); hence, T(g,-1) < maxTPL. Second,
because each SPL; is calculated based on M; (Line 5) and because maxzSPL
is greater than or equal to each SPL;, we have maxSPL > S(PLy(1)) by

Equation (5.5); then, we have S(PLy(M")) < maxSPL » <2eIlEL - Therefore,

PL(R;, M%) = T(e4—1) + S(PLo(M?)) < mazTPL + mazSPL x <SmazlPL < Il

For FindSPL, the PS may not exactly satisfy e-D Ps7 because PS may return
a value that is less than the supremum of SPL. We will examine the accuracy of
PS in Section 5.6.1.

**Our methods are compatible with recently proposed personalized differentially private
mechanisms [66].
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Overall time complexity. The proposed algorithm includes PS with O(|G| %
k * n?) runtime for calculating SPL and Cascading with O(|loc|?) runtime for
calculating TPL. Note that PS only needs to run once at time ¢t = 1 to determine
the coefficient of the spatial privacy loss function §. The S does not change
over time because there is no time factor involved in the spatial correlation Gj.
In contrast, the Cascading for computing TPL needs to run at each time point
t > 1 because it involves solving a linear-fractional programming program whose
constraints change over time (see Equation (4.18)). Hence, when the data are
published continuously over a long period of time, the overall time complexity is

dominated by Cascading, which is capable of handling large datasets.

5.6 Experimental Evaluation

In this section, we design experiments for the following: (1) verifying the runtime
and accuracy of heuristic algorithm PS for computing SPL compared with BFS and
(2) investigating the impact of the temporal and spatial correlation on privacy
leakage. We omit the present the experimental verification of Cascading (for
computing TPL) due to space limitations (the correctness has been theoretically
proven in Theorem 12). We implemented all the algorithms in Java and conducted
the experiments on a machine with an Intel Core i7 2.8GHz CPU and 16 GB RAM
running OSX El Capitan.

The setting of temporal and spatial correlation. To evaluate if our pri-
vacy loss quantification algorithms can perform well under diverse circumstances,
we need different degrees of temporal and spatial correlation. We will not esti-
mate the correlation from data. Instead, we generate the correlation to eliminate
the effect of different correlation estimation algorithms and different datasets.

Spatial correlation. We generate spatial correlation by correlation graphs'f
(see Figure 5.2(c)) from both the real-world dataset Brightkite* and synthetic
graphs. Brightkite was introduced in [78|, which shows that users’ friendships
may affect their mobility patterns, e.g., people more likely appear where their
friends have been. Their findings also contribute to our motivations of the spatial
correlation in Example 1. Brightkite contains 4,491,143 check-ins along with user

IDs and timestamps and includes geo-social networks with 58,228 nodes (users)

The GMRF can be constructed from a Laplacian matrix of the correlation graphs [59].
¥ http://snap.stanford.edu/data/loc-brightkite.html
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Figure 5.6: Runtime and Accuracy of the Pruning Search.

and 214,078 edges (friendships). We sampled friendship networks as follows.
From 281 users who have 20 friends, we randomly choose 100 users and their
friendship networks, i.e., 100 correlation graphs with 21 nodes. We call this
dataset Brightkite 21. Similarly, we choose all 36 users who have 49 friends for
Brightkite 50. On the other hand, to better understand the influence of different
correlation graphs, we also generate random graphs with a controlled density
parameter p, which denotes the probability of the existence of an edge between
any two nodes. We denote a generated dataset that includes 100 graphs with
p = 0.2 and 21 nodes in each graph as G0.2 21, and we denote a dataset with
the same properties but with p = 0.8 as G0.8_21.

5.6.1 Evaluation of the Pruning Search

We describe the setup for testing the runtime and accuracy of PS (Pruning
Search) compared with BFS (Brute Force Search). We examined different
strategies for pruning. In algorithms PS_g and PS_g?, the pruning parameter k
is set as |G;| and |G;|?, respectively. Algorithm PS_rand_g? also has k = |G,|?;
however, it randomly chooses the parents or children instead of the top-k. The
results shown in Figure 5.6 confirm the effectiveness of our heuristic pruning
strategy.

We present the following factors affecting the runtime, as shown in Figure 5.6
(a) and (b).

Runtime vs. |G;|. In Figure 5.6(a), we show the runtime of PS with different
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k on datasets G0.2 and m = 5. The run time increases with |G;| because a larger
|G| results in more adversaries (i.e., (I%~/)). The figure shows that the pruning
parameter k significantly affects the runtime scalability of PS. Algorithms PS_g
and PS_g? denote PS with k = |G;| and |G,|?, respectively. PS_g scales well with
runtime increasing linearly with |G|, whereas the run time of PS_g? is increasing
exponentially. PS_g? has slightly higher runtime than PS_rand_g? because the
former incorporates top-k queries, whereas the latter makes randomly selection.

Runtime vs. m. Both PS and BFS present a pattern of first increasing and
then decreasing with increasing m. For PS, this occurs because of the two-way
pruning strategy. For BFS, this occurs because of the symmetry of (lG;'J;l). In
Figure 5.6(b), when m ranges from 1 to 10, the runtime of PS is larger than that
of the other half because the computation time [59] for the leakage coefficient
(i.e., £4,) of a single adversary is proportional to |G;| — m.

Runtime vs. k. Figure 5.6(a) and (b) exhibit the obvious pattern that the
computation time is proportional to k. The runtimes of two algorithms with
k = |G;]? are the same and are several orders of magnitude larger than that for
k= |G-

Next, we discuss the accuracy of PS measured by the Error Rate (ER) and
Average Error(AE) as follows.

_ COUNT(SPLBF5>SPLPS)
ER = runtime
_ Sopuntime (GpJpss—SPLps)
AE = runtime

NoSearch incurred an ER of almost 100% and an AFE in the range of 0.4 ~ 11.9
on G0.8 21; thus, we do not include them in the figures for better readability.
We present the following results running on 100 graphs.

Accuracy vs. p. We found that the accuracy of PS is susceptible to the
density p of the correlation. In Figure 5.6 (c), (e), (g) and (d), (f), (h), the errors
for the three datasets are decreasing from left to right (the average density of
Brightkite 21 is approximately 0.6). This is because, for the same m, the privacy
leakage in the sparse graphs tends to be greater than that for the dense graphs
(we will present evidence of this in Section 5.6.2). This means that, for sparse
graphs, the SPL on each layer will increase more rapidly from the bottom to top
such that PS is prone to high errors.

Accuracy vs. m. The error reaches its peak when m = |G;|/2 because the
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number of adversaries is highest compared to the other layers. Another reason is
that the error of PS will accumulate from the start layer.

Accuracy vs. k. The result shows that our heuristic pruning strategy is
effective. The top-k pruning algorithms significantly outperform the random
pruning of PS_rand_g?. Additionally, the accuracy will increase when k increases

because of fewer adversaries being pruned.

5.6.2 Impact of correlation on Privacy Loss

In this section, we evaluate TPL and SPL separately to better show the impact
of different parameters related to spatial and temporal correlation.

We examined s values in Equation (4.24) ranging from 0.005 to 1. We set |loc|
to 50 and 200. Let ¢ be the privacy budget of M! at each time point. We test
¢ = 1 and 0.1. The results are shown in Figure 4.6 and are summarized as follows.

TPL vs. |loc|. Under the same s, TPL is smaller when |loc| (dimension of
the transition matrix) is larger, as shown in the lines s = 0.005 with |loc| = 50
and |loc| = 200 of Figure 4.6. This is because the transition matrices tend to be
uniform (weaker correlation) when the dimension is larger.

In the following, we present the impact of spatial correlation (correlation graphs)
on SPL. Because SPL is directly proportional to PLg(M) (see Theorem 14), i.e.,
g, we do not examine different ¢ and set it as 1. We also know SPL increases
when m increase according to Corollary 3. Hence, we only examine the impact of
the density p and size |G;| of correlation graphs on SPL. Due to the impractical
computational time of BFS, we use PS with & = |G;]? to compute the approximate
SPL.

SPL vs. p. Figure 5.7(a) shows that, for the same m, the privacy leakage on a
sparser graphs tend to be higher. This can be explained by Remark 2, which tells
us that the privacy leakage reaches the upper bound if the sensitivity is |G;| —m,
e.g., the |G;| — m tuples that are unknown to adversaries are correlated and not
affected by (no edge to) other m tuples. When the correlation graph is sparse,
this can be observed easily.

SPL vs. |G;|. Figure 5.7(b) shows that, for the same m, the privacy leakage
on larger correlation graphs tends to be higher because, when |G;| is larger, there
are more types of adversaries (because of (‘%')) and a greater chance to find a D

that results in the upper bound of SPL (recall that we define SPL as a supremum
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of privacy leakage w.r.t. all those adversaries whose prior knowledge |Dk| = m).
In conclusion, the experiments reveal that our quantification algorithms can

flexibly respond to different degrees of temporal and spatial correlation.

5.7 Related Work

Several studies have questioned whether differential privacy is valid for correlated
data. Kifer and Machanavajjhala [46] [53] [54] first raised the important issue that
differential privacy may not guarantee privacy if adversaries know the data cor-
relation. In their line of work, they [46] argued that it is not possible to ensure
any utility in addition to privacy without making assumptions about the data-
generating distribution and the background knowledge available to an adversary.
To this end, they proposed a general and customizable privacy framework called
PufferFish, in which the potential secrets, discriminative pairs, and data genera-
tion need to be explicitly defined. Yang et al. [59] further investigated differen-
tial privacy on correlated tuples described using a proposed Gaussian correlation
model. The privacy leakage w.r.t. adversaries with specified prior knowledge can
be efficiently computed. The major difference between spatial correlation G in
this work and Gaussian correlation model G in [59] is that the latter requires a
connected graph (i.e., any user in the database should have at least one correlated
user), whereas the G is not necessarily connected (and is thus more practical).

Zhu et al. [70] proposed correlated differential privacy by redefining the sensi-
tivity of queries on correlated data; however, the privacy guarantee provided by
this definition for spatio-temporal data is unclear. Very recently, Liu et al. [60]
proposed dependent differential privacy by introducing dependence coefficients
for analyzing the sensitivity of different queries under probabilistic dependences
between tuples. However, such dependence coefficients do not easily account for
the spatio-temporal correlation.

Dwork et al. first studied differential privacy under continual observation and
proposed event-level /user-level privacy [27] [28]. The previous studies in this
setting focused on the problems of high dimension [23] [71] [31], infinite se-
quence [72] [26] [30], data sparsity [71], sliding window queries |73|, and real-
time publishing [29]. However, none of them addressed the problem of increased
privacy loss under temporal and spatial correlation.

To the best of our knowledge, no study has reported the risk of differential
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Figure 5.7: Evaluation of the SPL (on 100 graphs).

privacy under temporal and spatial correlation. Although a few studies [61] [63]

have considered a similar adversarial model in which the adversaries have prior

knowledge of temporal correlation represented by Markov chains, they focused

on location privacy in the single-user setting. Shokri et al. [61] proposed an eval-

uation framework for location privacy protection, assuming that the adversary

knows the transition probabilities of each user. Xiao et al. [63] proposed a mech-

anism for single user location sharing with differential privacy under temporal

correlation with Markov chains. In contrast, the scenario in this chapter focuses

quantifying the privacy loss of traditional DP mechanisms under temporal and

spatial correlation.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 Conclusion

In this work, we explored the potential of flexible and rigorous privacy mod-
els in spatiotemporal data publishing. In our privacy protection framework for
spatiotemporal data, we proposed novel privacy models that tackle with the fun-
damental drawbacks of differential privacy and designed novel mechanisms that
be able to release infinite streaming data and correlated data. The contributions

of this dissertation are summarized below:

e We provided a formal definition of £-trajectory privacy as a personalized and
customizable model. It is a user-level privacy model which allows different
users to specify their own ¢,, even varying /¢, at different times. It can
be easily applied to other time-sequenced data, such as medical records or

health-related streaming data.

e We proposed an algorithmic framework for publishing £-trajectory private
statistics in real time. Algorithms GA+Adj and GA+MMD implemented

the framework to achieve £-trajectory privacy in a data-dependent way.

e We conducted a formal analysis that the privacy of a traditional DP mech-
anism may degrade under temporal or user-user correlations. An efficient

algorithm is proposed to precisely measure such extra privacy loss.
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e We provide temporal differential privacy and differential privacy under user-
user correlations that enable formal privacy guarantee on correlated data.
These models add adaptive noises with respective to the strengthen of the

correlations, to prevent extra privacy loss.

e We designed a data releasing mechanism that be able to convert a tradi-
tional DP mechanism into one preventing unexpected privacy due to data
correlations. In other words, our mechanism is a remedial tool for previous

studies that ignore the effect of data correlation on differential privacy.

e We provide a software toolkit that implement the mechanisms for releasing

infinite streaming data and temporally correlated data*.

6.2 Future work

Although the results in this dissertation demonstrated effectiveness of the pro-
posed methods for privacy preserving spatiotemporal data release, they can be

extended in a number of ways:

Extending /-trajectory privacy and the proposed algorithmic frame-
work for other data mining task. The algorithms in Chapter 3 were opti-
mized towards a specified utility goal of MAE. However, the proposed framework
can be implemented towards other utility goals or data mining tasks, such as
frequent sequential pattern mining. On the other hand, in Chapter 3, we de-
sign algorithm for releasing the result of count query over infinite streams. It is
an interesting question how can we design a releasing algorithm for a complex
query (the data mining task can be seen as a combination of simple queries) that

satisfies (-trajectory privacy.

Extending differential privacy for complex correlations In Chapters 4
and 5, we model temporal correlations using Markov model and user-user correla-
tions using GMRF. We assume these data correlations are given in our framework
because the (trusted) data publisher can easily learn them from the raw data. One

question is, for untrusted data publisher who cannot access the raw data, how can

*The source codes are available online: https://github.com/szhan41/TPL_Demo.
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he/she learns these correlation in a differentially private manner. Another inter-
esting question is that how can we combine the two model for spatiotemporally

correlated data.

Designing advanced data releasing mechanisms for differential privacy
on correlated data. We have proposed the first mechanism that be able to
convert any existing DP mechanism into one prevent extra privacy loss on tem-
porally or spatially correlation data. This mechanism takes advantage of privacy
loss quantification algorithm to allocate appropriate privacy budgets for a tra-
ditional DP mechanism. It assumes that the data correlations are available for
attackers. However, under such situation, the data publisher should also be able
to take advantage of data correlations in the data releasing process. For example,
we may not need to add any noise into the data at the next time point if we can

predict it using data correlations.
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APPENDIX

A Proof of Theorem 10

Proof. According to Definition 11 of TPL, the overall privacy leakage of M and
ML in terms of DP+ are

Pr(rt, ..., »T| D!, DY)

DDy, SDu tgjfﬂ,l 77777 T tog Pr(rl, ..., rT|DY, DY)

— sup log Pr(r!, ... ,rt|Dt/) b osup log Pr(rttl, ... ’,’,.T|Dt+1,)
DDV, Pr(rt,... rt|DY) DDt Pr(rtt!, ..., rT|Dt+V)
rhrt ritl T

= BPL(Mt) + FPL(/\/lt“)

= Oz;B + othJrj.

Therefore, the theorem follows when j = 1.

According to Definition 15, the overall privacy leakage of M!, ... M7 in terms

of DP+ is as follows.
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Pr(rt,....»T|D!, ... D)

su lo .
oo S Pr(rt, #T|DV. . D)
Dt ... .Dt+i’
rl..r
| Pr(rt, ... rt| DY) N | Pr(rtti, ... rT| D)
= sup lo su 0 .
o CPH(r DY) S Pe(et T
'r'l,i“,?"’7 'r't"'j,...,'l‘T7
! Pr(rt*1| D) 1 Pr(rt+i=l| Dt
+ sup lo +---+ su o , ,
DHE)’ & Pr(,,,t+1|Dt+1/) Dtﬂlzl’ 8 Pr(rtﬂ—l’Dtﬂ—l/)
D+, Dpiti=1
ptt1 ptt+i—1
= BPL(M") + FPL(M") + PLy(M"™™) 4 - .. PLoy(M"™71)
k=j—1
= OétB +C¥tF_‘~_] + Z €ttk-
k=1
Therefore, the theorem follows when j > 2. O]

B Proof of Theorem 12

We need Dinkelbach’s Theorem and Lemma 10 in our proof.

Theorem 17 (Dinkelbach’s Theorem [79]). In a linear-fractional programming
problem, suppose that the variable vector is x and the objective function is repre-

sented as %. Vector x* is an optimal solution if and only if

Qz)
D(x*)’

max{Q(x) — A* D(x)} = 0 where A = (6.1)

Lemma 10. For the following mazimization problem (ki,...k, € R) with the

same constraints as the ones in the linear-fractional programming (4.17)~(4.19),

maximize kixy + -+ k.2,
. _aB B
subject to e %=1 x x, < x; <Ytk ay,
O0<z;<1land0 <z, <1,

where z;,x, € x, j,k € [1,n].

an optimal solution is as follows: if k; > 0, let x; = e*-1m where m is a positive

real number; if k; <0, let x; = m.
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Proof. Without loss of generality, we suppose that the smallest value in the
optimal solution is z,. Let y; be X for j € [I,n —1]; then, 1 < y; < e,
Replacing z; with y; and setting x, = m, we have a new objective function
Lo (kwy1 + -+ + kn—1yn—1 + kn) wWhose solution is equivalent to the original one.
Because the only constraint is 1 < y; < eO‘thl, the following is an optimal solu-
tion for the maximum objective function: if k; > 0, let y; = e*™1; if k; < 0, let
yj = 1. O

Proof of Theorem 12. We first prove that, under the conditions shown in Theo-

rem 12, i.e., Inequalities (4.20) and (4.21), an optimal solution of the problem
(4.17)~(4.19) is:

T, =e*1xm x; €xT

x" = { ! ! (6.2)

)
T =M T €T

where m is a positive real number.

For convenience, we rewrite our objective function as gg; in which Q(z) = qx
and D(z) = dz. Substituting z* of Equation (6.2) into Q(x) and D(z), we have
Q(x*) = q(e*1—1)+1 and D(z*) = d(e*-1 —1)+1 (recall that ¢ = 3" ¢* and d = > d*+).

Then, we can rewrite Inequalities (4.20) and (4.21) in Theorem 12 as follows.

g _ Q) :

d_j- > m, \V/] S [1,”] where q; S q+,dj S d+ (63)
xr*

Z—Z < ggm; Vk € [1,n] where ¢y € ¢ ,dy, € d” (6.4)

According to Dinkelbach’s Theorem, to prove &* in (6.2) is an optimal solution,

we only need to prove the following equation because of D(z*) > 0.
maximize {D(x*)Q(x) — Q(x*)D(x)} = 0. (6.5)
We expand the above equation as follows.

Eqn.(6.5) = D(z*)(qTz" + ¢ 7)) — Q(z*)(d zt + d x")
= (D(z*)q" — Q(z*)d" )z + (D(z*)q” — Q(z*)d ™)z~ (6.6)

By Equations (6.3) and (6.4)), we have D(z*)qt — Q(z*)d* > 0 and D(z*)q~ —

Q(z*)d~ < 0. Hence, according to Lemma 10, we can obtain the maximum value

113



Appendix

in Equation (6.5) by setting @+ = [e*"1 xm] and &~ = [m] where m is a positive

real number. Now, we obtain the maximum value in Equation (6.5).

((D x*)q — Q(x")d)e*m + (D( (1 —¢q) —Q(z")(1 — d)))m
(1-— q)) Q(az*)(de +(1- d)))m

Therefore, by Dinkelbach’s Theorem, x* is an optimal solution for the problem
(4.17)~(4.19). Substltutmg them into the objective function (4.17), we obtain

the maximum value M m
d(e” 1 1)+1

C Proof of Corollary 2

Proof. The proof is by contradiction.
First, assume that ¢ = d, i.e., > ¢t = > d*. That is, there exist ¢; € ¢g© and
d; € d* satisfying < 1. This leads to a contradiction to Inequality (4.20) because

B
of & > a2 =D+ _ 1 Hence, g = d is false.
d(e*T-1—1)+1

Second assume that ¢ < d, i.e., gt <Y d*. Since Y (g +q ) =>(d" +d™) =
1, we have > ¢~ > >"d~. That is, there exist ¢ € ¢~ and dy, € d~ satisfying &> 1

This leads to a contradiction to Inequality (4.21) because of 2 < M <1
d(e t 1_1)41

Hence, q < d is false.

Therefore, ¢ > d is true. Then, we have “(1& > 1. By Inequality (4.20), it
1 _1)41

d(e
follows that &> w >1 in which ¢; € ¢* and d; € d*. O
d(e 1 D+1

T ’“tu

D Proof of Theorem 13

Proof. We denote the supremum of BPL or FPL over time by «. If d = 0 and
q =1, it is easy to see that LZ(-) = LF(-) = 1% -. In other words, BPL and FPL
will increase linearly without limit; hence, F does not exist. If BPL (or FPL)
has a limit, since the current privacy leakage should be calculated based on the
previous one (or the next one for FPL), we have a = LZ(a) + € (see Equations
(4.12) or (4.14)), namely o« = log d(—) + €. By expanding this equation and

(e*—=1)+
letting F be e“. we have an equation with a variable F, which F > 1.
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dF* + (qgef +d —1)F + (ge° —e) =0 (6.7)

Hence, the logarithm of the solution (if it exists) in the above equation is the
supremum of BPL or FPL. If d = 0 and ¢ # 1, we have F = $=9%  Tq ensure

1—qec

a positive F, because of (1 — q)e® > 0, we need 1 — ge® > 0, i.e., € < log(1/q).
Therefore, when d = 0, ¢ # 1 and € > log(1/q), the supremum does not exist;
when d = 0, ¢ # 1 and ¢ < log(1/q), we have the supremum log “=9<  If

1—qe¢
d # 0, by solving the quadratic equation (6.7), we can obtain a positive solution:

€(1— e_1)2 €_
V/ddec(1 qH(dJ;Ze DESEx S Y T easy to verify that this solution always exist

and is greater than 1. Therefore, the theorem follows. m
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