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Abstract

This thesis provides simulation models to envision emergent behavior, or more specif-
ically, safety of artifacts as socio-technical systems, based on Functional Resonance
Analysis Method (FRAM) and addresses potential problems inherent to three prin-
ciples to design human-machine systems.

It has traditionally been believed that the safety can be ensured by identifying
and eliminating unsafe factors. However, people came to realize that it is not enough
since unsafe events such as hazards or accidents are still unavoidable no matter how
carefully we brace for them. Specifically, those experiences suggest that there is a lack
of balance between Verification and Validation (V&V) in their traditional approaches;
the traditional safety management is very good at verifying how the artifacts should
be designed, but essentially poor at validating how they can maintain their validity
in real fields of practice.

One typical approach for this challenge is to carry out Work Domain Analysis
(WDA) and investigate functional safety of target artifacts; the WDA enables us to
model the targets and investigate their safety at functional abstraction level. This
approach is expected to provide various insights which cannot be obtained at the
physical level — the field of traditional safety management. The problem is that
the investigation of the functional safety is generally qualitative, and it is therefore
difficult to confirm its validity.

The objective of this research is to develop simulation models based on the FRAM
and overcome this problem. In this respect, this thesis firstly summarizes the nature
of difficulties in ensuring the safety of artifacts. Also, the historical context of the
safety is reviewed to introduce the resilience engineering — one of the latest ideas of
how to ensure the safety of artifacts. The focus is then shifted to the FRAM which has
been proposed as a practical method of the resilience engineering; this thesis reviews
an overview of the FRAM including its limitations and propose numerical simula-
tion models based on the FRAM to make it more practical. In addition, this thesis
addresses potential problems inherent to three principles to design human-machine
systems, i.e., the Compensatory Principle, Leftover Principle, and Complementar-

ity /Congruence Principle, through case studies with the proposed FRAM models.



The first case study examines the validity of the Compensatory Principle. In this
principle, functions of humans and machines are separated and allocated to what
they are good at, and it is pointed out that their roles often tend to be fixed even in
unexpected situations. To examine the issue, this case study investigated an actual
air crash accident with the proposed FRAM model. The FRAM simulation envisioned
how the validity of the operation, especially focusing on the feasibility of operational
procedures, had been changing during the accident sequence. The simulation result
consequently confirmed that it is necessary for this principle to take into account the
validity of such predefined function allocation in ever changing environment, and the
FRAM model can be utilized for such kind of stress test.

The second case study addresses an inherent problem of the Leftover Principle.
This principle is to automate everything found to be feasible by designers and push
human beings to a domain where too complex tasks/activities to be automated are
left. The operation of systems based on this principle shall generally depend on
implicit knowledge or skills of human operators, and it is generally difficult to eluci-
date their validity. To address the issue, this case study examined the validity of an
empirical knowledge currently inherited in the steel production industry; the simu-
lation result provided several insights about why the knowledge can be effective and
confirmed that its dynamics is closely related to that of complex systems.

The third case study is to demonstrate the importance of the Complementar-
ity /Congruence Principle, or more specifically, human-machine collaboration for the
future. It is expected that more and more automations will be introduced into our
daily lives, and some of them are designed to reduce the involvement of human beings
as much as possible. However, the history shows that such kind of automations often
confuses human beings, and the situation could be even worse since such the con-
sumers are generally “novice” of the automations, contrary to “professionals” such as
aviation pilots. To demonstrate this problem, this case study examined the feasibil-
ity of the SAE conditional driving automation in time-critical situations. The result
suggested that human drivers must be involved in driving activities even if the highly
automated driving systems are responsible for major part of the driving tasks.

In conclusion, this thesis points out that it is difficult for traditional reductionism
or methodologies of reliability analysis to provide these kind of insights; the functional
safety must be investigated for this reason, and certain methodologies to support the

investigations are required. The proposed FRAM models are one possible solution.
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Chapter 1

Introduction

1.1 Envisioned World Problem: Difficulties to Pre-
dict Impacts of New Technologies

Innovative technologies generally involve a trade-off between convenience and safety.
They have been providing more power, speed, or energy with human beings, for
instance, and contributing to the development of our society. On the other hand,
their evolution is currently so rapid and significant that they often go beyond our
capacity to control them, resulting in unexpected consequences. The dual nature
of the technologies, or more generally, artifacts is always the case when we design,
develop, and use them.

Automation, for example, is originally introduced to reduce the workload of hu-
man operators and improve their accuracy of tasks/activities. It has already been
implemented in many fields such as transportation, nuclear power plant, or man-
ufacturing industries and surely contributing to their safe and efficient operations.
However, negative aspects about the automation have been pointed out for decades
as well. Carroll and Campbell (1989), for example, pointed out that tasks/activities
carried out by human operators are changed by introducing the automation, and it
also has some effect on others. In other words, the operational tasks/activities are
so interdependent that it is impossible to completely isolate a certain part of them
and replace it with the automation, which is also known as the substitution myth
(Sarter et al., 1997). Also, Endsley (1995a,b, 2001), Sarter and Woods (1995), and
Degani (2004) unanimously suggested that the automation demands human operators
carry out more complex cognitive tasks/activities; the demand could cause the loss of
situation awareness of the operators and lead to discrepancies between the situation

awareness of the operators and actual behaviors of the automation. The operators
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are consequently confused with unexpected behaviors of the automation, known as
automation surprise (Sarter et al., 1997), and the automation surprise could result in
human errors in the worst case. Those negative aspects suggest that the automation
without elaborate consideration of the design could ironically degrade the safety of
the operations contrary to its original purpose. In the current context of technological
development, almost all innovative technologies can be associated with the automa-
tion, and the safety issues about the automation are thus becoming more and more
critical in the society with increasing its speed.

Safety of the artifacts is, needless to say, carefully investigated in their Research
and Development (R&D) processes, and safety measures are conducted to eliminate
risks identified in the processes as much as possible in advance. However, the history
of the safety suggests that there are limitations about the traditional approaches.
Specifically, the real world is so complex that it is almost impossible to describe
the whole aspects in early phases of the R&D processes. This problem has actually
been causing major symbolic events such as Controlled Flight Into Terrain (CFIT)
of American Airlines Flight 965 (CAPA, 1996; Simmon, 1998), landing accident of
China Airlines Flight 140 in 1994 (JTSB, 1996), or successive two crashes of Boeing
737 MAX operated as Lion Air Flight 610 and Ethiopian Airlines Flight 302 in 2018
and 2019, respectively (KNKT, 2019; AIB, 2019). The detail of these cases will be
presented in the succeeding chapters, suggesting a gap between how the artifacts,
even including Standard Operational Procedures (SOPs) or training programs, are
designed to function in the R&D processes and how they actually function in real
fields of practice. In other words, the traditional safety management is very good at
verifying how the artifacts should be designed, but essentially poor at validating how
they can maintain their validity in real fields of practice. This is basically not due to
the fault or carelessness of human beings but the intrinsic difficulties to carry out the
proper Verification and Validation (V&V) processes.

Woods and Dekker (2000) point out the nature of this problem as shown in Fig.
1.1. According to them, the introduction of a new technology or system is not a
simple substitution of machines for people but an intervention into ongoing fields of
activities. Specifically, the introduction of the new technology is not a simple ma-
nipulation of a single variable but a change that reverberates throughout a system
transforming judgements, roles, relationships, and weightings on different goals. The
new technology in this context can be regarded as not only an object, but also a

hypothesis about how technological change will transform practice and shape how
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people adapt, and designers of the new technology function as experimenters to gen-
erate the hypothesis in this sense. In addition, the hypothesis is usually validated
through actual operations by practitioners in a real field of practice. It is therefore
essential to anticipate the impact of the new technology involving human factors, and
it should, in theory, be addressed in the early phase of the R&D process. However,
the human factors are often pushed to the tail of the R&D process. This is because
it is quite challenging to envision the lucid visions of the evolving field of practice
emerging out of the “non-linear” interactions among human, machines, and their
surrounding environment; practitioners adapt to difficulties, re-shaping artifacts to
function as tools to meet the demands of the field of activity with their creativity.
Besides, empirical tests in this phase generally provide too little information at too
high a cost for further improvements. The difficulty to anticipate full-range of po-
tential effects or post-conditions of technological change is known as the envisioned
world problem (Woods and Dekker, 2000; Woods and Christoffersen, 2002), which
has been causing the unbalance of the V&V processes. One of the most considerable
demands to conduct the proper V&V processes is, therefore, to develop innovative

methodologies and overcome the envisioned world problem.
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Fig. 1.1: Envisioned world problem: difficulties to anticipate impacts of new tech-
nologies.

1.2 Approach for Envisioned World Problem

The nature of the envisioned world problem is how to build a model of the evolving

fields of practice and investigate its feasibility in specific situations. In other words,
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the focus of the problem is put on how cognitive actions of human beings are car-
ried out under a variety of situations and how they result in a specific consequence.
However, the real world is so complex that it is intrinsically difficult for real-oriented
or physical approaches alone to address all aspects of the issue. Besides, insights
obtained from such approaches are often too ad-hoc to be practical, which is also
consistent with the limitation of empirical tests in R&D processes. The envisioned
world problem therefore requires additional approaches to build and analyze models
of the fields of practice from the perspective of complex human-machine systems.

Work Domain Analysis (WDA) which is a dimension of Cognitive Tasks Analy-
sis (CTA) have conventionally been conducted in this context. According to Roth
and Mumaw (1995), methodologies of the CTA have been developed to identify and
take into account the cognitive processing requirements inherent in performing com-
plex tasks. In other words, they identify the dimensions of task complexity and the
demands imposed by the surrounding environment of the field of practice.

The typical approach of the WDA is to model target systems at multiple abstrac-
tion levels so that those models characterize the purposes for which the engineered
system has been designed, and the means structurally available for achieving those
objectives. These models enable us to investigate the structural constraints of the
goal-means relationships inherent in a variety of situations. A variety of methods,
such as the Abstraction Hierarchy (AH) by Rasmussen (1986) or Multilevel Flow
Modeling (MFM) by Lind (2011), have been developed to map out the range and
complexity of tasks inherent in a field of practice. They are expected to provide the
basis for defining control requirements, information to display, and roles that humans
will play in the human-machine interactions.

Based on the idea of the WDA, one possible solution for the envisioned world
problem can, therefore, be summarized as shown in Fig. 1.2. The nature of the
solution is to leave the real-oriented physical world once and approach the problem
from a higher — functional abstraction level. Specifically, the abstraction process
can be conducted with certain WDA methodologies, and the safety of the functional
models, i.e., functional safety of target systems is analyzed. The functional safety
analysis consequently provides a variety of generic insights with us, which cannot be
obtained with physical approaches alone. In the end, the ultimate goal to overcome
the envisioned world problem is to create a structure in which both the physical and
functional processes shown in Fig. 1.2 are actively cycled so that the R&D processes
can get more feedbacks from both of the cycles; this research aims at constructing

the functional part of the structure and investigating the functional safety.
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Fig. 1.2: Approach for envisioned world problem: functional safety analysis of human-
machine systems.

1.3 Overview of This Research

The goal of this research is to propose a framework of the functional safety analysis for
proper V&V process, and moreover, future safety of artifacts. The problem is that
traditional methodologies of the functional modeling/analysis based on the WDA
have some limitations. According to Roth and Mumaw (1995), the traditional meth-
ods are to structure analyses of operator information, control requirements around
specific event sequences, and preplanned response strategies for handling those event
sequences. The traditional approaches are, therefore, useful in ensuring the Human-
Machine Interfaces (HMI) support of human operators in pre-analyzed situations.
However, they do not provide a principled way to identify information and control
requirements to support operator performance in unanticipated situations. In addi-

tion, the functional safety analysis is generally qualitative, and it is therefore difficult
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to confirm its validity. One of the primary objectives to achieve the research goal is,
therefore, to develop methodologies and overcome these limitations.

In this context, Functional Resonance Analysis Method (FRAM) has been pro-
posed by Hollnagel (2004, 2012b) as a practical methodology of the resilience en-
gineering (Hollnagel et al., 2006; Hollnagel, 2017). The resilience engineering and
FRAM have been developed to investigate the complex safety of socio-technical sys-
tems which is an extended framework of the human-machine systems. They are now
attracting their attentions since their focus is put on 1) why things go well rather
than why things go wrong, contrary to the traditional concept of the safety, 2) the
complex behavior of the socio-technical systems emerging out of the “non-linear” in-
teractions among the various components making up the systems, and 3) their ability
to maintain acceptable performance under expected and unexpected conditions alike.
However, they are currently so conceptual that many people in both academic and
industrial fields are eagerly working on how to make them practical as well.

The objective of this research is, therefore, to develop a practical simulation model
based on the FRAM and addresses potential problems inherent to three principles to
design human-machine systems. The remainder of this thesis consists of the follow-
ing chapters. First of all, the chapter 2 and 3 provides the background and theory
related to the resilience engineering and FRAM: the chapter 2 reviews the historical
context of the safety and introduce the concept of resilience engineering; the chapter
3 summarizes the overview of FRAM and proposes its numerical simulation models.
Then, the chapter 4 — 6 addresses potential problems inherent to three principles to
design human-machine systems, i.e., the Compensatory Principle, Leftover Principle,
and Complementarity /Congruence Principle (Hollnagel and Bye, 2000; Hollnagel and
Woods, 2006), through case studies with the proposed FRAM models: the chapter
4 provides a validation of the Compensatory Principle, focusing on the dynamic fea-
sibility of a flight-deck procedure carried out in the sequence of an actual air crash
accident; the chapter 5 shows an investigation of a problem inherent to the Left-
over Principle through an analysis of empirical knowledge currently inherited in the
operation of steel production lines; the chapter 6 discusses the importance of the
Complementarity /Congruence Principle through validation of the SAE conditional
driving automation in time-critical situations. In the end, the chapter 7 reviews the
impact of the functional safety analysis or V&V processes based on the FRAM simu-
lations and concludes this paper with proposals for the proper design of artifacts and

co-creative human-machine interactions to effectively cope with new technologies.



Chapter 2

Resilience Engineering in
Historical Context of Safety
Management

2.1 Concept of Safety

One of the best-known definitions of safety is the following, which is often referred to

across other industries and professions:

Safety. The state in which the possibility of harm to persons or of
property damage is reduced to, and maintained at or below, an acceptable
level through a continuing process of hazard identification and safety risk
management (ICAO, 2009).

The traditional concept of the safety is therefore associated with a state that is free
from harm without the consequences of failure, damage, accidents, or other undesir-
able events. Also, the purpose of traditional safety management is to identify and
eliminate things that go wrong, i.e., hazards, or adverse events as much as possible
to prevent unwanted outcomes. However, this sounds somewhat strange from the
perspective of science because the “existence” of safety is paradoxically proved by the
“absence” of unacceptable consequences, according to Hollnagel (2017). The concept
of safety has been changing, as if in response to this paradox, as we experienced the
technological developments, complications of the society, and lessons learnt from their
sacrifices. The resilience engineering has been developed in this context.

This chapter, first of all, reviews the historical context of the safety concept from
three perspectives, i.e., development of contributing factors to the safety, accident
models, and Human Reliability Analysis (HRA). The review is then extended to the

introduction of the resilience engineering.
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2.2 Contributing Factors to Safety Suggested by
Historical Major Accidents

2.2.1 Safety Supported by Technical Factors

Accidents occurred until the middle of the 20th century were generally caused by tech-
nical factors such as malfunction of machines or destruction of structures. Specifically,
the collapse of Tacoma Narrows Bridge, mid-air explosion of Comet, brittle fracture
of Liberty Ships are known as typical examples of such accident. They are frequently
highlighted because all of them include important lessons related to engineering as-

pect as shown below:

Collapse of Tacoma Narrows Bridge (Nakao, n.d.)

Tacoma Narrows Bridge was constructed at a strait of Tacoma city, Washington in
the United States in 1940. The latest technology at that time was involved in its
construction. However, the bridge collapsed only 4 months after its opening. The
collapse was caused by wind-induced oscillations, whose wind velocity was just 19m/s
at that time. This accident is currently known as a trigger of the fluid oscillation field

to develop.

Mid-air Explosion of Comet (Kobayashi and Terada, n.d.)

Comet is the first-jet airliner with a pressurized cabin in the world, designed by the
de Havilland Aircraft Company Ltd. The first flight of Comet was in 1949, and the
Comet had been getting good reputations for its speed and comfortableness. However,
three Comets crashed only within 2 years after starting its service, whose cause was
unknown at that time; one major reason for this is that the method for investigation
of air-crash accident had not been established yet. After a large-scale and exhaustive
investigation, the direct cause was found to be some fatigue cracks of the fuselage
caused by repetitive pressurization cycles. The investigation elucidated the mecha-
nism of metal fatigue, which is well and widely known today, systematically and also

contributed to the development of investigation methods of aircrash accidents.

Brittle Fracture of Liberty Ships (Kobayashi and Onoue, n.d.)

At the middle of the World War II, the United States constructed supply ships (DWT
11000 Liberty Ships) with a certain method to meet the demands of the Pacific War.
The method was to join the parts of ship hull by welding instead of riveting, and the
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construction period at docks had been greatly improved from six months to just four
days. However, more than the 200 out of 2700 Liberty Ships sank or seriously dam-
aged; some of whose body were cut and separated in no time as if glasses broke. This
accident was directly caused by occurrence and development of brittle crack, which is
brought about by the immature steel making technology and welding technique. This
accident can consequently be regarded as the most expensive and huge scale experi-
ments of the century (Kobayashi and Onoue, n.d.), having led to the development of

steel making and welding technology.

Major accidents in the first half of the 20th century were occurring in this way. At
that time, technical knowledge which is currently obvious was lacking. In addition,
the structure of artifacts were simpler than that of today. That is why the main
approach to ensure the safety was to avoid malfunction of machines or destruction
of structures. However, the situation has changed around the middle of 20th century

because of the dramatical development of computers and automation technologies.

2.2.2 From Technical Factors to Human Factors: Impact
of Automation and Growing Importance of Effective
Human-Machine Interactions

In the 1950s to the 1960s, the performance of computers had greatly been improved,
and automation technology based on the computers were introduced to real operations
of systems such as aircrafts or nuclear power plants. The eleven Levels of Automation
(LoA) are currently defined by Sheridan (1992) and Inagaki et al. (1998) as shown in
Table 2.1, and the latest automated systems can perform their tasks with the high
levels such as LoA 8 or 9. However, the automation intrinsically involves the negative
aspects briefly described in the chapter 1. One of the breaking triggers to expose the
complexity and clumsiness of the automation is the nuclear disaster of Three Mile
Island (TMI) occurred in 1979 (Cantelon and Williams, 1980); lessons learnt from the

disaster convinced people of the importance of effective human-machine interactions.
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Table 2.1: Each Level of Automation (LoA) and their definitions (Sheridan, 1992;
Inagaki et al., 1998).

‘ LoA ‘ Definition ‘
1 The computer offers no assistance; human must do it all.
2 The computer offers a complete set of action alternatives, and
3 Narrows the selection down to a few, or
4 Suggests one, and
5 Executes that suggestion if the human approves, or

6.5 | Executes automatically after telling human what it will do; no veto is allowed, or

6 Allows the human a restricted time to veto before automatic execution, or
7 Executes automatically, then necessarily informs humans, or

8 Informs him after execution only if he asks, or

9 Informs him after execution if it, the computer, decides to.

10 The computer decides everything and acts autonomously, ignoring the human.

Nuclear Disaster of Three Mile Island (Cantelon and Williams, 1980;
Chiles, 2002)

The TMI disaster was initially triggered by the break of a water supply pipe running
through a plant, i.e., TMI-2. Just before the break of the pipe, an operation was
carried out in order to relieve the clogging of resin in a condensate desalination tank,
and very little water accidentally reached a control system of a valve to control all
condensate demineralizer of TMI-2. The automated monitoring system judged this
water as abnormal and abruptly shut down all water supply valves. The impact of this
shut down broke a pipe in the turbine building, and the water supply was stopped.
The core was exposed to the air as a result of this and melted down in the end. At
this time, the warning system was launching more than 100 alarms, and the oper-

ators were confused with huge amount of information coming from the control panels.

It is of course possible to describe this accident from the perspective of technical
factors. However, what is more important here is that the confusion of operators made
the situation worse even though the warning system itself was “correctly” working as
designed. This accident suggests that the safety can no longer be ensured without cor-
rect human-machine interactions, and it is insufficient to just improve the reliability
of human or machines independently.

We have been facing the safety issues related to the effective human-machine
interactions since then. Especially, a variety of cases can be seen in the aviation
field that has a long history of the automation; some parts of their operations have

already been automated for commercial use at least no later than 1970s, and it is now
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even possible to complete the entire flight sequence from take-off to landing without
operating control equipment such as yokes or thrust levers. On the other hand,
the field has been experiencing a variety of accidents related to human factors and
the automation. Specifically, the impact of Controlled Flight Into Terrain (CFITs)
— accidents which does not involve malfunctions of aircrafts has been significant,
suggesting that correct responses of human operators to mechanical systems play a
significant role in the safety even if there are no physical/technical problems with the
machines as well as the TMI disaster.

For example, one of the best-known CFITs is a landing accident of China Airlines
Flight 140 at Nagoya airport in 1994 (JTSB, 1996), whose profile is shown in Fig. 2.1.
The accident sequence started with the erroneous engagement of Go Around (GA)
mode by Pilot Flying (PF) during the final approach to the airport. This engagement
triggered the autopilot to climb, but the PF forcefully continued to descend by pushing
the control column without disengaging the GA mode. This caused the confliction
between the PF and autopilot as if it were a tug of war, which physically appeared at
the elevator and horizontal stabilizer as shown in Fig. 2.1. The PF eventually gave
up descending and increased the thrust of the engines to climb again. However, this
resulted in abnormal pitch attitude and steep climb of the aircraft as if the one side
of the tug of war, i.e., the PF suddenly released the “tension” of confliction. The
flight 140 stalled and crashed into the ground in the end.

1. Pilot Flying (PF) switched go lever,
3. PF seized to push control column and and go around mode was engaged

advanced thrust lever, resulting in non-normal climb \ :
4. Flight 140 stalled and
crashed into the ground ot i pat

X 2. PF kept on pushing control column
without disengaging go around mode

~~

Autopilot: Climb

Elevator

Horizontal Stabilizer .
Pilot: Descend

Fig. 2.1: Profile of accident: crash of China Airlines Flight 140 at Nagoya in 1994.
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The importance of human-machine interactions, or specifically, human factors has
been investigated as a result of lessons/demands learnt from these cases. The neg-
ative aspects of the automation which is briefly described in the chapter 1 are ones
of the most famous and critical issues for them, and the problems are still alive even
50 years after the disaster of TMI-2. The problem is that the human operators are
left in the domain where demands human operators perform more complex cognitive
tasks/activities than ever as the automation expands its capability, causing their loss
of situation/mode awareness and the automation surprise (Sarter et al., 1997); End-
sley (1995a,b, 2001), Sarter and Woods (1995), and Degani (2004) have unanimously
addressed the problem from their perspectives in this context.

Endsley (1995a,b, 2001) discussed the problem from the perspective of Situation
Awareness (SA). She points out that human operators usually remain in automated
systems as monitors to check if the systems perform properly and to detect non-
normal conditions, nevertheless prevailing approaches to design systems is to reduce
the workload of human operators (Endsley, 1995b). In addition, the automated sys-
tems generally provide huge amount of data with human operators, demanding the
human operators process and utilize the too much data in the operation of auto-
mated systems. However, human operators are basically not suitable for these kind
of tasks/activities; the data coming from the systems often makes the operators over-
loaded, which could lead to human errors in the worst case. In other words, the
human being is not the cause of these errors, but the final dumping ground for the
inherent problems and difficulties in the technologies we have created (Endsley, 2001).
She put a focus on the importance of the SA in this context and proposed its model
(Endsley, 1995a); the SA model consists of the three SA levels shown in Table 2.2, and
the establishment of each SA level leads to the higher SA levels to support Decision
Making (DM). One of the major discussion points of this model is how to identify
which levels to put a high priority depending on a specific situation; it might be ef-
fective to present information directly supporting the higher levels of SA, i.e., Lv. 2

or Lv. 3 in time-critical situation, for example.

Table 2.2: Levels of SA.

’ Level ‘ Description
1. Perception To detect some data or elements of what is going on
2. Comprehension To integrate the elements and comprehend
the current situation or the reason why it is happening
3. Projection To anticipate future status based on
the comprehension of the current situation, leading to DM
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Sarter and Woods (1995) addressed the problem from the perspective of modes
executed by automated systems. According to them, it used to be easy to track
the mode status of the automated systems before since their behavior was depen-
dent on operators’ input, and their response was quick and clear as well. However,
the situation has changed by the development of new technologies; the number of
modes has been increasing, and they provide human operators with a large number
of functions and options to carry out a given task. In addition, the modes can be
engaged by multiple ways and even activate themselves based on the surrounding
environment states, and moreover, the modes can carry out the long sequences of
tasks autonomously without noticing the human operators once they are engaged.
This demanded operators know more about the systems than before to meet the new
monitoring and attentional demands to track the mode currently engaged and its be-
havior. It is therefore difficult to maintain the awareness of human operators about
modes of more automated systems, and it consequently leads to the loss of mode
awareness, the inadvertent activation of an incorrect mode, and automation surprise.

Degani (2004) also discusses about the problem of the automation based on gaps
between the awareness of mechanical systems’ state by human operators and their
actual states. The current systems, including the automation, are so complicated
that it is almost impossible to fully understand what is going on in the systems.
Proper design of HMI therefore plays a significant role in the comprehension of the
complicated systems’ state by the human operators; the role of HMI is to integrate
and abstract data processed in the systems to display operational information so that
the human operators can intuitively construct their appropriate mental models of
the systems’ state. However, the improper design of HMI could simplify, abstract, or
conversely complicate actual states of the systems too much. This causes discrepancies
of the systems’ states between in understanding of the human operators and the real
world, leading to the automation surprise as well as other issues.

In summary, the human factors or effective human-machine interactions are cur-
rently playing a significant role in the safety of artifacts. There are many challenges
to design proper human-machine systems as shown in the above. In addition, the
situation is getting more and more complex without waiting for the solutions. This
is mainly because of the accelerating technological developments and complication of
the society, especially after the 2000s. The growing complexity requires further expan-
sions of the scope of the safety, which is beyond the framework of the human-machine

systems.
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2.2.3 Growing Complexities: Safety of Socio-Technical Sys-
tems

Features of recent accidents are somewhat different from what they used to be; al-
though the human factors still play a significant role in the safety, it is no longer
sufficient to describe current accidents within the framework of the human-machine
systems alone. There are a number of additional factors involved in the safety. In
addition, their complex interactions could result in catastrophic consequences, whose
process cannot be explained based on cause-effect relationships or “linear” approaches.

The following accidents are typical examples for such cases.

Amagasaki Derailment Accident (JTSB, 2007)

This is an fatal derailment accident occurred at a curve between Tsukaguchi and
Amagasaki stations, Hyogo prefecture, Japan in 2005. This accident was directly
triggered by the overspeed resulting from the driver’s effort to recover a delay of the
train schedule. However, the process having led to the overspeed was quite compli-
cated. The driver was extremely afraid of the delay because such kind of “fault” must
have had been reported to the company at that time, and there was a possibility for
him to get a penalty, i.e., harsh and humiliating retraining programs known as nikkin
kyoiku. JTSB (2007) found such organizational system to be a contributing factor to
this accident; individual factors such as the overspeed of the train or “human error”

of the driver cannot simply be blamed for the cause of this accident.

Fukushima Daiichi Nuclear Disaster (IAEA, 2015)

This is one of the most catastrophic nuclear disasters in history occurred in 2011.
The trigger of this disaster was the huge earthquake and tsunami struck the east
coast of Japan; the tsunami struck the power plant brought about flood, and backup
generators were fatally damaged. The damage of the generators caused the loss of
cooling systems and resulted in nuclear meltdowns accompanying hydrogen explosions
in the end. However, the actual process leading to the catastrophic consequence was
far more complex than described in literature. Many factors, including organizational
or even political factors, were involved in the process, supposed to have interfered with
the accident response processes.

Beside the catastrophic consequences, this accident also has another remarkable
aspect. Yoshizawa et al. (2016), whose first author was working as a manager of

the reactor unit 5 and 6 at that time, point out that the achievement of the cold
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shutdown of those units was greatly supported by dedicated responses carried out
by all the people working there. Moreover, he experienced that those responses were
beyond prepared organizational rules by personnel to meet the situation with limited

resources and uncertain information.

Landing Crash of Asiana Airlines Flight 214 (NTSB, 2014)

This is a fatal landing crash accident as a result of a failure of final approach at
San Francisco international airport in 2013, whose profile is shown in Fig. 2.2. At
the beginning of this sequence, Asiana Airlines Flight 214 was flying well above the
desired glide path. The flight 214 did not initially correct the deviation, and altitude
on the Mode Control Panel (MCP) was set to 3,000 ft to prepare the autopilot in
case of the go around is needed. After about one minute later, the Pilot Flying (PF)
switched the Autopilot Flight Director System (AFDS) pitch mode to Flight Level
Change Speed (FLCH SPD). This change of mode results in the flight 214 initiating
a climb to the 3,000 ft which was previously set. To prevent this unexpected climb,
the pilot disengaged the autopilot and retarded the thrust levers to idle. This caused
another change of mode: the auto throttle transitioned to the HOLD mode which does
not control the airspeed. The flight 214 descended throughout the desired glide path
after this, and the pitch attitude was steadily increased by the PF so that the aircraft
maintain the desired glide path. However, the airspeed was no longer controlled at
this time, and the flight 214 was flying at well below the glide path, whose airspeed
was 15 knots below the desired approach speed. In the end, the Pilot Monitoring
(PM) advanced the thrust lever and declared go around just before the runway of the
airport, which was too late, and the underside of the aircraft struck the seawall of
the airport.

This accident is also characteristic in the sense that multiple factors, not just lim-
ited to the human factors, are involved in during the sequence of the crash, which
is also pointed by the official accident report (NTSB, 2014). The accident report
concluded that the probable cause was the flight crew’s mismanagement of the air-
plane’s descent during the visual approach. Also, it blamed other factors such as
the complexities of the autopilot system, the inadequate collaboration among flight

crews, and inadequate training of crews for contributing factors.
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1. Flight 214 was well above the desired glide path

2. Altitude on MCP was set to 3,000ft in case of go around

4. Crew pushed control column and retarded thrust lever,
resulting in the disconnection of speed control mode

6. Pilot Monitoring advanced thrust
lever and declared go around,
but all of them were too late

3. To correct the flight path, the autopilot mode was changed,
having resulted in unexpected climb to 3,000ft set in 2.

~___ 5. Flight 214 went well below the glide path, and Pilot Flying kept on pulling
Runway control column without recognizing the disconnection of speed control mode

Fig. 2.2: Profile of accident: crash of Asiana Airlines Flight 214 at San Francisco in
2013.

Successive two crashes of Boeing 737 MAX (KNKT, 2019; AIB, 2019)

This is one of the latest cases of such complex accidents occurred in the 2010s. Boeing
737 MAX operated as Lion Air Flight 610 and Ethiopian Airlines Flight 302 doomed
soon after the take-off and crashed into the surface in quick succession, i.e., within
five months (KNKT, 2019; AIB, 2019). The 737 MAX is the latest model of Boeing
737 series, whose commercial operation started in 2017. The aircraft is designed to
improve the efficiency with larger two engines, and they are equipped at further for-
ward and higher position than the conventional models because of their size. At the
same time, this caused the pitch up attitude of the aircraft during the flight, and the
Boeing implemented an automated system called the Maneuvering Characteristics
Augmentation System (MCAS) to prevent the phenomenon. However, there was not
enough information about MCAS, provided by the manufacture. One of the main
reasons for this was that the MCAS could prevent its sales; one of the advantages of
the 737 MAX was that pilots of other 737 series does not require much training to
operate this new aircraft. In addition, the manufacture was rushed to construct the
737 MAX due to business competitions in the aviation industry. In this context, the
MCAS was suddenly activated and pushed the nose down in both cases; the “fight”
between the pilots and MCAS can be observed in the data provided by the Flight
Data Recorder (FDR).
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These accidents tell us that not only the human and technical factors, but also the
impact of organization factors and working environment in a specific situation should
be taken into account to describe and understand the safety of highly sophisticated —
complex systems today. Systems described from this perspective are so-called socio-
technical systems, and Rasmussen and Svedung (2000) proposed a hierarchical model
of the system as shown in Fig. 2.3, where relationships between individual workers,

teams, and even larger organizations are described.

Government

L Safety Reviews
aws Accident Analyses

Regulators, Branch, Associations

Regulations l T Incident Reports

Company

Company Policy l T Operations Reviews

Management
Plans l T Logs and Work Reports

Staff
Action l T Observations, Data

Work and Hazardous Process

Chain of Events

Root Causal Critical event: Accidental Target
— B B —
cause chain Hazard release flow of effects victim
Loss of control of Flow ,
. i Public
major energy balance barriers

Fig. 2.3: Schematic view of socio-technical systems originally proposed by Rasmussen
and Svedung (2000) and summarized by Leveson (2004).

The socio-technical systems and the fields of practice described in Fig. 1.1 can
now be regarded as equivalent, and the objective of the resilience engineering is, in
short, to manage their evolutions. However, the behavior of the systems is generally
“non-linear” in the sense that they are intractable with traditional approaches based

on cause-effect relationships. This is a reason why we are confused by the envisioned
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world problem, and no effective ways to investigate them have been established yet.
In this respect, the next sections reviews historical development of accident models,

or how people have been trying to elucidate the nature of accidents.

2.3 Historical Development of Accident Models:
Analogical Concepts to Describe Accidents

2.3.1 Sequential Accident Model

Accident models have been developed over almost 90 years, those of which were
initially based on the idea of “linear” cause-effect relationships; those models regard
a final consequence (e.g., accident) as a result of a chain of preceding events, and the
analysis of the chain provides root causes of the consequence. That is why accident
models in the early time of their history are called sequential accident model; Domino
Model (Heinrich, 1931) shown in Fig. 2.4 is one of the best-known examples. The

sequential accident models looks so clear and intuitive to people that they have been

widely adopted and remaining as the industry standards towards the end of 1970s
(Hollnagel and Goteman, 2004).

Fig. 2.4: Schematic illustration of domino model.

The situation has changed around the end of 1970s because people became to
know that a number of major industrial accidents cannot adequately be explained
based on such simple cause-effect relationships. In the early time, human error was
assumed to stem from inherent deficiencies and the fact that humans naturally fail
to perform tasks, just the same as machines or structures can fail. However, the
lessons learnt from major accidents such as the TMI disaster convinced people that
the contextual conditions under which a work is performed greatly influence on human
performance failure. This resulted in a demand to improve the explanations of human
performance under a certain working context and triggered the development of a new

accident model.
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2.3.2 Epidemiological Accident Model

Epidemiological accident models represent accidents in analogy with the spread of the
disease. That is, outcomes are caused by a certain combination of multiple factors,
which can be both latent and manifest, existing in a same space and time. This
analogy provides an insight that accidents are caused by a certain combination of
“agents” and environmental factors existing together at the same time. This enables
us to describe a complexity of events in which even if each single factor is too trivial
to cause serious outcomes, the effect of their combination could be significant enough
to bring about accidents.

Swiss Cheese model (Reason, 2000; Reason et al., 2001) is one of the best known
examples of the epidemiological accident model. In this model, there are factors
which is called hazards, and they are usually defended by multiple layers represented
as Swiss Cheese as shown in Fig. 2.5. The hazards have potentials to cause unwanted
outcomes such as accidents, and they will be salient when they break through the all
of Swiss Cheese defenses. On the other hand, while each Swiss Cheese defense has
enough ability to defend hazards, they also have potential /latent failures represented
as holes of the Swiss Cheese. This is because the Swiss Cheese defenses generally
involve some functional deficiencies, and it is difficult to completely remove all of
them. Therefore, although the undesired outcomes are usually prevented by the
layers of Swiss Cheese defenses, the holes of all the Swiss Cheese layers could align
under a specific combination of environmental factors, and the alignment enables the
hazards to break through the defenses; the impact of the hazards gets salient and

results in serious outcomes in the end.
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Fig. 2.5: Swiss Cheese model.

The epidemiological models overcame the limitations of sequential models in the
sense that they regard accidents as a result of more complex interactions among
different-multiple factors. However, this model cannot provide more than concept of
how the accidents occur, and it is difficult to step into further details for describing
the nature of accidents and their countermeasures. This challenge is exactly what we
are currently facing, and a further extended model — systemic accident model has

been proposed in response to the limitations.

2.3.3 Systemic Accident Model

Systemic accident models have been developed to describe and understand the safety
of socio-technical systems. Its focus is put on characteristic performance on the level
of system as a whole rather than that of microscopic mechanism of each component
of the systems (Hollnagel and Goteman, 2004). Specifically, the systemic accident
model deliberately avoids describing a final consequence as a result of sequential or
ordered relationships among events or components making up of a system. Instead,

this model tries to represent systems’ behavior as a phenomenon emerging out of
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the “non-linear” interaction among factors/components of the system. There are
currently two major models based on this idea.

The one is Systems-Theoretic Accident Model and Processes (STAMP) proposed
by Leveson (2004). In the STAMP, systems are regarded as interrelated components
kept in a dynamic equilibrium state by feedback loops of information and control.
In addition, the safety of the systems is regarded as a continuous control task of the
systems to impose the constraints that are necessary to limit the systems’ behav-
ior and maintain the equilibrium; accidents in the STAMP are therefore analyzed in
terms of why safety controls/constraints were inadequate, or if they were potentially
adequate, why the systems were unable to exert appropriate control over their en-
forcement. This way of analysis enables us to see a process of accident as an adaptive
feedback function that fails to maintain appropriate performance changes over time
to cope with a complex set of goals and values. Moreover, the STAMP allows us to
investigate non-linear relationships representing the dynamic behavior of the entire
technical and organizational structure over time.

The other one is Functional Resonance Accident Model (FRAM) (Hollnagel, 2004)
whose schematic illustration is shown in Fig. 2.6. In this model, accidents are re-
garded as emergent phenomena resulting from non-linear interactions among variabil-
ities inherent to human, machines, and their surrounding environment. According to
the concept, operators of the socio-technical systems are generally demanded to pre-
cisely carry out Standard Operational Procedures (SOPs) that adhere to the instruc-
tions or rules issued by organizations (e.g., the company or the government). However,
in reality, it is quite difficult in many cases because there may exist variabilities of the
working environment caused by temporal conditions such as available resources (e.g.,
time) or the existence of simultaneous goals to be attained, and they interfere with
execution of the SOPs. These conditions tend to create a trade-off in the operations
of socio-technical systems; although operators are fundamentally required to execute
predetermined procedures precisely, they should perform them in a more flexible way
to cope with the situation (e.g., deviations from the SOPs). This dilemma is referred
to as the Efficiency-Thoroughness Trade-Off (ETTO) principle, and in most cases,
the operations of socio-technical systems cannot escape from it. In other words, oper-
ations are always having to adapt to a given situation, and such adaptations generate
functional variabilities of task performance in humans/machines. Those variabilities
consequently interact with each other, and in a specific context, some of them that
are usually too weak to notice could go beyond our noticeable/acceptable threshold

as if they were resonated. This is referred to as the functional resonance, and the
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FRAM enables us to describe and understand the accident of socio-technical systems
emerging out of such non-linear effect of the variabilities.

By the way, the Functional Resonance Accident Model is now updated and re-
named as Functional Resonance “Analysis Method” (FRAM) (Hollnagel, 2012b).
This is because the viewpoint of the FRAM is no longer limited to only accidents
or why things went wrong; the FRAM additionally addresses normal daily activi-
ties and why things go right. In other words, the FRAM had to be updated from
the perspective of Human Reliability Analysis (HRA), and this demand consequently
accelerated the development of the resilience engineering. The next section reviews
the historical development of the HRA methodologies and summarizes what was still

missing in the traditional approaches.

Social Demands

Available Resources

orking Environment
Operation

? With Variabilities m
Response "

Available Time

Dilemma of
ETTO

Working Conditions

Fig. 2.6: Functional Resonance Accident Model.

2.4 Historical Development of Human Reliability
Analysis
2.4.1 Origin of Human Reliability Analysis

When technical factors were playing significant roles in the safety of artifacts, me-
chanical reliability had been crucial interest of the people and actively investigated;

the typical approach was to prepare the probability of errors that each mechanical
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component could cause and calculate their sequential combinations. However, it was
found that the reliability of human beings also has significant effect on the safety
as well as, or even more than mechanical reliability, and the demand to investigate
human reliability became louder and louder.

Human Reliability Analysis (HRA) has been developed in this context. The HRA
is to investigate the reliability of human beings in terms of deviations from expected
safe behavior. The deviation is generally caused by combinations of multiple factors
such as difficulty level of tasks, their sequential order, and the effect of their sur-
rounding context. In this regard, the HRA enables us to estimate the probability of
human to perform unsafe actions, depending on the times; their methodologies can

be classified into the following — first and second generations.

2.4.2 First-Generation Human Reliability Analysis

The first-generation HRA has initially been developed for the Probabilistic Safety
Assessment (PSA) of nuclear power plant. There were few early developments of the
methods in the last half of 1970s. Then, most of them were developed in the first
half of the 1980s, and its enthusiasm declined after that; some methods were kept
on developing in 1990s as well, but the scale was much smaller than it used to be
in 1980s. It should be noted that this trend is clearly related to the TMI disaster
occurred in 1979 (Hollnagel, 1998).

The basic approach is to prepare the probability of tasks carried out by human
(e.g., turning on a switch or connecting to power) to fail, and calculate their sequential
combinations to estimate Human Error Probability (HEP) of the entire sequence. For

this purpose, several methods, as shown below for example, have been developed.

Accident Initiation and Progression Analysis (AIPA) (Raabe et al., 1976)

The AIPA has been developed as a method to estimate the reliability of operators’
responses in operations of large high temperature gas-cooled reactors. The operator’s
actions were regarded as bimodal, i.e., success and failure, which was defined as
whether required processes are made. The purpose of AIPA was to evaluate the
probability of whether the required actions are carried out, described in terms of
the mean time to operator response. The AIPA method was used to estimate the
probabilities for each action, based on expert judgement.

The problem with the AIPA is that operators are basically seen as a black box

that emits a possibly successful response according to “unknown mechanism.” That
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is why it remains unclear that how their responses are actually brought about. In
addition, status of the operators are described by only success and failure in this
method; although the AIPA very clearly exhibits the fundamental features of the
first-generation HRA, it is still unsophisticated (Hollnagel, 1998). It should be noted
that the limitation of the AIPA might be taken for granted because the AIPA is one
of the very initial methods of the first-generation HRA developed in the early 1970s.

Technique for Human Error-Rate Prediction (THERP) (Swain and Guttmann,
1983)

The THERP is one of the best-known methods of the first-generation HRA. The
purpose of the THERP is to calculate the successful performance of actions required
to complete tasks. The THERP is carried out by using a event tree diagram rep-
resenting a series of tasks and pre-determined HEP for each of them as shown in
Fig. 2.7. Also, the HEP is modified to consider the effect of Performance Shaping
Factors (PSFs) including dependency among operators, stress levels, or experience,

for example. Based on this idea, the THERP consists of the following six steps:

1. Define the system failures caused by human errors and for which probabilities

are to be estimated.
2. Analyze human operations and identify relationships among them.
3. Estimate the relevant human error probabilities.
4. Determine the effects of the human errors on the system failure events.

5. Find out and suggest countermeasures in order to reduce systems failure rate

to an acceptable level.

6. Review the consequences in terms of availability, reliability, and cost-benefit.
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Fig. 2.7: Event tree diagram of THERP: example (Sawaragi et al., 2018).

The THERP has been regarded as one of the few and most sophisticated methods
of the first-generation HRA. This is mainly because it well describes how events,
moreover, human actions should be modelled and quantified. On the other hand,
there still remains room for improvement since the event tree still can describe only
binary choices, i.e., success and failure (Hollnagel, 1998). Therefore, it is difficult for

this method to deal with more complex problems.

Cognitive Environment Simulation (CES) (Woods et al., 1988)

The CES can be regarded as a method of the first-generation HRA, but it is somewhat
different from other typical approaches. The characteristic of the CES is that it
generates possible errors via a simulation, instead of theoretically defining them like
other methods and investigates how an operator will respond in a situation. Moreover,
the CES simulates an intention to act, or more specifically, actions that an operator
is likely to take in different situations by using time sequential data representing a
plant state. This intention to act is then sent back to the simulation process, and a
new set of the time sequential data is generated. The process is repeated, and the
possibility of incorrect actions is introduced; it should be noted that the actions of
operators are no longer regarded as bimodal, i.e., success and failure.

The development of CES was a unique approach as an alternative to the exist-
ing first-generation HRA methods. However, it depends on very detailed operators
model supported by artificial intelligence. This is critical because the performance of

computers at this time was so limited that the CES was far from practical.

The first-generation HRA methods had been developing with involving some lim-

itations in this way. Especially, one of the biggest problems with the methods is

25



CHAPTER 2. RESILIENCE ENGINEERING IN HISTORICAL CONTEXT OF
SAFETY MANAGEMENT

that they are still remaining in a framework in which human error is caused by their
inherent deficiencies, and human beings naturally fail to perform tasks, just the same
as machines or structures can fail. However, the human beings are far more complex
than described in the methods of the first-generation HRA, and it is not realistic to
estimate the reliability with simple linear summation of components. The second-

generation HRA has been developed to overcome this problem.

2.4.3 Second Generation Human Reliability Analysis

Through the experience and lessons of the first-generation HRA, the interest to es-
timate human reliability stemming from their complexity became louder and louder.
Specifically, the importance of contextual conditions under which tasks are performed
attracted the attention. This trend has changed the viewpoint of human error; the
human error is no longer a cause to threaten the safety but should be regarded as a
result caused by the effect of surrounding environment, i.e., Error-Forcing Contexts
(EFCs). The second-generation HRA therefore put focuses on the effect of EFCs
that make the HEP extremely high under a specific combination of them; it should
be noted that EFCs are usually provided as verbal descriptions.

A Technique for Human Event Analysis (ATHEANA) is a representative method
of the second-generation HRA (Barriere et al., 2000). Bearing in mind that the envi-
ronment and the surrounding context may affect the behavior of a human operator,
the ATHEANA takes account of the EFCs, which are then combined with the PSFs.
This method can analyze the occurrence of an actual unacceptable event and clarify
how to improve safety. The ATHEANA used to be classified as the first-generation
HRA in 1990s (Hollnagel, 1998) but is now regarded as the second-generation HRA
in 2010s (Sawaragi et al., 2018).

Cognitive Reliability and Error Analysis Method (CREAM) is also a represen-
tative method of the second-generation HRA (Hollnagel, 1998). In the CREAM
method, Hollnagel (1998) referred to contextual conditions collectively as Common
Performance Conditions (CPCs). Then, CPCs are used to identify an index which is
called control mode representing the state of EFCs. The CREAM is, therefore, can
be regarded as an extended method of the ATHEANA.

The CREAM has been applied to investigate human reliability in many fields so
far. Akyuz and Celik (2015) adopted CREAM to assess human reliability along with
the cargo loading process onboard liquefied petroleum gas (LPG) tanker ships. They
developed a human error assessment approach based on CREAM and applied that

to the monitoring of the crew’s cognitive actions or attitudes during cargo operations
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onboard LPG tankers. They concluded that the approach could be applied to any
other critical operational processes. Zhou et al. (2017a) evaluated the human reliabil-
ity of seafarers performing their onboard operations. In their work, they introduced
eight customized CPCs for better capturing the essential aspects of the working situ-
ations and conditions for tankers. They also built a model using the Markov method
to estimate a quantified human error probability (H EP) and identified the result of
the error probability intervals are limited within the tolerant ranges using the origi-
nal CREAM. Zhou et al. (2017b) incorporated CREAM and Monte Carlo simulation
into Fault Tree Analysis (FTA) (Lee et al., 1985) to evaluate a Liquefied Natural
Gas (LNG) carrier spill accident. They constructed a modified FTA model for LNG
spill accidents during LNG carriers’ handling operations and introduced the CREAM
model to predict human errors in the operations. Their results were synthesized in
the end so that Monte Carlo simulation can provide risk as intervals of probability.
Moreover, in the nuclear energy field, Yoshida et al. (2002) applied CREAM to evalu-
ate the effectiveness of Accident Management (AM) which is prepared for unexpected
emergencies based on Probabilistic Safety Assessment (PSA). They developed a new
method to quantify the decision-making failure probability of an emergency organi-
zation facing an emergency of nuclear power plant, which provides an AM strategy,
by using THERP and CREAM. Then they applied it to the case of a typical Pressur-
ized Water Reactor (PWR) plant. In conclusion, they found their method can work
effectively even if the analyst is not a professional of human reliability engineering
field and is applicable to other fields.

Despite the great progress from the first-generation HRA, the second-generation
HRA also involves some limitations. Hollnagel (2012a) points out this more than 10

years after the development of the CREAM as follows on his website:

Although CREAM still appears to be used and referenced, it is only fair
to point out that the method from my point of view is obsolete. There are
several reasons for that. First, because it focuses on how actions can fail,
rather than on the variability of performance, i.e., a Safety-I perspective
(q.v.). Second, because it focuses on one part or ’'component’ of the system
only, namely the human(s). While this seemed sensible in the aftermath of
the debates around first and second generation HRA, it can now be seen
as representing a structural rather than a functional viewpoint. Third,
because it indirectly lends support to the concept of ’error’. (It doesn’t

really, of course, but no one seems to have noticed that.)
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Seen in hindsight, only the A (for Analysis) and M (for Method) make
sense. Cognitive Reliability (the 'CR’) is a misleading oversimplification:
explaining human performance as based on ’cognitive processes’ represents
a myopic information processing view, and talking about the reliability of
such processes is an artefact of the PRA/PSA mindset. ’'Error’ is, of
course, theoretically vacuous as explained elsewhere. (Not that this has
any effect on its popularity.) So CREAM really ought to have been called
CVEAM (’V’ for Variability), or CVAM (getting rid of the "E’), or perhaps
just VAM. But then it is only a short step to FRAM, which in a way is
what CREAM could have been if I had known then what I know now.
But I didn’t.

In short, the second-generation HRA is unintentionally used to investigate how ac-
tions can fail in many cases, and this viewpoint is no longer effective in the current
context of the safety management. In addition, the second-generation HRA intrinsi-
cally focuses on a limited part or components of a target system, i.e., humans only,
and its representation is structural rather than functional. That is why the second-
generation HRA is now obsolete, and new approaches which replace the traditional

HRA methodologies and overcome their limitations are required.

2.5 Paradigm Shift from Safety-I to Safety-11: De-
velopment of Resilience Engineering

2.5.1 Safety-I and Safety-1I: New Perspective of Safety

Across all industries and professions, safety has been associated with being free from
harms, where no unacceptable events such as failure, damage, or accidents occur.
The focus of traditional safety management is therefore put on how to identify and
eliminate potential harms, or why things go wrong as much as possible in advance.
This approach is consistent with the well-known definition of the safety issued by
ICAO (2009) as well. However, people came to realize that it is inadequate for
the safety of socio-technical systems today, and an alternative approach has to be
developed; it is to identify harm-free everyday works or why things successfully go
right and facilitate lessons learnt from such positive aspects of the safety. Hollnagel
et al. (2013) has referred to the two approaches as Safety-I and Safety-11, respectively,
and advocated a paradigm shift from Safety-1 to Safety-II.
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Hollnagel (2017) points out that the most serious problem with the traditional
approach for the safety is that although it makes intuitive sense to be free from
incidents and accidents, it does not make much sense that the goal of safety man-
agement is to be without something. According to him, an increase in the safety
is currently represented by a decrease in what is measured; the lower number of re-
ported accidents or other unwanted outcomes is regarded as a higher level of safety,
and safety management has been carried out based on this point of view, i.e., Safety-I
approach. However, this kind of approach limits our opportunities to know how well
the safety management works only when something undesirable happen; the better
the safety management works, the less information about how to make improvements
there is. This irony is generally known as the “regulator paradox” (Weinberg and
Weinberg, 1979) as well, suggesting that the absence of feedback ultimately leads
to a loss of control. Therefore, the traditional safety management approaches, i.e.,
Safety-I intrinsically involve a critical problem that although the goal of traditional
safety management is to be without something unacceptable, the achievement of the
goal could paradoxically lead to the loss of the safety.

The Safety-II approach has been developed in response to this problem. The
safety now requires to be described from the perspective of its “existence,” rather
than absence of unacceptable events, otherwise opportunities to obtain the feedback
or control for the safety will be lost. In addition, the frequency of unacceptable events
is no longer high today; it is instead filled with a number of normal daily activities and
successful good practices, according to Fig. 2.8. The focus of the safety management
should, therefore, be put on why things go right rather than why things go wrong
and fail. This idea resulted in the paradigm shift from Safety-I to Safety-II, which
further led to the development of resilience engineering. Here, it should be noted that
the Safety-II does not neglect to consider why things go wrong; it considers all of the

events as a whole, as also shown in Fig. 2.8.
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Fig. 2.8: Relationships between tolerance and frequency of events with focus of Safety-
I and Safety-II (Hollnagel et al., 2013).

2.5.2 Resilience as Property of Socio-Technical System

The concept of resilience has been spreading from its origin to a variety of fields. The
resilience originates from the physics of material science, and its general definition is 1)
the ability to become recovered, happy, or prosperous again after a difficult situation
or event, or 2) the ability of a substance such as rubber to return to its original
shape after it has been deformed or bent, according to the Longman Dictionary of
Contemporary English. The resilience is also applied to the field of psychology after
a while to address a mental ability of individuals to withstand traumatic stress. In
this context, the resilience, which is now considered as a milestone of the resilience
engineering, was developed by Holling (1973) and Carpenter et al. (2001).

Holling (1973) has come up with an idea that ecological systems could be described
in terms of two properties: stability and resilience. The stability here is regarded as a
systems’ capacity to return to an equilibrium state after temporal disturbances. On
the other hand, the “ecological resilience” is referred to as a systems’ ability to absorb
changes, identify next compatible states, and get into the states for their survival.
The concept of the “ecological resilience” was applied to the field of social science
and further extended by Carpenter et al. (2001).
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The resilience changes depending on continuous adaptation cycle of a system to its
surrounding environment, according to Carpenter et al. (2001). Moreover, the adap-
tation cycles generally involve feedbacks of entities (e.g., disturbances) between the
systems and their surrounding environment, which produces alternate equilibriums
or stable states to survive. Therefore, the “ecological resilience” has the following
three primary properties, that are often discussed within the framework of Complex
Adaptive System (Mitchell, 2009; Johnson, 2009) as well:

e The amount of change a system can undergo while maintaining the ability to
function.
e The degree to which a system can organize itself.

e The degree to which a system can develop a capacity to learn and adapt.

The resilience of socio-technical systems was derived from this idea, which is now
regarded as “an ability of the systems to function as required under expected and
unexpected conditions alike.” As socio-technical systems get larger and intractable,
people have realized the importance to ensure this ability in addition to the tradi-
tional safety management approaches, which inevitably led to the paradigm shift from
Safety-I to Safety-II as well. The resilience has been attracting attention especially
since the Fukushima Daiichi nuclear disaster in 2011. Also, the ditching on the Hud-
son river of US Airways Flight 1549 known as the “Miracle on the Hudson” (NTSB,
2010) is often taken as an example for a “resilient success story” in which everyone on
board survived even though the flight experienced fatal damage on their both engines.
The resilience engineering has been developed on the basis of these experiences.

Besides, Hollnagel (2017) has initially proposed that the ability of adaptation in
the “ecological resilience” should be revised for the resilience of socio-technical sys-
tems. This is because ecological systems are generally limited to be reactive, and their
adaptation processes tend to be passive; socio-technical systems, on the other hand,
can consider what may happen, utilize the information, and direct their behavior since
they include cognitively active elements, i.e., humans/organizations. That is why the
ability of adaptation should be specified by taking into account the cognitive aspect
of the socio-technical systems; it is now replaced with the potentials of the systems to
monitor, anticipate, respond to, and learn (get feedbacks) from expected /unexpected
conditions alike in the resilience engineering. The resilience engineering, in summary,
is to investigate and enhance the resilience of socio-technical systems consisting of
these potentials, and the Functional Resonance “Analaysis Method” (FRAM) (Holl-
nagel, 2012b) has been developed for the purpose of it.
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In another perspective, the resilience engineering is to validate the feasibility of
socio-technical systems evolving under specific contexts. The paraphrased purpose of
the resilience engineering is, therefore, to manage the evolution of the socio-technical
systems so that they remain in acceptable domains, and their advantageous evolutions
will go on as shown in Fig. 2.9. The FRAM enables us to envision such continuous
evolutions in Research and Development (R&D) processes. In addition, the socio-
technical systems and the fields of practice can be regarded as equivalent as previously
described. We can see the intersection of the envisioned world problem, resilience

engineering, and FRAM here.
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Fig. 2.9: Resilience engineering: proper management of resilience for proper evolution
of socio-technical systems.
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Chapter 3

Development of Simulation Model

Based on Functional Resonance
Analysis Method

3.1 FRAM as Proposed Method

The Functional Resonance Analysis Method (FRAM) (Hollnagel, 2012b), which used
to be the Functional Resonance Accident Model (Hollnagel, 2004), has been devel-
oped in response to the demand of the resilience engineering. It enables us to envi-
sion the evolutions of socio-technical systems and provides insights to enhance their
resilience with us. Specifically, the FRAM investigates the safety/feasibility of the
socio-technical systems emerging out of the non-linear interactions among variabilities
existing in their functions.

There have actually been a number of methodologies developed for safety analysis
of human-machine systems such as Fault Tree Analysis (FTA) (Vesely et al., 1981; Lee
et al., 1985; Stamatelatos et al., 2002), Technique for Human Error-Rate Prediction
(THERP) (Swain and Guttmann, 1983), Petri Net (Petri, 1966; Brauer and Reisig,
2009), Structured Analysis and Design Technique (SADT) (Ross, 1977), or Function
Analysis System Technique (FAST) (Bytheway, 2007), for example. Although they
are ones of the most well-known approaches of safety analysis and have been applied
to many fields, their limitations have also been pointed out so far. The FTA and its
successor model: THERP are typical sequential methodologies of reliability analysis;
the limitation is that their approach is so simple and linear that it is difficult to
address complex aspects of the safety such as cognitive behavior of human beings and
“non-linear” interactions among the systems’ components. The SADT and FAST are

good at describing functional relationships within the systems as a diagram, but its
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expressiveness (i.e., semantics of functions) is still limited compared to FRAM. The
Petri Net is also a representative approach of discrete event systems, but it is also
limited to deal with the “non-linear” aspects of the safety as well as other approaches.
The FRAM is characteristic compared to these well-known methods in terms of
the following aspects. First, the scope of FRAM is not limited to failures or “why
things go wrong”; its aim is rather to find out “why things go right” and facilitate the
safety based on the findings as its fundamental concepts, i.e., Safety-II and Resilience
Engineering suggests (Hollnagel, 2012b, 2017). Also, the FRAM is not to investigate
just “snapshots” of safety or systems’ state based on linear causality, contrary to the
traditional approaches; it has a potential to envision dynamic characteristics of the
safety or systems’ state emerging out of “non-linear” interactions among components
of the target systems. Moreover, such emergent behavior essentially involves ab-
stract, ambiguous, and qualitative aspects, for which the balance between qualitative
and quantitative perspective must be taken into account; the FRAM could provide
qualitative comprehensions of the emergent behavior on the basis of quantitative cri-
teria. The FRAM is different from other traditional approaches and adequate for
investigating the safety of complex human-machine interactions in these respects.
The FRAM is based on the following four principles describing essential roles in

the safety of socio-technical systems:

3.1.1 Four Principles

The first principle is the equivalence of success and failure. Conventionally, the state
of a system is thought to be bimodal: function or malfunction, as shown in Fig.
3.1. This idea originated in a time when artifacts were simpler and thought to be
more independent than they are currently. Therefore, sources of success and fail-
ure are completely independent of each other, and eliminating the sources of failure
(such as malfunction of machines or human errors) is assumed to enhance the safety

accordingly, which is also consistent with the idea of Safety-I.
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Function Success
(Work as imagined) (e.g., No hazardous events)

Malfunction Failure
(e.g., Human error) (e.g., Accidents, Incidents)

Fig. 3.1: Traditional idea of success and failure: they stem from different sources.

However, the situation has been changing due to the increased complexity of both
mechanical systems and society. Specifically, system states can be multimodal in
the sense that they are variable and flexible between “function” and “malfunction.”
In other words, success and failure are equivalent because, depending on specific
contexts, they possibly come from the same source, as shown in Fig. 3.2. Therefore,
it is no longer feasible to consider only success or failure individually, nor to seek just

one “root cause” of accidents or success stories.

Success
(e.g., No hazardous events)

Everyday work Whether th ant
etnher tnings go rig or wrong
(Perf.ormz,ance depends on the context
variability)

Failure
(e.g., Accidents, Incidents)

Fig. 3.2: Equivalence of success and failure: the same factors could lead to various
outcomes depending on contexts.

The second principle corresponds to the ETTO principle, which is also referred
to as the approximate adjustments. This principle was prepared for describing how
variabilities can be generated in socio-technical systems. As already described in
the ETTO principle, operators of the socio-technical systems need to adapt their
works/tasks to their actually facing situations contrary to expected — ideal situations
as shown in Fig. 3.3. This creates a gap between what is called work-as-imagined

and work-as-done and results in functional variabilities of humans/machines.
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Fig. 3.3: Approximate adjustments: how the difference between work-as-imagined
and work-as-done is caused.

The third principle is the emergence. Operations of socio-technical systems often
face unexpected outcomes, most of which are difficult to explain with decomposition
and causality — a typical way to investigate what has happened. In such cases,
the outcome is said to be emergent rather than resultant; we regard something as
“resultant” if it is tractable based on known processes or developments. Here, note
that emergence does not mean that something happens “magically”; it means that
something happens whose process cannot be explained by cause-effect relationships.

The fourth principle is the functional resonance, which is introduced to support the
third principle, emergence. Traditionally, “resonance” refers to phenomena in which a
system oscillates with large amplitude when the oscillating components come together
with specific frequencies. For example, random noise could make weak signals exceed
the detection threshold with the principle of resonance, known as stochastic resonance,
which is usually used to enhance the sensitivity of a device. The FRAM uses this
physical phenomenon as an analogy to clarify how the interaction among variabilities

can lead to emergent phenomena. Specifically, the functional resonance represents
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phenomena in which functional variabilities that are usually too weak to notice could

go beyond acceptable threshold as if they resonated in a specific context.
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Fig. 3.4: Schematic illustration of functional resonance.

The role of the four principles in the safety of socio-technical systems can be sum-
marized as follows: it is no longer feasible to seek just one “root cause” of accidents
or success stories because success and failure are equivalent rather than independent.
Instead, the safety of the socio-technical systems depends highly on functional vari-
abilities resulting from approximate adjustments; the non-linear interactions of the
variabilities could cause emergent phenomena driven by the principle of functional
resonance in the end. The FRAM investigates the safety of socio-technical systems

based on this perspective.

3.1.2 Procedure of FRAM

The first step of the FRAM is to identify functions of a target socio-technical system.
Functions in FRAM are defined as what has to be done to achieve a specific goal such
as each task described in manuals or procedures, for example. Also, the functions are
defined with six aspects listed in Table 3.1. The functions are connected through these
aspects, and a model of socio-technical system is represented as a network of them
in FRAM. If the purpose of FRAM is to investigate anomalous events, functions can
be obtained from databases related to those events, such as accident reports. Also,
if the purpose of FRAM is to simulate the effect of variabilities with an “If-Then

Y

Exercise,” various methodologies such as Hierarchical Task Analysis (HTA) (Kirwan

and Ainsworth, 1992) are available.
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Table 3.1: Six aspects of functions.

’ Aspect ‘ Description
Input Input/Trigger of functions
Output Outcome of functions
Precondition | Conditions that must be satisfied before functions start their process
Resource What is consumed by functions (e.g., fuel, energy, labor force)
Control What supervises or restricts functions
Time Time required for the process of functions

The second step is to identify potential coupling among them. Potential coupling
refers to the dependencies that can exist among functions. An easy way to find these
couplings is to consider the linguistic relationships between the output of one function
and other five aspects (i.e., input, precondition, resource, control, time) of the rest of
identified functions. For example, suppose that we have three functions: TO START
CAR, TO RELEASE FOOT BRAKE, and TO SHIFT FROM PARK TO DRIVE. The
function TO START CAR is triggered by releasing the foot brake, and the gear must
be shifted from park to drive before the departure. Therefore, the input of TO START
CAR can be “Foot brake is released,” and the precondition of this function can be
“The gear has already been shifted from park to drive” as well. On the other hand,
the output of TO RELEASE FOOT BRAKE and TO SHIFT FROM PARK TO DRIVE can
inevitably be “Foot brake is released” and “The gear has already been shifted from

)

park to drive,” respectively. These outputs correspond to the input and precondition
of TO START CAR, building a potential network of functions, as shown in Fig. 3.5;
the potential coupling is represented as dotted line mong the functions. The manner
of finding potential couplings is currently qualitative rather than quantitative, and a

more systematic way is desired (Hollnagel, 2012b).
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Fig. 3.5: Example of potential coupling: starting a car.

The third step is to instantiate the identified potential coupling. In this process, a
network with a specific pattern of dependencies among functions, called an instance,
is instantiated depending on situations, or specifically, variabilities as shown in Fig.
3.6. For example, a predetermined procedure or “work-as-imagined” can be defined
as an initial instance, and it can be further instantiated by subsequent situations or
additional variabilities. procedures that emerge as “work-as-done” are other possible
instances. The instantiations provide various “actual works” as instances, and the
transition of their state, including their physical structures and safety affected by

variabilities, consequently represents the evolution of socio-technical fields of practice.
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Fig. 3.6: Example of instantiation: normal procedure to start a car.
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The fourth — last step is to analyze the safety or feasibility of the instances: some
improvements should be made if the result suggests the lack of resilience, otherwise the
reason why it is successful should be aggregated. This process is basically qualitative
and requires repetitive trials and errors. FRAM investigates the effect of variabilities

existing in a specific instance in this way.

3.1.3 Challenges to Utilize

FRAM has been proposed as a method rather than a model (Hollnagel, 2012b). This
means that the original FRAM just provides the concept of how to describe and
understand the safety of socio-technical systems, and it is necessary to implement
a specific model for its practical use. However, this is not easy especially because
the definitions of essential entities of FRAM — such as variabilities, propagations,
and their interactions are still too ambiguous to deal with. This is one of the major
reasons why applications of the FRAM often looks too theoretical and elusive.

To this end, we have been developing FRAM models by introducing numerical
definitions of those entities. The feature of those models is that the variabilities of
socio-technical systems are defined based on Fuzzy CREAM — an extended model of
Cognitive Reliability and Error Analysis Method (CREAM) (Hollnagel, 1998), and
the interactions among those variabilities are formulated as well.

There have already been extensive researches devoted to the construction of quan-
titative FRAM models. Duan et al. (2015) integrated FRAM with a computer tool,
model checking (Clarke et al., 1987), to define the interaction of variabilities among
FRAM functions so that it can automatically search the potential paths that could
lead to hazards. Yang et al. (2017) extended this model by adopting the Simple
Promela Interpreter (SPIN) (Holzmann, 2004), which is a kind of model checking,
to illustrate functional resonance or emergence. Patriarca et al. (2017) proposed a
semi-quantitative FRAM model based on Monte Carlo simulation that can highlight
critical FRAM functions and the critical links among them. Slater (2017) repre-
sented a network of FRAM functions as a Bayesian network to evaluate the state
of each function with probabilistic values. Lee and Chung (2018) tried to quantify
the effect of variabilities existing in human-system interaction and proposed a model
comprising a FRAM instance and a network of operators based on the heterogeneous
network theory to suggest the critical part of human-system interaction and support

the management of those variabilities.
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Compared with the above approaches, our FRAM model is characterized as an
approach that provides qualitative comprehension of the safety of socio-technical sys-
tems on the basis of quantitative criteria. Any discussion of the safety of socio-
technical systems is apt to contain some ambiguity in terms of evaluating the safety,
and it would be preferable to develop a new method that enables evaluation both
from the qualitative and quantitative perspectives. However, the FRAM models pro-
posed so far tend to focus on only the qualitative or quantitative aspect, not both.
Moreover, these models currently put focuses on numerical evaluation of variabilities
in each FRAM function, and systemic behavior of socio-technical systems has not
been addressed well yet. Our proposed FRAM model takes this point of view into
account: specifically, the FRAM model can support the qualitative interpretation of
the safety of target systems based on quantitative properties of each FRAM function.

The following three sections describe the way to develop the FRAM model. There
have been two updates of the FRAM model after the development of the initial model;
each of the three section presents each FRAM model, respectively.

3.2 Initial Model: Development of Primary Mech-
anism of FRAM Functions

3.2.1 Numerical Definitions of Variabilities with Fuzzy CREAM

To begin with, numerical definitions of variabilities are required, and Fuzzy CREAM
is adopted in this model. The original CREAM (Hollnagel, 1998), which has been
presented in the previous chapter, is to investigate how correctly cognitive tasks can
be carried out under a certain situation. The Fuzzy CREAM is an advanced model
of the CREAM, enabling us to represent variabilities of the working environment and
functions quantitatively.

In the CREAM method, Hollnagel (1998) referred to contextual conditions col-
lectively as Common Performance Conditions (CPCs) and then defined and classified
them into nine factors: “Adequacy of organization,” “Working conditions,” “Ade-
quacy of man-machine interface,” “Availability of procedures,” “Number of simul-
taneous goals,” “Available time,” “Circadian rhythm,” “Adequacy of training and
experience,” and “Crew collaboration quality.” After that, two more CPCs, “Avail-
able resources” and “Quality of communication,” were added to the original nine
when FRAM was proposed for the first time (Hollnagel, 2004). Each CPC contains
various CPC levels and effects, as shown in Table 3.2. For example, if the CPC
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“Working conditions” is rated as “Advantageous”, it has a “Positive” effect on the
situation; all CPCs are evaluated in the same way, and the number of CPCs whose

effect is found to be “Negative” or “Positive” is obtained in the analysis.

Table 3.2: Specification of CPCs.

‘ CPCs ‘ Level ‘ Effect H CPC ‘ Level ‘ Effect ‘
1. Availability Adequate Positive 2. Adequacy of Adequate Positive
of resource Adequate with Not Significant | Training and | Adequate with | Not Significant
limitations experience limitations
Inadequate Negative Inadequate Not Significant
3. Quality of Very efficient Positive 4. HMI Supportive Positive
communication Efficient Not Significant (Human Adequate Not Significant
Inadequate Negative Machine Tolerable Not Significant
Deficient Negative Interaction) Inappropriate Negative
5. Access to Appropriate Positive 6. Working Advantageous Positive
procedures Acceptable Not Significant conditions Compatible | Not Significant
Inappropriate Negative Incompatible Negative
7. Number of | More than Capacity Positive 8. Available Adequate Positive
simultaneous | Matching Capacity | Not Significant time Temporarily | Not Significant
goals Inadequate
Less than Capacity Negative Inadequate Negative
9. Circadian High Positive 10. Crew Very Efficient Positive
rhythm Moderate Not Significant | collaboration Efficient Not Significant
Low Negative quality Inefficient Not Significant
Deficient Negative
11. Adequacy Very Efficient Positive
of organization Efficient Not Significant
Inefficient Not Significant
Deficient Negative

Some CPCs are interrelated with each other, and their relationships are shown in
Table 3.3. According to these relationships, the effect of CPCs is updated according
to dependencies among CPCs after a set of all the CPCs’ effects is identified. For
instance, if an effect of CPCs in the left column of Table 3.3 is “Not Significant”, and
more than three or four CPCs in the right column are “Positive” or “Negative”, the

effect of CPCs in the left column also becomes “Positive” or “Negative”, respectively.
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Table 3.3: Dependencies among CPCs.
’ CPC ‘ Affected by the following CPCs
Working conditions Adequacy of organization, Adequacy of HMI,
Circadian rhythm, Available time,
Adequacy of training and experience

Number of Working conditions, Adequacy of HMI,
simultaneous goals Access to procedures
Available time Working conditions, Adequacy of HMI,

Access to procedures, Number of simultaneous goals,
Adequacy of training and experience, Circadian rhythm
Crew collaboration Adequacy of organization, Circadian rhythm,

quality Quality of communication

On the basis of the set of CPC effects and the chart shown in Fig. 3.7, the control
mode is identified. The control mode originates from Contextual Control Model
(COCOM) (Hollnagel, 2003). In COCOM, the control is described in terms of how
we do things and how actions are chosen and executed according to their surrounding
environment. Moreover, the outcome of the control prescribes a certain sequence of
the possible actions, and the sequence is constructed by the environment rather than
pre-defined. The control can obviously occur on several levels or in several modes,
and in this context, four linguistic values shown in Table 3.4 have been introduced as
the control mode. representing how actions of human beings are chosen and executed
according to their surrounding environment Also, each control mode is related to an
interval of probability of action failure (PAF’), as shown in Table 3.5. Here, note that
the chart in Fig. 3.7 carries the premise that the weights of CPCs, which represent
the significance of those CPCs for a subject of CREAM analysis, are all equivalent.

Table 3.4: Description of control mode (Hollnagel, 1998, 2003).
] Control Mode \ Each control mode represents situations in which: ‘

Strategic Tasks can be carried out based on sophisticated strategies and
enough comprehension of global context.
Tactical People can carry out their tasks based on planning and following

procedures, but their scope is limited.

Opportunistic | The next action heavily relies on the salient features of a current
context rather than stable strategies.

Scrambled People are too upset to choose a proper action;

an extreme case here would be the state of momentary panic.
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Fig. 3.7: Relation between CPC effect and control modes.

Table 3.5: PAF intervals with respect to control modes.
’ Control Mode \ Intervals of probability of action failures ‘

Strategic 0.50 x 107° < p < 0.010

Tactical 0.10 x 1072 < p < 0.10
Opportunistic 0.010 < p < 0.50
Scrambled 0.10 < p < 1.00

For further development of the CREAM, several studies have introduced fuzzy
logic theory into the original CREAM to make it continuous and quantitative; these
are generally called Fuzzy CREAM. In Fuzzy CREAM, membership functions of CPC
levels whose support set is CPC score are defined. The CPC score is a continuous
value varying from 0 to 100 that represents the status of the CPC: the higher the
CPC score, the better the CPC status. These membership functions also represent the
degree of matching between a specific CPC score and a particular CPC level, varying
from 0 to 1.00. Four membership functions of the control modes, whose support set

is the logarithm of PAF', are defined in the same way. Then, fuzzy linguistic rules,
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which are /FF — THEN rules between combinations of CPC levels and a specific

control mode, are defined, e.g.,
IF S; = Compatible AND Sy = Ef ficient --- AND S,,, =--- THEN C = Strategic,

where S; denotes the level of the i-th CPC, m is the total number of CPCs, and C'
represents the control mode (1 < i < m). With the above items, a conclusion fuzzy
set of the control mode is consequently obtained by calculating how the antecedent
matches the consequent in those IF' — T HEN rules.

There exist several Fuzzy CREAM models based on this fundamental idea. Kon-
standinidou et al. (2006), for example, constructed 46,656 fuzzy rules by hand using
the chart in Fig. 3.7 and calculated a conclusion fuzzy set with the min-max inference
technique (George et al., 1995). Also, Yang et al. (2013) defined the relative weight
of CPCs and calculated the belief degrees of each control mode with the Bayesian
network of CPCs.

In the proposed FRAM model, the weighted CREAM model (Ung, 2015), which is
also one of the Fuzzy CREAM models, is adopted, for two reasons. First, our method
considers the concept of CPC weight; while the weight must be different case by case,
it is regarded as equal in many cases for the sake of simplicity. Second, the table
in Fig. 3.7 is not necessary, as the chart in Fig. 3.7 would not be available if the
CPC weights were not equivalent. A model that satisfies both of these requirements
is quite rare, and the weighted CREAM model is one of them. The algorithm consists

of the following four steps:

Step 1: Definition of Membership Functions for Linguistic Values of CPC
Levels

The first step of this model is to define membership functions. Examples are shown
in Fig. 3.8. Figure 3.8(a) and 3.8(b) show examples of the membership functions of
CPC levels. Figure 3.8(c) shows the membership functions of control modes, along
with the logarithm of the probability, whose base is 10, which is used for their support
set because the lower limit of PAF is assumed to be 0.50 x 107 according to the
original CREAM (Table 3.5). Ideally, the membership functions should be designed
with statistical data and/or with the knowledge of experts. However, in this paper
they are all regarded as the simple triangular functions shown in Fig. 3.8 for the sake

of simplicity.
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Fig. 3.8: Examples of membership functions.

Step 2: Construction of Fuzzy Rules

Fuzzy rules are constructed with a systematized process in this step. Ideally, a rule
should be obtained with the statistical data and/or the knowledge of experts. How-
ever, since each CPC has three or four CPC levels, as shown in the example in Fig.
3.8, tens of thousands of combinations of CPC levels are obtained as antecedents, i.e.,
the I F-part of the rule. For example, two levels are identified with respect to a CPC
score in the case of Fig. 3.8, generating 2'' combinations of CPC levels as a result
of evaluating all nine CPC scores. Therefore, systematic ways to distribute those
combinations to a specific control mode, T"H EN-part, and obtain an IF — THEN

rule as shown below are required.

[Si1=--- AND --- AND Sy, =---]
Sy1=--+ AND --- AND Sy, =---

IF Sg1=-- AND --- AND S, =-- THEN C = C}
Sy =+ AND --- AND S, =---

Here, n is the total number of combinations of CPC levels belonging to the k-th
control mode: Cj, (1 < k < 4). Also, ), represents a level of the i-th CPC in the
I-th combination of CPC levels in the [ F-part (1 <1 <n).

An index I' is introduced (0 < I' < 100) to distribute a combination of CPC

levels to a specific control mode. The index is defined as

I'=>"Al-w, (3.1)
=1
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where Al is the significance of the i-th CPC level in the [-th combination of the I F-
part (0 < AL < 100). It is defined as a value on the abscissa where the membership
function reaches 1.00. For example, the significance of “Advantageous”, “Compati-
ble”, and “Incompatible” is 0, 50, and 100, respectively in Fig. 3.8 (a). Also, w; is
the normalized relative weight of the i-th CPC (0 < w; < 1.00) with the following
equation: .

w; = m, (3.2)
where W; is the relative weight of the i-th CPC set by analysts (W; > 0). I'is
regarded as a percentage on the abscissa in Fig. 3.8(c); the value on a specific point
of the abscissa, SV, is identified by following equation (—5.30 < SV! < 0).

SV = —5.30 x I—l. (3.3)

100
A combination of CPC levels, i.e., the I F-part, belongs to a specific control mode
Cy, i.e., the T H E N-part, depending on the intervals listed in Table 3.6 to which the

SV belongs.

Table 3.6: Relationships between intervals of log(PAF') and control mode.
Control Mode Strategic Tactical Opportunistic | Scrambled
Interval of log(PAF) | [-5.30, -3.80] | (-3.80, -2.90] | (-2.90, -1.03] | (-1.03, 0]

Step 3: Acquisition of Fuzzy Conclusion

In this step, a conclusion fuzzy set of the control mode is obtained by the calculation

of %, the degree of matching for each control mode, which is obtained by

pt = Z/LZCZ’“ (x) - wy, (3.4)
i=1
n Ch
luck — Zl:,rlllul ; (35)

where Mlc,f (x) is the value of the membership function corresponding to the level of
the i-th CPC in the [-th T'H E N-part whose linguistic consequent is CY, all of which
vary from 0 to 1.00. Also, z is the CPC score ranging from 0 to 100.

The concluding fuzzy set u(y) is obtained by using u, which is defined as

:u(y) = min(max(V01 (y)v MCl)a maw(VCQ(y)v MCz)) e 7max(VCk (y)a :uCk)’ e )7 (36)

where v (y) is the membership function of the k-th control mode shown in Fig.
3.8(c) (0 < v%%(y) < 1.00), and y equals log(PAF) varying from —5.30 to 0.

47



CHAPTER 3. DEVELOPMENT OF SIMULATION MODEL BASED ON
FUNCTIONAL RESONANCE ANALYSIS METHOD

Step 4: Defuzzification

The concluding fuzzy set is transformed into a crisp value by the following defuzzifi-

cation process:
ov - Joy ry)dy
Jp 1(y)dy

where C'V is the crisp value of log(PAF) and D is the domain of integration. In

(3.7)

other words, the crisp value corresponds to the center of gravity of the fuzzy set.

Based on the idea of Fuzzy CREAM, the proposed FRAM model assumes that a
state in each function can be described in terms of the control mode, and the state
can change according to the state of their surrounding environment created by CPCs
and their weight; although Hollnagel (2012a) pointed that the CREAM is obsolete, it
is still useful to represent the ETTO principle. The variabilities in each function and
their surrounding environment are eventually defined as the change of their continuous
control mode (crisp value of PAF) and CPC scores, respectively.

These definitions are based on the fact that the origin of the FRAM functions
is derived from the framework of Work Domain Analysis (WDA) (Rasmussen et al.,
1994; Vicente, 1999). In this framework, the functions are described as predicates
and essentially qualitative properties. The functional safety in this context refers to
the safety of those functions and is therefore described as qualitative properties as
well. That is why the control mode can be introduced to represent such qualitative
properties, and moreover, the representation, i.e., control mode is now supported
by semi-quantitative criteria based on Fuzzy CREAM as well; those definitions of
variabilities consequently therefore enable us to investigate the functional safety on

the basis of the balance between qualitative and quantitative perspectives.

3.2.2 Formulating Interaction among Functions and Surround-
ing Working Environment

The definition of variabilities enables us to formulate interactions among functions.
First of all, the propagation of a functional variability in an upstream function prop-

agates to its downstream functions as follows:

PAF!
= L% gl (3.8)

xT. _ :
i,down t+1 i,down>
PAFT

t+1 t
i,down and xi,down

a downstream function, respectively. Also, PAF}, and PAF}" referring to the PAF

where x are the updated scores and original scores of the i-th CPC in
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value of a particular upstream function before and after the PAF value, respectively,
have been changed by the Fuzzy CREAM process. Equation 3.8 represents that some
specific CPC scores in the downstream functions decrease if the PAF' in an upstream
function increases, and vice versa.

The definition of variabilities also makes it possible to formulate dependencies
among the CPCs in Table 3.3, as follows:

it =gt 4 Z ) X wj, (3.9)

where 2! ! is an updated score of the i-th CPC in the left column of Table 3.3, and
! is its original score. Also, z!" is the score of the j-th CPCs listed in the right
column of Table 3.3, and w; is the normalized weight of the CPC. This calculation
process is hereinafter called CPC resonance.

The unitary mechanism of one function is implemented as shown in Fig. 3.9
on the basis of the above definitions and equations. That is, manual interventions
or variabilities coming from upstream functions change the original CPC scores as
a trigger first. The scores are then updated according to the dependency among
CPCs by Eq. 3.9, which is the input of the Fuzzy CREAM process. The Fuzzy
CREAM process then update PAF in the function based on the input CPC scores.
The induced functional variability, i.e., change of PAF propagates to downstream

functions on the basis of Eq. 3.8, changing the CPC scores of downstream functions.

Original CPC scores Updated CPC scores
xzi t+1
xé x§+1
zh | cPC bl
3 scores are updated T Fuzzy CREAM:

according to the CPC dependencies the process "shakes"

the function and generates
Proapagating to

: @ @ t+1
z; @\ ,.::> ;| variablity
the downstream function

t t+1 o t+1 i1 PAF!
m ’i - x’i + Z](x] - :C’L) X w] m Iz down = pAthl X Iz down

Fig. 3.9: Unitary mechanism of one function.

More schematic representation of the mechanism is shown in Fig. 3.10. According
to Fig. 3.10, a set of CPCs, i.e., context surrounds a function to induce its variability
while it is, at the same time, affected by variabilities propagating from upstream
functions through aspects of the function. Here, it should be noted that the CPC
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scores being affected by variabilities coming from upstream functions are determined
both by the aspects of a downstream function and by characteristics of their upstream

functions. These unitary mechanisms are connected as shown in Fig. 3.11 in the end.

Social Demands

Available Resources

Context

Interaction® C Induce
with Context \ Variability
\\ of Output
) FUNCTION @
Propagation
Propagation To Downstream
from Upstream Functions
Functions S ~a

- Available Time

Working Conditions

Fig. 3.10: Schematic illustration of unitary mechanism of function.
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Fig. 3.11: Overview of initial model: connecting units shown in Fig. 3.9.
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The flowchart of this model is shown in Fig. 3.12. After the initial setting is
finished, potential couplings between functions are instantiated. Then, once some
CPC scores in the functions are changed manually as a trigger of the simulation, the
process shown in Fig. 3.11 is repeated recursively. This process provides snapshots
of how the variabilities of working environment influence the functional variabilities,
and their propagation changes the performance of other functions. After the process
is finished, the obtained result can be the initial state of next simulation. That is,
it is possible to change the CPC scores of the result and simulate again, enabling
the interactive analysis. Note that the process continues automatically after the
CPC scores are changed manually at the beginning of the simulation process. In
other words, what should be done manually are initial setting and changing the CPC
scores as a trigger of the process, and there is no room for intervention after that.
This initial model is applied to the investigation of an actual aircrash accident, whose
detail is presented in the chapter 4.

In the end, it is limited for the current version of the FRAM model to describe
the evolutions of socio-technical systems since this model just provides snapshots
of them. However, the resilience engineering requires the FRAM to investigate dy-
namic/continuous characteristics of socio-technical systems rather than static/discrete
pictures of the systems. This model has been updated in response to this demand,

and the detail is shown in the next section.
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Fig. 3.12: Flowchart of initial FRAM model.
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3.3 Extended FRAM Model Based on Cellular Au-

tomaton

The initial FRAM model shown in the previous section has been extended to over-
come its limitations. This update is to modify the algorithm shown in Fig. 3.12 in
accordance with the concept of Cellular Automaton (Neumann et al., 1966); the main
structure of functions shown in Fig. 3.9 — 3.11 remains the same. This modification
enables to reveal the dynamical transition of safety in each function.

Cellular Automaton has initially been introduced by Neumann et al. (1966). In
trying to represent data processing in a machine that mimicked the self-reproducing
that goes on in life, he discovered a kind of simulation carried out on a grid. In
this process, the state of each cell on the grid is supposed to change every moment
depending on the states of surrounding neighborhoods. Moreover, simple local rules
to update each cell interact with each other and keep on changing the state of those
cells. This is known as automaton on the grid in parallel automatically. What is
interesting with this simulation is that the interaction of simple local rules could
bring about a very complex macroscopic behavior: Cellular Automaton can execute
basic logical operations AND; OR; NOT and work as if it is a computer. However,
the original model that John von Neumann came up with was too complicated for
practical use since each of the cells is supposed to have 29 states on the grid. More
simplified models have since been built.

Conway’s Game of Life (Berlekamp et al., 1982) is one of the best-known models
of Cellular Automaton. In this model, every cell is supposed to have only two states,
dead or alive, and they change their state simultaneously in parallel according to the
following simple local rules (Fig. 3.13).

Rule 1: An alive cell dies in the next generation if it is surrounded by less than two
alive neighbor cells, as if it were caused by underpopulation.

Rule 2: An alive cell can survive in the next generation if it is surrounded by two or
three alive neighbor cells.

Rule 3: An alive cell dies in the next generation if it is surrounded by more than
three alive neighbor cells, as if it were caused by overpopulation.

Rule 4: A dead cell can revive if it is surrounded by exactly three alive neighbor cells,

as if it were a reproduction.
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The local transition of each cell creates unusual global behavior; a number of charac-

Fig. 3.13: Rules of Conway’s Game of Life.

teristic patterns can be observed in the process, including complex behavior, as if it
is a computer.

These simulations are now applied to various fields to investigate complex phenom-
ena. One of the most famous examples is the simulation of traffic flow to investigate
how dynamic traffic behavior, such as traffic jams, will go on (Fukui and Ishibashi,
1996; Qian et al., 2017; Ruan et al., 2017). In other cases, they are also applied to sim-
ulations of pedestrian group behavior during emergency evacuation (Fu et al., 2015;
Lu et al., 2017). Moreover, the Cellular Automaton can also be applied to the field
of materials science to investigate the dynamic behavior of materials such as defor-
mation (Liu et al., 2017). The simulation of Cellular Automaton is indeed applicable
to a wide variety of fields, and it is also the case with the resilience engineering.

This mechanism of Cellular Automaton has been introduced into the updated
FRAM model. In this model, FRAM functions are regarded as cells, and the cal-
culation processes shown in Fig. 3.9 or 3.10 correspond to the simple local rules of
Cellular Automaton. Moreover, every function in a FRAM network runs and repeats
those processes simultaneously in parallel; thus, a dynamic changing pattern of the
PAFs of the functions is obtained. This is the significant difference compared to the
previous model, which had no consideration of time transitions or parallel processing
of functions. The extended FRAM model is expected to represent complex behaviors

similar to Cellular Automaton.

o4



CHAPTER 3. DEVELOPMENT OF SIMULATION MODEL BASED ON
FUNCTIONAL RESONANCE ANALYSIS METHOD

The entire flow of this model is shown in Fig. 3.14. The process starts with
setting the initial parameters, including functions, their aspects, their dependencies,
instantiation, and so on; the details will be shown in the next section with an actual
example. Then, the process moves on to the manual operations, where CPC scores
in functions or dependency among functions can be modified. The manual operation
of setting the initial values of CPS scores for the functions triggers the main process
during which states of functions change on the basis of the mechanism shown in Fig.
3.11, similar to Conway’s Game of Life. In other words, three main processes — CPC
resonance, Fuzzy CREAM, and propagation of variabilities among functions — are
carried out in this order in one generation. This process is autonomously iterated until
the calculation process is cut in, and the process go back to the manual operations
again with the intervention.

Here, it should be noted that the dimensionless simulation time: 7'[—] in Fig. 3.14
is different from the real time; it is defined as the number of loops in which a set of
the three main processes is repeated. The concept of simulation time: T'[—]| is rather
consistent with that adopted in qualitative reasoning (Kuipers, 1986, 1994, 2001), in
which the time-points are defined as those points in time when a qualitative state of
the simulation model (i.e., the qualitative value of any variables) changes. Therefore,
the time in the simulation world goes on independent of that in the real world; the
very long time in the simulation world can corresponds to a moment in the real world,
and vice versa. The simulation time: 7'[—| hereafter advances based on this idea; the
qualitative change is brought about by the loops of the above three main processes,
and the loops advance the dimensionless simulation time: T[—].

This model is applied to an investigation of supply chain operations, focusing on

their complexity and dynamic behavior. The detail is shown in the chapter 5.
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Fig. 3.14: Flowchart of FRAM model based on Cellular Automaton.

56



CHAPTER 3. DEVELOPMENT OF SIMULATION MODEL BASED ON
FUNCTIONAL RESONANCE ANALYSIS METHOD

3.4 Extended FRAM Model Based on Structure
of Complex Adaptive Systems

3.4.1 Inconsistency of FRAM Model Structure

The previous two FRAM models have been developed so that a context consisting of
eleven CPCs surrounds one function, and they interact with each other, according to
Fig. 3.10. However, these models put too much focuses on the relationship between a
context and single function. According to the resilience engineering and FRAM, the
context is an entity which globally interacts with all functions as shown in Fig. 3.15,
rather than a local parameter specific to a single function. That is why the FRAM
model has been further updated so that the model structure is consistent with the

concept.

Social Demands

Available Resources

Available Time

Working Conditions

Fig. 3.15: Basic concept to update FRAM model.

3.4.2 Revision of Previous FRAM Model

Figure 3.16 illustrates an overview of the updated FRAM model. The crucial differ-

ence from the previous model in Fig. 3.11 is its structure where a set of CPC scores
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is shared by each FRAM function of an instance, and the set of CPC scores simul-
taneously induces the variability of FRAM functions. The algorithm of this model
is almost the same as the previous — the cellular automaton based model. That
is, the numerical unbalance of CPC scores updates themselves based on the CPC
dependency, and those scores updates PAF of functions. Also, the updated PAF in
a function propagates to downstream functions and interacts with the shared set of
CPC scores again.

It should be noted that Table 3.6, which is necessary for Fuzzy CREAM, has
also been updated as shown in Table 3.7 on this occasion. This is because Table
3.6 involves some arbitrariness of the original research (Ung, 2015). In contrast,
the updated table was obtained more systematically by applying OR operation to

membership functions shown in Fig. 3.8(c).

Table 3.7: Updated relationships between intervals of log(PAF') and control mode.
Control Mode Strategic Tactical Opportunistic | Scrambled
Interval of log(PAF) | [-5.30, -4.55] | (-4.55, -2.93] | (-2.93,-1.03] | (-1.03, 0]

Interaction with
downstream function

Interaction with
downstream function

Interaction with
CPC scores

Interaction with

CPC scores
Fuzzy CREAM Fuzzy CREAM Fuzzy CREAM
PAF} — PAFy™ PAF! — PAF*! PAF! — PAF/T!
Updated CPC scores as Updated CPC scores as Updated CPC scores as
a result of CPC resonance a result of CPC resonance a result of CPC resonance
. t e o o t e o o t e o o t
CPC Scores: a7 ---aj---xi-- @y,

Fig. 3.16: Overview of revised FRAM model based on Fig. 3.15.

In this model, the CPC resonance is formulated as the following equation:

k t t
$t-+1 _ l'f + Z]:l(I] - Q:'Z) X wj

i ] k
Zj:l w]
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where z/™ is an updated score of the i-th CPC in the left column of Table 3.3, and

t
J

right column of Table 3.3, respectively; k is the number of surrounding CPCs listed

x! is its original score; ! and w; are the score and weight of the j-th CPCs in the
in the right column of Table 3.3. The Eq. 3.9 calculates the weighted average of those
CPCs, and a set of the updated scores will be the input value of the Fuzzy CREAM
as well as other two models.

In addition, the propagation of functional variabilities to downstream functions,
represented as the green lines in Fig. 3.16, is formulated as following:
> (PAF,} — PAF!

“”l’j ) : (3.11)

PAFHL — pAFL 4+

down

where PAFJEP and PAFi;;l respectively refer to the crisp PAF's in a upstream function
before and after the PAF is updated by the Fuzzy CREAM process; this is also the
case with PAF! ~—and PAF''! = Also, [ is the number of functions surrounding a
certain downstream function. In this calculation, the difference of PAF's between a
subject downstream function and upstream functions is accumulated and averaged
with the number of the upstream functions; the result is added to the original PAF
in the downstream functional in the end.

The effect of interactions among the functions is then looped back to the set of
CPC scores, which is represented as the red lines in Fig. 3.16. In other words, the
fluctuation of CPC scores changes crisp values of PAF in each function, and the CPC

scores themselves are also affected by its effect again. This is formulated as following;:

PAF!

t+1 down t

T = __down o ot 3.12

© PAFg, 12
where z/"! and 2! are the updated and original scores of the i-th CPC, respectively.

Here, the affected CPCs depend on the aspects where the propagating variabilities
go through, and the relationships are defined as shown in Table 3.8.

Table 3.8: Dependency among the new set of CPCs.

Aspects that variabilities from ID No. of CPCs in Table 3.2
upstream functions propagate through | 12 [3[4[5]6[7[8]9]10]11
Input 1{1}170(1|1{1}1]0 1] 0
Precondition 1y1(1joj1jrj1j1(0} 170
Resource 110(0]0|0|0]O|1T[O] 0] O
Control 1{1}1}0(1|1{1}1]0 1] 0
Time 0(0(0|O|O|O|O|1T]0] OO
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The entire flow of this model is summarized as a flowchart shown in Fig. 3.17. The
initial setting includes the parameter setting and instantiation process, whose detail
will be shown in the next section. The next step is the manual operation including
artificial manipulation of CPC scores or changing dependency among functions, i.e.,
further instantiations. Once these steps are completed, the process of CPC resonance
formulated as Eq. 3.10, Fuzzy CREAM, and interactions of variabilities formulated as
Eq. 3.11 and Eq. 3.12 are repeated; it should be noted that the practitioners basically
cannot interfere the repetitive process and its result, and it goes on automatically until
they cut in by hitting a key on the keyboards. The process goes back to the manual
operation if the practitioners cut in the repetitive process, and this enables them to
examine the effect of additional variabilities to the result of the previous simulation.
Based on these, a sequential change of the crisp PAF's in each function is obtained,

and it provides generic insights about the safety of socio-technical systems.
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y
[ Parameter setting ] CPC resonance
T within a context
Instantiation v
N [ N <= The number of functions]
Manual v
"| | operations The context shakes
the N-th function

with Fuzzy CREAM

L End of subroutine J

[ N <= The number of functions]

A

The N-th function shakes

the context via its
downstream functions

v
L End of subroutine J

A

Simulation Time: T=T+1

Pause simulation

Yes

Yes Continue

simulatio

[ End of process ]

Fig. 3.17: Flowchart of revised FRAM model shown in Fig. 3.16.
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3.4.3 Another Perspective: FRAM Model Based on Struc-
ture of Complex Adaptive Systems

The updated model can be described from another perspective. The model structure
shown in Fig. 3.16 suggests that a specific working environment or context can be
regarded as a space spanned by a vector of CPC scores, and an instance are included
in the context as shown in Fig. 3.18. This model, therefore, has a structure in which
the context and instance mutually “shakes” in response to the other, and their mutual
interaction results in dynamical change of the safety of each function. This is typical
dynamics specific to Complex Adaptive Systems (Mitchell, 2009; Johnson, 2009), and
the model now obtained a structure consistent with the original idea of the FRAM

and resilience engineering.

Seeo -

Context =

Fig. 3.18: Another perspective of the FRAM model shown in Fig. 3.16.

This model is applied to a safety analysis of conditional driving automation issued
by SAE (2016). This case study is to investigate the safety and feasibility of a new
coming technology which is about to be developed and implemented on the society. In
other words, the investigation addresses the most challenging aspect of the envisioned

world problem. The detail is provided in the chapter 6.
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Chapter 4

Validity of Compensatory Principle
in Ever Changing Environment

4.1 Introduction

4.1.1 Compensatory Principle

There are three major principles to allocate functions of human and machines and
design human-machine systems. The Compensatory Principle (Hollnagel and Bye,
2000; Hollnagel and Woods, 2006) is one of them, in which functions of humans and
machines are separated and allocated to what they are good at. The origin of this
principle is known as Fitt’'s MABA-MABA (what “Men Are Better At” and what
“Machines Are Better At”) list (Fitts, 1951) shown in Table 4.1, and Hollnagel and
Bye (2000) characterized it as the Compensatory Principle.

Table 4.1: MABA-MABA list (Fitts, 1951; Inagaki, 2003).
Humans appear to surpass present-day machines with respect to the following:
1. Ability to detect small amounts of visual or acoustic energy.
2. Ability to perceive patterns of light or sound.
3. Ability to improvise and use flexible procedures.
4. Ability to store very large amounts of information for long periods and to recall
relevant facts at the appropriate time.
5. Ability to reason inductively.
6. Ability to exercise judgment.

Present-day (in 1950s) machines appear to surpass humans with respect to the following:
1. Ability to respond quickly to control signals

and to apply great forces smoothly and precisely.

Ability to perform repetitive, routine tasks.

Ability to store information briefly and then to erase it completely.

Ability to reason deductively, including computational ability.

Ability to handle highly complex operations, i.e., to do many different things at once.

GUk N
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This principle aims at avoiding excessive demands to human performance and
ensuring efficient human-machine interactions. However, their roles often tend to be
so fixed that any flexibilities of their operations could be lost in real fields of practice.
It is, therefore, necessary for this principle to take into account the validity of such
static function allocation in ever changing environment, for which no practical means
had not been established yet.

The following case study addresses this issue by investigating an actual air crash
accident with one of the FRAM simulation models. Specifically, the FRAM simulation
envisions how the validity of the operation, from the perspective of the feasibility
of operational procedures, had been changed by variabilities of working environment
generated in the accident sequence. This case study consequently provides an example
to demonstrate the importance of such validity examinations in this principle, or stress
test of artifacts, including not only physical objects but also intangible products such

as manuals or checklists, against their surrounding environment.

4.1.2 Aviation: One of the Most Advancing Fields of Au-
tomation

The aviation field has a long history of the automation, through which they have
a variety of experiences and lessons about their operations as already described in
the chapter 2. In this context, the design and feasibility of Standard Operational
Procedures (SOPs) are often discussed for their safety. Kirlik (1993), for example,
discussed about the complexity of the procedures for using automation in the flight-
deck and concluded based on his experiment that most of the pilots do not use
automation aids in the crowded air space. This is because pilots heavily stressed
to carry out the flight-deck procedures for changing automation settings when the
change of heading and altitude is requested by Air Traffic Controller (ATC). Degani
and Wiener (1994) also investigated the design of flight-deck procedures, involving
three major U.S. airlines. They carried out several activities such as interviewing
people working for the airlines, attending procedure design meetings, and jump seat
observations. Through the research, they found several cases in which the deviation
from SOPs occurred for the sake of efficient or comfortable flight. The research is
concluded that there is nothing such as an optimal set of procedures nor “royal road”
to procedure development, and the room for individualism remains for the execution
of SOPs even in highly proceduralized system. They suggest that the feasibility of
SOPs is not stable; the feasibility of SOPs could change depending on situations, and

it is essential for us to understand the characteristics of the unstable feasibility.
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4.2 Case Study: Safety Analysis of Aviation Flight-
Deck Procedure

This case study is an investigation of actual air crash accident that occurred near Cali
Airport, Colombia in 1995. This was the first fatal accident of the high-tech B757
aircraft in its 13 years of exemplary service at that time. Its direct trigger is assumed
to be an incorrect entry of approach course to the Flight Management Computer
(FMC) by the pilots and subsequent loss of their situation awareness; a complicated
design of a HMI and SOPs for the autopilot are considered to be the contributing
factors as well. It is even said that the accident would not have happened if it were

not for the automation.

4.2.1 Overview of the Accident

American Airlines flight 965 was about to land at an airport close to Cali, Colombia.
The flight 965 was originally supposed to fly over the airport to south and then turn
towards north for final approach during the landing sequence. In this context, an Air
Traffic Controller (ATC) proposed a runway change to the flight 965 since the ATC
assumed everything (e.g., weather or traffic conditions) was fine to make straight in.
The pilots of the flight 965 accepted this proposal because the schedule was already
two hours behind due to a departure delay at Miami, and it was already dark outside;
this change of the flight plan seemed to be rational to everyone involved in this case.
However, the pilots suddenly became busy in responding to the new flight plan after
this. Specifically, the shortened approach course brought about a number of tasks
that are to be performed in a very limited available time (i.e., under an extremely high
time pressure). They were consequently confused with identifying the new approach
course which is called Rozo One Arrival in the end; the Rozo One Arrival requires
aircraft to overfly TULUA before proceeding to ROZO as shown in Fig. 4.1.

The pilots finally identified this course after a while. However, it was too late
because the flight 965 had already flown over the TULUA — the initial point of
the Rozo One Arrival. They got confused again with how to fly over the TULUA for
initiating the Rozo One Arrival and then came up with an alternative plan, i.e., flying
direct to the ROZO; this is evidently an irregular operation, but no one, including
even the ATC, noticed and warned about this.

One of the pilots eventually entered information into the Flight Management
Computer (FMC) in order to fly towards the ROZO. Specifically, he just entered
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“R” instead of “ROZO” into the FMC and executed the command without cross-
checking. However, the FMC interpreted it as an input cord of “ROMEQO” of Bogota,
Columbia beginning with “R” in the same way. This is because the HMI of the FMC
was designed to display a waypoint which is frequently used rather than the nearest
at the top of the list if there are multiple waypoints starting with same characters.
The pilots did not notice the mistake and entrusted the computer to make a course
change. In the end, the flight 965 swerved off the original course and crashed into

mountainous terrain existing in the east of the airport as shown in Fig. 4.1.
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Fig. 4.1: Rozo One Arrival and estimated track of the flight 965 (Simmon, 1998).

4.2.2 Initial Setting for Analysis

One of the most critical points of this accident is that the pilots of the flight 965 tried

the irregular operation and entered the wrong course into FMC. In addition, although
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runway change is basically regarded as a normal event in daily operation, it seems
to have caused the fatal error of the pilots in this case. The focus of this analysis is
therefore put on what took place until they entered the wrong course into the FMC.

Based on this, the parameters required for analysis are defined as following.

Functions and Their Potential Couplings

The first step of the analysis is to identify functions of FRAM, and we identified
five functions as shown in Table 4.2 here. Note that the identification number of
each functions in Table 4.2 have nothing to do with the order of execution; the order
or dependencies among functions are determined for the first time when the poten-
tial couplings are instantiated, and an instance is obtained. Besides, the potential
couplings among functions are identified as shown in Fig. 4.2; they are instantiated

before the calculation process and generate various instances.

3. TO IDENTIFY
APPROACH
COURSE

4. TO DESCEND FOR
NEW APPROACH
COURSE

Fig. 4.2: All potential couplings between functions.
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Weight of CPCs

The next step is to define relative weight of CPCs in each function as shown in Table

4.3. In this analysis, they were defined with following procedure:

1. Identify CPCs which have the most significant effects on the performance of a

subject function.
2. Let the relative weight of those CPCs, i.e., W; in Eq. 3.2 be 100.
3. Evaluate the relative weight of other CPCs based on the above evaluation.

It should be noted that these values are normalized automatically with Eq. 3.2 in

the implemented process of the simulation.

Table 4.3: CPC weight in each function.

CpPC Functions

1 [ 2]3]4]65
Availability of resource 50 | 20 | 100 | 100 | 100
Adequacy of training and experience | 10 | 10 | 20 | 50 | 20
Quality of communication 100 | 5 30 | 0 | 100
Adequacy of MMI 0 | 100 | 10 | 10 | 10
Access to procedures 10 | 100 | 10 | 10 | 10
Working condition 40 | 30 | 30 | 100 | 60
Number of goals 50 | 60 | 80 | 100 | 60
Available time 50 | 60 | 80 | 100 | 60
Circadian rhythm 10 5 5 5 10
Crew collaboration 20 | 100 | 50 | 20 | 100
Organization factor 5 0 0 0 5

Simulation Scenario

The last step of the initial setting is to represent variabilities occurred in the accident
sequence with manual operations of the CPC scores. To this end, we identified the
following five major variabilities, in addition to the initial state, based on a prior
investigation (Simmon, 1998) and examined their effect on all instances generated

from potential couplings shown in Fig. 4.2.

Initial state: Everything was supposed to be going well. Therefore, all
CPC scores of all functions are assumed to be 100 at the beginning of the

accident sequence.
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Variability 1: There were continuous discrepancy of communication after
the flight 965 entered the control area of the Cali airport. This reduced the
score of “Quality of communication” in TO COMMUNICATE WITH ATC
to 20.

Variability 2: The prior investigation (Simmon, 1998) points out that the
runway change was accepted without sufficient review of the flight plan.
This reduced the score of “Crew collaboration quality” in TO REVIEW
FLIGHT PLAN FOR RWY CHANGE to 0.

Variability 3: After the acceptance of the proposal, one of the pilots be-
came busy in manual operation for descending. This reduced the score of
“Available time” and “Number of simultaneous goals” in TO DESCEND

FOR NEW APPROACH COURSE to 0.

Variability 4: The pilots of the flight 965 had to identify a new approach
course under high time pressure. This reduced the score of “Available
time” and “Number of simultaneous goals” in TO IDENTIFYING AP-
PROACH COURSE to 0.

Variability 5: The prior investigation (Simmon, 1998) points out that the
letter “R” which is the initial letter of next waypoint was input without
cross-checking. Also, the letter “R” was programmed as a completely
different place from their destination at that time. Then, the score of
“Adequacy of HMI” and “Crew collaboration quality” in TO ENTER AND
EXECUTE ROUTE INTO FMC is set to 0.

4.2.3 Simulation Results

In this simulation, changes of log(PAF') in each function were obtained with respect
to all generated instances. Among them, we specifically put focus on two instances
since all of the instances were basically generated systematically, and it is irrational
to take into account all of them; some of them are not reasonable to execute as a
procedure. The one is considered to represent the procedure executed during the
accident sequence. The other is picked up by analyst because it showed a quite

different result from the former one even though the structure of those instances are
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so alike each other, implying that the safety of socio-technical systems has something
to do with the design of operational procedures.

The former instance is shown in Fig. 4.3, and the transition of log(PAF) in its
functions are shown in Table 4.4 and Fig. 4.4; the numbers on abscissa in Fig. 4.4
correspond to that of Variability 1 — 5. According to Table 4.4 and Fig. 4.4, the
log(PAF) of all the functions increased after Variability 1, which means the situation
became dangerous. In addition, while the log(PAF) in almost all the functions
remained constant under the influence of Variability 2 — 5, the log(PAF) of To
ENTER AND EXECUTE ROUTE INTO FMC increased to —0.70 due to Variability 5.
This value indicates that the control mode of this function is “Scrambled” which is

the most dangerous state, according to Table 3.6.

TO IDENTIFY
APPROACH
COURSE

To DESCEND FOR
NEW APPROACH
COURSE

Fig. 4.3: Instance which became unsafe due to variabilities.
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Table 4.4: Transition of log(PAF') in each function in Fig. 4.3.

log(PAF) [-]

Function ID Variability
Number | Initial State | 1 [ 2 [ 3 | 4 [ 5
1 -4.80 -1.61 | -1.61 | -1.61 | -1.61 | -1.61
2 -4.80 -2.68 | -2.69 | -2.69 | -2.69 | -0.70
3 -4.80 -1.60 | -1.61 | -1.61 | -1.60 | -1.60
4 -4.80 -1.65 | -1.68 | -1.61 | -1.61 | -1.62
5 -4.80 -1.60 | -1.60 | -1.60 | -1.60 | -1.60

TO COMMUNICATE WITH ATC —

TO ENTER AND EXECUTE ROUTE INTO FMC
TO IDENTIFY APPROACH COURSE
TO DESCEND FOR NEW APPROACH COURSE
TO REVIEW FLIGHT PLAN FOR RWY CHANGE

2

Variability [-]

3

Fig. 4.4: Graphical representation of Table 4.4.
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The latter instance is shown in Fig. 4.5, and the change of log(PAF) in its
functions are shown in Table 4.5 and Fig. 4.6 as well as the previous case. Compared
to the previous case, their behaviors were quite different. Specifically, the log(PAF)
in TO ENTER AND EXECUTE ROUTE INTO FMC was —1.62 after Variability 5, which
was lower than that the case of Fig. 4.4. In addition, the log(PAF') in TO DESCEND
FOR NEW APPROACH COURSE started decreasing after Variability 3, and it reached
—2.91 at the end of this simulation, whose control mode corresponds to “Tactical,”
according to Table 3.6. Therefore, this instance can be regarded as safer than that
in Fig. 4.3.

TO IDENTIFY
APPROACH
COURSE

To DESCEND FOR
NEW APPROACH
COURSE

Fig. 4.5: Instance which remained safe against variabilities.

Table 4.5: Transition of log(PAF) of each function in Fig. 4.5.

Function ID Variability
Number | Initial State | 1 [ 2 [ 3 | 4 [ 5
1 -4.80 -1.61 | -1.61 | -1.61 | -1.61 | -1.61
2 -4.80 -2.85 | -2.86 | -2.77 | -2.79 | -1.62
3 -4.80 -1.61 | -1.61 | -1.61 | -1.60 | -1.60
4 -4.80 -3.99 | -3.99 | -2.76 | -2.77 | -2.91
5 -4.80 -1.62 | -1.62 | -1.62 | -1.62 | -1.62
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Fig. 4.6: Graphical representation of Table 4.5.

4.2.4 Discussion

According to the result, the behavior of each instance against the same variabilities
were quite different from each other, depending on their structures. Compared to the
instance in Fig. 4.3, the output of TO REVIEW FLIGHT PLAN FOR RWY CHANGE
in Fig. 4.5 has only one connection with the other function, which makes a major
difference between actual procedures represented by Fig. 4.3 and Fig. 4.5. This
means that the order to execute functions in Fig. 4.5 is more explicit than that in

Fig. 4.3, and the explicit order of executions plays an important role to make the
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procedure feasible in the context of this accident. Eventually, the simulation result
suggests that the safety of socio-technical systems could vary depending on the design
of operational procedures, and catastrophes could be avoided with the proper design
of procedures in adversities.

It should be noted that Variability 1 — 5, that are manual operations to change
CPC scores, subsequently caused the resonance among CPCs, variabilities in the
functions, i.e. change of PAF', and the resonance among functions automatically.
Moreover, the dependency among CPCs or functions, which cannot be controlled
arbitrary, played a significant role in this simulation, and the above result cannot be
obtained without such dependencies. This kind of result is peculiar to this FRAM
model and cannot be obtained with other safety analysis methods.

Another approach to analyze socio-technical systems has been provided in the
field of social science, for instance. The theory is called activity theory originating
from the psychology studied by Vygotsky (1980) and developed by Engestrom (1987).
In this theory, activities are understood to have a mutually linked structure, in which
the three factors (communities, rules, and division of labor) are added in addition
to human being, object, and mediating tools, to trace the alternation and develop-
ment of activities as “a succession of contradictions” generated in this structure and
among multiple activities. Safety analyses based on this kind of idea have focused
on unsafe acts such as human errors and/or breach of rules by front-line workers;
these unsafe acts directly affect the system safety and are characterized by that the
negative impacts of such acts become conspicuous relatively quickly (active failure).

On the contrary, there are latent factors, of which impacts do not become apparent
quickly and lay hidden without bringing any harm, but afterward can destroy the
system defense by interacting with the local environment (latent condition). People
who work within a complex system commit unsafe acts, such as errors or breach
of rules, by some reasons that cannot be explained with the psychology studying
an individual. Such reasons continue to be hidden within organizations and never
become apparent unless facing abnormal conditions resulted from the unsafe acts or
others. Such latent conditions do not lay behind statically but change with time by
interacting each other below the surface. The processes of such changes may lead
to changes in front-line works, as well as to accidents in the worst scenario. For
instance, empirical evidences of the criticality accident occurred at the nuclear fuel
conversion facility of JCO are reported (IAEA, 1999). This accident was caused by the
intentional transformation of work procedures by onsite workers. This transformation

was driven by the various contradictions, i.e., misfits between components of the
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activity system, might arise out of and propagate throughout their activities, then
induce some sorts of changes in the procedures for the better or for the worse. Such
procedure transformation is dealt with as adaptation of procedures, and this work
can contribute to visualizing the process of its changing with latent contradictions,

thus contribute to the in-depth analysis of organizational accidents.

4.3 Future Prospects to Utilize Proposed FRAM
Simulation

4.3.1 Design of Operational Procedures

In future work, we consider the design of operational procedures as an effective way
to practice the resilience engineering with the proposed model. What is important
for resilient systems is to maintain validity of systems in a specific context where they
are operated. In this respect, the simulation result in the previous section suggested
that the safety of the systems could vary depending on the design of procedures in
a specific context. Therefore, one goal to make the systems resilient is to find out
proper actual works for safe operations in specific contexts, and we call it, in this
context, “design of operational procedures”.

The process is to modify predetermined procedures with elaborate validation as
shown in Fig. 4.7. To validate the design of procedure, we use the proposed FRAM
simulator as a tool of stress test of procedures in a specific context. The simulator can
evaluate the feasibility of procedures in a specific context which can be represented
by the score of CPCs, and this stress test can contribute to finding out proper actual
works. Here, it should be noted that this process is intended to evaluate the validity

of evolving socio-technical systems shown in Fig. 2.9.

4.3.2 Safety Analysis based on Safety-II

From the perspective of the resilience engineering and Safety-II, not only why things
go wrong but also why things go right must be taken into account. Specifically in this
context, we should additionally learn from good practices in which original operational
procedures were violated by the execution of some non-regulated actions allowing any
“further catastrophe” to be avoided; the case known as the “Miracle on the Hudson”
in 2009 was one of these cases (NTSB, 2010), for example. However, lessons learned

so far have mainly focused on risks and been deduced from an analysis of failures that
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led to accidents. In spite of the existence of potential lessons to be learned, there has
been almost no analysis, assessment nor lessons gleaned with respect to such cases.
The proposed FRAM simulator could contribute to this purpose; the FRAM can
evaluate validity of actual works and give us clues to figure out why they are working
well in a particular context. This contributes to extending a particular success to a
more generalized lesson that are valid even in a changing environment and provides
new lessons to improve the capability to handle “unforeseen contingencies.” The
knowledge obtained from this visualization could especially contribute to adaptation
or modification of procedures in the design of operational procedures. Finally, we
accumulate the result of those simulations which contain the authorized knowledge
about actual works and generalize it for the proper design of operational procedures.

This consequently contribute to the cross-industrial enhancement of the safety.

4.4 Brief Summary

In this case study, the simulation has envisioned a vulnerability of the Compensatory
Principle and provided insights about how to cope with it. Although this kind of
issues have already been discussed since before, it has inevitably been too qualitative
or conceptual, as the limitation of the functional safety indicates. In this respect, the
FRAM model has provided insights/criteria to support and facilitate the discussions
as the certain simulation results here. This is a great progress from the traditional

approaches, and the FRAM model has enabled us to extend the domain of analysis.
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Chapter 5

Implicit Role of Human Beings
Imposed by Leftover Principle

5.1 Introduction

5.1.1 Leftover Principle

The Leftover Principle (Hollnagel and Bye, 2000; Hollnagel and Woods, 2006) is
another principle to design human-machine systems. This principle is to automate
everything found to be feasible, and its purpose is to ensure process efficiency of
operations. However, this also means that human beings are pushed to a domain
where too complex tasks/activities to be automated are left and need to cope with
all of them. Operations of systems based on this principle shall, therefore, depend
on implicit knowledge and skills of human operators, and it is generally difficult to
justify their validity.

This problem is now regarded as critical especially in the manufacturing industry
in Japan. This is because those who have this kind of knowledge and skills are
retiring due to their age with increasing its speed; their knowledge and skills must be
inherited to the next generations, otherwise the industry, which is one of the greatest
advantages of this nation, could easily decline. Therefore, the nature of such implicit
knowledge /skills must be elucidated for sustainable development of the industry, and
moreover, the nation.

The following case study is to examine one of such empirical knowledge currently
inherited in the steel production industry. Specifically, the FRAM simulation envi-
sions how such knowledge works in complex dynamics of the system’s operation and

provides insights for its justification.
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5.1.2 Complexity of Steel Production: Difficulties to Antic-
ipate Its Operations

Steel production typically uses a kind of socio-technical system, and the operations
involved are often too complex to anticipate. The steel industry is generally said
to contain far more uncertainties than other industries, and it is difficult to predict
operations such as delivery period or production load (Shioya et al., 2015). This is
mainly due to the number of product variants with which the steel industry must con-
tend; their production processes highly depend on the specifications of those products
as well as on their quality. In addition, the processes are affected by quantities of
in-process inventory, system troubles, and maintenance, all of which can be related
to human operators, machines, organization, and the working environment. These
issues combine to make the process of steel production too complex to be anticipated.

To build a simulation model for this process, we first investigated empirical knowl-
edge. We found that proper adjustment of the rate of direct delivery can improve
material flows of a supply chain in actual steel production, according to an engineer
working at a steel production company. Here, the rate of direct delivery is the ratio of
what is sent directly to a downstream production process to what is sent to a storage
space in the production line. However, no one can systematically explain why the
adjustment is valid; how the adjustment works is so complex that no one can follow
the process. The primary purpose of this case study is to investigate the mechanism

and determine the features of such emergent outcomes.
f

5.2 Initial Setting of Simulation

In this simulation, the second — cellular automaton based FRAM model is adopted
to investigate dynamic and continuous behavior of the target system. The simulation
starts with the initial setting shown in Fig. 3.14, which needs to be done manually.
It includes settings for both functions and CPCs. We also need to come up with a

simulation scenario. The details are as follows.

5.2.1 Functions and Their Dependency

Figure 5.1(a) shows the target system of this simulation, which is a typical production
process of steel plates. The starting point of the process is importing raw materials.

These materials go through production processes such as steel making, continuous
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casting, and rolling. While they are transported among the processes, some materials,
in-process inventories, and products are temporarily sent to storage spaces.

The processes in Fig. 5.1(a) are converted into a more abstracted configuration
to determine the FRAM functions, and Fig. 5.1(b) shows the physical dependency
of each abstracted process. This provides five FRAM functions first of all: TO M-
PORT RAW MATERIALS, T'O PREPARE CARS, T'O TRANSPORT, T'O PROCESS RAW
MATERIALS/IN-PROCESS INVENTORIES, and TO SHIP. We also consider two new
functions: TO SEND TO STORAGE SPACE and TO PREPARE STORAGE SPACE, which
are related to the storage space and the dotted lines in Fig. 5.1(b). Therefore, a total
of seven functions were defined in this simulation, with their details listed in Table
5.1. In addition, their potential coupling was defined as shown in Fig. 5.2, which is
used as an instance in this simulation. It should be noted that some of the function
names in Table 5.1 and Fig. 5.2 are slightly different from those in Fig. 5.1(b) for

convenilence.
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(a) Actual production process of steel plates (STEEL, 2019)
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Fig. 5.1: Typical production process of steel plates.
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AMONG
PROCESSES,

Fig. 5.2: Dependency among functions: instance of steel production.

5.2.2 CPC Belonging to Each Function

All functions shown in Table 5.1 and Fig. 5.2 are assumed to have a set of CPCs.
In this simulation, a new set of CPCs is introduced for more specialized simulation
of steel production. Specifically, the four original CPCs — Training and experi-
ence, Man-Machine interaction, Circadian rhythm, and Organization factor — were
replaced with “Quality of materials,” “Adequacy of lot size,” “Timeliness,” and “Ade-
quacy of direct delivery rate.” The four new CPCs are closely related to the operation
of steel production and have a significant effect on it, according to an engineer working
for a steel production company, while the four original CPCs seems trivial or much
less significant. Besides, too many CPCs can make the simulation too complicated,
leading to the improper setting of initial parameters or to results that do not make
sense. In total, eleven new CPCs were introduced in this simulation, which are shown
in Table 5.2; their weights are shown in Table 5.3 in which the identification numbers
of functions and CPCs correspond to that of the functions and CPCs in Table 5.1,
and 5.2, respectively.
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Table 5.2: Dependency among the new set of CPCs.

’ ‘ Original CPCs ‘ Replaced with ‘

Available resources

Adequacy of training and experience Quality of materials

Quality of communication

Adequacy of Human-Machine Interface Adequacy of lot size
Availability of procedures

Working conditions
Number of simultaneous goals
Available time

Circadian rhythm Timeliness

Crew collaboration quality

Adequacy of organization Adequacy of direct delivery rate

O 0| | O O W= | W DN —

—| —_
el ]

Table 5.3: CPC weight in each function.
Functions

CPCs 1 \ 2 \ 3 \ 4 \ 5 \ 6 \ 7

1 0.0588 | 0.217 | 0.153 | 0.245 | 0.224 | 0.189 | 0.224
0.176 | 0.0191 | 0.153 | 0.0225 | 0.0190 | 0.0166 | 0.0815
0.0588 | 0.0191 | 0.0508 | 0.0225 | 0.0815 | 0.0406 | 0.0249
0.176 | 0.0470 | 0.0508 | 0.0980 | 0.0815 | 0.0966 | 0.0815
0.0196 | 0.0191 | 0.0169 | 0.0225 | 0.0190 | 0.0166 | 0.0190
0.1765 | 0.0470 | 0.0508 | 0.0980 | 0.0249 | 0.189 | 0.0815
0.0196 | 0.0470 | 0.0508 | 0.0273 | 0.0815 | 0.0406 | 0.0815
0.0588 | 0.217 | 0.153 | 0.0980 | 0.0815 | 0.0406 | 0.0815
0.176 | 0.217 | 0.153 | 0.245 | 0.0815 | 0.142 | 0.224
10 | 0.0196 | 0.0470 | 0.1525 | 0.0225 | 0.224 | 0.0406 | 0.0815
11 0.0588 | 0.105 | 0.0169 | 0.0980 | 0.0815 | 0.189 | 0.0190

O 00| | | U = W DN

The CPC weights were defined using a paired comparison process that is a part
of the analytic hierarchy process (AHP) (Saaty, 1990). This is because the CPC
weight is based on qualitative relationships between a FRAM function and its related
CPCs, and it would involve too much subjectivity if it were defined intuitively. AHP
was originally a methodology to support decision making (e.g., buying a car) on the
basis of multiple criteria (e.g., price, fuel efficiency, size). In the process, one paired
comparison of those criteria is carried out. The relative importance among each pair

is evaluated with integer grades, and they are regarded as the ratio of one criterion
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weight to the other. Those ratios yield the following matrix A:

w1 w2 Wm
A= | o (5.1)
w1 w2 Wm

where w; (1 < i < m) is the weight of the i-th criterion and m is the number of

criteria. The following vector is a set of weight to extract from the above matrix:

T

w = [wl,wg,--- ,wm} (5.2)
The multiplication of the matrix in Eq. 5.1 and the vector in Eq. 5.2 yields
5_1 Z”)_; e 115_:” w,
w w w
U E I BT
T
- m[wlwaa"' 7wm}
= Aw = mw. (5.3)

Equation 5.3 suggests that the set of CPC weights can be obtained by solving the
eigenvalue problem, and the set of weights corresponds to an eigenvector whose eigen-
value is the closest to m — the number of criteria. In this simulation, the criteria
correspond to the weight of CPCs; the above pair-wise comparison process was used
to obtain the sets of CPC weight in Table 5.3 for each function.

In addition to the weight of CPCs, dependency among CPCs needs to be defined.
The dependency among original CPCs has already been provided in Table 3.3. How-
ever, the new set of CPCs shown in Table 5.3 was introduced in this simulation, which
is why the dependency among them needs to be redefined. This is shown in Table 5.4,
where CPCs in the rows are affected by the CPC in the columns; the identification
numbers in the first column correspond to those in the second row. Here, 0 means
there is no dependency among two corresponding CPCs, and 1 means the CPC in

the column has an effect on the CPC in the row.
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Table 5.4: Dependency among the new set of CPCs.

CPCs which have effect on
CPCs which are affected by 1[2]3]4]5]6|7][8]9]10]11
1. Available resource ojrj1ry1y1(1j1j1}j1}17]1
2. Quality of materials 110/0{0j0OjOf1T|1]|1]1]0
3. Quality of communication 110(0j{0(0 1 }j1|1}1]1]O0
4. Adequacy of lot size 1{1j1/0(0{0j0O|1 | 1|1]1
5. Availability of procedures 110{1]0(0|0|0]|O]O| 1|0
6. Working condition 11071(0(0]0|0 1111070
7. Number of simultaneous goals 11701 }1(1/0]0]0 1|1
8. Available time 1{1jo0j1j1j1ry 1401111
9. Timeliness 1y1j1{1j1}j1(1|1{0] 1|0
10. Crew collaboration 110(1|1{11]0[1(0] 0] O
11. Adequacy of direct deliveryrate || 1 |1 |1 |1]0|0[0|0]1] 1] O

5.2.3 Simulation Scenario

A simulation scenario needs to be set and converted into a manual change of param-
eters, such as CPC scores or dependency among functions. The scenario was set as
shown below in this simulation.
Scenario: There was an excess arrival of raw materials, and the flow of materials,
in-process inventories, and products grew beyond the capacity of the steel production
processes. As a means for overcoming the adversity, the rate of direct delivery was
adjusted at a specific timing.

This is converted into manual changes of FRAM entities, referred to as Variability
and Countermeasure:
Variability: The score of CPC “Available resource” of the function TO IMPORT RAW
MATERIALS is set to 0, which corresponds to the worst state of the CPC, at simulation
time 7' = 0.

Countermeasure: The simulation process is paused once at a specific timing, and the

score of CPC “Adequacy of direct delivery rate” of the function TO TRANSPORT
AMONG PROCESSES is set to 100, which corresponds to the best state of the CPC.

In this simulation, every timing to take a Countermeasure is collectively examined to
determine the difference of each case. One hundred transition patterns of log(PAF)

for each function is obtained as a result.
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5.3 Simulation Results

Figure 5.3 shows three characteristic transition patterns of the log(PAF') of each
function. The horizontal and vertical axes represent the simulation time and the
log(PAF) of each function, respectively. The log(PAF) is equivalent to the degree
of danger/instability of each function. The dotted line in the figure represents the
timing when Countermeasure was adopted. For example, in the case of Fig. 5.3(b),
log(PAF) and control mode of TO TRANSPORT AMONG PROCESSES was initially
—4.80 and Strategic, respectively at T' = 0. Then, they had been degraded to —0.68
and Scrambled by Variability until T' = 4. Countermeasure was taken at this time,
and the log(PAF) and control mode recovered to —4.80 and Strategic, respectively
again. What is interesting with these results is that they were explicitly classified
into only the three patterns shown in Fig. 5.3, even though 100 transition patterns
of log(PAF’) were obtained.

It should be noted here again that the simulation results shown in Fig.5.3 are
dynamical transitions of the safeties of the functions, whose plotted values are de-
fuzzified log(PAF)s according to Eq. 3.7. Since these values were defined initially
as fuzzy variables, it would be plausible to reinterpret the dynamical safety status
qualitatively (i.e., in fuzzy linguistic values) at the end. Figure 5.4 represents the
transitions of the control modes of each function qualitatively with color gradations.
The relationships between the values of log(PAF) shown in Fig. 5.3 and the values
of the control mode are determined according to the definitions of the fuzzy values
shown in Table 3.6. Hereafter, the simulation results are mainly analyzed on the basis

of what Fig. 5.4 represents, and Fig. 5.3 is also referred to if necessary.

T T T T T T
TO IMPORT RAW MATERIALS TO IMPORT RAW MATERIALS H TO IMPORT RAW MATERIALS

TO TRANSPORT AMONG PROCESSES : TO TRANSPORT AMONG PROCESSES TO!TRANSPORT AMONG PROCESSES
TO PROCESS H TO PROCESS H TO PROCESS

i TO PREPARE STORAGE SPACE A TO PREPARE STORAGE SPACE )\ TOPREPARE STORAGEJSPACE
A i | TO PREPARE CARS - Ak L TO PREPARE CARS H
: / TO SEND PRODUCTS TO STORAGE SPACES SEND PRODUCTS TO STORAGE SPACES

TO SHIP ——

TO SHIP ——

log(PAF)[-]
log(PAF)[-]

log(PAF)[-]
‘ ‘

. . . . . . . .
0 5 10 15 20 0 5 10 15 20 0 5 10 15 20
Simulation Time[-] Simulation Time[-] Simulation Time[-]

(a) Pattern 1: Countermeasure (b) Pattern 2: Countermeasure (¢) Pattern 3: Countermeasure
was taken earlier than T' = 4 was taken at T'=4or T'=5 was taken later than T'=5

Fig. 5.3: Simulation results: Transition patterns of log( PAF') in each function.
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(a) Qualitative representation of Pattern 1 shown (b) Qualitative representation of Pattern 2
in Fig. 5.3(a) shown in Fig. 5.3(b)
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TO IMPORT

RAW MATERIALS
TO TRANSPORT
AMONG PROCESSES

Scrambled
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TO PREPARE
STORAGE SPACE Opportunistic
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To SEND TO

STORAGE SPACE

TO sHIP

Strategic

Simulation Time [-]

(¢) Qualitative representation of Pattern 3 shown
in Fig. 5.3(c)

Fig. 5.4: Qualitative representation of simulation results: transition of control mode
in each function.

5.3.1 Interpretation of Simulation Results

The pattern in Fig. 5.4(a) shows the transitions of the control mode in each function
when Countermeasure was adopted earlier than simulation time 7' = 4. In this case,
the control modes of each function, except TO IMPORT RAW MATERIALS, started
their transitions towards undesirable states after Variability at simulation time 7' = 0;
they were expected to be calmed down by Countermeasure. However, they did not
go back to the original state even after Countermeasure was adopted, and as such,
retained an unsafe status. Moreover, the control modes of TO TRANSPORT AMONG
PROCESSES, TO PREPARE STORAGE SPACE, and T'O PREPARE CARS revealed at the
end the most dangerous state of the four control modes: Scrambled. This designates a
situation in which Countermeasure failed in preventing the occurrence of the growing
danger /instability of the functions, resulting in the most dangerous/unstable state of

the three patterns.
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The pattern in Fig. 5.4(b) shows a case when Countermeasure was taken at
simulation time 7' =4 or T' = 5. In this case, all of them went back to the safe state,
Strategic or Tactical, autonomously after Countermeasure was adopted, in contrast to
the previous case. It is remarkable here that the impact of Countermeasure recovered
the control mode of the rest of the functions indirectly, even though Countermeasure
itself was originally intended to improve only the control mode of TO TRANSPORT
AMONG FUNCTIONS. This pattern implies a situation where Countermeasure can
work very effectively, and the system can go back to the safe state.

The pattern in Fig. 5.4(c) shows a case when Countermeasure is adopted later
than simulation time 7' = 5. This case is characteristic in the sense that the control
mode of all functions except TO IMPORT RAW MATERIALS and TO PREPARE CARS
started revealing periodic transitions, even oscillations, after Countermeasure, and
some of them were interrelated with each other. For example, the recovery of ToO
PROCESS led the control mode of TO TRANSPORT AMONG PROCESSES to a danger-
ous/unstable state, and vice versa; a similar trend can be seen in the relationship
between TO PREPARE STORAGE SPACE and TO SEND STORAGE SPACE, as well.
Moreover, the control mode of TO PREPARE CARS was degraded again and remained
at Opportunistic, closer to Scrambled, after Countermeasure was adopted, meaning
that it was difficult to prepare cars and that the resources for transportation were
strictly limited. These transition patterns reveal a situation in which the recovery
of one function resulted in increasing its outputs (e.g., raw materials, in-process in-
ventories, and products) while adversely resulted in too much provision for the other
functions due to the lack of cars. In other words, there were trade-off relationships
among the pairs of functions because the resource for transportation was strictly

limited, thus causing the oscillation patterns.

5.3.2 Factors of Difference Among Three Patterns

The factor behind the difference between Pattern 1 (Fig. 5.4(a)) and Pattern 2 (Fig.
5.4(b)) can be found in the control mode of TO TRANSPORT AMONG PROCESSES be-
fore and after Countermeasure was adopted. In the case of Pattern 2, Countermeasure
succeeded in recovering the control mode of TO TRANSPORT AMONG PROCESSES di-
rectly, and its effect indirectly recovered the control mode of the rest of the functions
as well. On the other hand, Countermeasure failed to recover the control mode of TO
TRANSPORT AMONG PROCESSES in Pattern 1, as if the “power” of the control mode
to become worse was so strong that Countermeasure could not calm it down, result-

ing in the most undesirable state of the three patterns. The “power” in this context
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stemmed from the dependency among CPCs formulated as Eq. 3.9, since Counter-
measure, or manual change of the CPC score, did not bring about any changes of the
control mode in Fig. 5.4(a), implying that the effect of Countermeasure vanished.
These two patterns suggest that the functions cannot recover without the success of
Countermeasure, and that it becomes effective after simulation time 7' = 4, when
the control mode of TO TRANSPORT AMONG PROCESSES reaches the most unstable
state, Scrambled, and stops getting worse. In other words, the difference between
Pattern 1 and Pattern 2 depends on whether Countermeasure can recover the con-
trol mode of TO TRANSPORT AMONG PROCESSES or not, and it is useless to adopt
Countermeasure earlier than the above turning point.

Similarly, the factor behind the difference between Pattern 2 (Fig. 5.4(b)) and
Pattern 3 (Fig. 5.4(c)) can be found in the recovery process of the control mode of
To PROCESS. The recovery speed of the control mode after Countermeasure in the
pattern of Fig. 5.4(c) was slower than that of Fig. 5.4(b), and it prevented the other
functions from recovering. This is mainly because the log(PAF) of TO PROCESS
shown in Fig. 5.3(c) was gradually increasing until just before Countermeasure was
adopted; the increase was so small that it could not be observed as a change of the
control mode shown in Fig. 5.4(c). In the end, minor changes in log(PAF') or the
control mode of TO PROCESS caused the major difference between Pattern 2 and
Pattern 3.

5.3.3 Summary of Simulation Results

The results ultimately suggest that the effect of Countermeasure becomes the most
significant when the control mode of its target function, TO TRANSPORT AMONG
PROCESSES, gets as tense or unstable as the effect of Variability can cause. In other
words, it is most effective to wait until the state of the target function becomes the
most tensed or unstable state, according to Pattern 1 and Pattern 2. On the other
hand, the safety of TO PROCESS is also degraded little by little while waiting, and
it could cause the unstable outcomes shown in Fig. 5.4(c) as well. Therefore, we
conclude that there is a critical timing when Countermeasure can become the most
efficient, as shown in Fig. 5.4(b), and Countermeasure at any other timing can cause

chaotic outcomes, as shown in Figs. 5.4(a) and 5.4(c).
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5.4 Discussion: Using Complexity for the Safety
of Socio-Technical Systems with the Proposed
Model and Its Future Prospects

There are two remarkable findings in the obtained result. One is that, even though
Countermeasure itself was only intended to directly improve the safety of TO TRANS-
PORT AMONG PROCESSES, its impact indirectly improved the safety of the rest of the
functions as well. The other is that Countermeasure became effective just after its
target function, TO TRANSPORT AMONG PROCESSES, had gotten as tense or unstable
as the effect of Variability could make it. There has been some discussion regarding
how to predict the future evolution of complex systems and manage them accord-
ingly, and these characteristics are somewhat related to topics that are controversial

in those discussions.

5.4.1 First Finding: Efficient Control of Complex Systems

While it might be ideal to have every artifact system, including socio-technical sys-
tems, under control, it is almost impossible to do so since socio-technical systems
involve many factors in their operation, requiring infinite precision. We can find some
clues to overcome this problem in the following. Israeli and Goldenfeld (2004) have
suggested that computationally irreducible physical processes can be computationally
reducible at other coarse-grained resolution levels. In other words, it is possible to
predict the behavior of complex systems without accounting for all of their small-scale
details. Also, Smith and Johnson (2004) contended that it is not necessary to know
all about target systems; only minimal knowledge and intervention on certain parts
of the systems is enough to manage their future evolution. These studies convincingly
argue that it is not required to understand everything about a target complex system
nor to intervene on a large part of the systems in order to control it. Instead, it is
sufficient to only intervene on a small, specific part of the systems — one whose effect
interacts with the other parts according to its potential dynamics and leads to desired
outcomes. Moreover, complex systems can be harnessed by taking advantage of their
characteristics of complexity and emergence.

The transition patterns of the control modes of the functions shown in Fig. 5.4(b)
precisely imply the above assertions. There is no need to intervene in the CPC scores
of multiple functions to overcome the adversity caused by Variability. Instead, it
would be enough to adjust the CPC score of just one particular function: “Adequacy

of direct delivery rate” in TO TRANSPORT AMONG PROCESSES. In other words, the
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impact of a small intervention would propagate all around the FRAM network shown
in Fig. 5.2, interacting with the rest of network and bringing about the most efficient
and desirable outcome compared with the other two cases shown in Fig. 5.4. While
experienced engineers in the steel production industry do know this fact unconsciously,
at the same time, they also know that it is not always effective, as shown in Fig. 5.4.
Thus, to help them overcome this confusion, tools that enable such complex, possible
behaviors to be envisioned are required. This is precisely the goal of the work, and
our proposed model does contribute to deliberating on the means for the indirect
control (i.e., harnessing) and to clarifying why things go right. It brings to life the

concept of Safety-1I, thus enhancing the resilience of socio-technical systems.

5.4.2 Second Finding: Drastic Change of Complex Systems

Complex systems can change their behavior drastically under certain circumstances
(Mitchell, 2009; Johnson, 2009), which is generally called phase transition or bifurca-
tion. The particular circumstances in which a phase transition occurs are called crit-
ical points, where small changes in specific parameters can cause qualitative changes
in the behavior of a macroscopic system (e.g., between water and vapor at boiling
point). One of the most famous examples of this phenomenon can be seen in a flock of
birds: the entire flock can change its velocity and flying direction drastically, making it
difficult for predators to attack. However, this does not mean that all the birds in the
flock always fly in the same direction at the same speed; the parameters of each bird
usually fluctuate and correlate with each other, causing information flow through the
flock network. Bialek et al. (2014) investigated this mechanism by building a model
based on the maximum entropy method, which succeeded in fully representing data
observed in the real world. Their research implies that a system with high entropy
could be close to a critical point, and that it can exist between order and chaos —
known as the edge of chaos.

Figure 5.3 reveals a similar phenomenon to the above phase transition. When
the transition from Pattern 1 to Pattern 2 in Fig. 5.3 is taking place just after
the control mode of TO TRANSPORT AMONG PROCESSES, the target function of
Countermeasure reaches its peak of log(PAF), where the instability of this system
is assumed to be high. Also, such an unstable state contributed to the transition
from Pattern 2 to Pattern 3: the transition is caused by the minimal increase in
the log(PAF') of TO PROCESS around simulation time 7" = 5. That is, just small
changes in specific parameters could cause drastic changes of system behaviors, thus

demonstrating critical points or the edge of chaos. Similar behavior can be observed
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in the transition patterns of the control mode in Fig. 5.4. Ultimately, the drastic
changes might also lead to undesirable outcomes, and well-considered management is
essential to deal with such a situation.

Although it might sound conflicting with our intuitions: adversities or unwanted
outcomes must be avoided as soon as possible. There indeed exist these kinds of gaps
between theory and practice in discussions about safety, and they are frontiers to
explore for the future safety of socio-technical systems. What is essential to manage
the safety of socio-technical systems is to consider, understand, and harness such
complex dynamics of systems. The FRAM model can provide us with insights about

new safety methodologies, i.e., resilience engineering based on Safety-II.

5.4.3 Limitations and Future Improvements of This Model

There are three major points to be improved on this FRAM model. They are closely
related to both reliability and efficiency of the simulation and must be addressed in
future works. On the other hand, it is also sure that those improvements bring about
great impacts on this FRAM model, making it much more attractive.

The first point is that the current FRAM model requires many parameters for its
initial setting of the simulation, which might consume too much energy, time, and
involve subjectivities. It is especially case with the setting of CPCs because their
weight needs to be defined for all functions, and the process is now depending on
analysts. Also, a set of CPCs can be customized as shown in this simulation, which
is also pointed by Konstandinidou et al. (2006) and Zhou et al. (2017a). That is why
we need to seek for some ways to collectively and efficiently define factors of working
environment as CPCs, depending on subjects of the simulation. Besides, the weight
of those CPCs needs to be evaluated, based on objective and automatic solutions.
One possibility to solve this problem is to apply machine learning techniques to the
above process in which the model is fed by real data and analyze it to create a set
of CPCs and their weight. If this process is automated, it can improve both the
efficiency and reliability of this FRAM model.

The second point is that the simulation results currently just provide abstract
or conceptual insights about the safety of socio-technical systems. In other words,
those results just provide qualitative state of the target systems, and it is difficult
to know quantitative information about the safety. To address the issue, we are now
assuming that another less abstracted simulations such as physical simulations are
required, if necessary, to investigate what will actually happen in the real world.

Moreover, the simulation of FRAM running at a higher abstraction level and some
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physical simulations running at a lower abstraction level need to be connected in
some ways. One solution for the purpose is extracting dynamical transitions of CPC
scores changing behind log(PAF’) in each FRAM function. This is because they can
involve more detailed information about a working environment and provide semi-
quantitative criteria about the result of simulation. In other words, they can work
as if they were media connecting between the higher and lower abstraction levels and
bring about input and output values for both of the simulations.

The last point is that it requires some experience to interpret the results since
they are still too conceptual. In this simulation, the original results of Fig. 5.3 were
converted into qualitative color maps to provide a better understanding. However, we
still need to seek other ways to represent those results with more simplified symbols
so that the systems’ status can be grasped at a glance. This will be important,
primarily when the simulation is used in real operations in letting the operators know
the status of systems immediately. For this purpose, we are currently expecting that
”Force Dynamics” (Talmy, 1988) can be useful for visualizing such dynamics The
Force Dynamics is a semantic category to describe how entities interact concerning
force, including the exertion of force, resistance to such a force, and the overcoming
of such a resistance. According to this, the following three patterns are distinguished
as different dynamical patterns:

Pattern 1: The growing effect of variability propagating through the system is cur-
rently so strong that the effect of countermeasure is hidden, and the system cannot
recover from the chaotic status.

Pattern 2: The growing effect of variability propagating through the system became
weaker and weaker, and this makes countermeasure effective; thus the system can
overcome the variability turning out to be stable.

Pattern 3: The effect of countermeasure propagating through the system can con-
tribute to recovering only a part of the system, while it, in turn, makes the rest of
the system still in danger.

In this way, the Force Dynamics is a useful scheme for the qualitative envisioning
of the overall system status and is expecting to transfer the qualitative representa-
tions shown in Fig. 5.4 onto more abstract summarization contributing to the more

intuitive understanding of the results.

94



CHAPTER 5. IMPLICIT ROLE OF HUMAN BEINGS IMPOSED BY
LEFTOVER PRINCIPLE

5.5 Brief Summary

In this simulation, we investigated the effect of empirical knowledge of engineers in
the steel production industry by adjusting the rate of direct delivery. The results
suggested that some characteristics of complex systems — namely, harnessing, phase
transformation, and the relationship between critical point and entropy — played a
significant role in the dynamics. This means that the human beings in the Leftover
Principle are implicitly demanded to cope with such complexities, and the fact has
been envisioned as a result of simulation. This is just an individual case at this time,

and the result needs to be generalized as future work.
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Chapter 6

Justification of Complementarity/
Congruence Principle for Future

Safety of Artifacts

6.1 Introduction

6.1.1 Complementarity /Congruence Principle

The Complementarity /Congruence Principle (Hollnagel and Woods, 2006) is the last
principle to design human-machine systems. The focus of this principle is put on
how to enhance coagency based on active interactions between human and machines,
support their long-term comprehensions, and maintain their control under a variety
of conditions. The importance to realize this kind of human-machine relationships is
rapidly increasing for future safety of artifacts.

The speed of technological change is currently accelerating, and highly sophisti-
cated technologies, such as Artificial Intelligence (AI), Internet of Things (IoT), and
advanced automations driven by them, are coming close to our daily life. These tech-
nologies are expected to automate our daily lives (e.g., houseworks or driving cars)
more and more, where a variety Levels of Automation (LoA) is mixed. To ensure the
safety, it is essential to consider how to realize effective human-machine collaborations
based on this principle, not just clearly distinguishing roles of human and machines
and leaving tasks/activities to the automation as much as possible. This is because
the history shows that the automations without effective human-machine collabora-
tions often result in confusions of human beings and catastrophic consequences; the
situation could be even worse since the consumers are generally “novices” of the au-
tomations, contrary to well-trained “professionals” such as aviation pilots. However,

this point of view seems to be missing in current Research and Development (R&D)
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of such technologies in many cases; those technologies are sometimes designed as if
to say their purpose is to reduce the workload of human beings, and human-machine
collaborations are therefore not necessarily important.

The following case study is to suggest this is not true. This case study examines
the feasibility of the SAE conditional driving automation in time-critical situations.
Specifically, the FRAM simulation investigates how to realize smooth authority trans-
fer from the autonomous driving system to human drivers in an emergency; the result

provides an evidence to support the importance of human-machine collaborations.

6.1.2 SAE Conditional Driving Automation

The autonomous driving technology is currently developed for commercial use. We
can classify the autonomous driving technologies developed so far into one of the
five Levels of Driving Automation (LoDA) issued by SAE (2016). According to the
definition, the system is basically responsible for the Dynamic Driving Tasks (DDTs)
above the LoDA 3. The Research and Development (R&D) of the technology is
currently aiming at the LoDA 3 or conditional driving automation, where human

drivers still have to intervene in the DDTs in an emergency.

Table 6.1: Each Levels of Driving Automation (LoDA) and their definitions (SAE,

2016; Inagaki and Sheridan, 2019).
‘ LoDA ‘ Definition ‘

1. Driver assistance Automation performs either longitudinal
or lateral vehicle motion control (on a sustained basis),
but not complete Object and Event Detection and Response (OEDR)
2. Partial Automation performs both longitudinal and lateral vehicle
driving automation motion control (on a sustained basis), but not complete OEDR
3. Conditional Automation performs the complete Dynamic Driving Task (DDT), but
driving automation | not DDT fallback, within a limited Operational Design Domain (ODD)

4. High Automation performs the complete DDT
driving automation and DDT fallback within a limited ODD

5. Full Automation performs the complete DDT
driving automation and DDT fallback without ODD limitation

The authority transfer from the autonomous driving system to the drivers in an
emergency has primarily been one of the most challenging issues in this context. Many
researchers in both academic and industrial fields have been working on the subject.
Their primary interests are on how many seconds are required to request the drivers
to take over the authority and disengage the automation. However, it is still on the
way to find out the fundamental solution; their proposals often sound so ad-hoc that

they can be valid to just limited situations.
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In this regard, Inagaki and Sheridan (2019) and Eriksson and Stanton (2017) point
out the context-dependency of conditions to transfer the driving authority. Inagaki
(2003) points out that the conventional discussions about function allocation between
human operators just focus on “who does what,” and the perspective of “who does
what and WHEN” is missing there; the function allocation should be adaptive to
the situations where operational functions should be shared or traded between the
human operators and systems, depending on a specific context. Eriksson and Stanton
(2017) reviewed 25 kinds of researches about the responding time to the Take Over
Request (TOR) to point out that the previous researches put too much focus on the
average time to issue the TOR and take over the authority. They also concluded
that the mean or median values do not tell the entire story of the authority transfer
through their additional experiment, and the strategy of the authority transfer should
be adaptive to situations.

Despite the nature of this problem, the current context of the R&D for the au-
tonomous driving technology is eager to find out the static or even “fixed” time for
the drivers to smoothly take over the authority in an emergency. This inconsistency
is now leading us to the never-ending exploitation and away from the fundamental so-
lutions. The problem is that it is quite difficult to properly envision actual situations
and practical requirements in the R&D process.

This is exactly the nature of the envisioned world problem, suggesting that the
current R&D of the autonomous driving technology is conducted within this frame-
work. It is, therefore, necessary to leave the physical or real-oriented approaches once
and carry out investigations at a higher — functional abstraction level to overcome
this problem. In this case study, the third — complex adaptive systems based FRAM
model is applied for the purpose of it.

6.2 Overview and Objective

This simulation is to investigate the safety of the authority transfer problem in time-
critical situations. The crucial difference from the traditional approaches is that this
simulation does not consider the real, physical conditions such as a distance to an
obstacle (e.g., construction site) ahead of the vehicle. Besides, it neither deals with
the exact time needed before the issue of TOR informing when the automation will be
disengaged. Instead, this case study is to model the functional safety of the operation
of the Autonomous Driving System (ADS) and investigate how its safety is resilient

against the variabilities to address the envisioned world problem.
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Especially the objective of this simulation is to investigate the feasibility of con-
ditional driving automation at LoDA 3, where the human driver should still be the
final authority of the driving and must take evasive actions in an emergency. In such
situations, the driver is required to process good Situation Awareness (SA) and make
consequent Decision Making (DM) when the TOR is issued, and the ADS inevitably
has to provide the appropriate cognitive support with the human driver. According
to Endsley (1995a), the SA consists of the three levels shown in Table 2.2. The formal
definition of SA is broken down into three segments: perception of the elements in the
environment, comprehension of the situation, and projection of future status. In order
to make a smooth authority transfer from automation to a human driver, the systems
should also guarantee supports that are appropriate for each of the three segments
of a driver’s SA. That is, a human driver, whom the TOR is issued and prepares for
the authority transfer from automation, has to attain successful SA conducted by the
support of the system. In an emergency, it would be ideal for supporting all segments
of SA thoroughly as earlier as possible, but it would not always be possible. Its suc-
cess would depend upon which cognitive status a driver is and upon what support is
provided by the system. Complex behaviors may emerge wherein, and the functional

simulation is needed to find out the best human-automation collaboration.

6.3 Initial Setting of Simulation

Some parameters should be set to start the simulation as well as other case studies.
The first item of the initial setting is to model the target system with the functions.
The second item is to set the weight of CPCs for each function. We also need to come
up with a simulation scenario and describe it with parameters of the FRAM model.

The details are shown below.

6.3.1 Functions and Their Potential Couplings

The operation of autonomous driving is modeled as shown in Fig. 6.1, and the detail
description of the functions are presented in Table 6.2 in this simulation. The model
was built based on fundamental tasks of the drivers, including SA, DM, and their
manual operations. Further details about each function are described below. Note
that the potential couplings are currently illustrated with dotted lines since they just
represent the possible dependency among functions. The potential couplings will be

instantiated depending on a specific context or situation later on.
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The critical goal of a driver is to drive without any troubles, and it is represented
as a generic function: To DRIVE. This function generates an actual driving context
or situation as its output, and both humans and machines initially detect it. This
triggers the establishment of a driver’s SA, and additional functions subsequently
represent this SA process.

The initial detection process of SA is represented with the following three addi-
tional functions: TO PAY ATTENTION TO TRAFFIC CONDITIONS; TO PAY ATTEN-
TION TO IN-CAR DISPLAY; T'O SENSE DRIVING INFORMATION by the system. The
input of these functions are potentially coupled with the output of To DRIVE. More-
over, the first two functions with their couplings are related to the establishment of
the SA Lv. 1.

The establishment of the SA Lv. 1 leads to the development of the SA Lv. 2. Thus,
an additional function: TO COMPREHEND CURRENT DRIVING SITUATION is defined.
Also, this function is coupled with the upstream functions of TO PAY ATTENTION
TO TRAFFIC CONDITIONS and TO PAY ATTENTION TO IN-CAR DISPLAY.

Further, the SA Lv. 3 is developed based on the establishment of the SA Lv. 2,
which is represented by the additional function of TO PLAN AND IDENTIFY NEXT
ACTIONS. The input of this function is connected with the output of TO COMPRE-
HEND CURRENT DRIVING SITUATION, and the output provides the driver’s decision
whether to continue the autonomous driving or not. In the end, the decision provides
the inputs of additional two functions: TO CONTINUE AUTONOMOUS DRIVING and
TO TAKE EVASIVE ACTIONS, whose outputs are fed back to the input of the generic
function: TO DRIVE.

Besides the above structure of this model, the output of TO SENSE DRIVING
INFORMATION is also coupled with the input of TO ALERT DRIVERS TO PREPARE
FOR EMERGENCY. This makes the downstream function ready for launching alerts.
Moreover, the output of the alerting function is potentially coupled with the inputs

of the functions (the functions of 2, 5, 6, and 9) related to each level of the driver’s
SA.
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Table 6.2: Description about each FRAM function shown in Fig. 6.1.

1. TO DRIVE

[ 2. TO PLAN AND IDENTIFY NEXT ACTIONS

Input Signals to continue Input Comprehension of
autonomous driving current driving situation
Evasive actions Alarms to instruct next actions
Output Driving context Output Next actions
Precondition Not Applicable (N/A) Precondition N/A
Resource N/A Resource N/A
Control N/A Control N/A
Time N/A Time N/A
\ 3. TO CONTINUE AUTONOMOUS DRIVING | 4. TO TAKE EVASIVE ACTIONS
Input Next actions Input Next actions
Output Signals to continue Output Evasive actions
autonomous driving
Precondition N/A Precondition N/A
Resource N/A Resource N/A
Control Driving context Control Driving context
Time N/A Time N/A

\ 5. TO PAY ATTENTION TO TRAFFIC CONDITIONS

| 6. TO PAY ATTENTION TO IN-CAR DISPLAY

Input Driving context Input Driving context
Alarms to warn something is wrong Alarms to warn something is wrong
Output Observed traffic conditions Output Observed information of
autonomous driving
Precondition N/A Precondition N/A
Resource N/A Resource N/A
Control Observed information Control Observed traffic conditions
of autonomous driving
Time N/A Time N/A
\ 7. TO SENSE DRIVING INFORMATION [ 8. TO ALERT DRIVERS TO PREPARE FOR EMERGENCY
Input Driving context Input Sensed driving information
Output Sensed driving information Output Alarms to support
the SA Lv. 1, 2, and 3
Precondition N/A Precondition N/A
Resource N/A Resource N/A
Control N/A Control N/A
Time N/A Time N/A

9. TO COMPREHEND CURRENT DRIVING SITUATION

Input Observed traffic conditions
Observed information
of autonomous driving
Alarms to tell what is going on
Output Comprehension of
current driving situation
Precondition N/A
Resource N/A
Control N/A
Time N/A

101




CHAPTER 6. JUSTIFICATION OF COMPLEMENTARITY/ CONGRUENCE
PRINCIPLE FOR FUTURE SAFETY OF ARTIFACTS

D Q
3. TO CONTINUE
@ “autonomous O
DRIVING
R

8.TO ALERT
DRIVERS TO
PREPARE FOR /Y

TO IN-CAR
DISPLAY

Fig. 6.1: Potential couplings among FRAM functions: operation of ADS.

By the way, the instantiation of potential couplings shown in Fig. 6.1 generates
a large number of structures of FRAM model which is called instances; the number
of possible instances indeed amount for 2! = 524,288 patterns in this case since
there are 19 dotted lines, i.e., potential couplings in the general structure of FRAM
model. However, it is apparently irrational to consider all of them, and the possible
instantiations should therefore be limited on the basis of some constraints in advance.
In this respect, the general structure of FRAM model in Fig. 6.1 can be reconfigured
based on the perceptual cycle (Neisser, 1976; Smith and Hancock, 1995), and the
constraints on the possible instantiations can be obtained based on its analysis.

The perceptual cycle describes a cyclic process in which cognitive agents (e.g.,
human beings or automation) take some actions directed by their internally held
knowledge — or schemata of the world, and their outcome modifies the original
knowledge or schemata as shown in Fig. 6.2. Specifically, the agents have a schema
of present environment as a part of cognitive map of the world, and it directs a part
of locomotion and action for perceptual exploration of the world. This exploration
samples available information of actual present environment, and the sampled infor-
mation updates the original schema of present environment. This cyclic relationship
is invariant and must exist for any reasons. Based on this framework, the FRAM

model in Fig. 6.1 can be redrawn as shown in Fig. 6.3.
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Fig. 6.2: Perceptual cycle (Neisser, 1976; Smith and Hancock, 1995).

Figure 6.3 illustrates another configuration of Fig. 6.1. In this configuration,

each function is distributed and grouped into one of three elements of the percep-

tual cycle: TO CONTINUE AUTONOMOUS DRIVING and T'O TAKE EVASIVE ACTIONS

were grouped into the “Locomotion and action” of perceptual cycle; TO DRIVE was

distributed to the “Actual world (potentially available information)” for convenience

because the output of this function was originally defined to provide actual driv-

ing context or situation, rather than some specific actions as its output; the rest of

functions were grouped into cognitive part, i.e., “Cognitive map of the world” of the

perceptual cycle. Here, only the position of each function was changed, and other

parameters such as potential couplings among functions are not modified at all. In

addition, the grouped functions with potential couplings, i.e., dotted-lines are cur-

rently corresponding to the entire part of each triangle in Fig. 6.3; the functions get

to represent the part of triangles clipped by the circle, i.e., the area with solid lines

in Fig. 6.3 as a result of instantiations.
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Fig. 6.3: Another configuration of FRAM model based on perceptual cycle.

A topological analysis of this reconfigured model provides at least three constraints
on the instantiation. The first constraint is that dependency of functions interconnect-
ing the groups, i.e., “Locomotion and action,” “Actual world,” and “Cognitive map
of the world” of perceptual cycle must exist due to the invariance of their relation-
ships. In other words, the potential couplings or functions forming this dependency
basically have to be instantiated. The second constraint is that the two functions in
the “Locomotion and action” group cannot be instantiated at the same time; if the
function: TO CONTINUE AUTONOMOUS DRIVING is instantiated and active, the other
function: TO TAKE EVASIVE ACTIONS should be deactivated. It is therefore allowed
us to instantiate only potential couplings or functions belonging to the “knowledge”
group with some freedom. In the end, the third constraint is that functions or po-
tential couplings that we can arbitrary instantiate is limited to TO PAY ATTENTION
TO TRAFFIC CONDITIONS, TO PAY ATTENTION TO IN-CAR DISPLAY, or the outputs
of TO ALERT DRIVERS TO PREPARE FOR EMERGENCY. This is because the rest of
functions in this group are related to internal process of humans or machines, and
their intentional instantiation could result in too much subjectivity /arbitrariness of
the simulation. These constraints significantly limit the number of possible instan-
tiations, and their actual patterns are provided in the following part of simulation

scenario construction.
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6.3.2 Parameters of CPCs

The original eleven CPCs shown in Table 3.2 is adopted in this simulation. Also, the
CPC weight in each function is identified by using the AHP (Saaty, 1990) as well as
the previous case study of steel production lines. The CPC weight in each function
is consequently identified as shown in Table 6.3, where the identification numbers 1
— 11 in the first column correspond to that of CPCs shown in Table 3.2, and the
identification numbers 1 — 9 after the second row correspond to that of the functions
shown in Fig. 6.1 or Table 6.2.

Table 6.3: CPC weight in each function

ID No. of CPCs ID No. of functions shown in Fig. 6.1
in Table 3.2 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 6 ‘ 7 ‘ 8 ‘ 9
1 0.102 | 0.240 | 0.0746 | 0.204 | 0.138 | 0.179 | 0.173 | 0.191 | 0.1600
2 0.102 | 0.0932 | 0.0746 | 0.0889 | 0.138 | 0.0640 | 0.0324 | 0.0213 | 0.0573
3 0.0355 | 0.0333 | 0.0284 | 0.0449 | 0.0462 | 0.0234 | 0.0324 | 0.0638 | 0.0573
4 0.102 | 0.0333 | 0.0746 | 0.0188 | 0.138 | 0.0640 | 0.0324 | 0.0638 | 0.1600
5 0.0355 | 0.0333 | 0.0284 | 0.0188 | 0.0154 | 0.0234 | 0.0324 | 0.0213 | 0.0214
6 0.102 | 0.0932 | 0.200 | 0.204 | 0.138 | 0.179 | 0.214 | 0.191 | 0.1600
7 0.102 | 0.0932 | 0.200 | 0.0889 | 0.138 | 0.179 | 0.173 | 0.191 | 0.1600
8 0.269 | 0.240 | 0.200 | 0.204 | 0.138 | 0.179 | 0.214 | 0.191 | 0.1600
9 0.102 | 0.0932 | 0.0746 | 0.0449 | 0.0462 | 0.0640 | 0.0324 | 0.0213 | 0.0214
10 0.0355 | 0.0333 | 0.0284 | 0.0628 | 0.0462 | 0.0234 | 0.0324 | 0.0213 | 0.0214
11 0.0151 | 0.0149 | 0.0153 | 0.0188 | 0.0154 | 0.0213 | 0.0324 | 0.0213 | 0.0191

6.3.3 Simulation Scenario

Simulation scenarios are prepared to envision the emerging functional behaviors, or
how an event of the authority transfer may affect the driver’s following cognitive ac-
tivities exhaustively. The scenarios consist of the corresponding settings of multiple
parameters such as CPC scores and potential couplings (i.e., instantiations) interven-
ing into on-going simulation processes. The manual settings of these parameters can
be regarded as additional variabilities, and they were classified into two categories
in this simulation: the one is called exogenous variabilities causing the time-critical
situations, triggered by the manual change of CPC scores; the other is called endoge-
nous variabilities that are structural changes, i.e., instantiations of FRAM model in
response to the exogenous variabilities. The simulation scenarios were constructed
based on these two kinds of variabilities so that the exogenous variabilities cause a
time-critical situation and induce the endogenous variabilities. That is, the following
scenarios are to investigate the composite effect of not only the exogenous variabil-

ities caused by the change of CPC scores but also the endogenous variabilities that
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reconstruct the FRAM model during the on-going simulation process.

=0
Initial state . Simulation process
1
Traffic Normal [N . .
Variability-triggering event
Condition condition : rabily-riggering ev
1
| "Instantiation 1s !
Normal 1 1 1
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Fig. 6.4: Sequential diagram of Verbal Description.
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Fig. 6.5: A prototype of instantiations after the arrival of the alert: it will be common
in the scenarios shown in Table 6.4.

The first step of the scenario construction is to prepare a verbal description of the

scenario as follows:

Verbal Description: A car is driving with its ADS, and the driver is cur-

rently distracted by some activities such as reading a book or using a
smartphone rather than being engaged in the driving tasks, leaving them
to the automation. Everything is going well at first. After a while, the
system suddenly launches an alert demanding the driver to take over the
authority of driving immediately. The driver must respond to this and

take some evasive actions.

This verbal description can be represented as a sequential diagram in Fig. 6.4. The

following steps of the scenario construction are to define several events described in
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the diagram, i.e., Initial state, Variability-triggering event (exogenous variability),
variations of Instantiation Is, and Instantiation 2 (endogenous variabilities), as the
manual operation of simulation parameters.

First of all, the Initial state is set as following, representing the situation until the

driver and ADS face a time-critical situation:

Initial state: all CPC scores are equally set to 100, and the partial struc-
ture of Fig. 6.1 is instantiated, as shown in Fig. 6.5. Therein, two
functions related to the SA Lv. 1 are temporally missing in the instance;
this instance represents the active functional components existing during

the autonomous driving without any involvement of the driver.

The simulation is then triggered by manually setting a CPC score as following
at simulation time: 7" = 0. This manual operation is hereafter called Variability-
triggering event, creating a time-critical situation to cause variabilities of the func-
tions. Here, it should be noted that detailed descriptions of the situation such as
disappearing lane markings, construction zones, or merging motorway lanes, all of
which are popular factors to build scenarios of the authority transfer problem, are

avoided to cope with the Envisioned World Problem.

Variability-triggering event: the score of CPC: “Available time” is set to

0 at simulation time T" = 0, and the simulation process is triggered.

After a while of the Variability-triggering event, the potential couplings inherent
to the prototype shown in Fig. 6.5 are further instantiated. This intervention into
the simulation process is to represent a situation in which the ADS launches an alert
and request the driver to take over the driving authority immediately while the driver
is still not aware of the emergency at all. This operation is hereafter referred to as
Instantiation 1, for which three variations, i.e., Instantiation 1a, b and c are prepared;
they are distinguished based on which level of the SA is supported by the warning

system, and their details are shown in the following:

Instantiation 1a: the potential couplings from TO ALERT DRIVERS TO

PREPARE FOR EMERGENCY to TO PAY ATTENTION TO TRAFFIC CON-
DITIONS and TO PAY ATTENTION TO IN-CAR DISPLAY are instantiated
from the instance shown in Fig. 6.5. This represents the launch of alerts,

forcing the missing two functions related to the SA Lv. 1 to activate.

107



CHAPTER 6. JUSTIFICATION OF COMPLEMENTARITY/ CONGRUENCE
PRINCIPLE FOR FUTURE SAFETY OF ARTIFACTS

Instantiation 1b: the potential coupling from TO ALERT DRIVERS TO

PREPARE FOR EMERGENCY to TO COMPREHEND CURRENT DRIVING SIT-
UATION is instantiated. This represents the launch of alerts supporting
the function related to the SA Lv. 2.

Instantiation Ic: the potential coupling from TO ALERT DRIVERS TO

PREPARE FOR EMERGENCY to TO PLAN AND IDENTIFY NEXT ACTIONS is
instantiated. This represents the launch of alerts supporting the function
related to the SA Lv. 3.

In the end, additional instantiation is carried out after any one of the variations
in Instantiation 1 in order to represent a situation in which the driver takes over
the authority and resumes control. This intervention into the simulation process is

hereafter referred to as Instantiation 2, and the detail is shown in the following:

Instantiation 2: TO CONTINUE AUTONOMOUS DRIVING is deactivated,

and TO TAKE EVASIVE ACTIONS is activated; this represents the driver’s
responses to the issue of the alert, i.e., disengagement of the ADS and

following evasive actions.

By temporally combining the above instantiations, we can build a sequence of
instantiations in three different ways, each of which corresponds to the difference
in how and when the system supports the driver’s SA. This is shown in Table 6.4.
Based upon these FRAM models corresponding to the three different scenarios, we
simulate how the effect of the Variability-triggering event appears in each scenario

and investigate into what the effective solutions for the authority transfer problem

would be.
Table 6.4: Simulation scenarios.
‘ Scenario No. ‘ Flow of simulation scenario sequence
1 Initial state —> Variability-triggering event at T =0 —> Inst. 1a —> Inst. 2
2 Initial state —> Variability-triggering event at T =0 —> Inst. 1b —> Inst. 2
3 Initial state —> Variability-triggering event at T'=0 —> Inst. 1c —> Inst. 2

Inst.: Instantiation

Here, it is actually possible to consider additional situations and elaborate the
scenario something like: “what if there would be additional alarms after the initial
TOR” or “what if the driver finds another threat to avoid (e.g., obstacles) as a result
of road inspection, and the time-critical situation occurs again during the evasive ac-

tions,” for example. The former scenario can easily be realized by manipulating the
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potential couplings coming from T'O ALERT DRIVERS TO PREPARE FOR EMERGENCY,
and the latter scenario can be examined by setting the scores of CPCs: “Number of
simultaneous goals” or “Available time” to 0, respectively after the Instantiation 2.
Nevertheless, we tried simple cases in this simulation because the scenario construc-
tion should not take into account too many conditions or change of parameters at
once.

One of the major limitations of this series of FRAM models is that the models
essentially require complicated setting of parameters (e.g., functions, CPC weight,
or simulation scenarios). In other words, too complicated parameter settings could
easily lead to subjectivity or arbitrariness of simulations, and that is why the scenario
should be constructed as simple as possible. Moreover, the focus of FRAM simulation
is what kind of remarkable behavior can be observed based on the simple setting of
parameters and their combinations, rather than collectively investigating complex
cases; if there are still needs to consider more complicated scenarios, they should be

extended based on the preceding — simpler simulations.

6.4 Simulations in Each Scenario and Result

6.4.1 Simulation Scenario 1

The first scenario is to investigate the effect of Variability-triggering event by the
instantiations shown in Fig. 6.6. As stated in the previous subsection, the FRAM
model of Fig.5(b) was built by chronically merging Instantiation 1a and Instantiation
2 to original Instantiation 1. In the simulation, we varied the timings of Instanti-
ation 1a and Instantiation 2 in various ways and investigate how the effects of the
Variability-triggering event would change accordingly. That is, the timing of the alert,
and the timing of the driver’s invoking SA Lv. 1. All combinations of the timings to
cause the Instantiation 1a and Instantiation 2 were simulated, and it was confirmed

that the results could be classified into just three specific patterns shown in Fig. 6.7.
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(b) Instance as a result of Instantiation 1a and 2

Fig. 6.6: Instantiations in scenario 1.

Figure 6.7(a) shows the transition pattern of the control modes in each function
when [Instantiation 1a and Instantiation 2 are activated at simulation time 7" = 1
and T" = 5, respectively. Wherein, the horizontal axis represents the simulation time,
and color gradations represent the control mode in each function. As this pattern
shows, the successive instantiations result in the outcome that the driver can make an
immediate recovery of all functions from the effect of the Variability-triggering event.
This recovery trend can be commonly observed when both the Instantiation 1a and
Instantiation 2 are activated earlier than the end of instantaneous peaks of control
mode in TO PLAN AND IDENTIFY NEXT ACTIONS and T'O TAKE EVASIVE ACTIONS,
existing around the simulation time 7" = 3-5. That is, the driver can recover from
Variability, when both of the activations occur earlier than the simulation time T =

5 in this simulation.

110



CHAPTER 6. JUSTIFICATION OF COMPLEMENTARITY/ CONGRUENCE
PRINCIPLE FOR FUTURE SAFETY OF ARTIFACTS

Instantiation 1a
Instantiation 2

ilnstantlalion 1a
Scrambled ; ; 2
TO DRIVE

TO DRIVE

TO PLAN AND IDENTIFY
NEXT ACTIONS

TO PLAN AND IDENTIFY
NEXT ACTIONS

TO CONTINUE
AUTONOMOUS DRIVING

TO CONTINUE
AUTONOMOUS DRIVING
TO TAKE EVASIVE

ACTIONS

TO TAKE EVASIVE
ACTIONS

Opportunistic Opportunistic
TO PAY ATTENTIONS TO PAY ATTENTIONS
TO TRAFFIC CONDITIONS TO TRAFFIC CONDITIONS
TO PAY ATTENTIONS TO TO PAY ATTENTIONS TO
IN-CAR DISPLAY IN-CAR DISPLAY
TO SENSE DRIVING TO SENSE DRIVING
INFORMATION INFORMATION
TO ALERT DRIVERS TO Tactical TO ALERT DRIVERS TO Tactical
PREPARE FOR EMERGENCY PREPARE FOR EMERGENCY
TO COMPREHEND CURRENT TO COMPREHEND CURRENT
DRIVING SITUATION DRIVING SITUATION | | | N
Strategic Strategic
0 5 10 15 20 0 5 10 15 20
Simulation Time [-] Simulation Time [-]
(a) Pattern 1: Instantiation 1a at T = 1 and (b) Pattern 2: Instantiation Ia at T = 6 and
Instantiation 2 at T = 5. Instantiation 2 at T'= 9.

Instantiation 1a
| Instantiation 2
T

T T Scrambled

TO DRIVE

TO PLAN AND IDENTIFY
NEXT ACTIONS
TO CONTINUE
AUTONOMOUS DRIVING
TO TAKE EVASIVE
ACTIONS -
Opportunistic
TO PAY ATTENTIONS
TO TRAFFIC CONDITIONS
TO PAY ATTENTIONS TO
IN-CAR DISPLAY
TO SENSE DRIVING
INFORMATION
TO ALERT DRIVERS TO
PREPARE FOR EMERGENCY

Tactical

TO COMPREHEND CURRENT
DRIVING SITUATION | | |

Strategic
0 5 10 15 20
Simulation Time [-]

(¢) Pattern 3: Instantiation la at T = 6 and
Instantiation 2 at T = 15.

Fig. 6.7: Result of simulation scenario 1.

Figure 6.7(b) shows the next emerging pattern of transition. The difference from
the setting of Fig. 6.7(a) is the delay of instantiating Instantiation 1a and consequent
Instantiation 2. That is, it was delayed to inform the driver of the authority transfer
(i.e., Take Over Request (TOR)), by which the driver can invoke his/her SA Lv. 1,
and accordingly, the driver’s taking evasive actions is also delayed. The result shows
that it takes a longer time to recover from the Variability-triggering event than in the
previous pattern. Moreover, the impact of the Variability-triggering event does never
come to the stable within the time sequence of Fig. 6.7; an additional simulation
confirms that the effect lasts until around the simulation time 7" = 80. This result
shows that the delayed notification of the alert may cause the driver challenging to
recover from the impact of the Variability-triggering event.

In addition to the above, another transition pattern emerges when the timing of
Instantiation 2 is shifted to further later. Wherein, the timing of Instantiation Ia
is set the same with the previous case. In this pattern, the effect of the Variability-

triggering event can be calmed down after the Instantiation 2 as shown in Fig 6.7(c).
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This trend can be observed even when the timing of Instantiation 2 was delayed
to the timing when the control modes of the functions of TO PLAN AND IDENTIFY
NEXT ACTIONS and TO TAKE EVASIVE ACTIONS are at the peaks (i.e., the most
unstable), which exists around simulation time 7" = 10-15. This suggests that the
countermeasures of being notified to invoke the driver’s SA Lv.1 (i.e., Instantiation
2) would be useful if it would be taken earlier than the driver’s confusion comes to
be maximum, even though the notification of the TOR (i.e., Instantiation la) was

delayed. This is further discussed later.

6.4.2 Simulation Scenario 2

The second scenario is to investigate the effect of the Variability-triggering event when
the quality of support given by the system is changed from the previous case. The
FRAM model used for this simulation is shown in Fig. 6.8. In this scenario, the
role of the alarms is different from the previous scenario. It is supposed to provide
some information telling the driver what is wrong and why, supporting the driver’s
SA Lv. 2. The driver needs to take some evasive actions based on it. The launch
of the alarms is modeled as synchronized with the timings of Instantiation 10 and
subsequent Instantiation 2. Wherein, Instantiation 2 is the same as assumed in the

previous Scenario 1.
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Fig. 6.8: Instantiations in scenario 2.
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Fig. 6.9: Result of simulation scenario 2.

Figure 6.9(a) shows the case when Instantiation 1b and Instantiation 2 are caused
at simulation time T'=1 and T' = 5, respectively. The timing of the instantiations is

precisely the same as the case shown in Fig. 6.7(a). Also, the result is qualitatively
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the same, suggesting that the countermeasures referred to as the Instantiation 1b and
Instantiation 2 can work effectively when they are taken in the early phase of the
sequence. This trend lasts in the same way as the pattern 1 shown in Fig. 6.7(a).
However, the emerging behaviors become quite different from the previous scenario
shown in Fig. 6.7 when the alarms for the SA Lv. 2 come in delay.

Figure 6.9(b) illustrates another transition pattern emerging in this scenario.
Wherein, the timings of Instantiation 1b and Instantiation 2 are set the same with
the case of Fig. 6.7(c). However, the result is qualitatively different from the pre-
vious scenario drastically. The effect of the Variability-triggering event does never
come to rest forever, even after the countermeasures are taken. This trend is simi-
larly observed throughout the other combinations of timings to instantiate. All the
results obtained in this scenario can eventually be classified into only two patterns
shown in Fig. 6.9. According to the result, there exist chances to recover from the
effect of the Variability-triggering event only when the instantiations were done in
the early phase described in Fig. 6.7(a). Besides, any chances of recovery would be
lost if they were done in delay. This suggests that the direct support of the SA Lv.
2 by the automation might be less effective than the support of the SA Lv. 1 in too

time-critical situations.

6.4.3 Simulation Scenario 3

Figure 6.10 shows the instantiations in this scenario. The role of alarms in this
scenario is to provide some information instructing the driver about actual evasive
actions, supporting the SA Lv. 3 and their DM. The drivers are supposed to follow
them. The launch of the alarms is represented as the Instantiation 1c shown in Fig.

6.10(a), and the evasive action is also instantiated as shown in the figure.
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(b) Instance as a result of Instantiation 1c¢ and 2

Fig. 6.10: Instantiations in scenario 3.

Figure 6.10 shows the instantiations in this scenario. The role of alarms in this
scenario is to provide some information instructing the driver about actual evasive
actions, supporting the SA Lv. 3 and consequent DM of evasive actions. The launch
of the alarms is represented as the Instantiation 1c¢ shown in Fig. 6.10(a), and the
subsequent evasive action is modeled by Instantiation 2 as shown in Fig. 6.10(b). All
combinations of timing to cause the Instantiation 1c and Instantiation 2 are simulated
just like the other two scenarios. It was confirmed that the trend of the emerging
transition patterns in this scenario are qualitatively the same as ones observed in the
previous scenario of Fig. 6.9. That is, there would exist chances to recover from the
effect of the Variability-triggering event only when the alarms come earlier, but the
chances of the recovery were lost entirely otherwise. This also suggests that the direct
support of the SA Lv. 3 by the automation might be less effective in too time-critical

situations as well.
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6.4.4 Relationships Between Simulation Results and Varia-
tion in Instantiation 1

According to the previous subsection, the simulation result in each scenario can be
classified into two categories: the one is the simulation scenario 1 in which the coun-
termeasure succeeds in the recovery from the effect of Variability-triggering event; the
other is the simulation scenario 2 and 3 in which any chances of the recovery would
be lost if the countermeasures are taken in delay. Now that the crucial difference
among the simulation scenarios can be seen in the variation of the Instantiation 1,
the variation seems to be related to the difference of the result. An additional simu-
lation was conducted to verify this, and the effect of Instantiation 1a, 1b, and Ic is
investigated here.

This simulation is, more specifically, to examine characteristics of the instances
shown in Fig. 6.6(a), 6.8(a), and 6.10(a) in response to the effect of the Variability-
triggering event. In this simulation, each of Instantiation 1a, 1b, or 1c was carried out
first of all at the simulation time 7" = 0, and then the Variability-triggering event was
also caused at T' = 0. There were no interventions into the simulation process (e.g.,
Instantiation 2) after that, and the transition of the control mode was simulated until
T = 60.

Figure 6.11(a) and 6.11(b) show the result when the Instantiation 1a and 1b are
carried out at T' = 0, respectively; it should be noted that the result in the case of the
Instantiation 1c is qualitatively the same as shown in Fig. 6.11(b), so we omit this
case. Now we can confirm in Fig. 6.11(a) that the effect of the Variability-triggering
event is calmed down in the case of the Instantiation 1a but keeps on remaining
in the case of the Instantiation 1b; further simulation confirmed that the effect of
Variability-triggering event lasts until around the simulation time 7" = 700 in the

case of the Instantiation 1b.
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Fig. 6.11: Responses of the instances shown in Fig. 6.6(a) and 6.8(a) against the
effect of the Variability-triggering event.

This result can be explained from the perspective of static and dynamic stabil-
ity of the FRAM model, which is usually discussed in aerodynamics of flight (FAA,
2016). The static stability in this context refers to a potential characteristic of a
system against disturbances, depending on its inherent component such as structure
or design; the static stability is positive when a system returns to the original state of
equilibrium after being disturbed, neutral when a system remains in a new condition
after its equilibrium has been disturbed, and negative when a system continues away
from the original state of equilibrium after being disturbed. On the other hand, the
dynamic stability refers to a time-dependent response of a system based on its static
stability, disturbances, and additional input signals; the dynamic stability is positive
when a displaced system decreases its amplitude of the displacement and returns to-
ward an equilibrium state over time, neutral when the displacement neither decreases
nor increases in amplitude, and negative when the amplitude of the displacement
increases and becomes more divergent. Therefore, the result found that the static
stability of the instance shown in Fig. 6.6(a) is positive, and that of the instance
shown in Fig. 6.8(a) is substantially neutral since its recovery time is more than ten
times longer than the case of the Instantiation 1a.

The simulation result further suggests the role of each instantiation: the variation
of Instantiation 1s play a role in transforming the static stability of the FRAM model
against the effect of the Variability-triggering event; Instantiation 2 has effect on the
dynamic stability of the FRAM model — or how fast the effect Variability-triggering
event is calmed down. The dynamic stability generally exists only in the condition
of the positive static stability, and the static stability was changed from neutral to

positive only in the case of Instantiation 1a. That is why the composite effect of
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Instantiation 1a and 2 succeeded in suppressing the effect of Variability-triggering
event, and the effect of Instantiation 1b or 1c and 2 failed in the late phase of the
simulation sequence. Therefore, from the perspective of the functional abstraction
level, how to establish the positive static stability of the FRAM model is the highest

priority, and how and when to respond to TOR should be of secondary importance.

6.4.5 Brief Summary of Simulations

We confirmed that all FRAM models for the three simulation scenarios can work well
and are expected to contribute to verifying how an event of the authority transfer af-
fects the performance of the driving and what the restrictions for those. Furthermore,
a countermeasure to recover from performative variabilities caused by the authority
transfer was also validated. This was consistent with our intuition because we have
been simulating the authority transfer in a time-critical situation, and the result sug-
gests that the faster is better. Also, the result gained from the FRAM model of
Fig. 6.6 verified that the system’s notification at the level of a driver’s SA Lv. 1
turned out to be effective even after the instruction of TOR to a driver is delayed,
and the recovery mechanism is related to the static stability of the FRAM model at
the functional abstraction level.

This is crucial because the reaction time of human drivers is generally limited,
and it is less likely for the drivers to react immediately to the abrupt instruction.
Notably, the reaction time could be even longer if they were occupied with some
other secondary tasks.

This leads us to conclude that the driver’s SA should be left in the control loop,
and the system’s support for the driver’s SA should be designed so that the drivers
could be aware of the situation from Lv. 1 by themselves. On the other hand, if the
system’s support for the driver’'s SA starts from Lv. 2 and Lv. 3, the confusion of
the driver might be more, and they could not be adequate to let them recover from
the chaos. The possible reason for this is that the information related to the SA Lv.
2 and 3 is generally so ad-hoc that it does not support their contextual awareness
and strategic actions. This results in the driver’s opportunistic reactions, and any
chances of the recovery are lost in the end. Therefore, the establishment of SA Lv. 1

could play a significant role in conditional driving automation.
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6.5 Discussions: Feasibility of Conditional Driving
Automation

The simulation result suggests that the drivers should pay attentions to the driving
conditions even if they are allowed to be free from the Dynamic Driving Tasks (DDTs)
by the conditional driving automation or LoDA 3. However, the history of automation
has been showing that it is intrinsically very burdensome for the human beings to
keep on monitoring the systems and maintain their SA. This human characteristic has
been proved by the professionals of the automation such as airline pilots or operators
of nuclear power plants, and it is not difficult to imagine that the situation could
be even worse in the case of non-professionals of the automation (i.e., usual human
drivers). Therefore, it is now questioning whether the conditional driving automation
is feasible in the real field of practice. Edwards et al. (2016), Dehais et al. (2012), and
Inagaki and Sheridan (2019) discussed the important points related to this problem.

Edwards et al. (2016) have experimented with investigating the relationship be-
tween workload modified by the automation support, SA, and responding time, i.e.,
performance of air traffic controllers. They found through their experiment that the
too much support of the automation could result in a reduction of engagement, lead-
ing to reduced SA and performance. They eventually concluded that the automation
should not be designed just to reduce the workload; the automation should be de-
signed to support the human operators to maintain their contextual SA.

In terms of the contextual SA, Dehais et al. (2012) have also conducted an ex-
periment to investigate how conflicts of intentions between human operators and
automated systems affect the human operators’ performance. The result has con-
firmed that the conflicts occurred during the experimental operation of an Unmanned
Ground Vehicle (UGV) led to perseveration behavior, higher heart rate, excessive-
limited attentional focus of a major part — 69.2% of the participants, having resulted
in the failure of their given task. They pointed out based on this result that automa-
tion overriding human operators’ actions such as protection systems could cause this
kind of conflicts and perseveration behaviors. Moreover, such operational supports
or interventions by the automation alone are meaningless as long as the human op-
erators are out of the loop and does not understand their behavior. The priority
of automation design should, therefore, be put more on how to “cure” persevering
human operators when the operators face a conflict, for which one possible solution
is to identify and control the conflicts so that the human operators reconstruct their

persevering SA.
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Inagaki and Sheridan (2019) have pointed out the possibility that the drivers
could fail to respond to a TOR during the autonomous driving at LoDA 3, for which
additional operational supports such as steering or applying brake by the automation
might be necessary. They proved this with a mathematical evaluation, suggesting that
the smooth authority transfer cannot be achieved without some highly automated
operational supports. On the other hand, they also discussed that this evaluation is
no longer consistent with the framework of the LoDA 3, which cannot be classified
into the single category; it should be noted that the evaluation also conflicts with the
suggestions provided by Dehais et al. (2012). In the end, they concluded that the
LoDA 3 is not the level where the R&D of the autonomous driving should aim and
instead proposed two solutions: the one is to revise the definition of the conditional
driving automation issued by SAE (2016); the other is to design HMI enhancing the
human-machine collaboration so that the driver can smoothly take over the authority.

Our conclusion is consistent with theirs: the drivers must still maintain good SA
during the autonomous driving while the system should also issue the TOR with
its highly automated operational supports, if necessary. This suggests that human-
machine collaboration still plays a significant role there, and the nature of the author-
ity transfer problem is ambiguous rather than explicit. Both humans and machines
are always responsible for driving, and it is irrational to consider the role of them
individually. The focus should, therefore, be put on how to realize the productive
human-machine collaboration throughout the driving sequence.

As an example, Cropley (2019) has reported that speed limiters and driver mon-
itors will be mandatory in EU from 2022 and pointed its negative aspects from the
perspective of human cognitions, all of which are consistent with the discussions so
far. No matter how the importance of productive human-machine collaboration has
been stressed for decades, the reality is that people still want to entrust everything
to technologies in this way. This kind of approach actually sounds reliable and so-
cially acceptable at a glance since human beings are still regarded as something like
“sources of errors.” However, our simulation result suggests that this is no longer
true. The productive human-machine collaboration must not be neglected, no matter
how sophisticated automation supports are introduced.

One possible solution for the productive human-machine collaboration is to de-
velop an HMI or some other mechanisms with which the drivers can keep their atten-
tion to the driving. The simulation result has shown that the SA should be established

without missing any levels. Moreover, the establishment of the SA Lv. 1 must be
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supported by the system with the highest priority, and the more automated cogni-
tive support for the SA Lv. 2 or 3 should follow it even if necessary; otherwise, the
performance of the drivers could be reduced rather than enhanced. The support of
the SA Lv. 1 can be achieved without any complicated, high technological equipment
since the drivers only have to notice trivial elements related to the current situation.
Specifically, they just need to know or feel “everything is going well” or “something
is wrong” during the autonomous driving and the further SA should be developed by
themselves.

In this respect, Vanderhaegen (2016, 2017) has addressed the related issue from
the perspective of cognitive dissonance (Festinger, 1957). The cognitive dissonance
is an incoherence among cognitions of human beings. The dissonance occurs when
something seems to be wrong or different, and we feel gaps or conflicts among our
individual or collective knowledge; it may generate our discomfort or a situation over-
load, and the discomfort may recursively result in further dissonance, whose process
enables us to discover new knowledge or cognitions. In this context, Vanderhaegen
(2016) proposed an original rule-based tool to model human and technical behav-
iors, detect possible conflicts among them, and assist the discovery and control of the
dissonance; it should be noted that this approach can be associated with the identifi-
cation and control of the conflicts suggested by Dehais et al. (2012). In addition, his
succeeding study (Vanderhaegen, 2017) suggested that such unstable conditions, i.e.,
dissonance could contribute to adaptive behaviors of human beings or the resilience
of systems.

An aspect of this approach can be confirmed in our result as well. The result
shown in Fig. 6.7(c) suggests that the instantaneous peak of the control mode, i.e.,
unstable condition in two functions: TO PLAN AND IDENTIFY NEXT ACTIONS and TO
TAKE EVASIVE ACTIONS could contribute to the immediate recovery from the effect
of variabilities. This result is therefore consistent with the concept of dissonance in
terms of using unstable for stable/resilience. It is essential to take into account these
aspects for the productive human-machine collaboration, and the future work will be

conducted to elucidate its nature.

6.6 Brief Summary

To investigate the nature of the authority transfer at LoDA 3 in time-critical situa-
tions, a simulation based on FRAM was carried out. The result has shown that the

driver’s SA should be left in the control loop even during the autonomous driving.
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Specifically, the system’s support for the driver’s SA should be designed so that the
drivers could be aware of the situation from Lv. 1 by themselves, otherwise any
chances of the recovery in the authority transfer sequence would be lost. This also
corresponds to transforming the static stability of the FRAM model from neutral to
positive at the functional abstraction level, and maintaining the positive static sta-
bility should be the highest priority. Therefore, the positive static stability plays a
significant role in the authority transfer problem, and it is useless to try any measures
without considering the static stability of the functional model; the transformation
of the static stability is triggered by the establishment of SA Lv. 1, according to this
simulation result.

While the simulation result suggests that the driver’s SA should be established
without missing any levels, the history of automation has been showing that it is
intrinsically very burdensome for the human beings to keep on monitoring the systems
and maintain their good SA. The focus should, therefore, be put on how to realize
the productive human-machine collaboration throughout the driving sequence, and
it is irrational to consider the role of them individually; the human must be more
or less engaged in DDTs anytime as long as the full — 100% automation was not
invented. This is also the case with other automation technologies, and therefore,
the human-machine collaborations must not be neglected even if highly sophisticated

automations are developed.
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Conclusion

This thesis has provided simulation models to envision emergent behavior, or safety of
artifacts as socio-technical systems based on FRAM and addressed potential problems
inherent to three principles to design human-machine systems.

The simulation models based on FRAM have been developed by integrating the
concept of FRAM and a methodology of Fuzzy CREAM which is an extended model
of the Cognitive Reliability Error Analysis Method (CREAM). The Fuzzy CREAM
enabled us to introduce numerical definition of the variabilities existing in functions
and their surrounding working environment. Also, the numerical definition of those
variabilities made it possible to formulate interactions of the variabilities. The ini-
tial model was then updated twice based on the ideas of the Cellular Automaton
and the Complex Adaptive Systems, respectively. Each of three model was adopted
for case studies to investigate potential problems inherent to three principles to de-
sign human-machine systems , i.e., Compensatory Principle, Leftover Principle, and
Complementarity /Congruence Principle.

The first case study was to investigate the validity of the Compensatory Principle
in ever changing environment. The potential problem with this principle is that the
roles of human and machines often tend to be fixed, and any flexibilities of those
systems’ operations could be lost in real fields of practice; it is therefore necessary for
this principle to take into account the feasibility of such static function allocations in
ever changing environment. In this respect, the initial FRAM model has been adopted
for the analysis of an actual air crash accident, which is assumed to be triggered
by complex design of Human-Machine Interface (HMI), SOPs, and subsequent loss
of situation awareness of the pilots. It was shown in the analysis that how the
feasibility of a SOP carried out in the accident sequence was changed by variabilities
of communication quality, available time, and complex design of the HMI. Also, the

analysis result found that there could have been a possibility to survive if the SOP
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had properly been modified and carried out in the same situation. Therefore, the
feasibility of SOPs plays a significant role in the safety of automated systems. The
simulation consequently confirmed that the proposed FRAM model can address the
potential problem of the Compensatory Principle as a stress test tool of artifacts,
including not only physical objects but also intangible products such as manuals or
checklists; the stress test can specifically contribute to the resilience engineering in
terms of how to achieve the proper design SOPs and their flexible modifications.
The second case study was to address a problem inherent to the Leftover Princi-
ple. The characteristic of this principle is that while everything found to be feasible is
automated, human beings are pushed to a domain where too complex tasks/activities
to be automated are left and need to cope with all of them. Operations of systems
based on this principle shall, consequently, depend on implicit knowledge and skills
of human operators, and it is generally difficult to justify their validity. To address
the issue, the second — Cellular Automaton based FRAM model has been applied
to elucidate the nature of an empirical knowledge inherited in operations of steel
production lines, i.e., adjustment of the rate of direct delivery. The simulation result
found that the success of the adjustment is closely related to a timing when it is
carried out; there were several timings when the target steel production line becomes

)

“high-entropy” state, and the adjustment can effectively work when it is conducted
at these points. The similar phenomena can be observed in behavior of Complex
Adaptive Systems. This case study, in conclusion, provided an insight that it is es-
sential for the safety management of socio-technical systems to consider, understand,
and harness such complex dynamics of systems; the human beings in the Leftover
Principle empirically cope with such complexities, and the fact has been envisioned
as a result of simulation.

The third case study was to demonstrate the importance of the Complementar-
ity /Congruence Principle, or more specifically, human-machine collaborations in the
future. In the near future, our daily lives (e.g., houseworks or driving cars) will be
automated with high technologies, for which safety effective human-machine collabo-
rations play a significant role. However, this point of view often are often neglected
since people tend to think the highly sophisticated automations are capable of every-
thing, and human-machine collaborations are not necessarily important. To discuss
this is not true, the safety and feasibility of the SAE conditional driving automation
(LoDA 3) has been investigated with the third — Complex Adaptive Systems based

FRAM model. The simulation result found that the involvement of human drivers

124



CHAPTER 7. CONCLUSION

in driving activities is still essential even during autonomous driving, and the cur-
rent LoDA 3 is a myth that the human drivers are supposed to be required just in
non-normal situations, while they can be free from Dynamic Driving Tasks (DDTs)
in usual cases. It is, therefore, much more important and effective to focus on how to
realize the productive human-machine collaboration throughout the driving sequence,
rather than considering their role individually like popular approaches.

The case studies so far have confirmed that each of them provided insights or
criteria to address the safety issues from the functional perspective. Basically, these
products are apparently beyond what can be obtained with traditional approaches
based on reductionism (e.g., reliability engineering). The proposed FRAM models
have surely extended the possibility of safety analysis in this respect; they eventually
take on a role of the functional part in the envisioned world problem and provide new
insights or criteria to facilitate the discussions of the functional safety as shown in
Fig. 7.1. The right design, or Verification and Validation (V&V) of artifacts should
be conducted from the multi-abstraction levels in this way, and its importance must
increase in the future.
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Fig. 7.1: Correspondence of FRAM to envisioned world problem: schematic illustra-
tion of right design of artifacts.

In the end, this research will go on to further step into the nature of the safety.
One breakthrough I currently believe is that the functional resonance or complexity
of socio-technical systems could provide not only negative but also positive conse-
quences as suggested in the FRAM simulations. Its explorations shall lead us to a

new dimension of the safety.
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