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Abstract

Edge computing (EC) processes data close to its source. Cloud service providers have
introduced cloud-based EC platforms that let developers deploy and operate applica-
tions on edge nodes, including IoT devices, while offloading node management to
the provider. Although convenient, cloud-based EC introduces significant challenges
in availability and privacy. Platform outages can disrupt dependent services and
prevent users from operating critical applications and devices. Moreover, many
cloud-based EC designs require edge-produced data to be transferred to the cloud
for integration with other services, creating privacy risks because users must trust
the platform operator to handle their data appropriately.

To address these challenges, I leverage a cloud-independent architecture called
Region-based EC. In this architecture, edge nodes and devices within a local region
continue to operate and serve applications independently of the cloud platform.
Region-based EC improves availability and enhances privacy by reducing reliance
on the cloud platform and keeping sensitive data within the region. Despite these
benefits, Region-based EC presents challenges: (1) devices within a region may be
untrusted, necessitating secure intra-region communication, (2) deploying securely
and updating applications on resource-constrained edge nodes is difficult, and (3)
maintaining data privacy when integrating across regions or with external services
is non-trivial.

This dissertation addresses these challenges with four contributions. First, I present
CREBAS, a capability-based access control system that enforces communication
control within a region, mitigating threats from untrusted devices. Using a capability-
based authorization architecture, CREBAS enables non-expert users to configure
fine-grained network access control. Second, I leverage lightweight container tech-
nologies for resource- and bandwidth-constrained edge nodes and introduce two
enhancements: bypass4netns and D4C. Rootless containers is a more secure con-
tainerization approach that runs without elevated privileges, but it suffers from
networking performance overhead. bypass4netns addresses this bottleneck with a
socket-switching technique and significantly improves throughput and application
performance. D4C reduces the time and bandwidth required to update images via
merge-based delta generation and a dedicated filesystem that applies deltas lazily.
D4C provides faster and more efficient updates than existing methods, making it

vii



feasible to keep edge nodes up to date. Third, I introduce yak, a data analysis
platform that allows data providers to specify prohibited operations and require
anonymization when desired. With yak, data providers can collaborate securely with
external analysts without leaking sensitive information.

These contributions advance the practicality of Region-based EC by addressing key
challenges in security, application deployment, and data privacy. Independence from
cloud platforms creates opportunities for developing and deploying a wide range
of applications and services. This dissertation paves the way toward realizing my
vision of Region-based EC.
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Introduction 1
Edge Computing (EC) is a paradigm that places computing resources closer to data
sources, such as Internet of Things (IoT) devices, rather than relying on centralized
cloud data centers. It enables low-latency communication and supports applications
that require real-time processing. Fig. 1.1 shows an overview of the current cloud-
oriented EC architecture for IoT. Cloud Service Providers (CSPs) provide services
that manage edge nodes, including IoT devices, and encourage customers to deploy
applications on those nodes. Mobile carriers also provide a similar concept known as
Multi-access Edge Computing (MEC) [1]. MEC deploys applications on edge nodes
located near base stations and enables low-latency access to these applications. Both
aim to provide low-latency services by placing computing resources closer to users
instead of relying on centralized data centers.

Computing Storage Identity
Management

Cloud Platform

Device
Management SDK Orchestrator

EC Platform Other PaaSes

App App

Device Web Browser, Smartphone

Integrated seamlessly

App
Developers

Cloud
Vendors

Allows dedicated
app development

Provides
as a platform

Fig. 1.1: Cloud-based Edge Computing architecture

However, CSP- and mobile-carrier-oriented EC architectures have several issues
regarding availability and privacy. CSPs provide an all-in-one platform that includes
edge device management, application deployment, and integration with web services
running on the platform. As shown in Fig. 1.1, many users access services from their
devices, but the entire platform relies on a single CSP. The current EC architecture is
tightly coupled: edge nodes depend heavily on the cloud platform. This architecture
represents an extreme form of centralization. The more functionality is aggregated
into the platform, the more responsibility it bears and the less autonomy users
retain. If the platform goes down due to failures or attacks, many users are affected
simultaneously. This problem goes beyond service disruptions such as e-commerce
outages. It poses a serious threat that can make even basic household operations,
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App App
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External Services
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Device Computing
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Fig. 1.2: Region-based Edge Computing architecture

such as turning lights on and off, impossible. Users have no option but to wait until
the platform recovers. This availability risk is critical and has already materialized
in daily life [2, 3].

It also raises privacy concerns because all data generated by users’ devices is collected
and managed by service providers. Even if the service provider ensures data confi-
dentiality and publishes privacy policies, there have been cases of non-compliance [4,
5]. Users are expected to trust the service provider, but past incidents show that
such trust is not always justified. Researchers are actively studying cryptographic
approaches [6, 7] to protect data privacy in cloud computing. However, these
approaches often require significant computational resources and may apply only to
specific algorithms. In principle, users can protect privacy by keeping their data un-
der their own control. The tightly coupled architecture makes this difficult because
edge nodes are designed to work with the cloud platform, sharing or aggregating
their data.

A loosely coupled EC architecture can mitigate the availability and privacy issues. In
this dissertation, I refer to this architecture as Region-based Edge Computing (Region-
based EC). Fig. 1.2 shows an overview of the architecture. In this architecture, edge
nodes in a local region process and consume data locally. Each region is self-sufficient
and can operate independently of the cloud platform even when the platform is
unavailable. It also avoids sending data to the cloud whenever possible. Privacy-
sensitive data is retained within the local region, and only non-sensitive data is
sent to the cloud platform. This is similar to the Region-Based Trust-Aware (RBTA)
model [8]. The RBTA model clearly defines the boundary for private data by
distinguishing a local region from external regions.

2 Chapter 1 Introduction



A Region-based EC architecture can improve availability and privacy, but it still
presents several challenges. First, the RBTA model assumes that all devices in a local
region are trustworthy, which is not always the case. Prior work has shown that IoT
devices are often compromised or contain backdoors [9, 10]. Malicious devices can
sniff network traffic or attack other devices in the same local region. Cloud platforms
can leverage near-unlimited resources to detect and mitigate such attacks, but edge
nodes and devices have limited resources. For a more realistic architecture, I relax
this assumption and consider potential malicious behavior within the local region.
Second, deploying and maintaining applications on resource-constrained edge nodes
is challenging. Edge nodes need to accommodate diverse applications while ensuring
the security of both the node and the region. Moreover, both the bandwidth and
stability of cloud–edge links are often limited. This prevents developers from
deploying applications frequently. To leverage this EC architecture, it is essential
to develop secure and efficient application deployment and maintenance methods.
Third, some services still require collaboration with external services, including cloud
services. A method is required to maintain data privacy during such collaborations.

In this dissertation, I propose improvements toward realizing a Region-based EC
architecture by addressing the above challenges. The central goal is to enable self-
sufficient and secure edge regions that operate with looser coupling to the cloud. To
tackle the security challenge in local regions, I propose CREBAS, a capability-based
network access control system that provides fine-grained control over intra-region
communications. For running applications on resource-constrained edge nodes, I
assume container-based approaches. To address the challenges of deploying and
maintaining containerized applications at resource-constrained edge nodes, I propose
bypass4netns and D4C. bypass4netns improves network performance for rootless
containers by bypassing bottlenecks in their networking stack. D4C enables fast and
efficient container image updates using delta encoding, significantly reducing the
data transferred over constrained networks. With these methods, edge nodes can
securely and efficiently run various applications. Some services still require collab-
oration with external services, including cloud services. Maintaining data privacy
during such collaborations is challenging. To enable privacy-preserving collaboration
with external services, I propose yak, a data-analysis platform that implements an
analysis-control mechanism. Analysis control enables data providers (users in a
region) to enforce fine-grained policies governing how their data is analyzed within
a Trusted Execution Environment. This allows data providers to maintain control
over their data even when collaborating with external services, preventing data
leakage.

3
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Fig. 1.3: Improvements toward a region-based edge computing architecture

The primary contributions of this work are summarized in Fig. 1.3 and listed be-
low:

1. Network access control with user-friendly authorization (CREBAS): CRE-
BAS provides a fine-grained, capability-based network access control system
for IoT devices. It enables users to enforce communication policies, prevent-
ing malicious or compromised devices from launching attacks against other
devices in the same local region.

2. Efficient and secure application deployment at the edge (bypass4netns
and D4C): Deploying applications on resource-constrained edge nodes presents
practical challenges. This dissertation addresses two key issues:

• TCP/IP communication acceleration in rootless containers
(bypass4netns): bypass4netns accelerates TCP/IP communication per-
formance for rootless containers, a more secure containerization method,
by bypassing bottlenecks in their networking stack.

• Efficient container image updating (D4C): D4C provides a fast and
efficient image update mechanism using delta encoding. It significantly
reduces data transfer, making updates feasible even over low-bandwidth
networks.

3. Data-provider-governed data-analysis platform (yak): yak enables data
providers to enforce fine-grained policies that govern how their data is ana-
lyzed. This gives providers control over the analysis process itself, prevent-
ing data leakage through malicious queries and ensuring that results are
anonymized according to their specifications.

4 Chapter 1 Introduction



This dissertation is structured as follows. Chapter 2 provides the necessary back-
ground on edge computing, its security challenges, application deployment ap-
proaches, and privacy-preserving techniques. Chapter 3 presents the design and
evaluation of CREBAS. Chapter 4 introduces the bypass4netns method for accelerat-
ing rootless container networking. Chapter 5 details the D4C system for efficient
container updates. Chapter 6 describes the yak platform and its analysis-control
framework. Finally, Chapter 7 concludes the dissertation and discusses potential
directions for future research.
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Background and Challenges
in Region-based Edge
Computing

2

This chapter presents the trends in Edge Computing (EC) and the issues inherent in
cloud-based EC. As a solution to these issues, I introduce a Cloud-Independent EC
architecture and its design, termed Region-based EC. Finally, I present the challenges
that must be addressed to realize Region-based EC and outline the contributions of
this dissertation.

2.1 Definition of Edge Computing

Edge Computing (EC) emerged as a complementary paradigm to cloud computing.
Its primary objectives are to improve response times and conserve bandwidth by
processing data closer to the source rather than transmitting it to centralized cloud
infrastructure. With the proliferation of IoT, EC has evolved in tandem to enable real-
time applications by processing collected data near the devices where it originates,
thereby reducing latency.

EC serves as a broad term encompassing various architectures. It may simply refer
to “computing at the edge”, or it may denote a particular standardized architecture.
Within this context, I distinguish between two key concepts: MEC (Multi-access
Edge Computing) [1] and unstandardized architectures including EC-based IoT [11]
and Fog Computing [12].

MEC aims to reduce latency by processing services at base stations and within mobile
network infrastructure. Mobile network operators are transitioning traditionally
centralized network functions into VNFs (Virtualized Network Functions) deployed
on edge nodes, processing data closer to users to deliver low-latency services. This
concept is referred to as Network Functions Virtualization (NFV). Within the NFV
domain, significant research focuses on methods for optimally deploying VNFs across
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networks based on traffic characteristics and load conditions [13]. The MEC architec-
ture has been standardized by ETSI [1], and mobile network operators and vendors
are developing and deploying services in accordance with these specifications. MEC
is not intended for direct end-user involvement; rather, it is designed as a platform
for mobile network operators to deploy their own services—not as a space for end
users to freely deploy applications.

EC architectures, which refer to computing near users and data sources, aim to pro-
cess data generated by IoT devices at edge nodes, reducing latency and minimizing
the amount transmitted to the cloud. These architectures do not have standardized
specifications like MEC or common implementations; researchers and cloud ser-
vice providers independently propose and implement their own solutions. Systems
adopting this architecture typically feature a three-tier hierarchical structure. The
bottom tier consists of resource-constrained IoT devices, the middle tier contains
more capable edge nodes such as gateways and on-premise servers, and the top tier
comprises the resource-rich cloud. An abstraction of the middle tier is sometimes
referred to as Fog Computing. In contrast to MEC, developers and researchers can
independently design custom architectures tailored to specific use cases or build
software stacks based on their requirements.

This dissertation focuses on EC architectures that are not constrained by standardized
specifications such as MEC. While MEC is standardized for mobile network operators
and primarily targets mobile environments, the scope of this dissertation extends
to other settings, including residential environments. Consequently, to address
challenges and solutions at the architectural level, I examine EC architectures that
are independent of specific standards like MEC.

2.2 Benefits and Issues of Cloud-based Edge
Computing

As illustrated in Fig. 1.1, some EC implementations rely on cloud service provider (CSP)
platforms for device management and service integration. Application and service
developers benefit from the unified platform design, enabling easy integration with
various services provided on the platform. AWS IoT [14] is a representative example
of such an approach. Developers can manage IoT devices and deploy applications
using AWS IoT services, leveraging computational (AWS Lambda [15]) and stor-
age (AWS S3 [16]) resources provided by AWS. Without such a platform, developers
must build and operate infrastructure for device management, computation, and
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storage themselves. By utilizing CSP platforms, developers can significantly reduce
development and maintenance effort. This is a major advantage of cloud-based EC
architectures.

While developers benefit from the merits of cloud-based EC, security risks stemming
from CSP dependence also exist. First, the platform can become a single point
of failure. Major outages at AWS [3] have caused numerous IoT devices to cease
functioning properly [2], demonstrating that reliance on CSP platforms introduces
significant availability risks. Users cannot control their devices, even if they have
them in their hands, until the platform recovers. Platform failures are infrequent;
however, when they occur, the impact tends to be widespread and can result in
severe disruption. Furthermore, since IoT devices are managed through the CSP’s
platform, both device operations and collected data fall under CSP control. This
creates potential vulnerabilities: if the CSP acts maliciously, it could compromise
device control (an availability issue) and enable unauthorized use of collected
data (a privacy concern). In practice, there have been cases where service providers
failed to adhere to privacy protections mandated by regulatory bodies [4, 5]. Thus,
while relying on CSP platforms can reduce development and maintenance costs, it
also increases security risks.

2.3 Region-based Edge Computing for
Cloud-Independent Architecture

To address these issues, Region-based Edge Computing (Region-based EC), a cloud-
independent edge computing architecture, is crucial for the future evolution of
EC. In EC systems built upon CSP-provided platforms, the tight coupling between
platform services and user-held devices introduces both availability and privacy
concerns. Region-based EC aims to provide services in a maximally decoupled
manner, avoiding CSP-centric integrations.

In Region-based EC, a “Region” is the administrative domain in which users directly
control their devices and data. The Region-Based Trust-Aware (RBTA) model [8]
addresses privacy concerns by distinguishing the sensitivity of data handled within
versus outside regions. In the RBTA model, a region is defined as a collection of
devices or Fog computing nodes that are geographically close and serve as the
boundary of trust. However, users may remotely access devices at home from an
office while still retaining control over their devices and data. Therefore, Region-
based EC is not bound to geographical proximity.
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Fig. 2.1: Architecture of Region-based Edge Computing

In Region-based EC, a region is defined not by physical proximity or network
locality but by user control. User control means that users can directly manage
their devices and data without relying on external services. Thus, the boundary
of a region is the scope within which users can exercise this control. This control
includes not only administrative control over devices, such as root privileges, but
also independence from specific platforms or contracts. While CSPs offer their own
platforms and services, users must rely on the CSPs’ infrastructure, software licenses,
and policies to utilize them. In contrast, Region-based EC enables users to manage
their devices and data without being limited by the constraints of specific platforms
or contracts. Consequently, the software stack within Region-based EC is expected
to utilize and enhance open-source software (OSS) to eliminate dependence on
proprietary platforms. For instance, AWS Outposts [17] and Oracle Alloy [18] are
examples of private cloud solutions that provide cloud-like services in an on-premises
environment. However, these solutions are designed to integrate tightly with their
cloud platforms, meaning users do not have full control over the software stack
within the Region. Therefore, they are not considered Region-based EC solutions.
Accordingly, “edge computing” in this context refers to computation performed
within the region, close to the user, rather than strictly at the network edge. With
this definition, Region-based EC does not necessarily guarantee low latency in
all scenarios, such as accessing home devices from a remote office. Rather than
focusing on latency reduction, Region-based EC prioritizes user control over devices
and data, addressing availability and privacy concerns inherent in cloud-based EC
architectures.

Fig. 2.1 illustrates the architectural overview. Traditional EC systems have focused on
enabling edge nodes and devices to function similarly to cloud services, emphasizing
integration with various services and centralized management. Region-based EC
instead prioritizes providing independent services to users without dependence on
external services like CSPs. Mechanisms for device coordination without reliance
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on CSPs or other external entities have already been implemented; Matter [19] is a
prominent example for IoT devices. Computing nodes are also deployed within the
region to provide computational and storage resources. As such nodes, I consider
using users’ laptops or tablets, which provide sufficient computational resources
to host applications. In Region-based EC, the goal is to provide services entirely
independently of external services. However, a fully standalone implementation is
impractical for modern services, particularly when they must consume public data
or interoperate with external ecosystems. Therefore, Region-based EC should still
incorporate mechanisms for necessary external integration. This architecture aims
to provide basic functionality without depending on external services, while also
enabling flexible integration when needed. I position Region-based Edge Computing
as an architectural direction for addressing these availability and privacy concerns
while reducing dependence on CSP-centric platforms.

2.4 Issues for Region-based Edge Computing

While Region-based Edge Computing represents an ideal EC architecture, it also
presents challenges that must be addressed.

2.4.1 Intra-Region Security

Security is critically important for EC systems that provide services based on network
proximity to users. While clearly separating regions addresses availability and
confidentiality issues stemming from dependence on external services like CSPs,
security concerns within individual regions remain unresolved. According to Kong
et al. [20], security challenges in EC systems can be classified as follows. Similar
issues have also been identified in Fog Computing [21].

• DDoS Attacks: Malicious actors can overwhelm resource-constrained edge
nodes or devices with excessive requests, leading to service denial.

• Eavesdropping and Sniffing: Attackers can intercept network traffic between
devices, the edge, and the cloud, potentially exposing sensitive data.

• Malicious Hardware/Software Injection: Compromised devices or software
can be introduced into the network to launch further attacks or exfiltrate data.
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• Unauthorized Access: Lack of strong authentication and authorization mech-
anisms can allow attackers to gain control of devices or edge nodes.

• Privacy Leakage: The personal data collected by IoT devices can be leaked,
violating user privacy.

While these threats exist in standard enterprise networks, they become particu-
larly severe in EC environments—especially those containing IoT devices. Unlike
standard PCs and servers, IoT devices may not receive continuous firmware up-
dates. Even when vulnerabilities are discovered, users may be unable to perform
updates to address them. Furthermore, IoT devices often have severely constrained
resources, making it difficult to implement advanced security features such as an-
tivirus software or firewalls. Additionally, some IoT devices may contain built-in
backdoors—either unintentionally exposed management consoles or, in some cases,
deliberately installed by companies to collect user data without consent [9, 10].
Combined with these vulnerabilities, IoT devices become highly attractive targets
for attackers. As a result, they not only become targets for DDoS attacks but also
serve as vehicles for injecting malicious software into edge nodes, enabling network
eavesdropping or acting as launchpads for attacks on other networks. Unlike cloud
services, IoT devices can directly observe users’ private spaces, creating additional
risks of sensitive personal information being compromised.

Implementing additional security mechanisms on resource-constrained devices or
requiring continuous firmware updates from manufacturers is sometimes imprac-
tical. Therefore, I propose enhancing security through Network Access Control,
which regulates device-to-device and external communications at the network layer.
By controlling device communications via OpenFlow, it is possible to mitigate the
impact of vulnerable or malicious devices on others. OpenFlow [22] is a protocol
for controlling network devices, enabling dynamic modification of flow processing
by adding or removing flow rules. This approach allows for granular flow-level
control that was previously impossible with conventional network devices. Various
approaches for improving network security using OpenFlow already exist, including
Intrusion Detection Systems (IDS) [23], Firewalls (FW) [24], and strict control over
device-to-device communications in enterprise networks (Ethane) [25]. However,
end users—who act as region administrators—are not network specialists, making
direct application of expert-oriented policies (such as Ethane’s) difficult. While
outsourcing management to external providers [26] is one option, the primary
objective of a Cloud-Independent Edge Computing architecture is to enable de-
vice management within regions without reliance on CSPs. Therefore, I propose
an authorization mechanism based on a capability model—designed for end-user
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manageability—along with corresponding network control methods. Details of this
proposal are discussed in Chapter 3.

2.4.2 Management and Integration by Platform Providers

The primary advantages of CSP platforms are centralized IoT device management
and seamless integration with cloud services. Even within Region-based EC, the
system must provide similar convenience without relying on external services such
as CSPs. To achieve this, a platform is required that supports both IoT device man-
agement and cloud service integration. However, since target devices and use cases
are diverse, a flexible architecture is needed. I define such integration components
as software deployed on computational nodes within the region, enabling flexible
management and integration. When devices lack the required functionality (e.g.,
software components necessary for external collaboration), additional software can
be deployed to supplement them. In other words, computational nodes serve as
gateways to external systems, including other regions; similar approaches have been
proposed as middleware frameworks, such as OSGi [27]. However, further discus-
sion is required regarding how to accommodate multiple such software components
while ensuring secure deployment. I discuss these issues in Section 2.4.3.

2.4.3 Computation at the Resource Constrained Edge Nodes

The delegation of processing tasks between network nodes has been explored since
the early days of distributed operating systems. While distributed OSes primarily
targeted high-performance workstations, the 1990s saw the emergence of concepts
known as “Mobile Code” [28]. Specialized programming languages like Java [29]
and Obliq [30] were developed for this purpose [31], with the goal of enhancing
functionality by distributing and executing code on client machines. Language Vir-
tual Machines (Language VMs) represent a lightweight isolation technology, typically
implemented through managed runtimes such as the Java Virtual Machine (JVM).
However, a significant limitation has been that tasks must be written in a special-
ized language, and virtual machine execution often incurs performance penalties
compared to native code. Another approach, Software Fault Isolation (SFI) [32],
utilizes software-based techniques for isolation. This approach isolates untrusted
code by inserting runtime checks and statically verifying code correctness to restrict
memory access. Systems such as Omniware [33] and Native Client (NaCl) [34]
employed SFI to enable the secure execution of native code. However, this method
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typically requires code rewriting to limit memory access and necessitates a dedicated
toolchain or runtime. WebAssembly [35] leverages SFI to allow programs written in
languages such as Rust or Go to be compiled into WebAssembly modules. It achieves
near-native performance while enabling portability. However, WebAssembly does not
yet fully support all processing requirements, particularly those reliant on standard
OS process models.

Meanwhile, the emergence of virtualization technology on x86 PCs introduced
an alternative process delegation mechanism. Starting with Xen [36], virtual ma-
chine (VM) technology—previously limited to workstations—became established,
enabling OS-level isolation by treating entire operating systems as units deployable
on separate nodes. In EC environments, approaches like Cloudlet [37] propose
utilizing virtualization for processing on edge nodes. Since VMs inherently isolate
entire operating systems, they offer strong isolation with minimal host dependencies,
though they have been criticized for performance overhead [38]. Advancements
in hardware support and dedicated OSes have significantly improved I/O perfor-
mance [39, 40], allowing VMs to approach the performance of physical machines.
However, since each VM runs its own kernel rather than sharing the host OS kernel,
high resource consumption remains an inherent drawback [41].

Container technology provides a mechanism for isolating multiple environments
on a shared host kernel. Unlike VMs, which require guest OS kernels, container
technology achieves lightweight isolation by eliminating the need for separate
kernels. Container technology was originally conceptualized as a mechanism for
resource isolation at the OS process level [42]. Implementations such as FreeBSD
Jail [43], OpenVZ [44], and Solaris Zones [45] emerged, followed by widespread
adoption through LXC [46] and Docker [47]. The primary advantage of containers
is that they require neither guest OSes nor kernels, resulting in lightweight isolation
and minimal performance overhead [48]. Furthermore, by packaging application
execution environments as images (e.g., Docker), they enable process portability
independent of host-side libraries. One limitation is that, because container-based
isolation shares the host kernel, vulnerabilities in the kernel may compromise
isolation. Therefore, while container technology does not offer isolation robustness
equivalent to VMs, it provides lightweight isolation that enables practical process
portability.

Table 2.1 compares these various approaches. Language VM and SFI approaches
offer strong and lightweight isolation, but they often mandate dedicated languages or
toolchains, limiting compatibility with legacy applications. WebAssembly addresses
this by targeting general-purpose languages. This allows programs written in Rust,
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Tab. 2.1: Comparison with offloading approaches

Isolation Performance Footprint Legacy Compatibility

Language VM Strong Medium Small
Low

(dedicated languages)

SFI Strong High Small
Low

(dedicated toolchains)

Virtual Machine Strong
High (Comp.)
Medium (I/O) Large High

Container Moderate High Medium
Medium

(depends on Host)

Go, or C to be compiled into modules and executed anywhere a WebAssembly
runtime exists. Although thread support [49] is being standardized, WebAssembly
still faces challenges in supporting standard OS process models and concurrency.
Since leveraging existing applications is critical for reducing development and
maintenance costs, approaches supporting legacy applications are preferred in
Region-based EC, rendering Language VM and SFI approaches less suitable.

In contrast, VMs offer robust isolation between guest operating systems and high
compatibility. However, since each VM runs a complete guest OS, it consumes signif-
icant memory and storage resources even for simple operations. While lightweight
solutions like MicroVMs [41] and Unikernels [50, 51] have been proposed, they
often compromise the benefit of leveraging existing guest operating systems. De-
spite I/O performance improvements from para-virtualization technologies like
virtio [52], eliminating the inherent overhead of virtualization mechanisms remains
difficult [41]. Furthermore, regarding device resource sharing, VMs typically require
dedicated device assignment (e.g., GPUs via PCI Passthrough [53]), making resource
utilization less efficient than in other approaches. Consequently, in Region-based
EC, which often operates in resource-constrained environments, high-overhead
approaches like VMs are less suitable despite their strong isolation.

Container technology is characterized by process isolation based on the host kernel.
While it does not provide isolation as robust as VMs, it incurs lower overhead and
offers more efficient resource utilization, particularly in terms of memory. Therefore,
deploying processing tasks using container technology is the most suitable approach
for Region-based EC. However, host kernel vulnerabilities can compromise isolation.
Similarly, vulnerabilities in the container runtime may lead to security breaches.
Addressing these security risks requires implementing appropriate countermeasures.
Resolving these issues is essential for ensuring secure operation in Region-based
EC.
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2.4.4 Issues for Container-based Edge Computing

While container-based Edge Computing leverages lightweight characteristics as a
key advantage, it also presents several significant challenges.

First, isolation breaches may occur due to vulnerabilities in the kernel or runtime
environment. Multiple vulnerabilities [54, 55, 56, 57] have been reported, making
container security an ongoing concern. One approach to addressing these challenges
is to use rootless containers [58]. This method restricts the privileges of processes
running within containers by executing them as non-privileged users, thereby lim-
iting access to the host kernel and minimizing the impact if vulnerabilities are
exploited. However, a major drawback of rootless containers is performance degra-
dation in network operations as a trade-off for non-privileged execution. I propose
techniques to mitigate this issue and demonstrate performance improvements in
real-world applications. Details are provided in Chapter 4.

Next, I address orchestration challenges [59] inherent in container-based Edge
Computing. Effective management of multiple containers requires robust orches-
tration mechanisms. Container orchestration provides automated solutions for
deployment, scaling, and maintenance, with Kubernetes [60] being one of the most
widely adopted tools. KubeEdge [61], an extension of Kubernetes designed for EC,
has also been developed. Within Region-based EC, orchestration mechanisms are
necessary to manage containers locally without reliance on external services like
CSPs. KubeEdge is also designed to operate standalone at the edge [62]. In this
dissertation, I assume management using existing orchestration tools.

Another critical issue involves distribution of container images [63]. Container
images package complete runtime environments, often containing all required
libraries and dependencies, resulting in substantial size. Consequently, distributing
images to edge nodes may be constrained by network bandwidth and storage
capacity. Techniques like Lazy Pulling [64] accelerate container startup but do
not reduce image size. Machine learning libraries frequently require extremely
large images, necessitating special consideration. Thus, the cost associated with
image transfer can become a barrier to utilizing updated or feature-rich images. I
propose a method that achieves significant reductions in data transfer volume as
well as performance improvements specifically for container image update scenarios.
Detailed explanations are provided in Chapter 5.
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2.4.5 Collaboration While Privacy-Preserving Data Analysis

The fundamental principle of Region-based Edge Computing is to complete all data
processing within the defined Region. However, in practical scenarios, there may
be unavoidable situations where external services (e.g., LLMs) must be utilized.
In such cases, the critical requirement becomes “data processing while preserving
privacy.” The RBTA model achieves privacy protection by preventing transmission
of sensitive data outside the Region. Therefore, when data must be transmitted
externally, protective mechanisms become essential.

EC systems implement various privacy protection measures, which can be broadly
categorized into three approaches: Cryptographic Schemes, Secure Data Aggregation,
and Trusted Execution Environments (TEEs).

Cryptographic Schemes involve encrypting data and performing operations such
as search [6] and arithmetic on the encrypted form. While each specific operation
historically required its own cryptographic scheme, fully homomorphic encryp-
tion [7] has been proposed to enable general-purpose processing on encrypted data.
However, fully homomorphic encryption incurs significant computational overhead,
making it impractical for many real-world applications.

Secure Data Aggregation refers to techniques that either obscure individual data
points through aggregation or introduce statistical noise to make them unidentifi-
able. These methods consider data distribution statistically to prevent individual
identification. Representative techniques include differential privacy [65]. As with
other approaches, these methods often require design tailored to specific processing
needs, making general-purpose use challenging.

TEEs provide isolated processing environments using hardware-based security fea-
tures such as Intel SGX. The isolated environment is inaccessible from outside, and
memory is encrypted, preventing access even from the host OS. While TEEs incur
overhead for memory encryption, they enable general-purpose computation with
performance near standard environments. However, a major limitation is that al-
though TEEs protect the process from the host, they do not inherently protect data
from malicious analysis queries. An analyst could submit queries designed to leak
raw data (e.g., SELECT * FROM users LIMIT 1). To ensure privacy protection, a
mechanism to control such information-leaking queries is necessary.

I propose a privacy-preserving data analysis platform based on TEEs. Furthermore,
I implement a mechanism that allows data providers to control analysis queries.
Detailed implementation methods are presented in Chapter 6.
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Network Access Control with
User-friendly Authorization

3
This chapter is based on a paper “CREBAS: Enabling Network Access Control in
a Home with One Click” published in Journal of Information Processing, Vol.31,
2023 [66], ©2023 Information Processing Society of Japan.

3.1 Introduction

Home networks include not only conventional devices such as PCs but also smart
home devices such as smart speakers and smart TVs. These smart home devices
cooperate over the home network and allow users to control and check the status of
home appliances using handheld devices or voice commands. Currently, most devices
interoperate with external systems in the cloud, but more devices will cooperate via
direct communications [67] within the home network.

Conventional home networks lack mechanisms to control communications between
devices or provide only simple, limited security. Devices can communicate with each
other without restrictions. Therefore, all devices in a home network are exposed to
the risk of attacks or unintended communications from malicious devices. Malicious
devices can scan a home network and intercept private information. In addition,
such devices can operate other devices and cause unintended behavior from the
user’s perspective. As a result, insufficient security in a home network can cause not
only leakage of private information but also serious consequences that affect users’
lives.

In the case of cooperation via direct communications, not all devices support access
control, and access control mechanisms can be limited by software or resource
constraints. In fact, some communication protocols [68, 69] are not designed to
perform authentication or access control. As a result, attackers and malicious devices
can easily exploit devices and steal information from them. As more devices and
protocols are used in modern home networks, these security problems will become
more serious.
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To protect devices from attacks, network access control methods [70, 71] have been
proposed. These methods control the network using OpenFlow [72]. Although
they can protect devices from malicious or unintended attacks, they rely on flow-
based access control and cannot govern messages transferred within TCP streams.
This means such methods can purge completely malicious devices but cannot pre-
vent otherwise legitimate devices from scanning the network and covertly stealing
information.

Prior works have shown that network access control can mitigate vulnerabilities, but
they have not examined authorization architectures for non-expert users. An autho-
rization architecture is the system by which users configure access control. Without
a properly designed authorization architecture, users may struggle to configure each
device appropriately or to verify that access control is applied as intended. Users
can make incorrect configurations that allow malicious communications. Therefore,
no matter how capable a network access control method is, it is ineffective if the
authorization architecture is not properly designed. An appropriate authorization
architecture is essential, especially in home environments.

Some research on usable access control and authorization architectures for the home
[73, 74, 75, 76, 77, 78, 79] has been conducted. This body of work considers require-
ments for more usable authorization architectures in various home environments.
To apply these insights to network access control, I address several issues. Home
networks include not only devices that support new access control methods but
also existing devices that do not. Network access control can govern both without
modifications to devices, but authorization architectures often require device support
for their protocols. Furthermore, there is a gap in the granularity of control between
network access control and authorization architectures. Authorization architectures
provide control per operation or content, but, as I mentioned, flow-based network ac-
cess control cannot achieve such fine granularity. I address these problems by jointly
designing an authorization architecture and network access control methods.

In this chapter, I propose CREBAS, which enables network access control in a
home with one click. Fig. 3.1 provides an overview of CREBAS. CREBAS aims to
control each communication at the level of operations, such as Get Temperature
or Turn on Light. Providing fine-grained access control increases complexity and
the burden on users. To reduce this burden, CREBAS employs an authorization
architecture based on the capability model. This enables users to achieve fine-grained
authorization easily and allows network access control to manage communications
at the operation level within a home using the authorized capability.
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Fig. 3.1: Overview of CREBAS

First, I propose an authorization architecture based on the capability model. I
designed the authorization architecture according to the guidelines [74]. The
capability model authorizes access to each device’s communications or functions and
issues a token called a capability. Capability tokens prove rights to use or access the
specified resources. This model achieves fine-grained authorization and is suitable
for home networks where various devices exist. Capabilities are assigned to each
device’s communications, and users authorize them to control communications.
Users are not required to investigate device specifications or write policies such as
ACLs. However, it may require frequent authorization operations, which burdens
users. To reduce the number of authorization requests to users, the authorization
architecture incorporates Automatic Authorization. Automatic Authorization makes
authorization decisions automatically on behalf of the user.

Secondly, I propose network access control methods that control communications
according to the authorized capabilities. These methods enable more fine-grained
access control through flow-based, payload-based, and proxy-based control. Existing
devices cannot handle capabilities and cannot inspect packet payloads. To solve this
problem, I designed a twin device that complements such missing functions. The
twin device enables the proposed methods to integrate into a home network without
major modifications to existing devices.

Then, I implemented a prototype of CREBAS. I confirmed that the performance
degradation is acceptable and that it is possible to control communications finely
among smart home devices.

Finally, I discuss the usability of the authorization architecture.
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Tab. 3.1: Comparison with other network access control methods

(1)
Configured

by users

(2)
Independent

system

(3)
Flow-based

control

(4)
Message
-based
control

(5)
Discussion
of usability

Feamster [26] ✓

Moyano et al. [80] ✓

Osman et al. [81] ✓

Mortier et al. [70] ✓ ✓ ✓

Lear et al. [71] ✓ ✓

CREBAS ✓ ✓ ✓ ✓ ✓

3.2 Related Work

3.2.1 Network Access Control in a Home

Table 3.1 shows the comparison with other network access control methods.

Feamster [26] showed that it is possible to detect spam email and botnets by out-
sourcing the management of home networks using OpenFlow. OpenFlow can provide
flow-based access control from a remote controller. Moyano et al. [80] designed
a platform to control home networks with NFV-based applications. Osman [81]
proposed an automatic control system. The system analyzes devices in a home
network with an analysis system built on a cloud and separates the network automat-
ically using OpenFlow. These studies propose delegating network management from
users who lack networking expertise to external experts or automated mechanisms.
In these studies, the authors argue that a fully automated system is easy to use
because it eliminates user burden. However, according to Yao’s work [73], users are
reluctant to delegate the management of devices in the home to an external party. A
system in which users do not have control is not desirable. A mechanism or interface
for (1) Configured by users is necessary, but it is not discussed. Additionally, these
methods have to send information about each individual’s device and network to the
external system, which causes privacy problems. In addition, if the external system
that manages the network becomes unavailable, the home network also becomes
unavailable.

On the other hand, there are some (2) Independent systems without outsourcing.
These systems have no privacy and availability issues. Mortier [70] proposed a
system to manage devices in a home network by integrating routers. Manufacturer
Usage Description (MUD) [71] enables vendors to define specifications of communi-
cations and access control policies for each IoT device and apply them automatically.
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MUD controls communications among devices so that MUD can protect devices even
if devices have vulnerabilities.

Outsourcing and standalone methods both use only (3) Flow-based control. Flow-
based control has a limitation in terms of the granularity of control. If a device
performs both authorized and malicious communications in the same TCP stream,
flow-based control methods cannot control it properly.

Although these methods demonstrate the technical feasibility of controlling home
networks, they did not discuss or experiment with their usability. The discussion
about usability is important because the methods are applied to real home networks
and users. If users make incorrect configurations, access control will not work. There
are some works on access control for ordinary users in a home [73, 74, 75, 76, 77,
78, 79]. (5) Discussion of usability should be performed to design a more usable
system and evaluate its validity.

In this chapter, I propose CREBAS. CREBAS is an independent system that does
not delegate control to external parties and consists of authorization architecture
and network access control methods. The authorization architecture is designed
based on the guidelines [74] for access control in a home network, and I discuss
the validity in terms of its usability. Users can configure the access control with one
click on the CREBAS WebUI. To provide more fine-grained network access control, I
propose (4) Message-based control methods called payload-based and proxy-based
access control. These methods allow authorized messages while blocking malicious
ones within the same TCP stream, flow-based control cannot achieve.

3.2.2 Capability-based Access Control

The capability model [82] is a kind of access control model. In this model, a device
issues a capability to a user, and the user can use the corresponding function by
presenting the capability to the device. Gusmeroli [83] proposed access control for
IoT devices based on the capability model. In the case of Role-Based Access Control
and Attribute-Based Access Control, there are problems such as role explosion and
difficulty in ensuring attribute consistency. Capability-Based Access Control (Cap-
BAC) solves these problems and manages access for each device easily. Additionally,
by delegating capabilities to others, it is possible to authorize and issue delegated
capabilities. However, these CapBAC methods cannot be applied to existing devices
because they require devices to process capabilities and control access. Various
devices are produced by various vendors and need to support the same CapBAC
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method. CREBAS provides CapBAC without modifications to devices, including
existing devices, by controlling communications on the network side.

3.3 Authorization Architecture

The authorization architecture provides a mechanism for users to authorize commu-
nications among devices.

3.3.1 The Guidelines for Access Control at Home

Mazurek worked out the guidelines [74] shown below for access control systems
aimed at home users.

1. Allow fine-grained control

2. Plan for lending devices

3. Include reactive policy creation [75]

4. Include logs

5. Reduce or eliminate up-front complexity

6. Support iterative policy specification

I propose the authorization architecture based on the capability model to meet these
guidelines. Conventional policy-based access control makes it difficult for users to
achieve these guidelines. I discuss this in more detail in Section 3.6.

3.3.2 Overview of the Authorization Architecture

The authorization architecture is designed based on the capability model. In this ar-
chitecture, each communication is represented as a capability. A capability represents
the purpose and use of communication in a way that users can easily understand.
For a device to communicate with other devices, an appropriate capability must be
issued to the device. This architecture has two authorization flows, Automatic Autho-
rization and Manual Authorization. Under either authorization flow, capabilities are
authorized and issued to devices.
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Fig. 3.2: Overview of the authorization architecture

Fig. 3.3: Example capability

In the context of Zero Trust Architecture [84], this component functions as a pol-
icy decision point (PDP) that reflects the user’s access-control intentions. More
specifically, the authorization algorithm serves as the “Policy Engine”: it decides
whether to authorize a request under either Automatic Authorization or Manual
Authorization. The capability issuance and delegation functions correspond to a
“Policy Administrator”. In this architecture, both the Policy Engine and the Policy
Administrator are implemented as the Capability Provider.

Fig. 3.2 provides an overview of the authorization architecture. Each device has
capabilities shown in Fig. 3.3. capabilityName represents the purpose and use of
the communication. Users check this field and decide whether to authorize the
capability or not. capabilityGrantPolicy is an encoded authorization policy used in
Automatic Authorization. capabilitySignature is a signature created by a device that
provides the capability when it delegates the capability. Capabilities are also signed
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when the Capability Provider (CP) issues them to devices or delegates them to users.
Devices and the CP check the signature when they apply the capability.

Capability Provider (CP) manages and authorizes device capabilities. All device
capabilities are delegated to the CP. The CP issues capabilities to devices that request
them when they are authorized with Automatic Authorization. When capabilities
are authorized with Manual Authorization, the CP delegates them to users. Users
can check the status of the authorizations and authorize capabilities manually using
the WebUI implemented in CP.

Each device must have functionality to process capabilities. Most devices do not
implement such functionality. Moreover, it is difficult to add this functionality to
existing devices. To solve this problem, I use a twin device, which is described in
Section 3.4.

3.3.3 Automatic Authorization

In the capability model, the number of requests to authorize a capability can increase
because all communications must be authorized by users. To reduce the number of
requests, the CP has a mechanism called Automatic Authorization using capability
delegation. In Automatic Authorization, capabilities are authorized and issued
automatically without the user’s operations. Capabilities have a built-in authorization
policy for Automatic Authorization. An authorization policy decides whether to
authorize based on the requester’s information. When a device requests a capability,
the CP checks the authorization policy in a capability and authorizes it automatically
or delegates the capability to a user for Manual Authorization.

An automatic authorization policy uses a Binary Expression Tree to represent a
conditional expression. An example tree shown in Fig. 3.4 represents condition
(Requester’s VendorID == ABC) AND (Requester’s DeviceType == Sensor). The CP
decodes the authorization policy and checks the requester’s attributes to determine
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Fig. 3.5: Flows of Authorization

whether the requester meets the condition. If the requester meets the condition, the
CP authorizes and issues the capability to the requester.

Some malicious devices may exploit Automatic Authorization, and capabilities can
be issued unintentionally. To prevent exploitation, users can override Automatic
Authorization by configuring policies not to authorize capabilities automatically.
The policy can specify which capabilities and which requests from devices are not
automatically authorized.

3.3.4 Flows of Authorization

Automatic Authorization authorizes and issues capabilities without the user’s inter-
vention. Manual Authorization treats capability requests that are not handled by
Automatic Authorization. Users must authorize and issue capabilities themselves.

As an example, I define the capability required to obtain the temperature from the de-
vice as Cap(GetTEMP). Furthermore, I define the capability request for Cap(GetTEMP)
as CapReq(GetTEMP).
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A) Automatic Authorization

The flow of Automatic Authorization is as shown in Fig. 3.5. Device A dele-
gates Cap(GetTEMP) to the CP, and Device B requests it with CapReq(GetTEMP).
Cap(GetTEMP) has an authorization policy that allows it to be authorized when
requested by Device B. The CP automatically issues Cap(GetTEMP) to Device B.

B) Manual Authorization

The flow of Manual Authorization is as shown in Fig. 3.5. Cap(GetTEMP)’s autho-
rization policy does not permit it to be authorized automatically. Device B requests
it with CapReq(GetTEMP), but Automatic Authorization fails. The CP delegates
Cap(GetTEMP) to a user and asks whether the user authorizes it. If the user autho-
rizes, the user issues Cap(GetTEMP) to Device B. In Manual Authorization, capabilities
are first delegated to the CP and redelegated to users. Capabilities are issued by
users, so it is easy to check who authorized the capabilities.

3.4 Network Access Control

3.4.1 Overview of Network Access Control

The objective of network access control is to control communications between
devices according to authorized capabilities. Previous works [26, 80, 81, 70, 71]
used flow-based control with OpenFlow. However, the granularity of flow-based
control is limited to flow. This limitation allows malicious devices to bypass access
control. For example, when a device is allowed to send messages via the same TCP
stream, the device can send both authorized and malicious messages. This is because
flow-based control relies on 5-tuples in a packet, so it cannot distinguish between
authorized and malicious messages transferred via TCP streams. I propose three
access control methods: flow-based, payload-based, and proxy-based access control.
These methods enable more fine-grained and sufficient granularity in access control.
They can even control messages transmitted through the same TCP stream.

I designed the Policy Enforcement Point (PEP) to control communications between
devices with three access control methods. Fig. 3.6 provides an overview of the
PEP. A Controller controls components in PEP and an external OpenFlow switch.
OVS for access control is Open vSwitch (OVS) in the PEP. It forwards packets to an
intended twin device or an OpenFlow switch. Twin device is software to process
capabilities and provides proxy-based and payload-based control on behalf of a
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Fig. 3.6: Overview of the PEP

physical device. DHCP server is used to manage IP addresses for physical devices
and configure twin devices. IP Masquerade and DNS proxy are used to control
external communication. CREBAS provides domain-based access control for external
communications. Capabilities used for control of external communications have a
field like *.aaa.example.com to specify domains. If a capability is authorized, the
controller configures IP Masquerade to allow communications to the domain’s IP
addresses. The endpoint IP addresses can vary, and the system needs to know the
relationship between domains and IP addresses. DNS proxy handles DNS queries
and reports this mapping to the controller.

Some malicious devices may attack these components to disable access control. To
prevent such attacks, OVS for access control controls all flows of the components. The
DHCP server, DNS proxy, and devices connected to the PEP host are strictly controlled,
and only the minimum required communications among them are allowed.

3.4.2 A Twin Device

A twin device processes capabilities and provides access control on behalf of physical
devices. Existing devices cannot handle capabilities and do not implement access
control methods. A twin device fills the missing functions in these devices.

A twin device is implemented as a standalone process (binary). The controller sends
authorized capabilities for a physical device to the corresponding twin device. A twin
device recognizes received capabilities and checks whether UDP packets and TCP
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messages from other devices are allowed or not. The code for a twin device is written
in general-purpose programming languages, with no limitations on expressiveness.
Therefore, twin device developers can define rules and filters as needed.

Each twin device is separated from the PEP host and other twin devices by Linux
network namespaces (netns). A twin device has a veth pair connecting its netns
and OVS for access control. This veth device is used to process packets controlled
with payload-based or proxy-based methods. These access control methods are
applied based on the capability. If a capability is defined for flow-based control,
the controller configures OpenFlow switches to allow corresponding flows. If a
capability is defined for payload-based control, the controller configures switches
to forward the corresponding packets to the twin device. If a capability is defined
for proxy-based control, the controller configures switches to forward and rewrite
headers for the TCP transparent proxy in a twin device. Twin devices can receive
and send only packets related to their devices.

Device vendors can control their own protocols by developing their own twin devices.
As shown in Fig. 3.7, PEP can provide access control for vendors’ original protocols
by simply loading and configuring twin devices.

PEP needs to configure twin devices to control access. Using a dedicated DHCP server,
PEP automatically configures a twin device. Users are not required to configure the
twin devices themselves. A physical device sends a DHCP request. ClientIdentifier or
hardware address in the DHCP request identifies the corresponding twin device. The
DHCP server instructs PEP to configure a twin device. PEP identifies and configures
a twin device based on device’s hardware address or the ClientIdentifier.
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3.4.3 Access Control Methods

Fig. 3.8 shows the proposed flow-based, payload-based, and proxy-based control
methods.

A) Flow-based Control Method

Flow-based control uses OpenFlow to control flows. In this work, devices are
connected to an OpenFlow switch or an OpenFlow wireless access point. If an
appropriate capability is presented, the controller in the PEP installs flow rules in
an OpenFlow switch to allow the corresponding communications. The devices can
perform communications related to the capability, but other communications are
denied.

However, as mentioned above, this method cannot protect the device if a malicious
device performs both authorized and unauthorized communications to the same
port on the target device. The following two methods solve this problem.

B) Payload-based Control Method

Payload-based control inspects packet payloads. Some protocols, such as UPnP [85]
and SSDP, use a single UDP packet to discover devices in a network. For example,
a situation can occur where some services are permitted to discover devices, but
other services are not permitted. Access control is based on authorized capabilities,
and a method is needed to control these discoveries. In payload-based control,
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an OpenFlow switch directs packets to twin devices. The twin devices inspect the
payload of the packet and pass or discard packets. In the implementation, a twin
device performs recv(2) and send(2) with a raw socket. A twin device parses packets
and passes or discards them according to the authorized capabilities. Some packets
are broadcast, and it is difficult to control them in a network using an OpenFlow
switch. Therefore, payload-based control inspects and controls the response packet.
If the response packet is discarded, the device is not discovered.

C) Proxy-based Control Method

Proxy-based control inspects messages transferred by TCP. HTTP, which uses TCP, is
often used for communication between devices. For example, some protocols [69,
86] are defined using the HTTP REST API. In the REST API, each operation is
represented with an HTTP method and a URL, and capabilities are assigned to each
operation. Messages, including HTTP requests and responses, need to be controlled
according to authorized capabilities. Proxy-based control parses, checks, and passes
or discards messages using a TCP proxy in twin devices.

An OpenFlow switch rewrites a packet’s header to a temporary address to direct
packets to the TCP proxy. The TCP proxy executes recv(2) to retrieve a message,
checks it, and executes send(2) to pass it or discard it.

3.4.4 The Flow of Access Control

Fig. 3.9 shows the flow of access control. Physical devices and twin devices are
configured with DHCP. Twin devices present a capability authorized by CP or a user
to the controller in PEP. The controller adds flows generated from the capability
to an OpenFlow switch. The controller then orders the twin devices to perform
payload-based or proxy-based control according to the presented capability. Fi-
nally, authorized communications become available, and other communications are
blocked.

3.4.5 A Trick for Forwarding Packets

In payload-based and proxy-based control, packets are forwarded to PEP. In Fig. 3.8,
Physical device A (Device A) sends packets. These packets must be forwarded to a
twin device in PEP. However, if an L2 switch exists between an OpenFlow switch
and a PEP host, an L2 switch cannot forward packets to the PEP host correctly.
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Fig. 3.9: Flow of network access control

Packets sent from Device A have Device A’s Ethernet address in the source Ethernet
address field. An L2 switch learns that Device A is connected to the port to which
the OpenFlow switch is connected. Then, Physical device B (Device B) sends packets
to Device A with Device A’s Ethernet address in the destination Ethernet address
field. The OpenFlow switch tries to forward packets to the PEP host. According to
the learned Ethernet address table, an L2 switch forwards these packets to the port
to which the OpenFlow switch is connected. As a result, packets from Device B to
Device A are forwarded to Device A. Packets are not forwarded to the PEP host, and
payload-based and proxy-based control do not work.

I solved this problem by rewriting a packet’s Ethernet address. For packets from
Device A to PEP, the OpenFlow switch rewrites the Ethernet Destination field from
Device B’s address to the PEP host’s address. PEP knows the relationship between
an IP address and a device’s Ethernet address. OVS for access control rewrites the
Ethernet Destination field from the PEP host’s address to Device B’s address based
on the destination IP address. Then, packets are processed in PEP. For packets from
PEP to Device B, the OVS for access control rewrites the Ethernet Source field from
Device A’s address to the PEP host’s address. The OpenFlow switch rewrites the
Ethernet Source field from the PEP host’s address to Device A’s address based on the
source IP address. In this way, an L2 switch learns the ethernet addresses correctly
and packets are forwarded to the PEP host.
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3.5 Implementation and Evaluation

I implemented a prototype of CREBAS. Using the system, I measured performance in
a real environment and confirmed that the methods incur limited performance over-
head in a home network. Furthermore, I confirmed that CREBAS can provide more
fine-grained access control than flow-based control methods in a real protocol.

3.5.1 Prototype Implementation

Fig. 3.10 shows the WebUI of the prototype implementation. All capability requests,
pending authorization capabilities, and granted capabilities are listed. Users can
authorize capabilities manually by simply checking CapabilityName and clicking the
GRANT button. When the GRANT button is clicked, the CP processes the request
and applies the capability to the PEP. Based on an applied capability, PEP configures
an OpenFlow switch and twin devices. Access control is achieved with one click.

3.5.2 Performance Evaluation

In the performance evaluation, I used hostapd (a software access point), Allied
Telesis AT-TQ4600 (an AP that supports OpenFlow 1.3), and Aruba AP11 (a low-cost
AP for small businesses) with OpenWrt and Open vSwitch installed. For the PEP,
a ThinkPad X260 (Core i5-6200U (2 cores/4 threads), 16 GB memory) was used.
Two Raspberry Pi 4 devices were connected to the network, and each device had
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one authorized capability. Bandwidth was measured using iperf3, and latency was
measured using ping. Measured values are averages over 120 seconds.

The results of the measurements are shown in Fig. 3.11 and Fig. 3.12. Flow-based
control achieved almost the same throughput as direct communication without
control. Payload-based control achieved about 60 to 70% of direct communication.
Proxy-based control achieved about 70 to 80% of direct communication.

The same tendency is observed for latency. The RTT of flow-based control is almost
the same as direct communication. Payload-based control degraded RTT to 1.5 to
2 times that of direct communication. Proxy-based control is the same as payload-
based control because ICMP packets in both methods go through the same path.

From these results, flow-based control is suitable for large data transfers such
as video streams or latency-aware applications such as VoIP, and payload-based
or proxy-based control is suitable for neighbor search and control messages like
HTTP. Using the proper control method for each communication can minimize
performance degradation. Additionally, the results show that the methods do not
require expensive enterprise APs, and they also work well with low-cost APs. This
lowers the barrier to introducing the methods in real home networks.

3.5.3 Resource Consumption in PEP

I also measured resource consumption in the PEP. CREBAS provides payload-based
and proxy-based control via the PEP. Payload-based and proxy-based controls require
more computational resources. I measured CPU usage in the PEP and confirmed
that resource consumption is acceptable.
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Fig. 3.13: CPU usage in payload-based control with iperf3
(A dotted line is ideal throughput)
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Fig. 3.14: CPU usage in proxy-based control with iperf3
(A dotted line is ideal throughput)

I conducted the measurements with the following scenario. PEP runs on a virtual
machine (VM) with the same number of CPU cores and threads and the same
memory capacity as in the performance experiments. Two VMs are connected to the
PEP and run iperf3 and packet or message exchanges. Based on statistics [87, 88,
89, 90] about the number of devices in a home, in these measurements, I assume
eight devices (four smart devices, two smartphones, one tablet, and one PC) as
the load. From this assumption, if each device communicates in a full mesh, the
number of simultaneous connections will be 28. Considering the increase in devices,
I conducted the experiments with 50 parallel connections in iperf3.
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in proxy-based control

I conducted two experiments. One is iperf3 and the other is UDP packet or TCP
message exchange. In the first experiment, I varied the rate limitation of each iperf3
connection and measured CPU usage. In the second experiment, I varied the interval
of exchanging UDP packets or TCP messages. From the investigation of IoT device
communications [91], I used 1 KiB UDP packets and 10 KiB TCP messages. This size
setting covers most communications for IoT devices. The results are averaged over
60 seconds.

Fig. 3.13 and Fig. 3.14 show the sum of the throughput of iperf3 and the CPU usage
in payload-based and proxy-based controls. In payload-based control (Fig. 3.13),
payload-based control consumes about 50% to 60% CPU, and throughput does not
scale. This happens because the payload-based control needs to handle, parse, and
check all packets in a single thread. In proxy-based control (Fig. 3.14), CPU usage
increases roughly linearly with throughput. This is because each TCP connection is
handled in parallel in its own thread in proxy-based control. However, this control
cannot adequately sustain connections above 80 Mbps.

Fig. 3.15 shows the CPU usage of the payload-based control with the exchange of
UDP packets. CPU usage is less than 20% if the interval is longer than 10 ms. From
the investigation [91], most devices send fewer than 100 UDP packets per second
and less than 10 KiB/s. Therefore, payload-based control is expected to consume
very few CPU resources.

Fig. 3.16 shows the CPU usage of the proxy-based control to exchange TCP messages.
CPU usage is greater than 60% when the interval is shorter than 10 ms. This is
because the TCP transparent proxy used in proxy-based control needs to establish
connections for every message exchange. However, most devices rarely establish
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TCP connections frequently [91]. Therefore, proxy-based control is also expected to
consume very few CPU resources if used to control TCP message exchanges.

From these results, payload-based and proxy-based control will consume a lot of CPU
resources when they are used in inappropriate ways, such as large data transfers.
Such communications should be controlled with flow-based control. If payload-
based and proxy-based controls are used to control communications that do not
exchange large data, resource consumption is acceptable.

3.5.4 PoC with a Real Protocol

Attack Scenario

CREBAS aims to control communications among devices that use protocols lacking
authentication and encryption. Because of the absence of authentication, attackers
can easily perform malicious operations like stealing information and making devices
malfunction. CREBAS assumes not only completely malicious attackers but also
suspicious devices that work correctly but try to steal information covertly. Such
suspicious devices cannot be purged because users want to use the devices, and
users may not notice that devices are behaving incorrectly. CREBAS prevents attacks
from such devices by controlling communications in units of operation.

As stated in Section 3.4, some protocols [69, 86] operate over the HTTP REST API.
Previous works use flow-based control, so they can purge devices from the network,
but they cannot block only malicious communications or operations. CREBAS
prevents attacks from devices by controlling communications in units of operation
using not only flow-based control but also payload-based and proxy-based control.

PoC with DIAL Protocol

I controlled the Discovery and Launch (DIAL) protocol [69] with the CREBAS
prototype system. The DIAL protocol is based on the Simple Service Discovery
Protocol (SSDP) and the DIAL REST Service. SSDP discovers devices in a network,
and devices are controlled via HTTP REST API called the DIAL REST Service.

The DIAL protocol lacks access control mechanisms, allowing malicious devices to
detect and control other devices in a home network. Flow-based access control
can mitigate some of these problems, but it is insufficient. Flow-based control can
only allow or deny device discovery as a whole. Therefore, it cannot selectively
permit specific discovery packets. Moreover, because the REST Service uses HTTP,
flow-based control cannot selectively allow or deny individual API operations.
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Tab. 3.2: Example operations in DIAL

Operation HTTP Method and URI
Netflix Start POST /apps/Netflix?clientDialVer=2.1
Netflix Stop DELETE /apps/Netflix?clientDialVer=2.1
Netflix Hide POST /apps/Netflix//hide?clientDialVer=2.1
Netflix Status GET /apps/Netflix?clientDialVer=2.1

For SSDP, the response to a multicast discovery packet contains a Search Target (ST)
header that identifies the service. Payload-based control can inspect this header
in the payload. If the service in the ST header is permitted to be discovered, the
packet and its response packets are passed through. For the DIAL REST Service,
all operations are defined as an HTTP REST API. Proxy-based control can inspect
HTTP requests and enforce policies based on the method and URI. If the operation
is permitted, the request is passed through; if the operation is not permitted, the
request is discarded.

I confirmed that this control works with dial-reference [92], a simulator for the
DIAL protocol. For SSDP, only responses that contain the ST header with urn:dial-
multiscreen-org:service:dial:1 are permitted, and all others are dropped. For the DIAL
REST service, capabilities are assigned to each of the Netflix-related operations listed
in Table 3.2. I confirmed that only authorized devices could discover other devices,
and only permitted DIAL operations could be performed.

3.6 Discussion

3.6.1 The Validity of the Authorization Architecture

The proposed authorization architecture uses a capability-based model rather than a
policy-based model such as RBAC. The main benefits of the capability-based model
are fine-grained access control and improved usability. A policy-based model requires
users to define detailed policies for each device and each communication [93]. In
particular, which device may communicate with which other device must be specified
in advance. Users need to understand the details of communications among devices
and define policies such as access control lists. This process can be complicated
and may require testing before deployment in real environments. In addition, the
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granularity of control depends on users’ effort, which can lead to violations of the
principle of least privilege.

In contrast, in the capability-based model, a device defines capabilities for each
operation it provides. Authorizing a capability allows a device to perform the
corresponding operation, including the associated communication. Users do not
need to know the details of device interactions; instead, they authorize capabilities
when devices request them. Therefore, the capability-based model can provide fine-
grained access control with less user effort. However, the number of authorization
requests may increase. To address this issue, I designed Automatic Authorization to
reduce the number of authorization requests.

I also discuss the proposed authorization architecture and access-control methods
from the perspective of the guidelines in Section 3.3.

(1) Allow fine-grained control

I propose access control methods based on flow-based, payload-based, and proxy-
based control. As mentioned in Section 3.5, these methods cover not only flow-
oriented bulk transfers but also messages carried over TCP. Therefore, the granularity
of control depends on how capabilities are defined and how twin devices are
implemented. If device vendors define capabilities appropriately, users only need to
authorize a small number of capabilities to achieve fine-grained control.

(2) Plan for lending devices

A typical home has multiple users, and devices are loaned or shared among them [76,
77, 78]. In the proposed design, capabilities are issued to twin devices; therefore,
user-specific access control can be achieved by assigning a per-user twin device
to a shared physical device. In addition, the appropriate authorization scope can
vary—for example, some capabilities should be authorized only by the device owner,
while others may be authorized by family members or visitors. Therefore, the system
should support per-user authorization restrictions.

In a multi-user system, the system needs to know who is using the device. Switching
twin devices in the CREBAS WebUI or the device’s UI is one option, but it can be
burdensome. Mechanisms are required, such as encouraging a user to switch a
twin device when a lent device is connected to a user’s wireless AP. Developing a
multi-user system that considers lending devices is left for future work.
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(3) Include reactive policy creation

As shown in Fig. 3.9, users can manually authorize capability requests that were not
automatically authorized with one click.

(4) Include logs

Since all capabilities are issued or delegated via CP, the capabilities used for access
control are maintained on CP. Logs for authorization can be easily obtained from
CP.

The logs of the actual network access control operations are based on a controller in
the PEP and twin devices. In the implementation, a controller has logs for flow-based
control. The logs contain what twin device was started, what capability was applied,
and what flow was added to an OpenFlow switch. The twin devices have logs for
payload-based and proxy-based control. The logs contain what packets or messages
were received and how a twin device processed them. Since a controller and twin
devices are just software, the controller and twin devices can be designed to collect
more detailed logs and support analysis.

(5) Reduce or eliminate up-front complexity

By using twin devices and automatic configuration of twin devices, access control can
be achieved by simply connecting physical devices to an OpenFlow switch connected
to the PEP. Therefore, there is no need to configure settings or policies for each device.
Users can control communications only by making some authorization decisions in
Manual Authorization. Automatic Authorization is designed as a countermeasure to
the increase in authorization requests to users.

A profile system [79] can extend Automatic Authorization. Capabilities that are
often authorized and considered unlikely to cause security vulnerabilities can be
authorized automatically. With profiles to authorize such capabilities automatically,
Automatic Authorization will be more usable.

(6) Support iterative policy specification

Users may want to change authorized capabilities according to changes in their
environment and devices. To handle changes, CREBAS needs to support revoking
capabilities. This can be supported by simply adding “revoked capabilities” infor-
mation to the PEP. Users can revoke or re-grant capabilities. Additionally, timeout
mechanisms will help users to manage authorized capabilities by encouraging users
to reflect their current environments.
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As described above, the architecture and access-control methods largely meet the
guidelines. However, some points need to be addressed in the future.

3.6.2 The Effectiveness of Automatic Authorization

Automatic Authorization is designed for cooperation among the same vendor’s
devices. In the authorization architecture, CREBAS needs to authorize and issue
capabilities for all communications including device discovery. If a device wants
to discover other devices, users are required to authorize each capability to the
discovering device. As an example, suppose there are n devices, and each device
wants to discover the others. Without Automatic Authorization, users need to
authorize capabilities n(n − 1) times. If there are 10 devices on a home network
and they want to discover each other, users must authorize them 90 times. This
is a weakness of the capability model. To reduce the number of authorizations in
the capability model, I designed Automatic Authorization. Automatic Authorization
reduces the number of authorizations from n(n − 1) to zero. Users are not required
to authorize many times, and devices can discover each other.

3.6.3 Comparison with Prior Work

CREBAS provides fine-grained network access control to control communications
in units of operations. However, there is a dilemma that the more fine-grained the
control provided, the more effort is required for users to configure the control. If the
required operations are complex or burdensome, users will misconfigure the system
or avoid using it. Usability is very important, and the access control system needs to
account for that.

As discussed in Section 3.2, prior work [26, 80, 81, 70, 71] does not discuss how to
configure such systems or only provides a profile-based system. Such approaches
are unlikely to be adopted in home networks, and more work is needed to apply
them in real deployments. Some appliances (e.g., FortiGate, YAMAHA, SquidGuard,
etc.) provide rule-based or profile-based access control. These require users to
configure rules described by regular expressions or use “black-box” profiles. Such
setup processes are too burdensome for ordinary people.

CREBAS is designed to enable access control with one click based on knowledge
for usable access control systems [74]. “One click” means that CREBAS does not
require users to configure complex policies and rules. CREBAS generally requires
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two steps to configure access control. Users just need to read the brief description
of a communication and click the GRANT button on the WebUI to allow it, like
permission management in smartphones.

This is achieved by an authorization architecture based on the capability model and
a network access control method including auto-configuration mechanisms. The
authorization architecture handles capabilities that have descriptions and specifica-
tions of communication and a policy for automatic authorization. Furthermore, as
described in Section 3.4, components including capabilities and twin devices are au-
tomatically configured using DHCP. Users do not need to care about network status
and protocols like “What IP address is assigned to the device?”. As demonstrated in
Section 3.5.4, the one-click configuration with CREBAS works in a real environment,
and users are not required to configure rules or policies.

However, users may make inappropriate authorizations by mistake. To reduce such
mistakes, the user interface should be designed appropriately. The design of the
user interface is beyond the scope of this chapter. However, the capability-based
authorization architecture will make it easier because users do not need to define
rules or policies. Additionally, the detection of mistakes by machine learning [94]
will be easier. This is because all authorizations and controls are represented
as capabilities like permissions in smartphones, not complex rules and policies.
Detecting suspicious authorizations (capabilities) and recommending that users
revoke them will help reduce misconfiguration.

3.6.4 The Limitations of CREBAS

CREBAS has two limitations arising from twin devices.

One limitation is that if a physical device does not have a twin device, CREBAS does
not work. Users must develop a twin device themselves if a device does not have one.
However, some devices may lack vendor support or public protocol specifications,
and this prevents users from developing twin devices. This is also true for prior
work discussed in Section 3.6.3. They require the protocol to be public to define
their rules or profiles. Device vendors should develop twin devices or make their
protocols public to enable CREBAS and prior work to protect other devices.

The other limitation is the granularity of access control. The granularity of access
control relies on twin devices. Twin devices may provide insufficient granularity
of control and capabilities. Such a twin device is undesirable, and device vendors
should develop twin devices earnestly to protect their devices.
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3.7 Conclusion

In this chapter, I proposed CREBAS, a system that enables access control in a
home network with one click. To realize this system, I proposed a capability-based
authorization architecture and network access control methods. I designed an au-
thorization architecture according to the guidelines of access control in a home.
Automatic Authorization uses capability delegation to make authorization decisions
and reduce user burden. To provide sufficiently granular access control with autho-
rized capabilities, I designed network access control with flow-based, payload-based,
and proxy-based control. These methods enable more fine-grained access control
than prior work. Twin devices process capabilities and control packets with minimal
modification of existing devices. Finally, the evaluation with a prototype system has
shown that the performance overhead is acceptable, and the methods work with a
real protocol.
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Acceleration of TCP/IP
Communications in Rootless
Containers

4

This chapter is based on a paper “bypass4netns: Accelerating TCP/IP Communica-
tions in Rootless Containers” published at AINTEC 2024 [95].

4.1 Introduction

Containers is an isolation technology provided by container runtimes that leverage
Linux kernel features. The software stack that provides containers consists of low-
level runtimes (e.g., runc [96]) and high-level runtimes (e.g., containerd [97]).
Thanks to isolation, a process in a container cannot perform malicious operations
on the host. However, vulnerabilities in low-level [54, 55] or high-level [56, 57]
runtimes can break isolation [98]. Because these runtimes run with root privileges,
such vulnerabilities may allow malicious code to run as root on the host.

Rootless containers [58] improves container security by running container run-
times without root privileges. Even if a runtime has vulnerabilities, malicious
code is not executed with root privileges. Rootless containers uses mechanisms
such as user namespaces to run without root privileges. However, it cannot use
network components designed for rootful runtimes. Therefore, RootlessKit [99]
and slirp4netns [100] provide communication with external endpoints for rootless
containers. External endpoints are those outside the intermediate network names-
pace (NetNS) constituting the rootless container network. While these components
enable a fully rootless network, they incur significant overhead, resulting in low
communication performance. This performance degradation is one factor preventing
wider adoption of rootless containers.

In this chapter, I propose bypass4netns (b4ns), a method to bypass the communica-
tion bottleneck in rootless containers. In principle, b4ns provides a rootless network
with performance equal to or better than that of a rootful container. I introduce
socket switching to bypass communication bottlenecks. It switches sockets created

45



in a container to sockets created on the host. Socket switching is also referred to
as "socket grafting" [101] and "socket replacement" [102]. Existing approaches rely
on LD_PRELOAD, which cannot handle statically linked applications, or on eBPF,
which requires root privileges. b4ns uses Seccomp User-space Notification (Seccomp
Notify) [103], supported since Linux kernel 5.0, and SECCOMP_IOCTL_NOTIF_ADDFD,
supported since kernel 5.9, to switch sockets without modifications to applications
or the kernel. This enables fully rootless socket switching, including for statically
linked applications. However, switching sockets alone is insufficient for application
compatibility. Misconfigured sockets can cause issues. For example, the apt-get
command hangs when a socket is switched but configured improperly. I investigated
socket behavior in applications and implemented b4ns accordingly.

Containers are often used in orchestration systems such as Kubernetes [60]. User-
netes [104] provides Kubernetes with rootless containers, but communication perfor-
mance is very low. It uses VXLAN to communicate among multiple nodes. Rootless
network components process the VXLAN packets, which causes significant per-
formance degradation. To address this problem, I propose rootless multi-node
communication with b4ns. It does not use any packet encapsulation approaches,
including VXLAN.

I confirmed that b4ns can provide up to 30× faster throughput than rootless con-
tainers without it. In addition, it showed significant performance improvements on
several applications. b4ns removes barriers to using rootless containers. It provides
more secure container technology without requiring application modifications. In
summary, the main contributions are:

1. I propose bypass4netns to accelerate rootless container networking with socket
switching without application modifications.

2. I propose a high-performance, fully rootless multi-node communication
method.

3. I implemented b4ns and confirmed that the proposed methods can accelerate
application communications without modifying them. b4ns provides more
than 30× faster communication.
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Fig. 4.1: Overview of the rootless container network
Components in the blue box provide a rootless network

4.2 Background

4.2.1 Rootless Containers

Rootless containers improves container security by running the container runtime
without root privileges. If a rootless runtime has vulnerabilities that allow code
execution outside containers, that code executes without root privileges. The impact
is less than with privileged container runtimes.

Rootless containers uses user namespaces (UserNS) to create namespaces without root
privileges. UserNS maps a non-root user such as uid=1000 on the host to a fake root
user (uid=0) in a UserNS. In the host environment, the user remains a non-root user.
UserNS enables container runtimes to provide containers without root privileges.
However, operations related to network interfaces cannot be achieved with UserNS
alone. The container runtime must create a veth pair both in a container and on the
host. This veth pair is the bridging point for container communication and requires
root privileges to create on the host. To enable container networking without root
privileges, rootless containers uses RootlessKit and slirp4netns.

Fig. 4.1 shows the current rootless container network. RootlessKit’s port driver [99]
handles connections from external endpoints. The port driver on the host accepts
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connections, and the port driver in the intermediate NetNS connects to contain-
ers. The port drivers relay connections by copying messages between two sockets.
slirp4netns [100] handles connections from containers to external endpoints. It
receives packets from containers via the TAP device and extracts payloads. Then, it
creates a SOCK_STREAM socket and sends the payloads to a peer. When slirp4netns re-
ceives payloads from the peer, it constructs TCP packets and sends them to containers
via the TAP device. These operations cause severe performance degradation.

4.2.2 Seccomp Notify

Seccomp (secure computing mode) [105] is a Linux kernel’s functionality for con-
trolling syscall executions in a target process. Seccomp is combined with a container
runtime. It hooks and filters syscalls when a target process in a container invokes
them. Seccomp filters syscalls with a statically defined policy and cannot filter
them dynamically. Seccomp Notify refers to “Seccomp user-space notification” or
“seccomp_unotify(2)” [103]. It provides an interface to filter syscalls dynamically
from a user-space process.

Fig. 4.2 shows the flow of syscall filtering in Seccomp and Seccomp Notify. Seccomp
requires a predefined policy to filter syscalls. The Seccomp module in the kernel
filters syscalls invoked by the target process based on the policy before execution. If
the syscall is allowed to execute, the kernel executes it and the result is returned
to the process. If not allowed, the syscall is not executed and Seccomp returns an
error. Seccomp Notify enables filtering syscalls dynamically. A process that checks
and filters syscalls is called the supervisor process. Seccomp Notify provides a file
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Tab. 4.1: Comparison with socket switching approaches

Fully
Rootless Performance

No kernel
modification

No application
modification

Publicly
available

RootlessKit
port driver [99]

slirp4netns [100]
✓ Low ✓ ✓ ✓

lxc-user-nic [106] Mid ✓ ✓ ✓
AF_GRAFT [101] High LD_PRELOAD ✓

Slim [107] High LD_PRELOAD ✓
O2H [102] High ✓ ✓

bypass4netns ✓ High ✓ ✓ ✓

descriptor called notify fd to the supervisor process to interact with the Seccomp
module. When the target process calls a syscall, the module notifies the call via the
notify fd to the supervisor process. The notification contains various information
including the type of syscall, its arguments, and PID. The supervisor process handles
the notification and decides whether to execute the syscall with the information.
The decision is returned via the notify fd, and the module filters the syscall based on
the reply. Since Linux kernel 5.9, SECCOMP_IOCTL_NOTIF_ADDFD has been available.
This allows the target process to use a file descriptor that references the supervisor’s
file description (for example, a socket).

4.2.3 Socket Switching

Table 4.1 compares socket switching methods. lxc-user-nic [106] is known as a
network feature for unprivileged LXC [46]. It provides veth pair interfaces without
root privileges. However, lxc-user-nic effectively runs as the root user. Therefore, if
lxc-user-nic has a vulnerability such as [108, 109], malicious operations can be exe-
cuted with root privileges. Some approaches bypass container networks to accelerate
TCP/IP communications. AF_GRAFT [101] and Slim [107] replace socket operations
in applications with their sockets with LD_PRELOAD. libc is a popular shared library
that provides wrapper functions for system calls, including socket-related ones.
LD_PRELOAD approaches hook these libc socket-related function calls and modify
their behavior. However, these approaches cannot replace sockets in statically linked
applications because those applications do not call libc functions. Furthermore, they
require loading a kernel module. If such a module has vulnerabilities, it can cause
serious damage to the entire host. Relying on a custom kernel module is inconsistent
with the philosophy of rootless containers. O2H [102] switches sockets in containers
to the host’s sockets using eBPF. It does not require modifications to applications,
including statically linked ones. However, attaching eBPF programs to the host
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requires root privileges. In rootless containers, all components including network
plugins should run without root privileges. bypass4netns is designed to work in a
fully rootless manner. In the field of serverless computing, the same approach is
used to accelerate communications among functions. SPRIGHT [110] uses shared
memory to relay payloads and eBPF to switch sockets to their proxy. SPRIGHT
aims to accelerate communications on the same host, whereas b4ns accelerates
communications with external endpoints. The rootless socket switching approach in
bypass4netns could be applied to SPRIGHT.

4.3 The Design of bypass4netns

This chapter presents bypass4netns (b4ns), a method to improve communication
performance by switching sockets. RootlessKit and slirp4netns relay communications
between the host and an intermediate NetNS. b4ns bypasses these components by
switching sockets in the container to sockets created on the host side.

4.3.1 Overview of bypass4netns

Fig. 4.3 shows the overview of b4ns. b4ns works with a rootless container runtime
and uses Seccomp Notify. The two major roles of b4ns are creating sockets on
the host and switching container sockets to host sockets. If a communication is
to or from an external endpoint, b4ns performs socket switching. Inter-container
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communication is not handled by b4ns because it uses veth pairs and bridges in the
intermediate NetNS.

b4ns uses sockets created on the host, which is similar to using the host NetNS
instead of the container NetNS. However, using the host NetNS directly can leak
abstract UNIX domain sockets from the host into containers, resulting in vulner-
abilities [111]. To ensure security, b4ns does not use the host NetNS directly; it
switches only sockets connecting to or from external endpoints. This design pre-
serves the container’s NetNS. It also allows IP addresses to be assigned to containers
for inter-container communication.

4.3.2 Analyzing Socket Behavior with eBPF

To choose sockets to switch, b4ns requires the connection endpoint or the port to
bind. Additionally, some applications configure options on sockets, such as non-
blocking mode. Incorrect configurations can lead to unexpected behavior. To ensure
compatibility, b4ns must correctly capture such options and configure created sockets
accordingly. This raises the following questions.

Q1: What kinds of syscalls are executed for sockets? Hooking syscalls with Sec-
comp Notify introduces overhead. Hooking every syscall would degrade application
performance. To minimize performance degradation, b4ns needs to handle only
the syscalls related to switching sockets. Syscalls perform operations on sockets via
file descriptors. Some syscalls (e.g., read(2)) are not socket-specific, and the set of
socket-related syscalls is not explicit.

Q2: Which syscalls configure sockets? Applications sometimes configure the
non-blocking option or buffer size on their sockets. To avoid affecting application
behavior, b4ns records these options and configures created sockets accordingly.

I explored these points by collecting syscalls from several applications (iperf3, wget,
nginx, apache). To collect the syscalls, I used tracee [112], an eBPF-based syscall
tracer. I implemented a script to retrieve operations on each socket’s file descriptor
from the collected traces. The syscalls were investigated and classified into seven
classes based on their behavior. Table 4.2 shows the classes. Previous works [101,
107] replace syscalls, including (6) Communication syscalls, with their own APIs. To
avoid performance degradation, b4ns does not handle (6) Communication syscalls.
b4ns uses Linux sockets as the switched sockets and therefore does not need to
provide its own socket APIs or API replacements. b4ns switches the target of a file
descriptor from a socket in a container to a socket on the host. It does not change
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Tab. 4.2: Traced syscalls related to sockets

Bold syscalls are hooked by bypass4netns
syscalls

(1) Creation socket
(2) Configuration fcntl, setsockopt, ioctl
(3) Connection connect, bind

(4) Status
getsockopt, getsockname,

getpeername
(5) Derivation accept, accept4, clone

(6)
Communication

poll, recvfrom, sendfile
write, select, read, listen

lseek, readv, writev,
epoll_ctl, epoll_wait

(7) Close close, shutdown

the file descriptor or socket APIs. Processes execute syscalls like write(2) with the
same file descriptor, and a socket on the host handles them instead of one in the
container.

4.3.3 Socket Switching With Seccomp Notify

b4ns performs socket switching with SECCOMP_IOCTL_NOTIF_ADDFD. Fig. 4.3 shows
the overview. The accelerated container is configured with a Seccomp Notify profile
provided by b4ns. The profile is set to notify syscalls related to socket switching,
as shown in Table 4.2. b4ns does not hook other syscalls; they execute normally.
When the related syscalls are called, b4ns receives a notification message containing
information about the syscall from the kernel via the notify fd. After validation, b4ns
processes the syscall based on its class. When b4ns performs socket switching, it sets
the SECCOMP_IOCTL_NOTIF_ADDFD flag in the reply message and includes the new
socket’s file descriptor to replace the original. With this flag, the Seccomp module
changes the target of the file descriptor from a socket in the container to the newly
created socket.

Fig. 4.4 shows the entire flow of socket switching. First, a process in a container ac-
quires a socket via (1) Creation or (5) Derivation syscalls. b4ns ignores these syscalls.
Then, a process configures the socket with (2) Configuration syscalls. b4ns needs
to know what configurations are set on the socket, so it hooks (2) Configuration
syscalls and records them as socket options with their arguments. When (3) Connec-
tion syscalls are called, b4ns reads their destination address or binding port. If the
destination is an external endpoint or the port is a published one, b4ns performs
socket switching. During socket switching, b4ns creates a new socket and configures

52 Chapter 4 Acceleration of TCP/IP Communications in Rootless Containers



(1) Creation

(2)
Configuration

(3) Connection

Other syscalls

(7) Close
Seccom

p N
otify

Record options

bypass4netns

Create Socket

Configure Socket

Cleanup

Syscalls to a socket in
a container

Socket
Switching

(4) Status

(5) Derivation

Return
dummy values

Fig. 4.4: Flow of socket switching

it with the recorded options to match the state of the container’s socket. Then, using
SECCOMP_IOCTL_NOTIF_ADDFD, b4ns switches the container’s socket to the created
socket. After socket switching, a process can call (4) Status syscalls. With b4ns,
the peer’s address is not the container’s but the host’s address when connecting to
another container’s published port. Connecting to another container but showing the
host’s address is confusing for some applications. To solve this issue, b4ns returns
the container’s address when the syscall is called. Finally, a process calls (7) Close
syscalls, and b4ns cleans up the socket. For syscalls that are not related to socket
switching, b4ns sends a response message to allow syscall execution.

4.3.4 Publishing Ports with Socket Switching

Users publish container ports to make them accessible to others. This operation is
called publishing ports. For example, an application in a container listens on 80/tcp.
Other hosts cannot connect to the port because the application is in the container’s
NetNS and is isolated from the host’s NetNS. If a user publishes the port as 8080/tcp,
others can access the application via the host’s 8080/tcp port.

b4ns accelerates published ports by binding the socket with the published port on the
host, but this causes the issue shown in Fig. 4.5. In conventional rootless containers,
ports are published with RootlessKit. Applications bind sockets in their container’s
NetNS, and RootlessKit relays connections from outside the intermediate NetNS.
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When an application in a container listens on 80/tcp and the port is published
as 8080/tcp, other containers in the same intermediate NetNS can connect to
the application at C2:80/tcp. Others outside the intermediate NetNS connect to
Host:8080/tcp, and the connection is relayed by RootlessKit. With b4ns, the socket is
switched to a host socket, and other containers cannot directly connect to C2:80/tcp.
To solve this issue, b4ns rewrites the destination address in connect(2). When a
container connects to a published port (C2:80/tcp), b4ns rewrites the address to the
host’s published address (Host:8080/tcp). This enables containers to use C2:80/tcp
transparently while external hosts use Host:8080/tcp.

4.3.5 Fast Multi-node Communication

Containers are often used in multi-node environments such as Kubernetes. In the
Kubernetes network model [113], it requires four communications: Pod-to-Pod,
External-to-Service, Pod-to-Service, and Pod-to-External. These communications
require that every Pod and Service in a cluster can communicate with every other
even when deployed to different nodes. To enable multi-node communication, users
employ overlay networks with encapsulation approaches [114] or L3 routing-based
approaches [115]. The L3 routing approach is not feasible because modifying the
host’s L3 routing table requires root privileges. Usernetes [104], which runs Kuber-
netes in rootless containers, provides multi-node communication with VXLAN [116].
In Usernetes, the VXLAN interface is created in rootless containers to avoid requiring
root privileges. VXLAN packets are handled by slirp4netns and RootlessKit. Due

54 Chapter 4 Acceleration of TCP/IP Communications in Rootless Containers



C1

bypass4netns

Socket
connecting to

C2:80/tcp

C2

bypass4netns

Socket
binding on

80/tcp

Socket
connecting to 
HostB:12345

Socket
binded on
12345/tcp

HostA HostB

KVS

Container Host

C2:80/tcp HostB:12345/tcp

publish
80/tcp

1. Switch
the socket
2. Listen

on the host

3. Rewrite
destination address

4. Switch
the socket

Bypassed Connection

Fig. 4.6: Multi-node communication approach

to the overhead of these components, Pod-to-Pod communication performance be-
comes lower than port forwarding or rootful VXLAN communication. b4ns cannot
accelerate VXLAN communication because it handles only user-process sockets,
whereas VXLAN interfaces allocate sockets in the kernel. External-to-Service and
Pod-to-Service are not affected by b4ns without multi-node support because they use
NodePort [117], which does not rely on VXLAN [118]. Pod-to-External is accelerated
with b4ns using the same approach as in normal rootless containers. Pod-to-Pod
communications require another approach to accelerate.

To provide faster multi-node communication, including Pod-to-Pod, for rootless
containers, I propose a simple multi-node communication method without VXLAN.
Fig. 4.6 describes the approach. This approach is similar to Slim in that it does not
use an encapsulation protocol. Each node runs rootless containers and publishes
some ports. Each b4ns instance shares the mapping between a published container’s
address and the corresponding host address via a KVS. The implementation uses
etcd as a KVS. When an application in container C2 calls bind(2) on 80/tcp, b4ns
assigns a port (e.g., 12345/tcp) and binds the socket on the host. When C1 on HostA
tries to connect to the published port (C2:80/tcp) of C2 on HostB, b4ns rewrites its
destination address to the corresponding HostB address (HostB:12345/tcp).
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4.4 Implementation and Insights

4.4.1 Implemented Components

I implemented components with the design in Section 4.3. The implementation is
available at https://github.com/naoki9911/bypass4netns.

b4ns It receives notifications from containers and switches sockets as needed. One
b4ns is assigned to one container. Each b4ns and container is isolated, except for
multi-node communication.

b4nsd It manages bypass4netns lifecycle and configuration. When a container with
b4ns starts, b4nsd receives container and network information from nerdctl, such as
the ports to be published.

nerdctl [119] The implementation includes modifications to nerdctl to handle b4ns
and b4nsd. nerdctl is a Docker-compatible CLI for containerd [97]. It cooperates
with containerd and provides container functionality. When a container with b4ns
starts or stops, nerdctl notifies b4nsd of the container’s information to start or stop
b4ns.

4.4.2 Insights in Implementation

Seccomp Notify handles only syscalls before execution

Seccomp filters syscalls before their execution; this is also true for Seccomp Notify.
It checks syscalls and decides dynamically whether to execute them before execution.
b4ns manages options and states based on file descriptors (FDs). However, b4ns
cannot know which FD was assigned by socket(2) because b4ns cannot observe
the return value due to the Seccomp limitation mentioned above. To overcome
this limitation, b4ns checks whether an FD refers to a socket and registers the FD
when relevant syscalls are hooked. Furthermore, FDs sometimes already refer to
connected sockets. Such FDs can be seen after (5) Derivation syscalls in Fig. 4.4.
b4ns checks whether the socket is connected with getpeername(2). If the socket is
connected, it registers the corresponding FD as a non-switchable socket. Once the
FD is registered, b4ns performs socket switching based on the registered state and
recorded options.
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Insufficient privileges

b4ns uses /proc/<PID>/mem to read and write destination addresses. Some con-
tainer applications create users in a container and run as those users. b4ns runs
without elevated privileges and does not have permission to read or write another
user’s process memory. To read and write another process’s memory, b4ns launches
an agent to open /proc/<PID>/mem as the process’s user using nsenter(1). The
agent passes the opened FD to b4ns via a UNIX domain socket, and b4ns reads and
writes the process’s memory.

4.5 Evaluation

This section evaluates both network-level and application-level performance.

4.5.1 Environment

Evaluations were performed on QEMU/KVM virtual machines (VMs). The host has
an AMD EPYC 7452 (32 cores, 2.35 GHz base clock) with Ubuntu 22.04. Each VM
was assigned 8 vCPUs and 16 GB of memory with Ubuntu 22.04. Benchmarks were
run between a benchmarking container in one VM and a server container in another
VM on the same host.

Benchmarks covered six network configurations.

rootful-pfd Containers run with containerd as root. Ports are published with port
forwarding (i.e., the -p option).

rootless-pfd Containers are rootless. Ports are published with port forwarding, and
communications are processed by slirp4netns and RootlessKit.

b4ns-pfd Containers are rootless, and b4ns performs socket switching on published
sockets.

rootful-vxlan Containers run with containerd as root. Hosts have a VXLAN interface,
and containers on both hosts communicate via the VXLAN tunnel.

rootless-vxlan Containers are rootless. They have a VXLAN interface and 4789/udp
is published, which means slirp4netns and RootlessKit process all VXLAN packets.

b4ns-multinode Containers are rootless, and multi-node-enabled b4ns performs
socket switching.
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Fig. 4.7: Switch overhead

4.5.2 Switching Overhead

The evaluation measured the overhead caused by Seccomp Notify and by socket
switching. b4ns was modified to hook getpid(2) and its execution time was
measured to evaluate the overhead caused by Seccomp Notify. Socket switching
does not require hooking getpid(2), but this syscall is useful to measure Seccomp
Notify overhead because it is simple and always succeeds. b4ns allows getpid(2)
to execute and does nothing else. To measure the switching overhead, a program
that calls connect(2) to a server and then close(2) was used. This is the smallest
case that invokes switching. I measured the elapsed time from immediately before
connect(2) to immediately after close(2). Fig. 4.7 shows the results with the
average time for 100,000 getpid(2) executions and 10,000 socket switches. With
b4ns, getpid(2) took approximately 100 times longer than without it. b4ns was
designed not to hook (6) Communication syscalls that directly affect communication
performance. This design allows performance improvements despite Seccomp
Notify’s large overhead. Socket switching took about four times longer than in
rootful containers and almost the same as in rootless containers. This may cause
performance degradation when processing many short-lived connections. Some
applications use a connection pool to reuse connections, which reduces socket
switching and mitigates the degradation.

4.5.3 Application Compatibility

Compatibility was tested with the applications described in Table 4.3. To demonstrate
that b4ns works without modifying applications, official container images were used
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Tab. 4.3: Tested Applications

Application (version) Language
apt (2.4.12) [120] C++
iperf3 (3.16) [121] C
nginx (1.18) [122] C
redis (7.2.3) [123] C

memcached (1.6.22) [124] C
rabbitmq (3.12.10) [125] Erlang

etcd (3.3.25) [126] Go
postgresql (16.1) [127] C

mysql (8.2.0) [128] C++
HTTP Client (Go 1.21.3) [129] Go (static linked)
redis-benchmark (7.2.3) [130] C

memtier_benchmark (2.0.0) [131] C++
rabbitmq-perf-tester (2.20.0) [132] Java

etcd-benchmark (3.3.25) [133] Go (static linked)
pgbench (16.1) [134] C

sysbench (1.0.20) [135] C

when available. If not available, images were built from packages or source code
without modifications. b4ns was compatible with these applications, including
statically linked applications, except for HTTP Client (Go 1.21.3) [129]. When
running more than two HTTP clients concurrently using goroutines, Seccomp Notify
silently dropped some syscalls. This behavior is unexpected and warrants further
investigation before deploying b4ns in production environments. Running a single
HTTP client did not cause the issue, and performance was evaluated with one HTTP
client.

4.5.4 Application Performance

Application performance was measured with iperf3, nginx, Redis, and MySQL.

Throughput measurement with iperf3

Fig. 4.8 shows the throughput measured by running iperf3 [121] for 120 sec-
onds; values are averages over 10 runs. The other VM ran the iperf3 server in
a container. With one parallel stream, the results were rootful-pfd (17.9 Gbps),
rootless-pfd (570 Mbps), and b4ns-pfd (19.7 Gbps). A rootless container setup
with b4ns provided more than 30× higher throughput than one without it and was
slightly faster than the rootful setup. b4ns bypasses iptables and other network
modules, which appears to reduce overhead and provide better performance. For
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Fig. 4.9: Benchmark with nginx

multi-node communications, b4ns’s multi-node mode achieved higher performance
than VXLAN.

Static file distribution with nginx

Fig. 4.9 shows static file distribution performance with nginx [122]. The time to
download files 1,000 times was measured and throughput was calculated. Files
were generated by /dev/urandom. A benchmark client was implemented using
Go’s net/http as an HTTP client. The client was built as a statically linked binary.
This benchmark demonstrated that b4ns can handle statically linked binaries that
LD_PRELOAD cannot. Performance for rootful-pfd and b4ns-pfd was almost the
same. rootless-pfd, rootless-vxlan, and rootful-vxlan showed lower performance,
likely due to the overhead of rootless components and VXLAN.
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Redis benchmark with redis-benchmark

Redis [123] performance was measured with redis-benchmark [130]. Redis is a
key–value store (KVS). redis-benchmark was run with default parameters (data size
3 bytes, 50 parallel connections, no multithreading). Fig. 4.10 shows that b4ns
achieved almost twice the performance of rootless containers without b4ns. Rootful
containers had lower performance than rootless containers with b4ns. In latency
measurements, rootful containers had slightly higher latencies. In the iperf3 and
nginx benchmarks, communications were bulk transfers and thus were not heavily
affected by latency. Redis uses a request–response protocol, and latency appears to
affect its performance. Network components in rootful containers, such as iptables
and Linux bridge, increase latency. b4ns likely reduces latency by bypassing these
components, resulting in the best performance.

MySQL benchmark with sysbench

Finally, MySQL [128] performance was measured with sysbench [135]. MySQL is
a widely used relational database (RDB), and sysbench is a multithreaded bench-
mark tool for database systems. sysbench was run with the following parameters,
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and values were averaged over 10 runs. The number of threads was 4 and the
running time was 120 seconds. The oltp_read_write test, an online transaction
processing (OLTP) test with read and write, was used. Fig. 4.11 shows the result.
Rootless containers (rootless-pfd, rootless-vxlan) had relatively lower performance
and higher latency than the others. However, the performance improvements were
not as large as in iperf3, nginx, and Redis. Overall latency was higher compared
to the Redis benchmark. This implies that MySQL requires more time to process
transactions or queries on the server. For applications with longer round-trip times,
the impact of network improvements is relatively small, and the benchmark reflects
that.

4.6 Discussion

4.6.1 Security Considerations

Since b4ns switches sockets in containers to sockets created on the host, network
isolation is partially weakened. One concern is that iptables-based access control
is bypassed. Without b4ns, container communications are controlled by iptables
in the intermediate NetNS, but iptables cannot control communications with b4ns.
This is because communications with b4ns are treated the same as other communi-
cations on the host. Instead of relying on iptables for access control, b4ns checks
reachability in the intermediate NetNS to reflect iptables policies in socket switching,
using an approach similar to XMasq [136]. Thus, users can still control network
access indirectly by configuring iptables rules. In addition, b4ns can control every
connect(2) call, which will help provide syscall- or destination-based control.

Seccomp Notify poses a risk of allowing a container to connect to host services by
exploiting a time-of-check to time-of-use (TOCTOU) attack [137]. TOCTOU is a race
condition that modifies data after the check but before use. For b4ns, the address
for connect(2) is validated to prevent connections to the host’s loopback address.
However, if the process rewrites the address after validation, a race could allow
the connection. To mitigate this issue, b4ns should copy the address and execute
connect(2) itself.
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4.6.2 Kubernetes Support

b4ns includes a method to accelerate multi-node communication in Section 4.3.5.
Multi-node communication in b4ns targets faster Pod-to-Pod communication. The
evaluation shows that the method provides a faster multi-node network than current
VXLAN-based approaches. However, with this approach, all Pods allocate sockets on
the host. These sockets are exposed on the host, which may raise security concerns.
The host may also experience port exhaustion due to many allocations. The Usernetes
project plans to use a sidecar proxy to accelerate Pod-to-Pod communication without
exposing container ports. Future work will explore improved approaches for faster
rootless networking in Usernetes, potentially combining both strategies.

4.6.3 As a Versatile Socket Switching Method

Some fast TCP/IP communication approaches [138, 139] provide a BSD sockets API.
To use them, developers need to rewrite socket-related function calls in applications.
However, not all applications can be rewritten. LD_PRELOAD enables applications to
use modules without rewriting, but statically linked applications cannot use it. b4ns
provides functionality to switch application sockets, including those of statically
linked applications. b4ns can also switch sockets to other custom kernel module
sockets if the module provides file-descriptor-based sockets. In this chapter, its
functionality was demonstrated with rootless containers and Linux’s TCP/IP stack as
the target sockets, but it can be used with other TCP/IP stacks. b4ns makes it easier
to use newly developed socket modules with existing applications.

4.7 Conclusion

Rootless containers is a more secure container approach, but it suffers from com-
munication performance issues that prevent full utilization. This chapter presented
bypass4netns, a method to improve TCP/IP communication in rootless containers.
bypass4netns provides rootless container networking without communication perfor-
mance degradation. It switches sockets in a container to sockets created on the host
and bypasses slow network components. It also provides fully rootless multi-node
communication instead of VXLAN. I confirmed that bypass4netns provides up to
30× faster communication than conventional rootless containers without applica-
tion modifications. Future work includes applying b4ns to more applications and
improving Pod-to-Pod communication in Kubernetes integration.
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Efficient Container Image
Updating with Delta
Encodings

5

This chapter is based on a paper “D4C: Fast and Efficient Container Image Updating
for Edge with Delta Encodings” published in IEICE TRANSACTIONS on Communica-
tions, Vol.E108-B, No.7, 2025, ©2025 IEICE [140]. Copyright Notice: The material in this

chapter was presented in part at the IEICE TRANSACTIONS on Communications, and figures of this chapter are

reused from [140] under the permission of the IEICE.

5.1 Introduction

Containers provides an execution environment isolated from the host. An inde-
pendent root file system allows a container to run applications without modifying
the host’s root file system. In addition, users can distribute an environment with
the necessary libraries and applications preinstalled. This makes it easy to run
applications on end hosts. The root file system, which contains applications and
libraries, is called a container image. Images are distributed through registries that
host them.

Pull refers to downloading the container image and extracting its root file system. If
no image exists locally or the image has been updated, the host must pull the image.
Container images often range from hundreds of megabytes to several gigabytes,
even when optimized. Pulling new images repeatedly consumes substantial network
bandwidth. Pull time increases with image size. These issues are challenges in
container use. Serverless computing [141] requires containers to start quickly to
avoid degrading service quality. In IoT environments or edge computing, where
computing and network resources are severely constrained, pulling an image can
take several minutes [142]. Distributing images to hundreds or thousands of
devices increases network traffic costs on cloud-based distribution servers. Therefore,
updating and distributing lighter container images is crucial. Reducing update time
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and network resource consumption is important to provide better service quality in
edge environments.

To improve pulling, lazy-pulling [143, 144, 145, 146, 147, 64] has been proposed.
Lazy-pulling starts the container without pulling the entire container image. In these
methods, only the required files to start the container are preferentially downloaded,
and containers are launched. However, because these methods eventually pull
the entire container image, the transferred data size is not reduced. Another line
of work reduces the amount of data transferred during container image updates.
Starlight [63] utilizes local images and sends only updated files. This method
transfers whole updated files. Thus, even if only a tiny portion of the file is updated,
the entire file must be transferred in this approach. In environments with limited
network bandwidth, such as WANs [148] and cellular networks [149], it is necessary
to minimize transferred data, and there remains room for improvement.

In this chapter, I propose D4C (Delta updating For Container images) to reduce the
transferred data, the time to update images, and the storage usage required to store
them by using delta encoding. Delta encoding is a technique for compressing data
for updates by extracting a delta from files or contents. To apply delta encoding to
container image updates, it is necessary to reduce the time to generate and apply
deltas for container images. I propose a merge-based delta generation strategy and
Di3FS to leverage delta encoding in container image updating. This strategy speeds
up the generation of client-tailored deltas by merging already generated deltas.
Di3FS applies deltas when reading updated files so that clients can use the updated
container image without the time-consuming decompressing and application of all
deltas.

The evaluation confirmed that D4C reduced the size of update data by up to about
95% and provided approximately 10× faster updates compared to the file-by-file
approach. D4C’s merge-based delta generation approach produced required deltas
over 60× faster than generating deltas on demand. Even when the image size
exceeded 1 GB, the strategy generated deltas in an acceptable processing time.
Finally, performance benchmarks with PostgreSQL and PyTorch showed that D4C
did not influence their performance. This means that D4C provides faster container
image updates without significant application performance degradation.
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5.2 Background

5.2.1 Leveraging Containers at the Edge

While containers are being explored for use in IoT and edge computing [142], these
environments have constrained network resources compared to cloud computing.
I consider mobile networks such as 5G and access networks with speeds below
1 Gbps [149] as edge networks. Container images can sometimes be several giga-
bytes, necessitating significant time for distribution and deployment. This situation
elevates update costs and hinders developers from addressing bugs or adding new
functionalities. Additionally, when images are distributed to hundreds or thousands
of devices, the network traffic cost on the cloud-based distribution server will in-
crease. Therefore, lighter-weight container image updates are a crucial issue in
IoT and edge computing, where containers are deployed on numerous devices and
computers.

5.2.2 Container Image Update Issues

The container image [150] features a layered structure designed to minimize the
data size transferred and the disk space required to store the container image. A
layer is a collection of files corresponding to each operation in a Dockerfile, the
script for creating the container image. If a portion of the Dockerfile is modified, the
layers preceding the modification are preserved, requiring the transfer of only the
updated layers rather than the entire container image. This structure also facilitates
the creation of other container images based on an existing image. In such instances,
an image builder stacks layers containing modified or newly added files onto the
existing container image. When multiple container images utilize the same base
image, the layers of the base image are shared, thus reducing data transfer and disk
space usage.

Although layer sharing is intended to decrease data transfer and disk space consump-
tion, it is seldom practiced. According to a survey [151] on DockerHub, a container
image registry, 90% of all layers are referenced by a single container image, and
99.4% of layers have file duplication with other layers. Moreover, if a file deletion
operation is described in the Dockerfile, those files are not deleted but remain in a
pseudo-deleted state. Consequently, unused files persist in the layer, and this leads
to container image bloat. To mitigate such issues, a multi-stage build [152] isolates
the necessary build files, and a technique [153] installs packages and removes
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Fig. 5.1: Comparison of delta encodings

superfluous files in a single operation to minimize the number of files included in
the layer. However, these efforts do not always result in efficient image updates.

Starlight [63] proposes an approach to accelerate container image pulling. It does
not employ the layer-based image format. It transfers only the updated or added files
by comparing files in entire container images. While layer sharing does not enhance
efficiency, eliminating layers proves more efficient when distributing container
images to numerous servers or devices. However, since Starlight transfers the entire
content of updated files, there remains potential for reducing file size. D4C employs
delta encodings to reduce the amount of data transferred and the disk space required
for images.

5.2.3 Issues in Applying Delta Encoding to Image Updating

Delta encodings are algorithms that extract and apply changes between old and
new data. Obtaining these changes involves finding a common subsequence (CS)
with pattern matching, and there are numerous algorithms for this task. Two typical
approaches are chunk-wise checksums to find a CS and indexing the entire file
to obtain the longest CS. VCDIFF [154] is a well-known algorithm of the former.
xdelta3 [155] is a notable implementation of VCDIFF. bsdiff [156] represents the
latter, using a suffix array to obtain the LCS. These implementations are used to
transfer or synchronize files with minimal data transfer.

Each delta encoding algorithm has unique characteristics as shown in Fig. 5.1.
I generated deltas with xdelta3 and bsdiff for the postgres binary (bin) and a
decompressed redis image (tar). The delta size ratio in Fig. 5.1 is defined as the
generated delta size divided by the new binary or tar file size. xdelta3 generates
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deltas quickly but has poor compression efficiency, whereas bsdiff offers better
compression efficiency at the cost of increased time. For redis tarball files, bsdiff
required significant time to generate deltas. The computational resources and
time needed to generate deltas increase with file size. This makes delta encodings
impractical for fast container image updates when applied directly. In turn, the right
figure in Fig. 5.1 shows that merging deltas does not significantly increase time
compared to generating deltas from scratch. This property is useful to accelerate
delta generation.

Distributing layers in tarball format also poses challenges, especially in IoT envi-
ronments. The tarball format combines files and directories into a single file and
compresses it using compression formats like gzip or xz before distribution. However,
IoT devices, such as the Raspberry Pi, require considerable time to decompress these
formats due to limited storage and CPU performance [142]. Thus, a distribution
format like stargz [64], which is used in lazy-pulling and allows access to included
files without decompressing the entire image, is necessary.

In summary, the following issues exist in the distribution of container image updates
with delta encodings:

• Fast and highly compressed delta generation considering client-owned images

• A distribution format that does not require decompression of the entire image

The approaches in Section 5.4.1 address these issues.

5.3 Related Work

5.3.1 Reduction in Data Size and Time Required for Pull

Several improvements have been proposed to reduce the size or time required to
update container images. These reductions can be divided into two categories:
reducing the container image size and improving the pull process itself.

One category focuses on reducing the size of the container image itself. Various
approaches have been proposed [157, 158, 159] to eliminate files that are no
longer needed in the layer or are duplicated between layers. Skourtis et al. [157]
formulated the problem of image size reduction based on the trend of files included
in a layer and proposed a method to merge similar layers between container images.
Lu et al. [158] proposed a method to detect operations that cause image bloat in
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the layer structure, such as deleting downloaded files in image builds. However,
Starlight [63] pointed out that improving efficiency in a layer structure is difficult.

The other category involves improvements to the pull process itself, specifically the
operation of downloading and decompressing the compressed container image. This
approach is divided into three categories: not pulling container images, partially and
lazily pulling container images, and using a dedicated system for updating container
images.

Slacker [143], Cider [144], Wharf [145], and CernVM-FS [160] mount container
images on shared storage or distributed filesystems. However, these methods require
a stable network and shared storage, making them unsuitable for remote hosts
in terms of availability. P2P-based methods [161, 162, 163, 164, 165] have also
been proposed, taking advantage of each host having images. However, these are
ineffective if network resources are limited.

An approach called lazy-pulling exploits a container-specific characteristic to re-
duce pulling time. When starting a container, downloading and decompress-
ing the container image accounts for 76% of the startup time, while the files
needed to start the container account for only 6.4% of the total image pulling
time [143]. Lazy-pulling prioritizes downloading files necessary to start the container.
stargz-snapshotter [64], FogDocker [146], and Gotanda et al.’s approach [147]
employ lazy-pulling. These methods record essential files for container startup during
execution and optimize downloading based on these records. stargz-snapshotter
creates and distributes container images using stargz [166], a gz-compatible com-
pression format that enables files to be read without full decompression. This allows
lazily pulled images to be used like conventional ones. However, these approaches
inherently suffer from the same problem as the first category. If the network becomes
unavailable, required files cannot be read, and processes in a container may hang or
abort.

Starlight [63] aims to achieve fast updates and startups, even in environments with
limited network resources, by transferring only the updated files. This method com-
pares container images in a local and a remote registry, and transfers only updated
files. However, when a large file is updated, the entire file must be downloaded
even if the change is small. This inflates the update data size. Such an approach is
undesirable in environments with limited network bandwidth, such as WANs [148]
or mobile networks [149]. To provide more efficient and fast updating, it is necessary
to reduce the size of deltas. Additionally, Starlight generates deltas on demand based
on the container images in the client. It increases the server’s load and updating
time. This is also true for delta encodings. While smaller deltas reduce data transfer,
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Tab. 5.1: Comparison between applications with delta encoding

Content type
Granularity
of update Protocol

When
applying deltas

Web [171, 172] a few files a file batch immediately
Firmware [173]

Application [174]
Updating

a bundle
with a few files a bundle batch immediately

File Sync [175, 176]
Remote File System [177] many files a file sequential immediately

Container Image
Updating

a bundle
with many files a bundle batch lazily allowed

they can increase the time to generate deltas. This increases overall update time. It
is necessary to consider how to generate the required deltas in a short time.

DADI [167], Nydus [168], and zstd:chunked [169] employ chunk-based deduplica-
tion to reduce the size of container images. In contrast, D4C employs various delta
encoding algorithms, including non-chunked methods such as bsdiff, to achieve
higher compression ratios. Although the techniques proposed in these works could
be beneficial for improving D4C, they are outside the scope of this chapter.

I previously proposed a delta encoding-based updating approach [170]. However,
it cannot provide faster updating in some cases and cannot handle large images.
In D4C, I improved the method with approaches including an improved merge
strategy and a multithreaded process considering large images. Additionally, more
evaluations were performed for delta generation and Di3FS. The results show that
the approach provides faster updating than the previous approach.

5.3.2 Content Distribution Using Delta Encoding

Table 5.1 compares applications with delta encoding and container image updating.
WebExpress [171] and Banga et al. [172] proposed extracting deltas for each
URL-tagged content. Delta encoding is also used in file synchronization, such as
rsync [175] and NetSync [176]. A server calculates hash values for each chunk
and sends them to a client. The client sends the unmatched chunks to the server,
allowing files to be synchronized with minimal data transfer. LBFS [177] is a file
system enabling fast file operations even in low-bandwidth networks with delta
encoding and client caches.

These approaches in Web and firmware or application updating handle a few files
or a single bundle containing a few files, so the time to generate deltas is short
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or not considered. Unlike them, container images contain various files, such as
executable binaries and compressed files. In container image updating, servers must
generate deltas for many files quickly to reduce updating time. An approach is
needed to generate deltas tailored to each client rapidly. Additionally, container
image updating has a unique characteristic: there is no need to apply all deltas
when the updated images are used, and applying deltas lazily is acceptable like
lazy-pulling. This characteristic is beneficial for faster updating.

In terms of a protocol, file synchronization and remote file system methods use a
sequential transfer protocol that employs a hash to detect different chunks between
the client and server and transfers the deltas sequentially. This protocol is designed
to work for files that are being modified. However, Chen et al. [63] pointed out that
such a sequential protocol can cause performance degradation when provisioning
container images. In container image updating, each image is bundled as a static
file. It is possible to generate deltas in advance and bundle them into a single file.
Therefore, the protocol for container image updating should use a batch protocol
that transfers all deltas as a single bundle.

5.4 Design of D4C

5.4.1 Approaches to Apply Delta Encodings

This section summarizes the issues of applying delta encodings to container image up-
dates in Section 5.2.3. D4C addresses these issues with the following approaches.

For fast and highly compressed delta generation for container images, I propose
two methods: file-oriented delta generation and a merge-based delta generation
strategy.

In file-oriented delta generation, deltas are generated for each file within the con-
tainer image instead of generating a delta for the entire container image. As shown
in Fig. 5.1, larger files require more time for delta generation. By targeting individual
files and handling them in parallel, D4C reduces the time to generate deltas.

While file-oriented delta generation accelerates delta generation, it is still necessary
to avoid generating deltas individually for each client. As noted in Section 5.2.3,
merging deltas does not take significant time compared to generating deltas from
scratch. Utilizing this characteristic, D4C employs a merge-based delta generation
strategy. Deltas are generated in advance and then merged based on the client’s
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Fig. 5.2: Overview of D4C

images. Despite the computational intensity of delta encoding, merging deltas
bypasses the need for finding common subsequences, thus enabling high-speed delta
generation. Although xdelta3 supports merging deltas, bsdiff does not. Therefore, I
propose an algorithm called DeltaMerging to merge bsdiff’s deltas.

For an image format that does not require decompression of the entire image, I
propose a dedicated format and Di3FS utilizing the estargz approach. The estargz
format compresses each file independently, allowing file operations without decom-
pressing the entire image. D4C uses this format as a bundle of deltas and accesses
each file via a dedicated file system called Di3FS. Di3FS provides updated files by
applying deltas contained in a bundle.

5.4.2 Overview of D4C

Fig. 5.2 shows the D4C system. Deltas between two container images are bundled
into a single file called a delta bundle. A delta bundle consists of deltas and
metadata, as detailed in Section 5.4.3. An update bundle, comprising a delta
bundle and metadata necessary for launching containers, is generated based on
delta bundles, and the client uses the update bundle to perform update operations.

D4C deploys components on both the client and server sides for transferring update
bundles.

The server includes an update bundle server and a delta bundle store. Ac-
cording to the delta bundle generation strategy outlined in Section 5.4.4, delta
bundles are pre-generated and stored in the delta bundle store. The D4C strategy
requires three delta encoding functions. Generation of a delta produces a delta from
two data sets. Application of a delta creates new data from old data and a delta.
Merging of deltas creates a delta from two existing deltas. D4C is compatible with
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any delta encoding that supports these functions. I used xdelta3 and bsdiff. The
update bundle server generates an update bundle based on the client’s existing
images and transfers it to the client. As discussed in Section 5.3, the sequential
transfer protocol used in file synchronization and remote file systems is unsuitable
for container image updates. Instead, D4C employs a batch transfer protocol. It
sends the entire update bundle at once.

The client comprises a snapshotter plugin, which works with the container run-
time, and Di3FS, a file system providing files for containers with update bundles.
The snapshotter plugin presents updated container images as a snapshot, allowing
the container runtime to use the updated images via Di3FS. Di3FS provides new
images based on the update bundle without decompressing it entirely. The new
image is mounted using Di3FS with the provided update bundle, and a container is
launched via Di3FS.

5.4.3 Generating Delta Bundles

Fig. 5.3 shows the process of generating delta bundles from container images. D4C
bypasses the traditional layer structure by combining all layers into a single layer.

D4C manages container images and delta bundles based on their contents, using
hash values (e.g., sha256:a4f..) as image IDs instead of tags (e.g., nginx:1.2).
This ensures proper handling of container images even if the tag changes. Each delta
bundle contains the IDs of the new and old images: the old image’s ID indicates the
source image for applying deltas, while the new image’s ID denotes the updated
image.

D4C generates deltas by comparing files between the old and new images. Deltas
created through delta encoding are termed delta files. If a file is newly created, the
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entire file is compressed and copied, referred to as a new file. Delta bundles include
only files present in the new image. During delta bundle generation, the directory
structure and file attributes (name, size, permissions, owner) of the new image are
preserved as metadata. To accelerate the delta generation, D4C utilizes multiple
threads, independently generating deltas for each file in each thread. Writing results
to a delta bundle, which requires specific offsets, is performed by a single thread to
maintain consistency.

As discussed in Section 5.2.3, delta bundles must be accessible without decompres-
sion. The delta bundle format utilizes a key structure used in existing methods [64,
63]. Delta bundle metadata includes file attributes and offsets. It provides the list
of files and their attributes without reading file content. Metadata is placed at the
head of the delta bundle, with delta and new files concatenated at the tail, forming
a single file that can be accessed without decompression.

To safeguard against corruption or tampering, delta bundle metadata includes hash
values for each file and directory. For files, D4C calculates a SHA256 hash of both
file attributes and the updated file body, storing it in the metadata. For directories,
D4C computes a hash value from the metadata, incorporating the hash values of
the directory’s children. When opening an updated directory or file, D4C verifies
the integrity of the directory structures, each file’s attributes, and the content by
validating the hash values.
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Tab. 5.2: Types of entry in metadata

Type Meaning Content

FILE_NEW
Newly

created file
Attributes

and new file

FILE_SAME
Nothing

modified file Attributes

FILE_DIFF
Something

modified file
Attributes

and delta file

DIR Directory
Attributes

with its child

SYMLINK Symlink
Attributes

with real path

HARDLINK Hardlink
Attributes with

resolved target path

The entry types included in a delta bundle are listed in Table 5.2. Tarballs can
include hardlinks, which must be managed to prevent unnecessary increases in delta
size. D4C generates delta bundles directly from a tarball image. When encountering
a hardlink entry during delta bundle generation, D4C resolves the target path and
records it in the file attribute. Upon mounting the delta bundle, Di3FS links the
HARDLINK entry’s inode in the same manner as traditional file systems.

5.4.4 Merge-based Delta Bundle Generation Strategy

D4C generates the required delta bundles by merging multiple delta bundles, taking
into account the client’s old images. One characteristic of updating using delta
encodings is that delta files require old files, which poses a challenge for methods
with delta encodings. Let Vi denote image tags and ∆(Vi,Vj) represent the delta
bundle from ImageVi

to ImageVj
. When a client has ImageV1 locally and needs to

update to ImageV3 , skipping ImageV2 , there are three approaches to provide the
delta bundle. The first is that a server transfers both ∆(V1,V2) and ∆(V2,V3). However,
the total size of bundles can exceed the size of the new container image [178].
The second is to generate a new delta bundle ∆(V1,V3) from ImageV1 to ImageV3 .
Generating delta bundles upon request or in advance becomes impractical as the
number of candidate delta bundles increases. The third method is to generate delta
bundles ∆(Vi,Vi+1) in advance and generate the required delta bundle by merging
them. This method leverages the fact that merging deltas is fast as shown in Fig. 5.1.
It enables the quick generation of the required delta bundle. D4C uses the third
approach.
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To merge delta bundles, D4C needs to determine which delta bundles to merge. Each
delta bundle contains the new and old image IDs, which form a Directed Acyclic
Graph (DAG) where nodes represent container images and edges represent delta
bundles. Fig. 5.5 shows the example. Green nodes represent the images retained by
the client. Red nodes represent the images being requested. Edges are delta bundles
and indicate the direction from the old image to the new image. When requesting
a new image, the client provides information about all container images it holds,
including both complete images and those provided via delta bundles. The server
uses a breadth-first search (BFS) algorithm to calculate the shortest path from the
requested image to one of the client’s images. The BFS algorithm treats edges in
reverse, starting the search from the updated target image node and continuing until
it reaches a client image node or visits all image nodes. This approach identifies the
smallest combination of delta bundles needed to update from the image held by the
client to the requested image. In the example, the algorithm finds the path from the
App:v3 node to the Base:v3 node. If two or more delta bundles are identified, they
are merged and provided to the client.

Merging delta bundles in D4C is optimized through a two-step parallelization to
increase speed. The first step is file-level parallelization. Each file is merged in
parallel, similar to the approach used in delta bundle generation. The second
step is bundle-level parallelization. This employs a divide-and-conquer strategy
to merge delta bundles. This method further enhances efficiency by breaking
down the problem into smaller, more manageable sub-problems that can be solved
concurrently. By utilizing these two parallelization strategies, D4C ensures that
the merging process is both efficient and scalable, significantly reducing the time
required to generate delta bundles tailored to the client’s images. The merge of delta
bundles is formulated as follows. Let ∆ be the merged result and Di (i ∈ N) be the
delta bundle in the path from the client’s image to the requesting image.
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Tab. 5.3: Operations for MergeDeltaBundle

Lower entry Upper entry Operation
Not existing
FILE_SAME
SYMLINK

HARDLINK

Any file types Copy the upper file

Any file types
FILE_NEW
SYMLINK

HARDLINK
Copy the upper file

Any file types FILE_SAME Copy the lower file
DIR DIR Recursively merge

Not DIR DIR Copy the upper file

FILE_NEW FILE_DIFF
Apply upper diff to lower file

and copy as FILE_NEW
FILE_DIFF FILE_DIFF Merge delta files (DeltaMerging)

∆ = Merge(i, j) (i <= j) =
Di (j = i)

MergeDeltaBundle(Di, Dj) (j = i + 1)

Merge(Merge(Di, Dk), Merge(Dk+1, Dj))

(k = ⌊ i+j
2 ⌋, k ∈ N)

In this algorithm, Merge(Di, Dk) and Merge(Dk+1, Dj) are merged in parallel
because they do not depend on each other. If the number of merged bundles is
n, it takes O(n) time when done in series, but with this method, it can be done in
O(log n) with unlimited computing resources.

Table 5.3 outlines the operations for the MergeDeltaBundle process. In this process,
entries in the older delta bundle are referred to as lower entries, and entries in the
newer delta bundle are referred to as upper entries. Each upper entry is processed
according to the rules specified in the table, and the results are stored as the merged
delta bundle. Two FILE_DIFF entries are merged using the delta encoding’s merge
function. xdelta3 provides it, but bsdiff does not. To merge delta files generated by
bsdiff, I propose DeltaMerging.

5.4.5 Merging bsdiff’s Delta Files

DeltaMerging is an algorithm to merge delta files generated by bsdiff into a single
delta file, similar to the algorithm [179] for VCDIFF. This algorithm enables high-
speed delta file generation without regenerating delta files from scratch. Let δF ileA

(Vi,Vi+1)
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be the delta file for file FileA contained in the delta bundle ∆(Vi,Vi+1). DeltaMerging
is formulated as follows.

δF ileA
(Vi,Vi+2) = DeltaMerging(δF ileA

(Vi,Vi+1), δF ileA
(Vi+1,Vi+2))

Fig. 5.6 illustrates the structure of the delta file produced by bsdiff. In bsdiff,
the delta is managed through three operations: adding (ADD), inserting (INSERT)
subsequences into the old file, and adjusting the delta’s offset within the file. This
set of operations is termed a DeltaBlock. During merging, the delta blocks are
transformed into the structures depicted below, and the entire delta file is treated as
an array of DeltaBlocks.

type DeltaBlock = struct {
oldPos int64
newPos int64
addBytes []byte
insertBytes []byte

}

oldPos is the absolute offset in the old file where the subsequence is added, and
newPos is the absolute offset where the result of ADD is written to the new file.
addBytes and insertBytes are the subsequences for ADD and INSERT.

DeltaMerging is performed after converting an older delta file (lowerFile) and
a newer delta file (upperFile) into arrays of DeltaBlocks, namely lowerBlocks
and upperBlocks. It integrates all delta blocks in upperBlocks with those in
lowerBlocks. Algorithm 1 describes a procedure to merge an upper block with
lowerBlocks, and Fig. 5.7 shows the example. It takes a delta block in upperBlocks
as upper. cur is the current offset in upper for merge starting from 0. FIND_BLOCK
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Algorithm 1 Merge a delta block in DeltaMerging
Require: upper: a delta block to be merged
Require: lowerBlocks: an array of delta blocks for lowerFile
Ensure: merged: an array of merged delta block

1 function MERGEBLOCK(upper, lowerBlocks)
2 merged← NewArrayOfDeltaBlock() // Array for merged DeltaBlocks
3 cur← 0 // Current offset for merge
4 mergeBlock← NewDeltaBlock()
5 // mergeBlock has state NotAdded, Added, and Inserted.
6 // NotAdded: mergeBlock is initialized and nothing is merged into it.
7 // Added: Something merged as ADD into mergeBlock.
8 // Inserted: Something merged as INSERT into mergeBlock.
9 // Merged subsequence as ADD cannot be inserted into mergeBlock.

10 // mergeBlock is complete DeltaBlock and appended to merged.
11 state← NotAdded
12 while cur is in the upper do
13 lower← FIND_BLOCK(lowerBlocks, upper.oldPos+cur)
14 if state is Added then
15 merged.append(mergeBlock)
16 state← NotAdded
17 end if
18 while cur is in the upper and the lower do
19 if state is NotAdded then
20 mergeBlock← NewDeltaBlock()
21 end if
22 if lower is ADD at cur then
23 if upper is ADD at cur then
24 if state is Inserted then
25 merged.append(mergeBlock)
26 mergeBlock← NewDeltaBlock()
27 end if
28 mergeBlock← Merge ADD regions as ADD
29 state← Added
30 else
31 mergeBlock← Merge ADD and INSERT regions as INSERT
32 state← Inserted
33 end if
34 else
35 if upper is ADD at cur then
36 mergeBlock← Merge INSERT and ADD regions as INSERT
37 else
38 mergeBlock← Merge INSERT regions as INSERT
39 end if
40 state← Inserted
41 end if
42 cur← cur + merged length
43 end while
44 end while
45 if state is not NotAdded then
46 merged.append(mergeBlock)
47 end if
48 return merged
49 end function

gets the delta block lower that satisfies lower.newPos<upper.oldPos+cur<

lower.insertEnd from lowerBlocks. Then, lower and upper are merged according
to the rules described in Table 5.4. The merged delta block (mergeBlock) is stored
in an array (merged). After merging all delta blocks in upperBlocks, delta blocks in
merged are converted into a merged delta file.
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Tab. 5.4: Operations to merge delta blocks

lower upper Operation

ADD ADD
Adding each subsequence

and storing it as ADD
ADD INSERT Storing INSERT of upper

INSERT ADD
Adding each subsequence
and storing it as INSERT

INSERT INSERT Storing INSERT of upper
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Fig. 5.8: Reading files with Di3FS

5.4.6 Di3FS

Di3FS (DiFF FileSystem) is a file system designed to make a new image available
through delta bundles by applying deltas lazily. In delta encodings, an operation to
apply the deltas is necessary. The time required to apply all deltas increases with the
number or size of target files. This trend is especially evident in environments with
low storage performance. Di3FS mitigates this issue by providing the new image
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through lazy application of the deltas, thereby reducing the overall time needed to
apply them.

Di3FS constructs a tree of files and directories using the delta bundle’s metadata and
presents them as a file system. During mounting, Di3FS only requires the attribute
information of files and directories, eliminating the need to apply the deltas. Fig. 5.8
describes the process from mounting the file system to reading files with Di3FS.
When a file is opened, the handler for applying deltas is invoked. The relevant delta
file is retrieved from the delta bundle and applied. Since the result can be large (over
1 GB), retaining it in memory is impractical due to high memory consumption. To
prevent out-of-memory issues, Di3FS stores the results in local storage. When the
handler to read is called, Di3FS reads content from the file with the given offset and
length and returns the result.

Di3FS does not handle writing data or modifying file attributes. Instead, a writable
layer allocated locally is stacked over Di3FS to store modified files. This functionality
is provided by a snapshotter plugin.

5.5 Implementation

I implemented D4C for containerd [97], a widely-used container runtime. The
implementation is available at https://github.com/naoki9911/d4c.

5.5.1 Di3FS

I implemented Di3FS with FUSE [180]. The FUSE (File system in Userspace) kernel
module relays filesystem operations between the kernel and a userland program.
File systems are often implemented using libraries. Di3FS was implemented with
go-fuse [181], which provides abstracted interfaces to provide directory trees and
file operation handlers. The procedures to process file open and read operations are
described in Section 5.4.6. Di3FS requires a complete image as a base and delta
bundles to provide an updated image. The snapshotter plugin manages images and
delta bundles and launches Di3FS when the image is requested.
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Tab. 5.5: Container images used for evaluations

Image Version (Size)
postgres [184] 13.1(109.44 MB), 13.2(109.51 MB), 13.3(109.62 MB)

redis [185] 7.0.5(40.43 MB), 7.0.6(40.44 MB), 7.0.7(40.44 MB)
nginx [186] 1.23.1(54.14 MB), 1.23.2(54.19 MB), 1.23.3(54.25 MB)

pytorch [187]
2.2.0(3.41 GB), 2.2.1(3.41 GB), 2.2.2(3.73 GB)

with cuda12.1-cudnn8-runtime

5.5.2 Dedicated Snapshotter Plugin

containerd provides a snapshotter plugin [182, 183] for more flexible container
image management. containerd manages OCI container images’ layers as snapshots.
Each snapshot corresponds to each image’s layer. A snapshotter plugin manages
snapshots. It mounts snapshots and registers snapshots’ information. When a
container is launched, containerd looks for a snapshot of the image and notifies the
corresponding plugin to prepare it. The plugin prepares a writable filesystem for the
snapshot. Then, containerd continues to launch with the prepared filesystem.

D4C provides a dedicated snapshotter plugin with Di3FS, and it allows users to
use D4C without modifying container runtimes. It handles all images as snapshots.
When the update is pulled, the plugin mounts it with Di3FS and notifies containerd
that the image is available. After that, containerd launches a container with the
updated image. containerd requests D4C’s plugin to prepare a writable filesystem.
The plugin creates a temporary writable directory and stacks it over Di3FS’s mounted
image with overlayfs. This makes the updated image provided by Di3FS writable
and the container continues to launch.

5.6 Evaluation

5.6.1 Evaluation Environment

Table 5.5 lists the container images used in the evaluation. These images are
available on DockerHub1. The size refers to the image size noted in each DockerHub
image repository. Tags assigned to images are considered as versions.

I prepared the evaluation environment using two virtual machines. Table 5.6 details
the specifications. An update bundle server and a client run on the same physical host

1https://hub.docker.com/
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Tab. 5.6: Evaluation Environment (Virtual Machine)

CPU AMD EPYC 7452(8 core)
Memory 32 GB

Storage
SSD 200 GB

Sequential read 2 GB/s
Sequential write 700 MB/s

OS Ubuntu 22.04

.1→.2
postgres

.2→.3 .1→.3 .1→.2
nginx
.2→.3 .1→.3 .5→.6

redis
.6→.7 .5→.7 .0→.1

pytorch
.1→.2 .0→.2
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Fig. 5.9: Comparison of delta bundle size

as VMs. Each VM is connected to a virtual network provided by Linux. Throughput
and latency are managed using Linux’s traffic control (tc).

5.6.2 Generating Delta Bundles

I evaluated the time to generate the delta bundles and their sizes. Starlight [63]
compares updated files on a file-by-file basis and transfers the entire updated file.
This delta generation method is referred to as file-by-file delta. In this approach,
FILE_NEW was always generated as deltas instead of FILE_DIFF.

Fig. 5.9 compares the size of delta bundles between file-by-file delta and D4C. For
pytorch, the value scale corresponds to the right axis. D4C reduces the size by up to
about 95% compared to file-by-file delta. Notably, bsdiff achieved the most efficient
compression across all updates. Although xdelta3 generated slightly larger deltas
than bsdiff, it still achieved significantly better reductions than file-by-file delta.
This efficiency difference stems from the encoding algorithms used in each delta
encoding method.

Fig. 5.10 shows the time to generate delta bundles. The delta generation was run
with 8 threads, and values represent the average time of 10 measurements. In most
cases, file-by-file delta generation was completed in less than 2 seconds. Conversely,
D4C with xdelta3 and bsdiff took more than twice as long as file-by-file. Notably,
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bsdiff required over 2,000 seconds to generate delta bundles for pytorch. The
pytorch images contained files exceeding 1 GB. The bsdiff algorithm operates with
a complexity of O((n + m) log n) [156], where n is the size of the old file and m is
the size of the new file. The complexity increases as the file becomes large. Indeed,
Fig. 5.1 demonstrated that bsdiff takes longer with larger files. This led to long
generation times.

D4C supports multi-threaded delta generation. Fig. 5.11 shows the performance of
multithreaded delta generation for postgres 13.1→13.2. Each time was the average
of 10 measurements. This approach reduced the time needed to generate delta
bundles. However, parallelization is performed on a per-file basis, with each delta
file being generated by a single thread. Consequently, if a file requires significant
time for delta generation, it limits the overall delta generation time. Achieving
faster multi-threaded delta file generation requires enhancements in delta encoding
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Tab. 5.7: Files with the greatest size reduction in postgres 13.1→13.2 with bsdiff

path
reduced size

(bytes) ratio

/usr/lib/postgresql/13/bin/postgres 3305635 0.12
/usr/lib/x86_64-linux-gnu/libcrypto.so.1.1 1367715 0.03

/usr/lib/x86_64-linux-gnu/libapt-pkg.so.5.0.2 812333 0.02
/lib/x86_64-linux-gnu/libsystemd.so.0.25.0 307566 0.00

/usr/lib/postgresql/13/bin/psql 233662 0.10

Tab. 5.8: Files with the least size reduction in postgres 13.1→13.2 with bsdiff

path
reduced size

(bytes) ratio

/usr/share/postgresql/13/man/
man7/ALTER_POLICY.7.gz -1373 2.11

/usr/share/postgresql/13/man/
man7/ALTER_OPERATOR.7.gz -1362 2.02

/usr/share/postgresql/13/man/
man7/CREATE_OPERATOR_FAMILY.7.gz -1331 1.96

/usr/share/postgresql/13/man/
man7/DROP_DATABASE.7.gz -1312 2.01

/usr/share/postgresql/13/man/
man7/DROP_INDEX.7.gz -1309 1.91

algorithms and their implementations. This is future work. xdelta3 did not take as
much time as bsdiff. xdelta3’s delta encoding algorithm employs checksum-based
string matching [188], which enables rapid delta generation. However, checksum-
based string matching does not always yield the longest common subsequence,
resulting in slightly larger delta bundle sizes. The findings reveal a trade-off between
compression ratio and delta generation time.

Table 5.7 and Table 5.8 show the reduction efficiency between postgres 13.1 and
13.2 using bsdiff. These figures compare the sizes of delta files (FILE_DIFF) and
new files (FILE_NEW). The ratio is the proportion of a delta file’s size to a new
file’s size. If the ratio exceeds 1, the file-by-file delta is more efficient; if it is
less than 1, D4C is more efficient. Table 5.7 shows that executable binaries and
shared libraries, such as postgres and libcrypto.so.1.1, achieved significant size
reduction. These files are the primary targets for bsdiff. Conversely, Table 5.8 shows
that .gz (gzip [189]) compressed files exhibit the worst reduction efficiency. For
gzip files, the delta file size became larger than the new file size. Compressed files
like gzip are encoded using their dictionary, and their content can change drastically.
Additionally, gzip employs the Lempel–Ziv algorithm [190], which encodes file
contents in a bit-oriented format. bsdiff targets binary files encoded in a byte-
oriented format and cannot efficiently extract deltas from bit-encoded files. These
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Fig. 5.12: Comparison of time to merge delta bundles and the ratio

factors explain why bsdiff could not extract deltas efficiently from gzip files. To
achieve better compression, one approach is to uncompress a gzip file, extract deltas,
and then recompress it as an updated gzip file. However, the updated gzip file may
change, and it prevents the use of hash-based content validation. For this reason,
this approach was not employed.

5.6.3 Merging Delta Bundles

D4C employs a merge-based delta generation strategy. To demonstrate the effective-
ness of merging delta bundles rather than generating them from scratch, I measured
the time required to merge delta bundles. The merging process was conducted using
8 threads, with each value representing the average time from 10 measurements.
The left figure in Fig. 5.12 shows the time taken to merge delta bundles. Each
image denoted as .X→.X+2 indicates that delta bundles for .X→.X+1 and .X+1→.X+2
were merged. Both xdelta3 and bsdiff achieved faster delta generation compared
to generating deltas from scratch, as shown in Fig. 5.10. The results were almost
as fast as or faster than file-by-file deltas. Specifically, pytorch with bsdiff achieved
a 60× acceleration. This demonstrates that the merge-based strategy enables the
rapid generation of delta bundles, even for large images.

Results with bsdiff were faster than those with xdelta3. This is likely because
D4C executes xdelta3 as a process for each merge. While D4C uses xdelta3 as a
library for generating and applying deltas, it does not use it as a library for merging
due to xdelta3’s merge functions being available only via the command line. This
implementation issue could be resolved by implementing xdelta3’s merge function
as a library, which would eliminate the overhead caused by process spawning and
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result in faster delta bundle merging. For bsdiff, DeltaMerging was implemented as
a library, thus the overhead seen with xdelta3 was avoided.

The right figure in Fig. 5.12 compares the delta bundle size between a merged
one and a generated one. If the ratio is greater than 1, generating deltas re-
sults in better compression than merging deltas, and vice versa. Except for redis
.5→.7 (xdelta3), the ratios were nearly 1.0. This indicates that merging delta
bundles provides faster delta bundle generation without increasing the delta size.

D4C provides multithreaded, divide-and-conquer-based merging to efficiently merge
delta bundles. As described in Section 5.4.4, this merging process includes two-step
parallelization. The first step involves parallel merging delta files. I evaluated the
performance of multithreaded merging with delta bundles for postgres 13.1→13.2
and 13.2→13.3. Fig. 5.13 presents the results, showing the average of 10 measure-
ments. As the number of threads increased, the merging time decreased. Unlike
delta bundle generation, where performance is limited by the time for large files,
merging delta files is relatively fast even for large files, thus reducing the overall
merging time.

The second parallelization step involves running multiple merge processes in parallel.
Fig. 5.14 compares the time taken to merge delta bundles using a naive in-order
approach and D4C’s method. The in-order approach merges delta bundles linearly
like Merge(Merge(Di, Di+1), Di+2, . . .). 20 nginx images from version 1.20.1 to
1.25.4 were used for this performance measurement. D4C was configured to run
each merge process with 8 threads and to run up to 4 merging processes in parallel.
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It did not achieve O(log n) scaling because the environment had only 8 cores, but it
indicates that D4C’s approach can halve the time required to merge delta bundles.

The merge-based strategy enables D4C to quickly provide the necessary delta bun-
dles, reducing the overall pull time even when multiple delta bundles need to be
merged.

5.6.4 Breakdown of Merge and DeltaMerging

I performed a benchmark to break down merge and DeltaMerging. Fig. 5.15 shows
the ratio of merging delta file operations to merge delta bundles. Most of the
operations were not-updated files or links. These files copy only metadata and do
not take time. Although DeltaMerging had a smaller ratio than other operations, it
accounted for most of the overall processing time. This shows that the performance
of merging delta bundles depends on DeltaMerging’s performance.

Fig. 5.16 shows each DeltaMerging running time and the relations between the
entire processing time and the number of processed delta blocks. It shows that
the target file size and processing time were proportional. This result is roughly
equivalent to the result in Fig. 5.1. The number of delta blocks did not affect the
processing time. These results show that DeltaMerging’s processing time depends
on the size of merged delta files and the composition of delta blocks in them does
not affect it.

Fig. 5.17 shows the breakdown of the operation to merge delta blocks. The merge of
ADD+ADD took most of the operation. Other operations were processed fewer times
and bytes. This implies bsdiff generates ADD blocks whenever possible. To generate
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Fig. 5.16: DeltaMerging performance with file size and number of blocks

Fig. 5.17: Breakdown of merge delta block operations

these blocks from two raw files, bsdiff must find similar sequences, which is time-
consuming. DeltaMerging does not require sequence searching; it simply merges
two ADD blocks by concatenation. This is why DeltaMerging provides faster delta
generation. Regarding performance, ADD+ADD handled more bytes per operation,
reducing per-byte buffer allocation and improving throughput. Because ADD+ADD
dominated overall processing time, other operations had little impact on end-to-end
performance.

5.6.5 Applying Delta Bundle

I compared the time required to fully apply delta bundles to the old container image
against mounting delta bundles with Di3FS. Fig. 5.18 shows the results, averaged
over 10 measurements. Both xdelta3 and bsdiff demonstrated that patching all deltas
to old images takes over 10 times longer than mounting delta bundles. Specifically,
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Fig. 5.19: Time to pull update bundles

applying all deltas to pytorch took over 60 seconds, indicating that after downloading
the delta bundle, it would take 60 seconds before the updated image is available.
D4C enables rapid container image updates by minimizing transferred data and
utilizing a decompression-less image format. These results highlight the importance
of the decompression-less image format and Di3FS in significantly reducing update
times.

5.6.6 Image Pulling with D4C

I measured the time required to update a container image, which is defined as
the duration from the start of the container image update to the point when the
downloaded update bundle is mounted. The results are averages of 10 measure-
ments. The assumed network between the server and client is typical of mobile
networks, such as 4G and 5G, with a bandwidth of 50 Mbps [149] and a 40 ms
delay (RTT) [191].

Fig. 5.19 shows the comparison of the time to pull updated images. Pull includes
both downloading and mounting an update bundle with Di3FS. For updates .X→.X+1,
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the delta bundles are generated in advance. When the update bundle .X→.X+2 is
requested, delta bundles .X→.X+1 and .X+1→.X+2 are merged on the update bundle
server.

D4C achieved more than twice the speed of file-by-file delta when pulling pre-
generated delta bundles. Especially for pytorch .0→.1, it showed almost 10 times
faster pull. Additionally, D4C with bsdiff demonstrated the same improvement
even when delta bundles needed to be merged. However, updating redis .5→.7
with xdelta3 took longer than with file-by-file delta and bsdiff. This is because the
merging cost in this update outweighed the size reduction provided by xdelta3. As
shown in Fig. 5.9 and Fig. 5.12, the redis .5→.7 update with xdelta3 provided
only slight compression, and the merge process increased the size. Furthermore,
it took over 3 seconds to merge, accounting for about half of the pull time. This
case illustrates that using more efficient delta encoding and accelerating the merge
process significantly influences the overall pull time.

5.6.7 Di3FS Performance

I measured the performance of file operations in Di3FS. Fig. 5.20 and Fig. 5.21 show
the comparison of open and read performance. The target image was postgres
13.2, with Di3FS mounting a delta bundle for postgres 13.1→13.2. The postgres
13.2 image was decompressed into an ext4 file system, referred to as Native. The
performance evaluation assessed the latency from opening to reading the entire file.
Di3FS applies deltas when a file is opened, thus both open and read latencies were
measured to include any overhead. File systems typically have caching mechanisms,
and Di3FS stores delta-applied files on a native file system. To evaluate the impact of
caching, the latency of the first and subsequent operations was measured, clearing
the file system’s cache between each measurement.

Fig. 5.20 shows the open latency. Except for the first open with Di3FS, the latencies
were stable regardless of file size. For the first open with Di3FS, the open time
increased with file size. The second open with Di3FS showed steady latency, as
Di3FS applies deltas when the file is first opened and stores the result in the local
file system for reuse. The second open with Di3FS had slightly higher latency
than Native due to Di3FS metadata management and FUSE’s user-kernel boundary
overhead.

Fig. 5.21 shows the elapsed time to read the entire file. The second read with Native
achieved the best performance. Other reads were 10 times slower for smaller files.
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Fig. 5.20: Open latency comparison between Di3FS and Native
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Fig. 5.21: Read performance comparison between Di3FS and Native

As file size increased, performance differences diminished. Di3FS’s overhead from
FUSE was large for smaller files, as FUSE can handle reads up to 128 KiB in an
operation [180]. With larger read sizes, FUSE overhead became less dominant. As a
result, Di3FS provided performance similar to Native for larger files.

Fig. 5.20 and Fig. 5.21 indicated some performance degradation with Di3FS. How-
ever, Di3FS primarily provides application binaries and libraries, not user data.
Typically, once an application binary or shared library is loaded, its content is cached
in memory. While file system performance may affect process start times, it does
not degrade application performance itself. To confirm this, actual application
performance was measured in Section 5.6.8.
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Tab. 5.9: TPC-B benchmark comparison in postgres 13.2

Methods Latency Average(ms) Transactions Per Second
Di3FS(bsdiff) 11.549 ± 0.722 869.453 ± 57.484

Native 11.540 ± 0.843 871.386 ± 65.541

5.6.8 Impact on Application Performance

I evaluated the impact on application performance caused by D4C. PostgreSQL [192]
and PyTorch [193] were chosen as target applications.

Benchmark with PostgreSQL

I measured the impact of D4C on PostgreSQL performance using pgbench [194].
The performance of PostgreSQL launched using Di3FS was compared against that
from the native file system using the official postgres 13.2 container image. For
Di3FS, a delta bundle postgres 13.1→13.2 was used as an update over the base
image postgres 13.1. pgbench is a benchmarking tool for PostgreSQL, capable of
simulating real loads. The parameters used were: 10 concurrent connections, 120
seconds of measurement time, database scaling factor of 100, with others at their
default values. The benchmark was conducted 10 times with these parameters, and
Table 5.9 shows the average values and standard deviation.

The results in Table 5.9 show no significant performance degradation. This indicates
that Di3FS does not impact PostgreSQL performance. pgbench issues a series of
queries specified by TPC-B [195], characterized by significant disk I/O, moderate
system and application execution time, and transaction integrity. In other words,
TPC-B involves substantial disk I/O and CPU resource usage for processing queries
and transactions. Based on the results and TPC-B characteristics, applications with
significant disk I/O and CPU resource consumption will not be affected by Di3FS.

Benchmark with PyTorch

I evaluated the performance of PyTorch. To evaluate its efficiency,
pytorch_benchmark [196] was utilized. This tool benchmarks inference using
PyTorch models. Specifically, EfficientNet [197], a lightweight model designed
for image classification that operates exclusively on CPU, was employed. The pre-
trained model efficientnet_b0 provided by PyTorch was used. The target image
referenced was pytorch:2.2.1 in Table 5.5. Native containers utilized the official
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Fig. 5.22: Performance benchmark with PyTorch

image, while Di3FS employed a delta bundle pytorch 2.2.0→2.2.1 as an update
over pytorch:2.2.0. The delta encoding method used to create the delta bundle
was bsdiff. The following Python code was used as the benchmark.

import time
start = time.time()

import torch
from torchvision.models import efficientnet_b0
from pytorch_benchmark import benchmark
load_finish = time.time()

model = efficientnet_b0().to("cpu")
sample = torch.randn(1, 3, 224, 224)
benchmark(model, sample, num_runs=1000)

This code evaluates inference performance. The inputs consisted of randomly
generated images sized 224×224 pixels with three color channels, and the batch
size was set to 1. The benchmark ran 10,000 inferences. Additionally, to evaluate
the overhead introduced by the lazy delta application, the time required to load
PyTorch libraries was measured. This measurement was conducted by executing
the same Python code in the identical container 5 times. Upon completion, Di3FS’s
delta-applied cache was cleared and the measurement process was repeated 10
times.

Fig. 5.22 presents the results. Each value corresponding to the Nth round in the
benchmark loop represents an average based on 10 measurements. The left plot indi-
cates that inference performance with Di3FS was nearly identical to that with Native
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and was unaffected by Di3FS. However, the right plot reveals that the initial library
loading time took approximately 50 seconds, calculated as load_finish - start
in the benchmark code. Di3FS applies deltas when the corresponding file is ac-
cessed. The PyTorch image includes large shared libraries (over 100 MB), which
are loaded during Python library imports, causing significant overhead during the
first launch of the benchmark code. Subsequent rounds benefited from Di3FS’s
cached delta-applied files, resulting in shorter loading times than the first round,
though still longer than Native. Fig. 5.20 and Fig. 5.21 demonstrate degraded
performance even with cached data, contributing to Di3FS’s slower loading times
compared to Native. In summary, inference performance remained unaffected by
Di3FS, but library loading times were longer compared to containers with Native
file systems. Considering both pull time in Fig. 5.19 and library loading, Di3FS with
bsdiff remained the fastest option. Moreover, the result shows the delta-applied
cache mechanism accelerates file operations in practical applications such as library
loading.

5.7 Discussion

5.7.1 Delta Bundle Generation with Merge Strategy

To provide fast generation for requested delta bundles, I proposed the merge-based
delta bundle generation strategy including DeltaMerging. The evaluation confirmed
that it was faster than generating deltas independently, as shown in Fig. 5.10 and
Fig. 5.12. Additionally, the size of the merged delta bundle was nearly identical
to that of the independently generated delta bundles. This demonstrates that
generating client-specific delta bundles at high speed is feasible without increasing
their size. The proposed merge-based delta bundle generation strategy enables rapid
delta generation even if the delta encoding’s delta generation is slow.

In all cases requiring merging, as depicted in Fig. 5.19, D4C achieved faster pull
times compared to file-by-file delta generation. With a sufficiently fast network, the
time to transfer an update decreases, and merging time becomes dominant. This
implies that D4C may not provide faster pulls in high-speed networks such as data
center networks. In the evaluation of pull, the worst-case scenario was measured,
always requiring merges, and merged delta bundles were not reused. However, in
practical use, merges are expected to occur less frequently due to delta bundle reuse.
This can significantly reduce pull time. Once a required delta bundle is generated,
it is cached, allowing the server to serve the same delta bundle without merging.
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All merging is performed based on dependencies in the DAG. New delta bundles
generated by merging are added as edges on the DAG and can be reused for future
requests. The merged result serves as a "shortcut" on the DAG, applicable not only for
the same request but also as a delta bundle for other image updates. Thus, although
merging may be necessary for the initial update request, the merged result can be
reused for subsequent combinations, greatly reducing pull times and the server’s
computational merging process. Once the required delta bundles are generated, an
update bundle server simply sends the requested update. Downloading the update
bundle becomes the dominant factor in the pull process, allowing most devices to
benefit from fast pulls.

I proposed the algorithm to minimize the number of merged delta bundles, and it
may not produce the best path to minimize delta bundle size. The merge algorithm
leaves room to improve, but the impact is considered negligible. Merging delta
bundles is time-dominant in pull. Actually, for the update from pytorch 2.2.0 to
2.2.2, Fig. 5.19 shows the entire pull took 53.5 seconds and Fig. 5.12 shows the
merge took 25.0 seconds; it was almost half the time of the pull. Furthermore, as
shown in Fig. 5.14, merge time increased as the number of merged delta bundles.
This is why the algorithm minimizes the number of merged delta bundles. D4C aims
to reduce pull time, and this is achieved by reducing the delta bundle size itself
and adopting a fast generation approach with merge. Reducing the size of merged
delta bundles is important, but other factors, including delta bundle generation, also
affect pull time. A merge graph can have multiple paths from the client’s image
to the updated target image. To choose the best path, it is necessary to predict
the size of the merged delta bundle from multiple candidates. This would require
additional time, and the size may not shrink much. The algorithm is very simple,
but it actually reduces pull time, and Fig. 5.12 shows that the merged delta bundles
were not bloated compared to ones without merge. More sophisticated algorithms
may produce both size efficiency and fast merges, but that is not in the scope of this
work.

To provide more efficient and faster container updates, future work will focus on
more sophisticated delta bundle management as discussed.

5.7.2 Overhead and Application Performance with Di3FS

Di3FS mitigates the overhead of applying deltas, and the evaluation confirmed that
container images can be used via lazy delta application. Specifically, in environments
with low storage performance, while it took about 60 seconds to apply all deltas,
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Di3FS was able to mount the updated image in about 2 seconds. Di3FS plays an
essential role in accelerating container image updates. However, it caused some
performance degradation in file operations, particularly during the initial file open,
which becomes significantly slower than with a native file system. This slowdown is
due to Di3FS applying deltas upon file opening, a trade-off between fast mounting
and lazy delta application. Subsequent file opens and reads also experienced some
performance degradation. In these instances, D4C merely opens and reads cached
delta-applied files. The primary cause of the overhead is considered to be the
handling of FUSE operations, including reading cached files and replying with
the read result. Implementing Di3FS as a kernel module could eliminate FUSE’s
overhead, but due to the numerous features Di3FS includes, such an approach
could introduce vulnerabilities. Since the current Di3FS does not impact application
performance significantly, this performance degradation is considered negligible.

Although some performance degradation was observed in file operations, bench-
marks targeting PostgreSQL and PyTorch demonstrated that Di3FS did not affect
their performance. As detailed in Section 5.6.8, the PostgreSQL benchmark involved
substantial disk I/O and CPU resources to process queries and transactions. This
indicates that applications that do not frequently read files from the container image
are unaffected by Di3FS, even if they have significant disk I/O and CPU resource
consumption. In D4C, files in delta bundles are provided by Di3FS as a read-only
layer. Applications in containers create files, and these files are stored in a temporary
read-write layer or host volumes provided by a native file system. Di3FS does not
interact with these operations, which is why performance degradation was not
observed.

In the PyTorch benchmark, the first library load took significantly longer compared
to subsequent loads and the native file system. This was caused by Di3FS’s lazy
delta application, potentially hindering fast image updating in terms of service
availability. To address this issue, several approaches can be considered. Applying
deltas speculatively in the background and applying only requested regions can
reduce open latency. These improvements are left for future work.

5.7.3 Lower CPU or Storage Environment

D4C is designed for edge servers and devices. Such devices may have lower CPU or
storage than those used in Section 5.6.

With lower CPU performance, the file open latency will be longer, but D4C and
Di3FS will not degrade actual application performance. The main CPU-intensive
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process in a client is to apply deltas to an old image. Di3FS employs an approach
to apply deltas lazily to remove time and CPU resource-consuming entire image
decompression [142] and all deltas patching. In return, it brings longer open latency
as shown in Fig. 5.20. With lower CPU performance, this latency will be longer. It
may cause the first-time process launching and library loading to be longer. After
the application, the result is retained on local storage and Di3FS does not require
much CPU resources to process file operations. Results in Section 5.6.8 show that
Di3FS almost does not affect the actual application performance. Aside from startup
time, performance is not expected to degrade even in lower-CPU environments.

As for storage, devices can use slower storage interfaces like SATA3 [198], but the
slower interfaces will not be a bottleneck in Di3FS. In the update from PostgreSQL
13.1 to 13.2, Di3FS requires at most 105 MiB/s to open a file. SATA3 provides
a 6 Gbps interface, effectively about 4.8 Gbps (572 MiB/s). This will not be a
bottleneck in Di3FS’s open process. Additionally, the patched result is written to
local storage, and the kernel may cache the content in memory. Table 5.9 and
Fig. 5.22 show that Di3FS does not affect performance thanks to them.

5.7.4 Practicality in Daily Operations

To provide better efficiency and faster image updating in daily operations, there are
two operational considerations.

One is that merge-based delta bundle generation requires pre-generated deltas. D4C
assumes that users generate adjacent deltas between .X→.X+1. It generates deltas
when users upload a new image to an image registry. However, as shown in Fig. 5.10,
generating deltas takes time. If the deltas are not used, this wastes time and CPU
resources. This is a kind of speculative approach to accelerate the generation of
required delta bundles. D4C does not provide mechanisms to reduce such waste,
but users can reduce it through operational choices. If the image .X+1 is not used,
users may skip generation of a delta for .X→.X+1 and generate the next delta for
.X→.X+2. This reduces wasted time and CPU resources. As a trade-off, D4C cannot
provide updates when a delta for .X→.X+1 is requested. Whether this trade-off is
acceptable depends on user requirements. D4C provides operational flexibility to
reduce wasted resources.

The other is that Di3FS applies deltas lazily. The evaluations showed that it does
not affect application performance but raises concerns about additional CPU con-
sumption to apply deltas. If it needs to apply deltas after reboots, it results in higher
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CPU usage or longer startup on reboots. Di3FS retains delta-applied results on local
storage and uses them as long as they are available. Their permanency depends on
the storage. They can be made persistent and reused after reboots, which will reduce
CPU usage or startup time on reboots. After the delta is applied, Di3FS relays read
requests from processes to the file on local storage. The read performance without
the kernel’s cache mainly depends on the local storage performance. This is the
same as a traditional container image, and the impact on application performance is
not unique to Di3FS.

5.8 Conclusion

In this chapter, I proposed D4C, a method to reduce the amount of data transferred
and the time for container image updating using delta encodings. The evaluation
demonstrated that D4C reduced the size of the delta bundle, which contains deltas
for a container image, by up to about 95% and provided approximately 10× faster
updates compared to the file-by-file approach. When updating container images
using binary delta encoding, it is essential to quickly generate the update bundle for
each client. Clients need to make the updated image available as soon as possible.
To address these issues, I proposed a merge-based delta bundle generation strategy
and Di3FS. The strategy accelerates the generation of the required delta bundle
by merging multiple delta bundles rather than generating it from scratch. Di3FS
provides updated images by applying deltas lazily, eliminating the time-consuming
operations of decompressing the delta bundle and applying deltas. The evaluation
confirmed that the performance degradation of applications with D4C is limited and
acceptable.
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6.1 Introduction

As services that utilize statistical processing on datasets advance, the distribution
and flexible use of data are becoming increasingly important. Datasets sometimes
contain sensitive information about individuals. General Data Protection Regu-
lation (GDPR) [200] limits the use of such sensitive data. However, companies
sometimes violate the regulation [4, 5]. Data providers cannot directly control
how their data is used and must trust counterparties to comply with contractual
obligations. For this reason, anonymization is widely used to reduce re-identification
risks. Anonymization masks some parts of the data or adds random noise. How-
ever, it can make advanced uses of data, such as linking across datasets, difficult.
While techniques like anonymization are needed for privacy, they inevitably create
barriers to data utilization. An approach is needed to enable advanced analysis
of unanonymized datasets under the control of data providers without exposing
sensitive information.

To process sensitive data, methods utilizing Trusted Execution Environments (TEEs)
have been proposed [201, 202, 203]. With TEEs, processing can be performed
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Tab. 6.1: Comparison of different privacy-preserving data analysis approaches

Feature yak PDMS [206, 207]
TEE-based

systems [201, 202, 203] DCR [204, 205]

Environment
with attestation ✓

✓
(with TEE) ✓ ✗

Privacy protection ✓

✗
(only simple

access control)

✓/✗
(depends

on system)

✓/✗
(can be insufficient)

Data provider’s
authority in analysis ✓ ✓ ✗

✓/✗
(can be lost)

Extensibility ✓

✓/✗
(dedicated

task system)
✗ ✗

without exposing sensitive data to the processor or server owner. Processing is
isolated from the normal processor and memory areas, and the data in memory is
always encrypted. However, while these applications ensure the confidentiality of
computation, they often lack safeguards for inputs and outputs. Malicious analysis
queries can leak sensitive data as a result. “Data Clean Rooms” (DCRs) [204, 205]
provide similar solutions. They claim that their DCRs preserve privacy through
pseudonymization or differential privacy. However, DCR vendor employees could
exfiltrate sensitive data, and controls, including anonymization, may not be fully
enforced. Data providers lack a means to verify or strengthen these protections.
As shown in Table 6.1, TEE-based systems and DCRs face challenges in providing
robust privacy protection. To overcome these limitations, it is necessary to reduce
reliance on vendor trust and allow data providers to control how their data is used
in analysis.

The Personal Data Management System (PDMS) [206] is a system to handle individ-
ual data while preserving privacy. Its design allows data providers to manage their
data collection and retrieval. An extension of PDMS [207] provides a task system
with access control on data. A task processes data on the data provider side and
suppresses data leakage. However, it provides only simple access control and lacks
a thorough discussion of the task system. To enable more functional and secure
data analysis, it is necessary to design mechanisms for controlling data in complex
analyses and a module system to support these mechanisms.

In this chapter, I propose analysis control and a platform called yak. Analysis
control enables data providers to control data provisioning and analysis based on
defined policies. It not only prohibits specific analysis functions but also enforces the
execution of specific functions. Data providers can limit analysis queries and have
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results modified or anonymized as needed while checking the input and output of
functions.

yak is an analysis platform that enables more flexible data usage with analysis
control. yak prohibits or allows the execution of analysis functions according to
the policy provided by a data provider. It is designed to be easily extensible to
implement various analysis functions and validators, which verify whether the input
and output of functions meet policy requirements. For its module system, yak
utilizes WebAssembly [35]. It provides isolation among modules, and platform users,
including data providers, can develop them with general-purpose programming
languages like Rust. To protect sensitive data from platform operators, yak runs
inside an AMD SEV-SNP confidential virtual machine (CVM), a form of TEE. Data
providers can verify the platform with an attestation protocol and provide datasets
via a dedicated communication channel with authentication.

With a prototype implementation of yak, I evaluated performance using synthetic
datasets. The evaluation showed an overhead that was negligible in practice. I
also confirmed that the authorization mechanism provided by analysis control can
restrict or enforce specific analytical processes.

6.2 Related Work

6.2.1 TEE-based Data Management and Analysis System

EnclaveDB [201] is a well-known database application that utilizes Intel SGX,
a type of TEE. It ensures the integrity and confidentiality of data and database
queries while minimizing overhead compared to existing database systems. A similar
technique [202] has been proposed for Key-Value Stores. In addition to specific
data processing such as MapReduce in Intel SGX environments [203], various
approaches [208, 209, 210] have been proposed for running general-purpose appli-
cations within TEEs. Methods for running WebAssembly modules in TEEs include
Twine [211] for SGX.

While these technologies ensure confidentiality by executing applications within
TEEs, they do not sufficiently discuss data control. Therefore, although they can
serve as fundamental technologies for this infrastructure, they cannot fulfill the
requirements for authorizing and controlling sensitive data analysis. yak addresses
these authorization and control requirements for analysis. These works could help
integrate database systems into yak.
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6.2.2 Personal Data Management System

PDMS [206] is a data management system designed to utilize individual data while
safeguarding privacy. Extensive and Secure PDMS [207] is a secure PDMS, featuring
trusted core modules for encrypted communication, policy enforcement, auditing
for data tasks, and data storage.

These architectures offer access control and auditing for data processing. However,
it remains unclear how the analysis process is authorized between these parties and
what interfaces are used to configure modules when data providers and analysts are
distinct. A distributed PDMS [212] has been proposed in which data owners maintain
PDMS nodes and process queries from analysts. It consists of separate data providers
and analysts, and it provides an authentication mechanism. However, it lacks
fine-grained control over analysts’ analytical processes. To realize more practical
and flexible data provision and analysis processing, yak employs a modular system
that is easily extensible and enables policy enforcement. This modular system is
designed to leverage existing programming languages and general-purpose libraries.
Furthermore, validator modules can provide various anonymization techniques
based on data provider policies.

6.3 Overview of Data Analysis Platform

To enable control in analysis, I propose analysis control. In the context of data
sovereignty, data providers have the right to control how their data is used. To
provide stronger control over analysis, analysis control regulates the execution
of analysis functions based on policies defined by the data provider. It not only
restricts execution but also enforces function execution, giving data providers greater
authority over data analysis. Further details are provided in Section 6.4.

Analysis control introduces a gradation in analysis. Currently, raw data must be
anonymized before being shared with analysts. TEE-based analysis platforms [201,
202, 203] ensure data confidentiality during processing but remain vulnerable to
data leakage through malicious queries. Analysis control directly governs the execu-
tion of analysis functions, allowing data providers to block harmful or undesirable
queries. Without modifying the raw data, they can mitigate data leakage.

Fig. 6.1 shows an overview of the platform. Data providers supply their data and
define policies for analysis control. The analysis platform, called yak, provides a
controlled environment for data processing based on these policies. An analyst
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Fig. 6.1: Analysis platform with data provider’s control

submits their queries to yak, which processes the data according to the given query
and policy. The data provider transmits the requested data to yak via a dedicated
channel. If a query violates the policy, the analysis is aborted. yak returns the output
if the analysis and results comply with the policy.

To ensure data confidentiality with respect to platform operators, yak runs on a TEE.
Running yak on a TEE ensures that data providers’ datasets remain concealed from
platform operators. Furthermore, all analysis functions are isolated within yak to
enforce policies strictly. Section 6.5 provides further details. With these features, yak
offers a secure environment for analyzing confidential data under analysis control.

6.4 Analysis Control with Policy

6.4.1 Requirements and Approaches

Methods for controlling analysis are divided into passive and active approaches:
“reject” and “require”.

“Reject” refers to banning specific analysis functions. Some functions, such as
retrieving the head values of a column, can expose raw data. Such functions must
be prohibited when analyzing sensitive data. The “reject” approach aims to prevent
data disclosure or leakage through policy in a passive manner. However, banning
functions alone is not sufficient. For example, the function mean poses a different
type of data leakage risk. The output reveals the exact value if the input dataset
contains only a single item. Conversely, if the dataset contains thousands of items, it
becomes difficult to infer individual values. The risk depends on the function’s input.
Both the platform and policy must consider the function and its input.
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“Require” enforces the execution of specific analysis functions. This approach actively
verifies data and functions to prevent information disclosure. In the context of
Statistical Disclosure Control (SDC) [213], data providers manage information
leakage by modifying data. Specifically, rule-based SDC [214] anonymizes the
output according to the defined rules. “Require” enables this in analysis control. The
policy and platform must check the input and output of functions and modify the
output as needed.

Finally, while data is processed across multiple functions, the policy for each data
must be enforced just before the result is returned. If a function combines data gov-
erned by different policies, the output must inherit and comply with both policies.

6.4.2 Fundamental Design

The policy and analysis control system were designed based on two principles to
meet the requirements.

The first principle is to provide control at the level of individual analysis functions.
To achieve precise control, it is essential to intercept each analysis function and
regulate its execution. The policy must handle both “reject” and “require” for each
function, including its parameters. The analysis control system employs validators
to support various functions, each corresponding to a specific function. Details
of the validator are described in Section 6.5. The validator processes a function’s
input and output, determining whether they satisfy the policy based on the given
parameters.

The second principle is to define policies for each column and ensure their prop-
agation throughout the analysis. In the analysis control framework, input data is
assumed to be in columnar format. Each column consists of an array of values and
a name. The columnar data is considered the smallest unit of control. The policy
defines “rules” that enforce the rejection or requirement of functions on a column
basis.

During analysis, columns may be transformed or processed into different data
formats. The analysis control system must track the analysis process to ensure that
rules defined at the column level are properly enforced. The framework propagates
rules associated with a column throughout the analysis. For example, when column
data is processed into a histogram, the policy is propagated to the result. It ensures
strict control across various functions and reduces the risk of leakage.

106 Chapter 6 Data Analysis Platform with Data Provider’s Control



6.4.3 Formulation for Policy Format and Decision Making

A policy consists of three sets: rules, function policies, and table validators. A rule
specifies functions that are either rejected or required on a column basis. A function
policy defines validator parameters for a function. A rule uses function policies to
specify the controlled functions and validators. A table validator defines validators
for table-formatted data.

The policy is formulated as follows: Let R, FP, and TV represent sets of rules,
function policies, and table validators, respectively, while rule, fp, and tv denote
individual elements. Each rule defines the column name to which the policy is
applied. A rule includes multiple function policies, specifying rejected functions as
fpreject and required functions as fprequire. All fpreject policies must not be violated,
and at least one fprequire policy must be satisfied when returning the result. Each
rule is formulated as follows:

rule := (column_name, {fpreject ∈ FP}, {fprequire ∈ FP}, tv ∈ TV (tv can be empty))

Each function policy fp defines the function name to control and the arguments
used to determine whether the function should be rejected (argreject) or satisfies the
require policy (argrequire). The platform validates the input and output of a function
using a corresponding validator and these arguments.

fp := (function_name, argreject, argrequire)

A table validator is used when the result to be returned is in table format. Function
policies are intended to be used for specific functions. Table validators aim to enforce
more generic anonymization for table data.

tv := (validator_name, args)

The analysis control system must enforce policies throughout the entire analysis
process. However, data may be transformed into different formats. To track such
changes and ensure policies are enforced just before the final result is returned, this
analysis control implements policy propagation.

The policy propagation is formulated as follows. First, the corresponding rules are
embedded into single-column data Data. This embedding occurs at the time of data
provisioning. The embedded rules in Data are denoted as ER:

ER(Data) = {rule ∈ R | column_name(Data) = column_name(rule)}
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A function funcA takes Datain as input and produces Dataout as output. If the
input data originates from multiple sources, they are concatenated into a table. The
embedded rules in Datain are then propagated to Dataout:

ER(Datain) =
⋃
k∈I

ER(Datak
in)

ER(Dataout) = ER(funcA(Datain))

Algorithm 2, Algorithm 3, Algorithm 4, and Algorithm 5 form the analysis control.
These verify whether the policy requirements are met.

Algorithm 2 Procedure to check “reject” function policies
Require: Datain, Dataout, funcA

1 for all rule ∈ ER(Datain) do
2 for all fp ∈ Rejects(rule) do
3 if function_name(fp) = funcA then
4 if Validate(fp, Datain, Dataout) returns error then return Abort due to re-

jected function execution.
5 end if
6 end if
7 end for
8 end forreturn Continue analysis

Algorithm 3 Procedure to check “require” function policies
Require: Datain, Dataout, funcA

1 for all rule ∈ ER(Datain) do
2 for all fp ∈ Requires(rule) do
3 if function_name(fp) = funcA then
4 validated = Validate(fp, Datain, Dataout)
5 if validated returns error then
6 Ignore
7 else
8 mark_require_satisfied(Dataout, rule)
9 if validated contains data then

10 Dataout = validated
11 end if
12 end if
13 end if
14 end for
15 end forreturn Continue analysis

For “reject” policies, Algorithm 2 presents the algorithm used to verify policy compli-
ance when a function funcA is executed. It ensures that the pair (Datain, Dataout)
does not violate any of the rules embedded in Datain. If at least one rule is violated,
the procedure aborts the analysis.
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Algorithm 4 Procedure to check table validators
Require: Dataout (table-formatted)

1 for all rule ∈ ER(Dataout) do
2 if rule has tv then
3 validated = ValidateTV(tv, Dataout)
4 if validated returns error then return Abort analysis
5 else
6 mark_require_satisfied(Dataout, rule)
7 if validated contains data then
8 Dataout = validated
9 end if

10 end if
11 end if
12 end forreturn Continue analysis

Algorithm 3 presents the algorithm for verifying “require” rules. All rules embedded
in Datain must be satisfied before the result is returned to the analyst. Furthermore,
validators for “require” can modify Dataout. If modified, Dataout is overwritten with
a validator’s output.

Algorithm 4 shows the procedure to check table results with table validators. If
the result has rules that contain table validators, check them and return a modified
result as needed.

Algorithm 5 Procedure to check all rules are satisfied
Require: Dataout

1 for all rule ∈ ER(Dataout) do
2 if rule has fprequire or tv and not marked satisfied then return Abort due to required

functions not being executed.
3 end if
4 end forreturn Dataout is returned to the analyst.

After the validators’ checks, Algorithm 5 is executed. It checks that all rules are
satisfied. If satisfied, the system returns the result to the analyst. Otherwise, the
analysis is aborted.

6.4.4 Flow of Analysis Control

Fig. 6.2 shows an example of analysis control based on a data provider’s policy.
The columns price and customer are retrieved from a data provider and have
embedded rules.

When mean is executed, ruleA defines the reject function policy mean_less_values.
It prohibits the execution of mean when the input contains fewer than 100 values.
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"rules": {
"ruleA":{ "column_name":"price",

      "rejects":["mean_less_values"], 
       "requires":["histogram"],
       "table_validator" : "tv_round"},

"ruleB": { "column_name": "customer",
       "table_validator" : "tv_kanony"}

},
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：
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"func_policy":{
"histogram": { "func": "histogram",

                    "require": "min_num_per_bin=5"},
"mean_less_values": { "func": "mean",

                                           "reject": "<100"},
},
"table_validators": {

"tv_round": {"validator": "round",
            "args": "base=10"},

"tv_kanony": { "validator": "k-anony",
               "args": "k=2"},

}

Fig. 6.2: Analysis control with data provider’s policy

This violates the policy since price has only 30 values. The validator for mean
returns an error, and the analysis is aborted.

When histogram is executed on price, the function policy histogram is enforced
by ruleA. The policy includes a parameter min_num_per_bin=5 specifying a require-
ment. The validator for histogram checks the output of histogram. If the minimum
number of values per bin is below 5, the validator merges bins to satisfy the condi-
tion defined by the parameter. This modification depends on the implementation of
the validator. This analysis control system enables more flexible anonymization by
incorporating passive and active control mechanisms.

Table validators are strictly enforced for table data. id concatenates price and
customer into a table. The table inherits rules ruleA and ruleB. ruleA specifies
tv_round as a table validator. tv_round invokes the table validator round, which
rounds the values in price. Executing the table validator round satisfies the require-
ments of ruleA. Following this, the table validator tv_kanony specified by ruleB is
executed. It ensures k-anonymity with k = 2 within the table. These modifications
satisfy both ruleA and ruleB. Finally, the result is provided to the analyst.
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6.5 yak: WebAssembly-based Analysis Platform

6.5.1 Towards Implementing Analysis Control

The analysis platform must possess the following functionalities to implement analy-
sis control, as outlined in Section 6.4.

First, each analysis function must be distinctly isolated, allowing the platform to
control function invocation. Breaking isolation leads to incomplete control and
potential data leakage. To ensure effective policy enforcement, functions must not
share data except through a dedicated API designed to enforce these policies. This
API must also handle diverse data formats, ranging from tabular data to statistical
metrics.

Second, the platform must execute validators according to the defined policies.
Validators are required to process both the input and output of modules.

Third, data providers furnish data and policies tailored to each analyst. Each data
provider maintains its remote data storage. The data provider module establishes
connections to the storage and supplies data through the platform’s interface. Fur-
thermore, the relevant policy must be provided when the analyst initiates an analysis
session, as policies vary across analysts. Therefore, the module must dynamically
provide the appropriate policy at runtime.

Fourth, the platform should give analysts an easy way to define analysis procedures.
This implies that analysts should be able to conduct analyses in the same way in
conventional environments, such as Python.

Finally, the platform must ensure the confidentiality of data. Unauthorized individu-
als, like operators, could steal the data. This would make the platform ineffective.
Therefore, the platform must operate in a confidential environment such as a TEE.
Additionally, the platform must provide verifiable proof that the environment is
secure and operates as intended.

6.5.2 Design of yak

Fig. 6.3 shows the overview of yak. yak is a data analysis platform that satisfies the
requirements outlined in Section 6.5.1. Analysts define their analysis procedures as
a Directed Acyclic Graph (DAG). The runner controls the analysis based on the DAG
and enforces the policy provided by the data provider. All functionalities, including
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Fig. 6.3: Overview of yak

data provision and analysis functions, are implemented as separate modules. Each
module is isolated using WebAssembly [35] and provides dedicated APIs for data
processing. The runner chains data from a function module to a validation module
and subsequent function modules. To ensure data confidentiality, yak operates
inside a Confidential Virtual Machine (CVM), a form of TEE. A CVM provides
data confidentiality and integrity for the guest virtual machine. However, simply
running yak inside a CVM is insufficient. Data providers also need a way to verify
that the running yak instance and the underlying CVM are genuine and that data
confidentiality is assured. This verification method is known as “attestation”. yak
provides an attestation interface for data provider modules to verify the platform’s
authenticity and confidentiality before data provision. Data providers verify yak
through a data provider module and then supply policies and requested data.

6.5.3 WebAssembly-based Module System

yak’s module system is designed to be both extensible and secure. This design
allows developers to implement a wide range of analysis functions, from simple
to complex. To support extensibility while enforcing analysis control strictly, each
function must be isolated. To meet these requirements, yak uses WebAssembly
to provide isolation among modules. WebAssembly offers lightweight isolation
among modules and operates across various platforms. Linux processes provide
similar isolation. However, binaries for these processes have dependencies on an
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environment, such as architecture and libraries. Container technology addresses
this issue, but its footprint tends to be large, which becomes problematic when
running tens or hundreds of modules. WebAssembly modules require only a runtime.
Modules do not depend on external libraries, so there is no need to consider the
underlying architecture. This module system is extensible: developers can implement
new analysis functions and validators as WebAssembly modules without modifying
the platform.

To support various data formats, including columns, tables, and statistics such
as histograms, yak uses the Apache Arrow IPC format [215]. It is a binary data
format that efficiently serializes columnar data. The format supports columnar data,
matrices, and other statistical data through user-defined extensions. To provide
extensibility with modules, the runner does not interpret the data format but chains
binary data among modules. As shown in Fig. 6.4, each module deserializes binary
data and processes it. The processed result is serialized into IPC format, and then
the runner relays it to the next validation and function modules. Module inputs can
originate from multiple sources. To handle this, modules process multiple binary
data inputs. The process depends on the implementation. For example, a function id,
which passes input data through unmodified as output, concatenates input columns
into a table. A function mean calculates each column’s mean and returns it as a table
of mean values. This design allows each module to flexibly handle different data
representations.

The runner enforces policies during analysis. Policies and analysis control are
implemented as described in Section 6.4. After executing a function module, the
runner checks data according to the algorithms. Validate in them corresponds to
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Fig. 6.5: Analysis procedure is defined with DAG

calling a validator module. The runner calls the validator module and decides
whether to continue or abort the analysis.

6.5.4 Defining Analysis Procedure with DAG

Analysts define their procedures in a Directed Acyclic Graph (DAG) format in yak.
A clear representation of analysis procedures is crucial for analysts. Some analysts
use programming languages like Python. They can describe their procedures by
writing code. However, directly using procedural programming languages can lead to
information leakage and reduced flexibility. A typical example is intermediate results.
Analysts store intermediate results as local variables in code. While other code might
reuse these results, it necessitates yak returning them to the analyst. This implies that
intermediate results must comply with policies, which can be challenging regarding
policy complexity. Analyzing code and variable dependencies might eliminate the
need to return intermediate values. DAGs provide a dependency representation by
explicitly defining function and variable dependencies. This eliminates the cost of
analyzing dependencies, and the runner can know explicitly which results should be
returned.

In a DAG representing an analysis procedure, nodes and edges represent analysis
functions and data dependencies. Fig. 6.5 shows the example. A query filters price
values greater than 80.0 and calculates the mean and histogram. Manually writing
a DAG definition can be difficult. yak provides a lightweight wrapper library for
Python. Analysts can define analysis procedures procedurally. Additionally, yak
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Fig. 6.6: Handshake and authentication between an analyst and data provider

supports pre-defined DAGs as SubDAGs. Analysts can obtain results of complex
analyses like Ordinary Least Squares with this. They can invoke SubDAGs in the
same way as function modules without a procedure definition.

6.5.5 Providing Policies and Data From Remote with AuthN

yak is designed to handle datasets provided by remote data providers. Data providers
can provide columnar datasets stored in their data store, like RDBMS servers, via a
data provider module. This module fulfills two roles: providing policies based on
analysts and delivering data with authentication.

Firstly, data providers define multiple policies based on analyst attributes, such as
affiliation. A policy allowing most analysis functions is provided for analysts from
the same company or organization. Data providers impose policies that permit
only restricted functions for analysts from other organizations. yak facilitates this
gradation of analysis control through the proper application of multiple policies.

To enable authentication and policy provision, yak employs JWT [216] token-based
authentication for data provider modules. Fig. 6.6 shows the handshake. Data
providers issue JWT tokens to analysts. When an analyst initiates an analysis,
the runner initializes the data provider module. The module then establishes a
handshake connection with the data provider via a WASI socket. The connection
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between the data provider module and the data provider is encrypted using TLS.
During the handshake, the token is transmitted to the provider, and the provider
verifies it. If the verification is successful, the provider supplies a policy based on the
subject information embedded in the token. Simultaneously, the requested column
data is also provided. Policy management is provider-specific, and embedding
analyst attributes in the token enables flexible policy selection. The runner enforces
the selected policy throughout the analysis.

6.5.6 Volatile Platform without Persistent Storage

yak is designed to operate without persistent storage. Persistent storage enables
data to be retained after analysis, creating vulnerabilities for data leakage. A volatile
platform is essential for controlling the data lifecycle.

yak operates within AMD SEV-SNP [217]. AMD SEV-SNP is a kind of CVM that
provides confidentiality and integrity for a virtual machine’s memory and CPU
register state. It supports the execution of the Linux kernel, and yak runs on Linux
within it. In yak, all software and libraries are bundled as a RAM disk. The CVM
has no persistent storage, and all data retained in memory is flushed upon CVM
termination. It ensures that data is reliably removed after analysis and cannot be
reused for subsequent analyses.

6.5.7 Remote Attestation Protocol for Data Providers

Data providers care about the confidentiality of their data. yak runs on an AMD
SEV-SNP’s CVM, which ensures data confidentiality and integrity. However, yak
must prove that the running yak and CVM are genuine and that analysis control is
correctly enforced. To verify it, yak provides a remote attestation protocol for data
providers.

Fig. 6.7 shows the attestation protocol for data providers. AMD SEV-SNP can
generate an attestation report that includes a 64-byte report-data field [218]. yak’s
attestation protocol utilizes this field and implements challenge-response-based
attestation [219]. First, a data provider module calls a WASI function for handshake,
and a runner and a data provider’s remote server establish a secure end-to-end
connection. The runner requests a nonce n from the data provider’s server, and
the server returns n. The runner generates an attestation report with the nonce
and sends the report to the provider’s server. This protocol relies on a secure
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Fig. 6.7: Remote attestation protocol for data providers

communication channel between the runner and the data provider’s server. When
employing TLS to secure this channel, the server must prevent potential Man-in-the-
Middle (MITM) attacks. Channel binding with exported TLS keying material [220]
can prevent such attacks. Specifically, Hash(n ∥ Keyexported) is used as the report-data
instead of the nonce, where Keyexported denotes the exported keying material. The
report is signed with the SEV-SNP Secure Processor’s Versioned Chip Endorsement
Key (VCEK) [221]. The secure processor ensures that the currently running processor
is genuine. Then, the server verifies the report. AMD provides certificates to verify
the VCEK-signed attestation report. A data provider verifies the certificates and
confirms that the report is signed within an SEV-SNP environment. If the report
verification is successful, the server proceeds with the authentication described in
Section 6.5.5. If the verification fails, the server aborts the connection.

SEV-SNP provides a Launch Digest (LD) in an attestation report [218]. LD is a digest
of the memory content at CVM startup. Verifiers can check whether the launched
kernel and the RAM disk are as expected. The LD for yak is calculated in advance,
enabling users to verify whether the running yak is genuine by comparing the LD.
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6.6 Threat model

yak aims to prevent the unexpected theft of data from data providers. If an analyst
has malicious intent, analysis control, as described in Section 6.4, prevents unautho-
rized parties from accessing and analyzing the data. If the processing infrastructure
or computing environment has been maliciously modified, the attestation protocol
detailed in Section 6.5.7 ensures the integrity of the computing environment and
underlying software. The remaining threats include the security of analysis functions,
the yak implementation, and the potential leakage of the analysis procedure to the
data provider. Regarding the security of analysis functions, the provided functions
are assumed to be correctly implemented. For the security of the underlying soft-
ware, it is assumed that no vulnerabilities exist and policies are correctly enforced.
As for the leakage of the analysis procedure, it is protected within the CVM, but the
types of retrieved data may be leaked to the data provider.

6.7 Evaluation

I evaluated the performance of the analysis using yak and native Python execution.
The evaluation environment was a CVM with 4 vCPUs (AMD EPYC 7313P) and 8 GiB
of memory.

6.7.1 Performance Evaluation with Synthetic Data

First, I evaluated the basic performance using synthetic data. This evaluation mea-
sured performance with varying data volumes and function counts. In this evaluation,
the data provider did not use remote storage, providing data from module-embedded
storage to align conditions with Python. Each evaluation represents the average
of 100 measurements. For functions, var and LinearRegression (LR) were used.
To evaluate the overhead caused by the module system, id was also measured. id
concatenates inputs and outputs without modifying the values.

Fig. 6.8, Fig. 6.9, and Fig. 6.10 illustrate the performance of basic analysis functions
with varying data volumes. Up to 10,000 values, the overhead in yak and Python
remained comparable. This suggests that function call costs were dominant. As the
number of values increased, execution time increased approximately linearly in both
yak and Python. This is attributed to the cost of processing values becoming domi-
nant, closely aligning with the number of values. yak exhibited up to seven times
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Fig. 6.11: Memory usage on
the number of values

the overhead of Python in the worst case. Notably, var had substantial overhead,
which worsened with increasing data volumes. Python’s var execution time did not
increase much. Considering the increased wall time in id, deserialization caused
overhead in yak that grew with dataset size. LR exhibited different behavior. With
smaller data volumes, yak’s LR was faster than Python’s. yak’s LR was implemented
using linfa_linear, which provides efficient linear algebraic operations, resulting
in faster linear regression calculations. However, as data volumes increased, yak
became slower than Python. This was likely due to the same data deserialization
overhead. Fig. 6.11 shows the memory usage for the number of values. id with
1 value and 500,000 values consumed about 65 MB and 98 MB in the entire sys-
tem, respectively. Values were represented as 32-bit floating-point numbers; thus,
500,000 values occupy about 2 MB. The system consumed roughly 33 MB to retain
these values—about 15 times inflation.
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yak chains function modules to process analysis procedures. The execution is serial,
leading to increased processing time with longer function chains. I evaluated the
relationship between chain length and analysis wall time. To measure function
chaining performance, id was used as the function. It deserializes inputs and
serializes them as an output. A column with 100,000 values was used as input.
Fig. 6.12 presents the results. The processing time increased with the length of
the function chain. The increase showed an almost linear relationship between
time and the number of functions. This indicates that each function incurred
serialization and deserialization overhead, affecting overall performance. However,
the actual time with 10,000 functions did not reach 10 seconds, so the serialization
or deserialization overhead is considered negligible. Fig. 6.13 shows the memory
usage for different chain lengths. The usage increased almost linearly with chain
length. At 10,000 functions with validator modules, the entire system consumed
about 4.1 GB, meaning one function module consumed about 412 KB. Fig. 6.11 and
Fig. 6.13 show that the number of function modules is the primary driver of memory
usage. This result indicates that large procedures can require substantial memory
resources.

Performance was measured with and without policy enforcement to evaluate the
overhead caused by validator modules. The policy was defined to let the runner
always call the corresponding validator module after the function module execution.
To measure the validator module call overhead, id was used as the function. The
validator module for id deserializes both input and output and verifies that column
names remain unchanged. Fig. 6.12 presents the results. There was no significant
overhead with validator modules. The validator modules only performed deserial-
ization, which did not substantially affect performance compared to serialization
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"rules": {
    "rule1": {
        "column_name": "metrics",
        "requires": ["histogram_round"]
    }
},
"func_policy": {
    "histogram_round": {
        "func": "histogram", 
         "require": "min_num_per_bin=10"
     }
    }
}

Raw Result (Policy is not enforced)

Anonymized Result

Policy

Fig. 6.14: Anonymization by policy: Histogram

in a function module. This benchmark indicates that calling validator modules
themselves does not cause significant overhead. In real-world applications, valida-
tor modules may have suboptimal implementations. The development of efficient
validator modules is outside the scope of this research.

These benchmarks indicated that yak incurred overhead compared to native Python
execution. This overhead was primarily observed during serialization/deserialization
and module chaining. It stemmed from yak’s WebAssembly-based module design,
which ensures data confidentiality and control over analysis; native Python execution
does not provide these features. I consider this overhead an acceptable trade-off for
these functionalities in secure data analysis.

6.7.2 Use Case: Anonymization based on Policy

Fig. 6.14 and Fig. 6.15 show use cases of policy-based anonymization. yak can
enforce the anonymization of specific data by defining policies. I implemented
validator modules to anonymize histogram and table data.

The SDC handbook [213] provides a method to anonymize histograms by merging
bins to ensure each bin contains values exceeding a specified lower limit. I imple-
mented this approach as a histogram validator module. Fig. 6.14 demonstrates a
policy to anonymize a histogram, ensuring each bin contains at least 10 values. A
raw result contains bins with fewer than 10 values. With the policy, yak automat-
ically anonymizes the histogram using the implemented validator module, which
provides an anonymized histogram.
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"rules": {
    "rule1": {
        "column_name": "country", 
        "table_validator": "tbl_k_anony"
    }
}, 
"table_validators": {
    "tbl_k_anony": {
        "validator":  "tbl-k-anony",
        "arg": "{
            "k": 2, 
            "mask": true, 
            "quasi_columns": ["country", "age"]
         }"
    }
}

Raw Result (Policy is not enforced)

Anonymized Result

Policy

Fig. 6.15: Anonymization by policy: Table

k-anonymization is an anonymization method for tables. I implemented the Mon-
drian algorithm [222] for k-anonymization. This algorithm ensures that each record
in a dataset is indistinguishable from at least k-1 other records. In a policy, the
country and age columns were specified as quasi-identifiers, and k-anonymity (k=2)
was required. The raw result displays all raw values. With the policy applied,
country and age columns were masked to satisfy k-anonymity (k=2).

Fig. 6.14 and Fig. 6.15 illustrate a use case of yak’s analysis control. Without
implementing algorithms directly, data providers can anonymize their data by
defining policies.

6.7.3 Case Study: Analysis of Financial Products

I performed analyses using EDINET [223] to evaluate usability in real-world scenar-
ios. Using EDINET data, Japanese securities and stocks can be analyzed. I created a
dedicated SQLite3 database from the datasets. It contains over 40 million entries,
and the database’s size is about 28 GiB. The database ran as a remote server, and yak
requested datasets via a gRPC channel as described in Section 6.5.5. The datasets
were provided remotely in response to the queries. The analysis included filtering
data, calculating ratios with arithmetic operations, counting values, and display-
ing results as a concatenated table. Fig. 6.16 illustrates a portion of the analysis.
yak provides a library for using yak via Jupyter Notebooks. The library and yak
communicate through gRPC. With this library, analysts can write their procedures
in the notebook and execute them with yak seamlessly. Although the procedure
could be defined, there remains room for improvement. As the procedure became
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Fig. 6.16: Analysis of financial products

more complex, its readability diminished. Therefore, a more human-readable way
to define procedures is required.

6.8 Discussion

6.8.1 Validity and Risk of Analysis Control

yak provides analysis control through data provider policies. Data characteristics
depend on the data itself, and data providers can determine which data requires
sealing or anonymization. External parties, including analysis platforms, analysts,
and anonymization algorithms, lack this inherent knowledge. Consequently, there
is no universal solution for protecting diverse data and providing analysis results
without considering specific data attributes. yak offers general anonymization algo-
rithms, such as k-anonymization for tables, but data providers remain responsible for
selecting appropriate algorithms for data protection. Responsibility for data leakage
rests with the data provider’s policy, and data providers must define these policies
meticulously.

However, data providers may make mistakes in policy configuration. As the last
line of protection, analysis control has a “reject” policy and table validators. These
prevent unintended function invocation and enable minimal anonymization so as
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not to reveal raw values. Data providers should utilize them. Furthermore, a policy
validator may help define better policies. The risk of data leakage depends on each
anonymization algorithm, and showing an estimation of the risk would be useful.
These enhancements are beyond the scope of this research and are a future task to
leverage analysis control.

6.8.2 Usability for Data Providers

Data providers must define policies tailored to their data. As mentioned in Sec-
tion 6.8.1, they must understand which data requires protection. This understanding
is the initial step in policy definition, but it can be challenging for those unfamiliar
with data anonymization. One solution is to utilize pre-defined policies as profiles.
Certain organizations, particularly governments, define data formats for data col-
lection. Experts can design policies that incorporate anonymization to comply with
regulations using these formats.

Another approach involves algorithms that predict information leakage, as seen in
differential privacy. These algorithms can estimate the “probability” of uniquely
identifying an individual. Providers can use this metric to adjust the noise added to
data for scrambling. If data providers can specify requirements for the probability,
it will be possible to generate policies that meet these requirements using various
algorithms. With yak and such policy generation methods, data providers can use
differential privacy algorithms easily.

Data providers may provide less-structured datasets such as JSON. Analysis control
assumes columnar data and cannot handle such datasets. Transforming such datasets
into a pseudo-columnar representation within a data provider module would enable
yak to handle a wider range of formats.

6.8.3 Analysis Performance

yak uses WebAssembly modules for a module system and the Apache Arrow IPC
format for data exchange between modules. While these are necessary for module
separation and a unified API, they introduce performance overheads compared to
Python. Performance evaluations in Section 6.7 have demonstrated these overheads.
They also indicated the possibility of significant memory consumption. Further-
more, the current yak implementation runs only one module concurrently. This is
merely an implementation limitation. yak can be modified to run multiple modules
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simultaneously while resolving dependencies, and this could improve performance.
Performance optimization, including memory usage, is a future task.

6.9 Conclusion

In this chapter, I proposed Analysis Control and yak as its implementation. Analysis
control prohibits or forces the execution of analysis functions, thereby controlling
data provisioning and analysis. Data providers can control analysis with a policy
and have results anonymized. yak is an extensible analysis platform that provides
various analysis functions, enforces policies, and ensures data confidentiality and
integrity. Evaluations using synthetic datasets demonstrated yak’s feasibility with
negligible overhead and confirmed its ability to enforce policies effectively.
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Conclusion 7
Edge Computing (EC) is often delivered via platforms provided by cloud service
providers. Cloud-based EC platforms are tightly coupled to the cloud and rely on
centralized infrastructure for management, orchestration, and data processing. This
architecture reduces the operational burden on developers and allows them to focus
on application development. However, this architecture introduces availability risks
due to its dependence on centralized services and raises privacy concerns.

In this dissertation, I advance Region-based Edge Computing (Region-based EC),
which enables edge nodes and devices within a local region to operate independently
of centralized platforms. With Region-based EC, edge infrastructure can continue
to operate even when cloud services are unavailable, improving overall availability
and resilience. Moreover, by processing data locally within the region, users can
retain greater control over their data, enhancing privacy and reducing exposure to
external services. Region-based EC empowers users with greater autonomy over
their computing resources and data governance. However, it faces several challenges
that must be addressed for practical adoption. The challenges are: securing intra-
region communication in the presence of potentially untrusted devices; deploying
and maintaining applications efficiently on resource- and bandwidth-constrained
nodes; and enabling privacy-preserving collaboration with external computation
and analytics.

This dissertation addresses these challenges with four contributions. CREBAS in-
troduces a capability-based authorization architecture that provides fine-grained,
user-manageable network access control among heterogeneous devices, mitigat-
ing risks posed by compromised or backdoored IoT components without requiring
device-side retrofitting or expert-derived policy languages. bypass4netns improves
the network performance of rootless containers through a socket-switching mecha-
nism that reduces overhead in privilege-separated networking paths, enabling secure
containerization without network performance penalties. D4C delivers efficient
container image updates with merge-based delta generation and a filesystem that
applies deltas lazily, significantly reducing data transfer volume and update latency
under limited network bandwidth. yak provides analysis control inside Trusted
Execution Environments, allowing data providers to specify prohibited operations
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and enforce anonymization requirements directly on analytical queries, prevent-
ing exfiltration through malicious or data-leaking requests. These contributions
enhance the practicality of Region-based EC by addressing key challenges in security,
application deployment, and data privacy.

Future work on Region-based EC should focus on middleware and applications that
can replace existing cloud-dependent services while leveraging the benefits of local
autonomy. Application developers have benefited from managed, cloud-based EC
platforms, but in Region-based EC, they must handle infrastructure management
and orchestration themselves. Some orchestration tools for the edge, such as
KubeEdge [61] and OpenYurt [224], can help manage edge nodes. Developing
orchestration and management frameworks tailored for Region-based EC, including
integration with services such as Function-as-a-Service, can lower the barrier for
application developers and operators. For end users, enabling easy setup and
management of edge nodes and devices will be important to promote the adoption
of Region-based EC. Current cloud-based EC platforms and their applications provide
web consoles and smartphone apps to simplify the management and monitoring
of edge nodes and devices. In Region-based EC, similar user-friendly management
tools will be necessary to facilitate broader adoption among non-expert users. Home
Assistant [225] already provides a user-friendly interface for locally managing smart
home devices, and it will play an important role in Region-based EC. With the
foundational infrastructure for secure and efficient Region-based EC established,
the next frontier is the support for high-level applications. Platform providers and
vendors are actively developing cloud-based AI services that leverage powerful
models hosted in the cloud. Bringing such cloud-grade AI capabilities to the edge
while preserving local autonomy is crucial. Although computational resources
are typically limited at the edge, the ongoing trend toward efficient hardware
accelerators for resource-constrained environments (e.g., self-driving vehicles) will
facilitate the deployment of high-level services in Region-based EC.

Region-based EC is in its infancy, and future work can draw on approaches and
technologies developed in adjacent domains, including cloud computing and com-
modity hardware. This creates opportunities to develop and deploy a wide range of
applications and services in a spirit of practical experimentation.
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