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Abstract—Cyber-physical and IoT systems gather diverse real-
world data through systems created by heterogeneous hardware,
software resources, and communication technologies, which intro-
duce various threats and countermeasures. Although protecting
data transmitted over the system is critical, previous work has
not shown how to model these threats and countermeasures to
evaluate attack impacts in each threat category. We propose a
framework to evaluate the attack impact on data flows in systems
with heterogeneous resources by representing the threats existing
in each node and the countermeasures applied to data flows in
their respective categories. Our framework determines whether
a dataflow is compromised or not for each threat category.
We define a hierarchical model of resources and vulnerabilities,
represent threats and countermeasures by vectors, and develop a
metric to quantify attack impacts. To validate the framework, we
assess a simple IoT sensor system combining ZigBee and LoRa,
demonstrating how it captures protocol and device differences.
As a result, our framework flags only threats with realistic attack
risks as compromised.

Index Terms—Heterogeneous Systems, Data Flow, Security
Evaluation

I. INTRODUCTION

Cyber-physical and IoT systems collect a wide variety of
real-world data, requiring the integration of heterogeneous
hardware, software resources, and communication protocols
[1]-[3]. For example, sensors measure different parameters
such as temperature, acceleration, or water level in systems in
many domains. Also, different communication methods can be
used together to balance throughput and wide-area coverage.

Such heterogeneity is strongly related to the system’s secu-
rity. Resource heterogeneity can limit the damage caused by
one vulnerability, thereby enhancing reliability [4]-[6], but it
also introduces various threats. For instance, an OS-specific
authentication vulnerability compromises only nodes running
that OS, whereas other nodes remain unaffected. Likewise,
encryption or authentication might protect data but be absent
in others, creating uneven security across the same system.

Protecting data in these systems is critical since data from
sensors often guides real-time decisions or critical processes.
Compromises of data in integrity or availability prevent the
system from understanding real-world environment correctly
and timely, which may lead to inappropriate decisions made by
the system. Similarly, breaches of confidentiality cause serious
risks in domains handling sensitive data, such as healthcare.
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To protect data, the systems usually apply various coun-
termeasures according to threats, which are effects caused
by attacks. Tampering, replay, and delay are examples of
threats to data, and encryption and signatures are examples
of countermeasures against specific threats. Threats to data
are different according to the system’s characteristics and the
status of countermeasures. For example, confidentiality of data
is not compromised if the data is encrypted, even if the attacker
intrudes the devices that only transmit data to other devices
without any modification. Thus, we need to evaluate the attack
impact on data flows based on both attacks to each device in
the system and the countermeasures applied to the data.

Existing approaches to heterogeneous system security tend
to focus on attacker actions (e.g., cost, probability) [7]-[12]]
rather than the resulting impact on data flows. Likewise,
generic threat modeling [13]-[16] does not specify how to
incorporate heterogeneity inside the system to evaluate attack
outcomes for each flow. Hence, we need to extend these mod-
els to evaluate how attacker’s activities affect data transmitted
over the system by incorporating data flows, threats to data,
and countermeasures against threats into the model.

We propose a framework to evaluate the attack impact
on data flows in systems with heterogeneous resources by
representing the threats existing in each node and the coun-
termeasures applied to data flows in their respective cate-
gories. It evaluates the presence or absence of compromise
for each threat category based on the mapping between a
threat and a countermeasure. We model a system’s network
using a hierarchical graph, define each data flow by its path
and the countermeasures applied, and represent threats and
countermeasures in the system using sets of categories and
boolean vectors over the sets. Threats and countermeasures
are modeled at node and data-flow levels. This enables us to
capture how heterogeneous resources and vulnerabilities lead
to distinct threats, and how different communication methods
contribute to data-flow protection.

The remainder of this paper is as follows. Section [l surveys
related works. Section details our proposed framework.
Section shows the evaluation, and Section |V| discusses the
results and implications. Section concludes the paper.



II. RELATED WORKS

Many studies have explored the relationship between het-
erogeneity and security properties in a system. Zhang et al.
[4] surveyed heterogeneity-based security approaches in cyber-
physical systems, noting that diverse resources can limit the
impact of a single vulnerability. Meanwhile, some 10T systems
inherently contain device-level and reliability-level differences
[1]], or involve multiple network architectures [2].

Research on heterogeneity and security typically proceeds
in two directions: (1) introducing resource diversity to boost
resilience against unknown exploits, and (2) evaluating the
security effects of existing heterogeneity.

For instance, Hu et al. [[17]] arranged functionally equivalent
but diverse components to resist zero-day vulnerabilities, and
Prieto et al. [6] diversified homogeneous nodes to mitigate
simultaneous exploits. Touhiduzzaman et al. [9] modeled the
placement of security mechanisms in a power grid via a graph-
coloring approach. Such methods focus on improving overall
connectivity or robustness by introducing heterogeneity, but
do not address how the heterogeneity impacts each data flow’s
security.

To evaluate effects by heterogeneity, other previous work
uses attack graphs or host-connectivity graphs, placing vulner-
abilities or nodes as vertices [7], [8], [10]-[12]. These studies
often quantify attack cost, success probability, or reachability,
yet do not show how attacks affect individual flows or how
defenses vary across flows. Moreover, some metrics quantify
overall diversity [5]] or common attack surface [18]], but do not
directly evaluate per-flow impacts.

Threat modeling frameworks [[13]—[15]], [19] offer structured
steps to identify and categorize potential threats (e.g., Spoof-
ing, Tampering, DoS). However, they do not clarify which sys-
tem elements must be modeled or at what level of granularity.
As a result, it remains unclear how heterogeneous resources
and vulnerabilities lead to distinct threats or protection of data.

Extensive mappings between threats and defenses, like
MITRE ATT&CK [20] and ENISA guidelines [21]], enumerate
broad tactics, techniques, and mitigations. However, they do
not provide a method to represent what threats exist in an
actual system or how they are mitigated by countermeasures.

III. ATTACK IMPACT EVALUATION FRAMEWORK

We propose a framework for evaluating the attack impact on
data transmitted over the system consisting of heterogeneous
components. Figure |I| shows an overview of the proposed
framework. The framework consists of two parts: the model of
the system and the algorithm for evaluating the attack impact.

The framework models the system as a hierarchical, two-
layered graph. The lower layer represents components and vul-
nerabilities of each node, and provides the threats of each node
when data is handled at the node. The upper layer represents
the data flows between nodes and the countermeasures applied
to them. By representing resources and vulnerabilities per node
at the lower layer, we can explicitly express the heterogeneity
of the system. Actual evaluation at the lower layer is assumed
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to apply existing node-level vulnerability analysis methods
such as HARM [7].

In addition, we introduce virtual nodes at the lower layer
to represent attacks on communication paths that occur with-
out compromising any nodes, such as eavesdropping, replay,
jamming, etc. This representation captures threats originating
both inside and outside the system.

Threats and countermeasures are represented as vectors, and
their elements correspond to each category. The presence or
absence of the threats and countermeasures is represented by
a Boolean value. The mapping between a threat and effective
countermeasures is defined as a function that associates threats
and effective countermeasures. Various works [[13]], [20]—[23]]
have categorized threats and countermeasures and presented
their mappings. We assume that we use such mappings in
practice.

To find the evaluation results, the proposed framework itera-
tively evaluates the threat faced at each node, the countermea-
sures applied to data at each node, and threat-countermeasure
mapping functions, from the start of the data flow to the end.
In this way, the proposed framework outputs the threat left on
the data flows, given the vulnerabilities in the system and the
countermeasures applied to the data.

A. Formal Model

We denote the model in the proposed framework by R,
consisting of the System Configuration Graph G, the Threat-
Countermeasure Mapping M, the Set of Data Flows D, and
the Set of Threat Vectors A. The following sections describe
each component.



R=(G,M,D,A)

System Configuration Graph: G = (U, L, f)

G is the two-layer hierarchical graph. The upper layer U
represents the system’s nodes and their connectivity, as well
as virtual nodes for external attackers on communication paths.
The lower layer L represents the resources and vulnerabilities
of each node. f is the mapping between nodes in U and L.

The connectivity layer U is a graph composed of the vertex
set Vi, which represents the nodes in the system and any
potential attackers on each communication link, and the edge
set Ey denoting connectivity among the nodes as a pair
of vertices in V. Each node corresponds to the devices
included in the system, such as sensors and routers, or the
communication links if the node is virtual.

The resource/vulnerability layer L is a collection of graphs
describing the resources and vulnerabilities of each node. Each
graph depends on the method used to analyze the resources
and vulnerabilities of the nodes, for example, EDG [24]
and HARM [7]. We do not specify a particular approach
for representing each node’s resources and vulnerabilities,
allowing the proposed model to use different vulnerability
analysis methods.

f is a one-to-one mapping that indicates the correspondence
between a node N; in Vi and an element /; in L.
Threat-Countermeasure Mapping: M = (T, S, m)

M comprises the set of threat categories 7', the set of coun-
termeasures categories S, and a mapping m between them.
Each threat in 7" is denoted by ?;, and each countermeasure
in S is denoted by s;. Here, a countermeasure refers to a
mechanism that safeguards security requirements such as data
confidentiality, integrity, or availability in packets or signals
used for communication. The mapping m is a one-to-many,
table-based mapping that specifies which countermeasures in
S are effective against each threat in 7.

An example of threats and countermeasures is shown in
Table[l] which is based on the mapping from Yoshinaga [ and
the railway safety standard IEC62280 [23] with an extension
of adding “Eavesdropping” as a threat to confidentiality by
us. In this example, 7' = {(1)Replay, (2)Dropping, (3)Injection,
(4)Reordering, (5)Tampering, (6)Delay, (7)Spoofing, (8)Eaves-
dropping}. Similarly, S = {(1)Sequence Numbering, (2)Times-
tamp, (3)Entity ID, (4)Feedback, (5)Device Authentication,
(6)Integrity Code, (7)Encryption, (8)Timeout}. The mapping
m is defined for each element of 7. For instance, m((1)Replay)
= {1,1,0,0,0,0,0,0}, meaning “Replay” is prevented by “Se-
quence Numbering” or “Timestamp.” Further details of m is
provided in Section [[II-B]

Each threat and countermeasure is defined by the adminis-
trators that evaluates the system. There are several guidelines
or frameworks for threat modeling in domain-specific ways or
general ways, and the use of these guidelines prevents admin-
istrators from missing important threats and countermeasures.

For simplicity, we assume the following for the threats and
countermeasures.

TABLE I
EXAMPLE OF THREAT/COUNTERMEASURE CATEGORIES

Threat
(1) Replay
(2) Dropping

Countermeasures

1) Sequence Numbering, 2) Timestamp
1) Sequence Numbering

1) Sequence Numbering, 3) Entity ID
4) Feedback, 5) Device Authentication
1) Sequence Numbering, 2) Timestamp
6) Integrity Code, 7) Encryption

2) Timestamp, 8) Timeout

4) Feedback, 5) Device Authentication,
7) Encryption

7) Encryption

(3) Injection

(4) Reordering
(5) Tampering
(6) Delay

(7) Spoofing

(8) Eavesdropping

o Each threat is treated as independent, so combining
multiple threats does not alter how they map to coun-
termeasures.

o If at least one countermeasure is applied against a threat,
that threat is prevented from being realized.

Even with these simple assumptions, we can still capture
foundational yet important scenarios in data flow security. For
example, if encryption is applied to a flow, eavesdropping
becomes significantly more difficult unless the attacker obtains
the encryption key. If sequence numbers are in place, replayed
packets can be discarded as long as those numbers remain
unmodified.

Set of Data Flows: D = {d;}

D is the set of data flows d; defined on the connectivity
layer U. Each data flow d; is composed of a path p; and a
list ¢; of countermeasures applied at nodes on p;. ¢; consists
of countermeasure vectors c;j that describe the status of
countermeasures at node Ng. ¢;  is a |S|-dimensional vector.
If the countermeasure s; is applied to data flow d; at node Ny,
then c; j; = 1; otherwise, ¢; ;; = 0. For instance, in the coun-
termeasure categories shown in Table [, the countermeasure
vector ¢; , = {0,1,0,0,0,0,1,0} indicates that, at node N,
(2) Timestamp and (7) Encryption are applied to data flow d;.

Here, “a countermeasure is applied” means that, for the data
under evaluation, the corresponding mechanism is effectively
functioning at node Nj. The countermeasures applied may
differ between a node within the system and the communi-
cation channel. For example, even if data is encrypted when
transmitted over the communication path, each node in the
system may decrypt it at each hop to verify integrity, which
should be treated as not encrypted on the nodes in the system.
Set of Threat Vectors: A = {a;}

A represents the threats that arise at each node for the
data under evaluation by an attacker. A is composed of threat
vectors ay, at each node Nj. Each threat vector ay, is a |T|-
dimensional vector defined based on the set of threat categories
T. We denote the element of a;, corresponding to threat ¢;
as ay ;. If an attacker can realize a threat of category ¢; at
node Ny, then ay ; = 1; otherwise, ay ; = 0. As an example
from the threat categories in Table [, the threat vector ay
= {0,0,0,0,1,0,1,0} indicates that threats (5)Tampering and
(7)Spoofing exist at node Ny.



Each value of a; is determined using information on re-
sources and vulnerabilities in the lower layer L, for example,
the node compromise status, such as the privileges the attacker
has acquired, like file access, arbitrary code execution, etc.
For example, if an attacker exploits a vulnerability that allows
remote code execution and the vulnerability is not mitigated,
there is a risk that all threat classes in Table [l could be carried
out. Vulnerabilities that cause restart of a node or process may
result in data loss or a node’s transmission being halted, raising
the possibility of threats such as Dropping or Delay.

B. Metric

We define an Attack Impact Vector as a metric for evaluating
whether or not a single data flow is at risk for each threat
category. Similar to the threat vector A, h is a |T'|-dimensional
vector whose elements correspond to each threat in 7. For any
data flow d;, let h; be the attack impact vector of d;. We denote
each element of h; by h; ; for threat ¢;, and h; ; = 1 if the
threat ¢; is posed at d;, otherwise h; ; = 0.

Below is the procedure for calculating the Attack Impact
Vector h;.

First, we define a function isC'omp that determines whether
a data flow with the countermeasure vector c;j is compro-
mised under threat t¢;. For each threat t;, we define the
vector m(t;) that lists the countermeasures for ¢; using the
threat-countermeasure mapping M. m(t;) is |.S|-dimensional.
Let the [-th element of m(t;) be m(t;);, m(t;); = 1 if s
is an effective countermeasure for ¢;, otherwise m(t;); =
0. For instance, in threat category (1)Replay in Table
m((1)Replay) = {1,1,0,0,0,0,0,0}, indicating that the
effective countermeasures against (1)Replay are (1)Sequence
Numbering or (2)Timestamp.

We define isComp(t;, c; 1, m) using m(t;) as follows.

0 IspesS, mtj)i=1&cr=1

isCOmp(tj,Ci,k»m) = {1 else

This means that, for a threat of category t;, if any of the
corresponding countermeasures in the mapping m is applied
to data at node Vi, the data flow d; will not be affected.
This definition is based on the attack assumptions discussed
in Section Conversely, if none of the corresponding
countermeasures are applied, the data flow will be affected
in the threat ;.

In this study, we assume that once an attack impact has
occurred in a data flow, it cannot be fully recovered. For
example, from a confidentiality standpoint, if eavesdropping
or key leakage occurs, we cannot ensure that the leaked
information is fully removed. As for availability, if data is
lost or transmitted with a long delay, it is typically impossible
to fully compensate for the lost data or the failure to meet
timing requirements. In practice, partial mitigation methods
are available, such as removing suspicious data via anomaly
detection at the application level or in network traffic. How-
ever, this study evaluates threats at the entire data flow level,
and these mitigation strategies are beyond our scope.

We therefore iteratively evaluate whether a particular threat
has been realized on d;.
Below is the procedure for calculating the attack impact
vector h; for data flow d; using isComp.
1) Initialize all elements of the attack impact vector h to
Zero.
2) Extract the path p; = {N;1,N;o2,...
from the data flow d; = (p;, ;).
3) For each node N; ;, on the path p;, perform the following
steps in order:
a) Check the Threat Vector of Ny,
{ak,l, Ak 2, .- ,akym}.
b) For each threat category t; € T' in ag, if ap,; =1
and h; j = 0, then h; ; < isComp(t;, ¢; 1., m)

7Ni,length(pi)}
ag =

4) Evaluation on all nodes is complete. Use the attack
impact vector h as the threats not prevented by the
system.

IV. EVALUATION

We evaluate the effectiveness of our proposed framework by
illustrating the process of assessing attack impact in multiple
threat scenarios for a simple IoT system. First, we describe
the system’s design and configuration. Next, we present the
threat scenarios. Then, we show how to apply the proposed
framework to evaluate the attack impact under each scenario
in the target system. Finally, we review the evaluation process
to demonstrate the validity and usefulness of the proposed
framework. Assuming that the data of particular importance is
the environmental measurements transmitted from sensors to
the gateway. We focus on the field storing measurement data
within the protocol used when sending data from sensors to
the gateway.

A. System Configuration

Figure [2] presents an overview of the assumed system. This
system is for wide-area environmental measurements using
two sensor networks, ZigBee and LoRa. Each network sends
its collected data to a cloud-based monitoring application
through a dedicated gateway. This system flexibly supports
wide-area measurement by employing two communication
protocols with differing coverage distances. In this evaluation,
we focus on the ZigBee and LoRa networks.
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Fig. 2. System architecture of the assumed system




1) Zigbee Network: Sensors act as end devices and transmit
measurement data to the ZigBee Gateway through a router.
In this mesh network, the gateway acts as a coordinator and
aggregates measurement data from all sensors.

The ZigBee protocol stack uses IEEE 802.15.4 for the phys-
ical and MAC layers and defines a ZigBee-specific network
layer, application support sublayer (APS), and application
layer. Sensor data is stored in the packet payload at the
application layer.

The application-layer payload is protected by countermea-
sures at the MAC, network, and APS layers. Although both
the APS and network layers offer optional security features,
only the network-layer option is enabled.

The ZigBee network includes two types of routers: Router-A
and Router-B. These two routers differ in their devices and OS.
Router-A is not known to have any exploitable vulnerabilities.
In contrast, Router-B contains multiple known vulnerabilities
in its control modules and OS, which can be exploited to gain
unauthorized administrative access and tamper with firmware.

2) LoRa Network: Multiple sensors transmit data directly
to a gateway, forming a star topology.

LoRa specifies the physical and MAC layers [25]. Data
formats and upper-layer functions often rely on extended
protocols such as LoRaWAN, or on user-specific implemen-
tations. We assume a vulnerable user-specific implementation
for LoRa’s upper layer. This implementation transmits a device
ID along with sensor data, but the gateway does not verify it.

All sensors are identical devices sharing common hard-
ware/software components, such as a wireless module and a
control module.

B. Threat Scenarios

1) Threats: We consider three threat scenarios with differ-
ent levels of attack capability: eavesdropping, replay attacks,
and tampering. All three are typical attacks and vary in the
attacker’s level of infiltration into the system and whether the
attack is passive or active.

Attack 1: Eavesdropping The attacker’s capability is rel-
atively limited, and the attack is passive from outside the
system. The attacker attempts to eavesdrop on any ZigBee or
LoRa wireless link using a radio receiver and does not know
confidential parameters such as encryption keys.

Attack 2: Replay Attack The attacker does not have access
to nodes within the system but performs an active attack
from outside. The attacker captures traffic on any ZigBee
or LoRa wireless link and replays it using their transmitter.
By repeatedly sending legitimate data, they aim to inject
unauthorized data into the system.

Attack 3: Tampering The attacker gains access to a node
within the system and carries out an active attack. The attacker
exploits a known vulnerability in a specific OS on Router-B,
obtains administrator privileges, and modifies the firmware on
Router-B. Then, the attacker attempts to modify the sensor
data by running compromised firmware.

2) Countermeasures: We analyze the security features of
the target system by focusing on the protocols employed in
each network. We examine each layer of the protocol stack and
describe the security functions and characteristics associated
with it.

ZigBee Features at the MAC layer include assigning a
sequence number, designating source/destination IDs, and
incorporating an error-correcting code. These mechanisms
provide reliable packet transmission between adjacent nodes.

The network-layer header includes source/destination IDs
indicated by an 8-byte IEEE address or a 2-byte short address,
and a 1-byte sequence number. With the network layer security
option enabled, the AUX header is added to the network-layer
payload. This header provides encryption, message authenti-
cation, an integrity code, and an additional sequence counter.
All encryption relies on AES-128. The AUX header attaches
a 4-byte integrity code. Encryption is performed hop by hop
[26] using a network key shared by all nodes. Accordingly,
the network-layer payload is decrypted and undergoes integrity
verification at each hop. Therefore, the network-layer payload
is handled in plaintext during verification at each node.

At the APS layer, the header includes a numeric endpoint
identifier used to distinguish applications, as well as a 1-byte
sequence number.

Additionally, device authentication is achieved by control-
ling network participation. A new node can send a join request
only while the coordinator is in the Permit Join state, and the
network key is shared only with nodes whose participation is
approved.

LoRa In the LoRa network of this system, the firmware
only handles data transmission and reception, as well as
identification of each terminal. The transmitted data consists
solely of sensor data and a sensor device ID. At the MAC
layer, a cyclic redundancy check (CRC) is implemented for
error correction [25]]. However, it lacks additional features such
as encryption or authentication, leaving it vulnerable to various
attacks.

3) Attack Impacts: Below, we review the impacts of the
attacks.

Attack 1: Eavesdropping In Zigbee, AES-128 encryption
is employed at the network layer, so it is unlikely that
an attacker could decrypt AES—128—encrypted packets in a
practical time, without knowing the encryption key.

In LoRa, the attacker can obtain measurement data in
plaintext from the received signals.

Attack 2: Replay Attack In ZigBee, the MAC and network
layers each include a 1-byte sequence number in their headers,
and the network-layer AUX header has a 4-bit sequence
number. Thus, a replay attack without altering transmission
timing or sequence numbers is highly unlikely to succeed,
because the packet sequence number has a sufficiently large
address space. Packets whose sequence numbers overlap or
fall outside the reception window are discarded.

In LoRa, there are no effective countermeasures in any layer
of the protocol stack, so a replay attack succeeds.



Attack 3: Tampering In Zigbee, only network-layer en-
cryption is enabled, which decrypts packets hop by hop, so the
attacker can arbitrarily modify the data in the packet on the
node’s firmware. The altered packet includes an integrity code
based on the malicious data and is not detected by integrity
checks.

In LoRa, there are no vulnerable nodes for attackers to
exploit.

C. Evaluation of Data Flows with the Proposed Framework

Figure [3] shows a conceptual diagram of how the system is
represented under the proposed model.

LoRa Network

ZigBee Network

d4
Iy
7
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Fig. 3. Representation of the Assumed System in the Proposed Framework

First, we define the sensors, routers, and gateways that
compose the system as nodes in the model. These correspond
to Ny through Ny and Nyo through Nog in FigureE} Next, for
each communication link between nodes, a potential external
attacker is inserted as a virtual node. Hereafter, we simply refer
to these as virtual nodes. These correspond to Ni; through
N21 and N27 thI'Ollgh Ngo.

For simplicity, we omit the lower layer representation of
each node.

We employ the Threat-Countermeasure Mapping M shown
in Table Il The example in Table [I|is based on a mapping table
created by Yoshinaga [8]], drawing on the IEC62280 [23]] safety
standard for the railway sector.

We evaluated the attack impact on the four data flows
depicted as arrows in Figure [3] The Set of Data Flows D
represents these flows, namely D = {d;,ds,d3,ds}. Table
shows the node sequence for each data flow’s path in the
model. Table shows the countermeasures applied to each
data flow according to the type of nodes.

TABLE I
PATHS OF EACH DATA FLOW

D pi(i=1,2,3,4)

di | {N1,N11, Ne, N1s, N7, N19, N1o}
da | {N3, Ni4, Ng, N1s, No, N2g, N1o}
d3 | {Nagq, Nag, Nog}

dy | {Nas, N3o, Nag}

To determine the countermeasure vectors, we review the
protocol-specific security features described in Section [[V-B2

TABLE III
COUNTERMEASURES OF EACH DATA FLOW AT EACH NODE

Zigbee Countermeasures
Device (Nodes) c; 1(1=1,2)
Sensor (Nl, NQ, N3, N4, N5)
Router:A (Ng, N7 ,Ng) {
Router:B (Ng) {
Gateway (N19) {
Virtual Nodes (N11-N21) {

LoRa Countermeasures

Device (Nodes) c; 1(1=3)

Sensor (N2, Na3, Nag, Nas) {0,0,1,0,0,1,0,0}
Gateway (Nag) {0,0,1,0,0,1,0,0}
Virtual Nodes (N27, Nag, Nag, N3o) | {0,0,1,0,0,1,0,0}

First, we discuss the ZigBee network. The countermeasures
of virtual nodes in the ZigBee network correspond to those
carried out along the ZigBee communication links, which are
summarized as follows.

1) Sequence numbering: Applied(1): Included in the
MAC layer, network layer, APS layer, and the network
layer’s AUX header. Verified at each hop.

2) Timestamp: Not applied(0): Not present in any layer.

3) Entity ID: Applied(1): Included in the MAC layer’s
IEEE address or short address, the network layer’s IEEE
address or short address, and the APS layer’s endpoint
number. Referenced upon arrival at the next node in the
system.

4) Feedback: Not applied(0): No mechanism to query the
sending device about received data.

5) Device Authentication: Applied(1): New node par-
ticipation is controlled by the coordinator, preventing
unauthorized devices from joining.

6) Integrity Code: Applied(1): Included in the MAC layer
and the AUX header of the network layer. Verified upon
arrival at the next node in the system.

7) Encryption: Applied(1): The network-layer payload is
encrypted, making decryption impossible without the
encryption key.

8) Timeout: Not applied(0): In application layer data trans-
fer, there is no mechanism for the receiving side to wait
for transmitted data flows or time out.

As a result, the countermeasure vector at each virtual node is
a={1,0,1,0,1,1,1,0}. In contrast, encryption and integrity
codes are evaluated as not applied (0) in the actual nodes.
This is because the network layer payload is decrypted at
each hop, making the payload plaintext and thus unprotected.
Hence, for those nodes, the countermeasure vector is a =
{1,0,1,0,1,0,0,0}.

For the LoRa network, the transmitted data consists only
of the measurement value and an ID for device identification,
and the MAC layer provides an error-correcting code. Conse-
quently, we determined that only Entity ID and Integrity Code
are applied, resulting in @ = {0,0,1,0,0,1,0,0}.

Next, each threat scenario was represented as the value of
the threat vector for each node. Table shows the threat
vector for each node in each attack scenario. Nodes not listed



are assumed to have a threat vector of all zeros. For Attack
1, we assign the eavesdropping threat category to all virtual
nodes. This is based on the assumption that the attacker can
attempt eavesdropping on any ZigBee or LoRa wireless link.
Similarly, for Attack 2, every virtual node is vulnerable to the
reply attack. In contrast, Attack 3 aims solely at Router B in
the ZigBee network. Therefore, only node Ng has this threat
vector.

TABLE IV
THREAT VECTORS OF EACH ATTACK

Attack Attack nodes (k)

1: Eavesdropping ,0,0,0,0,0,0, {N11 — Na1, N27 — N30}

k

0,0,0,0,0,0,0
2: Replay Attack 1,0,0,0,0,0,0
0,0,0,0,1,0,0

] 2

1}
0} | {Ni1 — Nai, Naz — Nao}
0} | {No}

)
3: Tampering ,Y,0,0,1,0,0,

Finally, we address the attack impact evaluation for each
data flow. For each attack, we used the threat vectors and
countermeasure vectors described above. Table [V] shows the
calculated values for d; through d, under each attack. We
followed the calculation procedure presented in Section [[II-B
to compute the attack impact vector.

TABLE V
ATTACK IMPACT OF EACH ATTACK
H Attack 1 Attack 2 Attack 3
hl {0,0,0,0,0,0,0,0} | {0,0,0,0,0,0,0,0} | {0,0,0,0,0,0,0,0}
h2 | {0,0,0,0,0,0,0,0} | {0,0,0,0,0,0,0,0} | {0,0,0,1,0,0,0,0}
h3 | {0,0,0,0,0,0,0,1} | {1,0,0,0,0,0,0,0} | {0,0,0,0,0,0,0,0}
h4 | {0,0,0,0,0,0,0,1} | {1,0,0,0,0,0,0,0} | {0,0,0,0,0,0,0,0}

D. Validity of the Proposed Framework

In each attack, the attack impact vector is zero for data
flows that are not targeted or have success probabilities that
are negligible under the attacker’s constraints. For example,
the values for the threat “Eavesdropping” are zero for d; and
ds, since encryption protects these flows. The values for threat
“Replay” are zero for d; and ds, reflecting the low practical
probability of success. The values for the threat “Tampering”
are zero for dj, ds, and dy4, as they lie outside the attack’s
scope. On the other hand, the evaluation results are 1 for
those threat categories that can cause a substantial effect on
the data flow’s security requirements. For instance, the values
for the threat “Eavesdropping” are 1 for ds and d4 due to
unencrypted communications. The values for threat “Replay”
are 1 for ds and d4 because the system accepts unauthorized
data. The value for the threat “Tampering” is 1 for do, where
measurement values can be arbitrarily altered.

These results show that we succeeded in evaluating the
attack impacts as “compromised” if the threat could severely
affect the security requirements. Conversely, the attack impacts
are evaluated to be “no compromise” when an attack is very
difficult to realize in practice under the attacker’s constraints
or exerts no impact.

V. DISCUSSION

The proposed framework can be used for other protocols
than our evaluation. By analyzing packet structures, the user
can identify the countermeasures applied to the data flow.

The proposed model can be used with existing threat-
countermeasure mappings. There are several domain-specific
guidelines like IEC62280 [23|], and we can use these guidelines
if the domain of the system matches the guideline. If not, we
can use these guidelines for reference, and they can be ex-
tended to a mapping that covers confidentiality, integrity, and
availability. More general resources such as MITRE ATT&CK
[20] or ENISA guidelines [21] may also be incorporated,
covering diverse threats across multiple attack stages.

By representing each defense mechanism as a binary state,
the framework easily accommodates dynamic changes in de-
vice resources or security requirements. These single-bit up-
dates directly reflect how countermeasures interact with active
threats along each data flow. However, there are limitations in
the expressibility of the threat-countermeasure mapping. For
example, the framework is designed to represent the presence
or absence of countermeasures, but it does not account for the
strength or effectiveness of these countermeasures.

Finally, the formal model and defined metrics facilitate
computational exploration. They contribute to automatically
finding optimal countermeasure placement or identifying un-
mitigated threats, leveraging threat and countermeasure vectors
as key variables.

VI. CONCLUSION

We propose a framework to evaluate the attack impact
on data flows in systems with heterogeneous resources by
representing the threats existing in each node and the counter-
measures applied to data flows in their respective categories.
The proposed framework evaluates the presence or absence of
compromise for each threat category. It comprises a formal
model that represents the system’s data flows and the threats
from both inside and outside the system, and a metric for
evaluating attack impact on that model.

We confirmed the validity of the proposed framework by
applying it to a simple IoT sensor system. To the threats of
eavesdropping, replay attacks, and tampering, the proposed
framework evaluates data flows that are realistically impacted
as “compromised,” while treating others as “not compro-
mised.”

The proposed approach offers several potential advantages.
The proposed approach can work well for computational
exploration and automation, allows flexible expansion of threat
and countermeasure categories by incorporating references like
MITRE ATT&CK, and employs a single-bit representation of
countermeasure presence to simplify dynamic defense model-
ing for real-time assessment.

Future works are expected to apply our method to real-
world systems, extend the framework to capture temporal or
quantitative information about each attack, and investigate the
increase in computational complexity in systems with a larger
number of nodes and data flows.
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