
Thesis

Quantum Cryptographic Primitives
with Certified Everlasting Security

Taiga Hiroka

January 22, 2025



2



Abstract

In cryptography, various cryptographic primitives rely on computational assumptions that certain problems
are hard to solve with a current computing device. A drawback is that such assumptions could be broken in
the future when revolutionary novel algorithms are found, or computing devices are drastically improved.
One solution to the problem is to achieve information theoretical security. In information theoretical security,
security is ensured regardless of the adversary’s computing resource. However, many cryptographic primitives
are known as impossible to achieve information-theoretical security even in the realm of quantum.

In this thesis, we study a novel compromise called "certified everlasting security". This security roughly
ensures the following. In certified everlasting security, computational security is ensured as a default.
Furthermore, the receiver can issue a deletion certificate proving that the encrypted data has been deleted.
Once the validity of the certificate is verified, even if the receiver’s computing power becomes unbounded,
it cannot obtain the information of the original message. This security notion is weaker than information-
theoretical security because the malicious receiver could refuse to issue a valid certificate. However, it is
a still meaningful security concept because we can prevent a malicious receiver from refusing to issue a
certificate by penalties. Interestingly, certified everlasting security is intrinsic to quantum. More precisely,
if the encrypted data is classical strings, it would imply information-theoretical security, and thus certified
everlasting security is impossible to achieve for several primitives. This is because if the encrypted data
were a classical bit string, a malicious receiver could freely copy it. Therefore, the encrypted data must be
secure against an unbounded malicious receiver at the point when the receiver obtains the encrypted data.
The same argument does not apply to the quantum case because, due to the quantum no-cloning theorem,
even a malicious receiver cannot copy quantum-encrypted data.

We construct several cryptographic primitives with certified everlasting security. In Chapter 3, we
introduce and construct a certified everlasting version of zero-knowledge proof for QMA. In the primitive, it
is a computational zero-knowledge proof for QMA, but the verifier issues a classical certificate showing
that the verifier has deleted its quantum information. If the certificate is valid, even an unbounded malicious
verifier can no longer learn anything beyond the validity of the statement. For the construction, we introduce
a novel quantum cryptographic primitive called "commitment with statistical binding and certified everlasting
hiding", which is independent of interest. In this primitive, the hiding property becomes statistical after the
receiver issues a valid certificate indicating that the committed information has been deleted.

In Chapter 4, we introduce and construct a certified everlasting version of functional encryption(FE),
compute-and-compare obfuscation, and predicate encryption(PE). These cryptographic protocols, originally
computationally secure FE, compute-compare obfuscation, and PE, respectively. In addition, they allow for
the issuance of a certificate that proves the deletion of ciphertexts. Once the deletion is confirmed, the security
of these protocols becomes information-theoretical security. For the construction, we introduce several
certified everlasting versions of cryptographic primitives such as secret-key encryption (SKE), public-key
encryption, and garbling scheme.
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Chapter 1

Introduction

1.1 Background
General background of modern cryptography. Cryptography is the study of secure communication in
the presence of adversarial behavior. One of the most fundamental cryptographic protocols is the one-time
pad [Sha49]. This protocol enables secure communication between parties who share a secret key in advance
(See Figure 1.1). When a sender wishes to send a message m to a receiver, he encrypts m using the pre-shared
secret key sk by computing the ciphertext as ct(m) = m + sk, and then transmit ct(m). Upon receiving the
ciphertext ct(m), the receiver can decrypt it by using the secret key sk to recover m. Even if adversaries
intercept the communication and obtain the ciphertext ct(m), they cannot deduce any information about m,
regardless of their computing power because they do not know the secret key sk. However, a significant
drawback of the one-time pad is that it requires the sender and receiver to share a secret key sk in advance,
which is highly impractical. Therefore, it was an important problem of how to securely exchange messages
without a pre-shared secret key.

Figure 1.1: One-time pad

A revolutionary shift occurred with the introduction of public-key encryption (PKE) by Diffie and Hellman
in 1976 [DH76]. In a PKE scheme, a receiver issues two different keys: a public key pk for encryption and
a secret key sk for decryption (See Figure 1.2). The public key pk is shared openly, allowing anyone to
encrypt their message m and generate the ciphertext ct(m) of a message m. In contrast, the secret key sk is
kept private. Using the secret key sk, the receiver can decrypt the ciphertext ct(m) and recover the original
message m. A fundamental feature of PKE is that adversaries cannot decrypt the ciphertext ct(m) even if
they know the public key pk. This allows anyone to encrypt a message with the public key pk, while only the
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receiver possessing the corresponding secret key sk can decrypt it and recover the original message. As a
result, PKE enables secure communication without prior key exchange, while keeping secrets secure from
adversaries.

Figure 1.2: Public-Key Encryption

The first construction of PKE was introduced by Rivest, Shamir, and Adleman in 1978 [RSA78]. They
constructed PKE based on the assumption that certain mathematical problems cannot be solved efficiently.
As a consequence, the security of the scheme depends on the hardness of these underlying problems, which
are considered infeasible to solve within a realistic amount of time with current computing devices. This type
of security, which holds only when the adversaries’ computing power is bounded, is called computational
security. Computational security, however, is conditional: it holds only as long as the underlying problem
remains hard. For example, if a groundbreaking algorithm were discovered that could efficiently solve the
problem, or if computing devices were drastically improved, such as with quantum computers, the hardness
assumptions could be broken. This would allow an adversary to break the encryption scheme. Therefore,
while computational security can offer practical protection, it is inherently vulnerable to future advances in
algorithms and computing devices.

While PKE is a cryptographic primitive developed for secure message transmission, modern cryptographic
research has expanded the notion of PKE and introduced more practical and flexible cryptographic primitives
with enhanced functionality such as multi-party computation [GMW87], attribute-based encryption [SW05],
and functional encryption [BSW11]. Unfortunately, the security of almost all previous constructions of these
primitives is also based on computational assumptions. This means that they could be broken by future
technological advancements.

To remove the issue, we need to give constructions with information-theoretical security. In information-
theoretical security, even if adversaries possess unlimited computational resources, the security of the system
remains unaffected. As a consequence, it cannot be broken even if groundbreaking algorithms are discovered
or computing devices are drastically improved. This robustness stems from the fact that information-theoretical
security does not rely on the computational hardness of specific mathematical problems. Instead, it ensures
that encrypted data inherently lacks sufficient information for any adversary to recover the original message.
However, it is known that achieving information-theoretical security for PKE and many other cryptographic
tasks is impossible [Sha49, DH76]. For these backgrounds, research on quantum cryptography, which
leverages the unique properties of quantum mechanics, has been actively pursued.

Quantum Cryptography. Quantum cryptography is the study of how to apply quantum mechanics for
secure communication in the presence of adversarial behavior. In quantum cryptography, we consider the
scenario where each party possesses a quantum computer and can transmit quantum states to each other.
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There are certain tasks that quantum cryptography provides information-theoretical security while classical
cryptography cannot.

A key example is quantum key distribution (QKD) introduced by Bennett and Brassard [BB84] based
on Wiesner’s earlier work [Wie83]. In QKD, a sender and a receiver can share a secret key by quantum
communication (See Figure 1.3). An important aspect of QKD is that it provides information-theoretical
security. Any attempt by even computationally unbounded adversaries to extract the shared secret key will
disturb quantum states. In QKD, the sender and receiver can detect the disturbance, and hence they can
notice if the secret key has been compromised by computationally unbounded adversaries. Once the secret
key is securely shared, they can transmit messages with information-theoretical security by using the shared
random secret key. In this way, without a pre-shared secret key, QKD enables us to transmit messages with
information-theoretical security. Because, in classical cryptography, it is impossible to achieve the task with
information-theoretical security, QKD thus stands as a unique example where quantum cryptography achieves
a level of security unachievable by classical cryptography.

Figure 1.3: Quantum Key Distribution

Given the example, it is reasonable to hope that quantum cryptography could provide information-
theoretical security for a variety of cryptographic protocols where classical cryptography fails. In classi-
cal cryptography, numerous cryptographic primitives—such as digital signatures [Rom90], commitment
schemes [Nao90], multi-party computations [GMW87], attribute-based encryption [SW05], and functional
encryption [BSW11]—are known as impossible to achieve information-theoretical security. If quantum
cryptography could make this possible, it would be a remarkable breakthrough. However, it is unfortunate
that, for many cryptographic protocols, information-theoretical security is shown as impossible even with
quantum cryptography [May97, LC97, MW18, Aar18, LC19]. Consequently, it is now considered that
information-theoretical security is not achievable for almost all cryptographic protocols, even in the quantum
realm.

Although quantum cryptography cannot provide information theoretical security for almost all crypto-
graphic primitives, it remains a rich field of study. This is because quantum mechanics enables us to construct
several useful cryptographic protocols (e.g., quantum money [Wie83], unclonable encryption [Got04, BL20],
and copy-protection [Aar09]) that are fundamentally impossible with classical cryptography. Among them,
Broadbent and Islam [BI20] (based on [Unr14]) recently suggested a novel security notion, which we call
certified everlasting security (See Figure 1.4). Certified everlasting security provides a practical compromise
to information-theoretical security. In protocols with certified everlasting security, a sender encrypts a message
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by generating quantum-encrypted data and sends it to a receiver. The receiver can then delete, issuing a
deletion certificate to confirm this deletion. Once this certificate is verified, the original message becomes
permanently unrecoverable even if the receiver later gains unbounded computational resources. Although this
security notion is weaker than information-theoretical security (since a malicious receiver could refuse to
issue a valid certificate), it remains highly useful. For example, by implementing penalties, it is possible to
discourage a malicious receiver from withholding a valid certificate.

Figure 1.4: Certified Everlasting Security

Despite its practical advantages and theoretical appeal, Broadbent and Islam [BI20] left the formal
definitions and constructions as open problems. In fact, achieving certified everlasting security is non-trivial,
and at least without the help of quantum mechanics, it is impossible to achieve. If the encrypted data is a
classical bit string, the adversary can freely clone it and hence the scheme must be secure against unbounded
adversaries from the point it receives the data. This means that without the help of quantum mechanics,
certified everlasting security is equivalent to information theoretical security, and hence it is impossible
to achieve for many cryptographic primitives. On the other hand, this argument cannot be applied to the
quantum case, because even a malicious adversary cannot clone quantum states due to the quantum no-cloning
theorem. Therefore, there exists the possibility that we can achieve certified everlasting security for various
cryptographic primitives with the help of quantum mechanics. For these backgrounds, this thesis investigates
the following fascinating question:

Which cryptographic primitives can achieve certified everlasting security with the help of quantum mechanics?

1.2 Cryptographic Primitives
In this thesis, we formalize certified everlasting security for several cryptographic primitives and show the
constructions. Before explaining the contributions of this thesis in more detail, we review the notion of
cryptographic primitives and their quantum generalizations.

Public-Key Encryption. Diffie and Hellman [DH76] introduced the concept of public-key encryption
(PKE). In a PKE scheme, a key pair consisting of a public key pk and a secret key sk is generated. Anyone
with access to the public key pk can encrypt a message M, producing a ciphertext ct(M). The receiver, in
possession of the corresponding secret key sk, can decrypt the ciphertext to recover the original message M.
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Informally, the security of PKE requires that, without knowledge of the secret key sk, any adversary cannot
extract any meaningful information about M from ct(M).

To precisely capture a security requirement, modern cryptography rigorously formalizes security in
a mathematical way without ambiguity. Goldwasser and Micali [GM82] laid the groundwork for this by
introducing semantic security. Informally, a semantically secure PKE scheme ensures that any information
that can be efficiently computed from ct(M) could be simulated just as efficiently without access to ct(M).
In other words, the ciphertext ct(M) reveals no information about the message M because any potential
knowledge that could be extracted from it can be simulated without seeing the ciphertext. It is important to
emphasize that multiple, often incomparable, security notions exist for cryptographic primitives. In the context
of PKE, beyond semantic security, other security notions have been explored, such as indistinguishability
under chosen plaintext attacks (IND-CPA) [GM82] and indistinguishability under chosen ciphertext attacks
(IND-CCA) [RS92]. In some cases, these security notions are proven to be equivalent, while in others, one is
strictly stronger than the other.

A series of works [RSA78, Rab79, GM82] provided the constructions of PKE schemes, primarily based
on the hardness of factoring-related problems. These constructions rely on the assumption that certain
mathematical problems, such as integer factorization, are computationally intractable. However, the security
of these schemes is broken if these assumptions are proven false. For instance, Shor [Sho94] introduced a
quantum algorithm that efficiently solves the factoring problem, a task previously believed to be infeasible for
classical computers. As a result, once large-scale quantum computers become practical, factoring-based PKE
schemes will no longer be secure. This potential vulnerability has driven the cryptographic community to
explore PKE schemes that can withstand quantum attacks. Regev [Reg05] proposed a PKE scheme based
on the hardness of the Learning with Errors (LWE) problem, which is currently believed to be resistant
even to quantum algorithms. This has made LWE-based encryption a promising candidate for post-quantum
cryptography.

Attribute-Based Encryption and Predicate Encryption. Attribute-Based Encryption (ABE) and Predicate
Encryption (PE) are advanced encryption that extend the traditional PKE scheme by introducing attribute-based
access control mechanisms. In both ABE and PE, the ability to decrypt a ciphertext is governed not solely by
a secret key, but also by a combination of attributes associated with both the ciphertext and the decryption
key. More precisely, each ciphertext ctx(M) is encrypted with respect to an attribute x in addition to the
plaintext message M, while each secret key sk f is tied to a predicate function f . The receiver with sk f can
successfully decrypt the ciphertext ctx(M) and recover the message M if and only if the predicate f (x) = 1
holds. This mechanism provides fine-grained access control, enabling encryption policies that depend on
specific attributes of the recipient. The security of ABE requires that the plaintext M is not revealed to
unauthorized parties. More formally, an adversary in possession of a set of secret keys {sk fi}i∈[n] is not able
to learn anything about the plaintext M unless at least one of their predicate functions fi evaluates to 1 for the
given attribute x. PE additionally requires that the information of attribute x is not revealed. This ensures
that even with multiple keys, unauthorized access to the message remains computationally infeasible, unless
the attributes meet the required predicates. ABE and PE are particularly useful in scenarios where access to
encrypted data must be restricted based on complex policies. It generalizes several cryptographic primitives
by enabling more expressive and flexible access control models compared to traditional encryption schemes.

The concept of ABE was proposed by Sahai and Waters [SW05]. Several constructions of ABE
have been proposed with different flavors in terms of efficiency, security guarantees, and diversifying
security assumptions [GPSW06, BSW07, GGH+13b, GVW13, BGG+14]. Gorbunov, Vaikuntanathan, and
Wee [GVW15b] gave a construction of PE from the LWE assumption. Wichs and Zirdelis [WZ17], and Goyal,
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Koppula, and Waters [GKW17] independently introduce lockable obfuscation, which can be instantiated by
the LWE assumption, and show how to compile ABE to PE by using lockable obfuscation.

Functional Encryption. Functional encryption (FE) is an extension of ABE and PE. In the primitive,
one can generate a secret key sk f of a function f and a ciphertext ct(M) of a message M. A receiver
with a ciphertext ct(M) and a secret key sk f can obtain f (M). On the other hand, it cannot obtain any
information beyond f (M). The concept of FE is proposed by Boneh, Sahai and Waters [BSW11]. Garg et
al [GGH+13a] constructed the first (selectively secure) FE scheme for all circuits based on the existence of
indistinguishability obfuscation (iO) and OWFs. Waters [Wat15] and Ananth et al. [ABSV15] proposed fully
secure FE schemes for all circuits based on the existence of iO and OWFs. Although these schemes are fully
secure, their constructions rely on the existence of iO, which is a relatively strong assumption. For this reason,
several works study whether we can construct FE from weaker computational assumptions by restricting
functionality or security requirements. The sequence of works [GVW12, AR17, AV19] construct bounded
collusion FE from standard PKE. In the bounded collusion FE, the number of secret keys that a receiver
obtains is determined in advance. If a receiver receives more keys than the predetermined number, the security
is no longer ensured and the receiver may obtain information of M from the ciphertext ct(M). The sequence
of works [ALS16, ABDP15] study inner product FE from specific mathematical assumptions such as LWE.
In the inner product FE, functionality is limited, and a receiver with a ciphertext ct(M) of a message M and
a secret key skX associated with X can obtain inner product ⟨X, M⟩, but cannot obtain any other information.

Commitments. A commitment scheme is a fundamental cryptographic primitive that allows a sender to
"commit" to a chosen message while keeping it hidden from the receiver, with the ability to later "reveal" the
committed value. More precisely, in commitment schemes, the sender first generates a commitment c(m)
for a message m and a decommitment d, and sends c(m) to the receiver. In the reveal phase, the sender
provides d and m, and the receiver can verify that the original committed value is m by using c(m), d and m.
Commitment schemes require hiding and binding properties. Hiding property ensures that the commitment
c(m) should not reveal any information about the message m to the receiver before the decommitment d
is provided. This ensures that the receiver cannot learn the message before the sender chooses to reveal it.
Binding property ensures that once the sender has committed to a message m by sending c(m), it should be
infeasible for the sender to change their mind and successfully convince the receiver that they had committed to
a different message m∗. This prevents the sender from altering the committed message after the commitment
phase.

We cannot achieve information theoretical hiding and information theoretical binding at the same time.
As a consequence, if the binding property is information theoretical security, then the hiding property must
be computational security, and vice versa. Impagliazzo and Luby [IL89] showed that commitment schemes
imply the existence of one-way functions (OWFs). Naor [Nao91] showed how to construct a commitment
scheme that is computationally hiding and information-theoretically binding using pseudorandom generators,
which are equivalent to OWFs. On the other hand, Haitner and Reingold [HR07] showed how to construct a
scheme that is information-theoretically hiding but computationally binding from OWFs.

Zero-Knowledge Proof. Zero-knowledge proof is a cryptographic protocol that allows a prover to convince
a verifier that a given mathematical statement is true, without revealing any information beyond the validity of
the statement itself. In a zero-knowledge proof, there are two security requirements. The first is soundness,
which ensures that if the statement is false, no prover can convince the verifier of its truth, except with
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negligible probability. The second is zero-knowledge, which guarantees that the verifier learns nothing beyond
the fact that the statement is true.

It is known that we can construct a zero-knowledge protocol with computational zero-knowledge and
computational soundness under specific cryptographic assumptions. However, achieving both information-
theoretic soundness and information-theoretic zero-knowledge simultaneously is impossible unless the
polynomial hierarchy collapses [For87]. It is also conjectured that even quantum protocols cannot achieve
both properties simultaneously [MW18]. In fact, previous constructions of zero-knowledge proof for NP
guarantee that at least one of these properties holds only against computationally bounded adversaries. The
first zero-knowledge proof for NP was introduced by Goldreich, Micali, and Wigderson [GMW87], based on
the existence of commitment schemes. Goldreich and Kahan [GK96] later improved upon this by constructing
constant-round zero-knowledge proofs for NP.

Several works [VDG98, DFS04] point out a technical challenge in proving the security of zero-knowledge
protocols against quantum adversaries due to the difficulty of applying classical rewinding techniques, which
are commonly used to simulate interactions between the prover and verifier. Watrous [Wat09] gave the first
construction of a zero-knowledge protocol for NP secure against quantum adversaries. More recent works,
such as [CCY21, LMS22], have further developed techniques to analyze and prove the security of zero-
knowledge protocols in more general quantum settings. Beyond classical complexity classes, zero-knowledge
proofs for quantum complexity classes have been explored. Broadbent, Ji, Song, and Watrous [BJSW16]
constructed the first zero-knowledge proof for QMA, the quantum analogue of NP. Building on this,
Broadbent and Grilo [BG20] introduced a simplified and elegant construction of zero-knowledge proofs for
QMA using the concept of local simulatability [GSY19], which provides a powerful framework for proving
the security of quantum protocols.

Quantum Cryptographic Primitives. Beyond classical cryptographic primitives, numerous works have
explored quantum generalizations of cryptographic primitives, which enable cryptographic tasks that are
fundamentally impossible in the classical setting. These quantum cryptographic primitives typically consider
the situation, where at least one participating entity possesses a quantum computer, and they leverage
quantum mechanical properties to achieve enhanced security and functionality. For example, in a quantum
generalization of PKE, the key pair comprising a public key pk, a secret key sk, and the ciphertext ct(M) of a
message M may consist of quantum states. In such protocols, at least one of the algorithms involved in key
generation, encryption, or decryption is implemented by a quantum algorithm. This extension opens up new
functionalities and security guarantees that are unachievable within the classical framework. Broadly, current
applications of quantum cryptographic primitives can be categorized into two motivations.

The first motivation is the realization of security properties impossible in classical cryptography. Certified
everlasting security, which is a primary focus of this thesis, serves as one such example. Another notable
example is unclonability, a uniquely quantum feature that offers advantages not available in classical
cryptography. A series of works [Got04, BL20, AK21, AKL+22] have investigated ciphertext unclonability,
which ensures that a quantum ciphertext ct(M) cannot be cloned to produce multiple copies that encrypt
the same message M. More formally, if Alice receives a quantum ciphertext ct(M) for a uniformly random
M, and produces two quantum states ρB and ρC , Bob and Charlie, who receive ρB and ρC along with the
secret key, must independently guess the message M without further communication. The unclonability
property ensures that no pair of Alice, Bob, and Charlie can correctly guess M under this scenario. Based
on Gottesman [Got04], Broadbent and Lord [BL20] formalized this notion and showed how to construct a
one-time quantum secret-key encryption (SKE) scheme with ciphertext unclonability without relying on any
assumptions. Ananth and Kaleoglu [AK21] later constructed quantum PKE with ciphertext unclonability using
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standard PKE and one-time quantum SKE with this unclonability property. Other works [AKL+22, AKL23]
have explored stronger forms of ciphertext unclonability. It’s important to note that achieving ciphertext
unclonability is unique to quantum encryption schemes because if ct(M) were a classical string, Alice could
trivially copy ct(M) and provide it to both Bob and Charlie, who could then easily decrypt the message M
using the secret key. Hence, ciphertext unclonability is a uniquely quantum feature.

For the second reason, there exists a potential that we can construct cryptographic primitives based on
weaker assumptions. As explained so far, in the current constructions of cryptographic primitives, their
security relies on the computational assumption that a certain mathematical problem is hard to solve with a
current computer. Hence, reducing security to more reliable assumptions is crucial in cryptography. In the
classical case, the existence of one-way functions (OWFs), which are easy to compute but hard to invert, is
one of the most reliable assumptions in cryptography. Many useful primitives such as secret-key encryption,
digital signature, and commitments can be constructed from OWFs, and the existence of OWFs is implied by
almost all classical cryptographic primitives such as PKE, FE, and commitment schemes. Recent works show
the possibility that weaker assumptions are sufficient to construct useful cryptographic primitives in the realm
of quantum. Ji, Liu, and Song [JLS18] introduce a notion of pseudorandom quantum state generators (PRSG),
which can be seen as a quantum generalization of pseudorandom generators (PRGs), and show that it can be
constructed from OWFs. Kretchmer [Kre21] shows that there exists an oracle O such that PRSGs exists, but
BQPO = QMAO and hence OWFs does not exist. Morimae and Yamakawa [MY22] and Ananth, Qian and
Yuen [AQY22] independently concurrently construct quantum commitment from PRSGs. It is shown that
several cryptographic primitives such as oblivious transfer and multi-party computation are constructed from
quantum commitments [GLSV21, BCKM21, Yan22, BCQ23]. It is conjectured that EFI may exist relative to
a random oracle and any classical oracle [LMW24].

1.3 Summary of Contributions
As reviewed in the previous section, there has been a wide variety of cryptographic primitives, and recently,
quantum variants of them has been introduced until now. However, the security of almost all protocols is
a computational one, and hence its security will be broken in the future when novel algorithms are found
or computing devices are drastically improved. What is worse, information theoretical security is shown as
impossible to achieve for many cryptographic primitives.

In this thesis, we formalize certified everlasting secure versions for many cryptographic primitives, which
can be seen as a compromise of information theoretical security. Then, we show how to achieve certified
everlasting security for those primitives Our contributions are summarized as follows:

Certified Everlasting Zero-Knowledge Proof for QMA. In the Chapter 3, we formalize and construct
the certified everlasting version of zero-knowledge proof for QMA. Our contributions are summarized as
follows:

1. We formalize and construct a certified everlasting version of a commitment scheme. In this new
commitment scheme, binding is statistical but hiding is computational. Furthermore, the hiding property
becomes information-theoretical security once the receiver has issued a valid certificate that shows that
the receiver has deleted the committed information.
We construct a certified everlasting secure version of a commitment scheme using a commitment
scheme with statistical binding and computational hiding. We prove its security in the quantum random
oracle model [BDF+11].
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2. We formalize a certified everlasting version of zero-knowledge proof for QMA. In this new zero-
knowledge proof for QMA, the computational zero-knowledge property is satisfied. Furthermore, the
verifier can issue a classical certificate that shows that the verifier has deleted its information. If the
certificate is valid, even unbounded malicious verifier can no longer learn anything beyond the validity
of the statement. For the construction, we use a certified everlasting secure version of a commitment
scheme, which we newly introduced.

Let us explain the comparison between our contributions and previous works. There are several
constructions of zero-knowledge proof for QMA [BJSW16, BG20]. However, all previous constructions do
not achieve information-theoretical zero-knowlege properties when the soundness is information-theoretical
one. Indeed, it is believed that we cannot construct a zero-knowledge proof for NP (hence QMA),
where the protocol satisfies information theoretical soundness and zero-knowledge property at the same
time [For87, MW18]. Therefore, if the soundness is information-theoretical security, then the zero-knowledge
property becomes the computational one. Hence, the adversary could obtain information beyond the validity
of the statement if novel algorithms are found or computing devices are drastically improved.

On the other hand, in our certified everlasting zero-knowledge proof for QMA, we can check if the verifier
deletes encrypted information. Once its deletion is confirmed, even if the verifier’s computing resource
becomes unbounded, the malicious verifier can no longer learn anything beyond the validity of the statement.

Certified Everlasting Functional Encryption. In the Chapter 4, we formalize and construct the certified
everlasting versions of several cryptographic primitives including, PKE, FE, compute-and-compare obfuscation,
and so on. Our contributions are summarized as follows:

1. We formally define certified everlasting secure versions of basic cryptographic primitives and construct
them. We use those primitives for constructing a certified everlasting secure version of FE. Our
contribution is summarized as follows:

• We introduce a certified everlasting secure version of SKE. We give two constructions of certified
everlasting secure SKE from standard SKE. An advantage of the first construction is that the
certificate is classical, but a disadvantage is that the security proof relies on the quantum random
oracle model (QROM) [BDF+11]. The security of the second construction holds without relying
on the QROM, but the certificate is quantum.

• We introduce a certified everlasting secure version of PKE. We give two constructions of certified
everlasting secure PKE with the same properties of the SKE constructions above from standard
PKE.

• We introduce a certified everlasting secure version of receiver non-committing encryption (RNCE).
We give a construction of certified everlasting secure RNCE from certified everlasting PKE.

• We introduce a certified everlasting secure version of a garbling scheme. We give a construction
of certified everlasting secure garbling scheme for P/poly from certified everlasting SKE.

2. We formally define a certified everlasting secure version of adaptively secure bounded collusion resistant
FE for NC1, and construct it from a certified everlasting secure version of SKE, PKE, RNCE and a
garbling scheme. In the FE, the adversary can obtain many copies of secret keys whenever it wants
while the number of secret keys that it can obtain is determined in advance. The adversary with secret
keys {sk fi}i∈[n] and a quantum ciphertext ct(m) can issue a deletion certificate of ct(M). Once a
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deletion certificate is issued, the adversary cannot obtain information more than { fi(M)}i∈[n] even if
its computing power becomes unbounded.

3. We formally define a certified everlasting secure version of adaptively secure collusion-resistant FE for
P/poly and construct it from indistinguishability obfuscation (iO) and one-way functions (OWFs).
Different from bounded collusion-resistant FE, the adversary can obtain an arbitrary number of secret
keys {sk fi}i∈[n] whenever the adversary wants. The adversary with {sk fi}i∈[n] and a quantum ciphertext
ct(M) can issue a deletion certificate of the quantum ciphertext ct(M). Once a deletion certificate is
issued the adversary cannot obtain information more than { fi(M)}i∈[n] even if its computing power
becomes unbounded.

4. We construct certified everlasting secure compute-and-compare obfuscation from standard FHE and
standard compute-and-compare obfuscation. Both building blocks can be instantiated with the Learning
with Errors (LWE) assumption. We also construct adaptively (resp., selectively) certified everlasting
secure PE from standard adaptively (resp., selectively) secure ABE and certified everlasting secure
compute-and-compare obfuscation.

Let us explain the comparison between our contributions and previous works. So far, there are several
constructions of PKE, FE, and so on, respectively. All of the previous constructions are not secure against
computationally unbounded adversaries, and it is shown that we cannot achieve information theoretical security
for these primitives even in the quantum regime. Compared to the previous works, in our constructions, we
can verify whether the malicious receiver deletes encrypted information correctly or not. Once its deletion
is confirmed, even if the malicious receiver’s computing resource becomes unbounded, the receiver cannot
obtain any additional information.

1.4 Concurrent and independent works
In Chapter 4, we study certified everlasting secure versions of several cryptographic primitives. This result
has several concurrent and independent works. Let us explain the relationship between them.

On Bounded Collusion Resistant Functional Encryption. Results in Section 4.4 were obtained concur-
rently and independently with the results of [BK23]. In Section 4.4, we introduce and construct certified
everlasting secure versions of bounded collusion-resistant functional encryption, and SKE, PKE, and garbling
schemes. Bartusek and Khurana [BK23] concurrently and independently obtained similar results. They
introduce a generic compiler that can convert several cryptographic primitives to certified everlasting secure
ones, such as PKE, ABE, FHE, WE, and timed-release encryption. Their constructions via the generic
compiler have the advantage that the certificates are classical and no QROM is required. Our constructions of
certified everlasting SKE and PKE cannot achieve both: if the certificates are classical, QROM is required,
and if QROM is not used, the certificates have to be quantum. We note that their certified everlasting
SKE and PKE can be used as building blocks of our RNCE, garbling, and bounded collusion-resistant FE
constructions instead of our SKE and PKE schemes. While their work focuses on all-or-nothing encryption,
our work presents certified everlasting secure garbling and FE, which are not given in their work. It is
unclear how to apply their generic compiler to garbling and FE. One might think that certified everlasting
garbling can be constructed from certified everlasting SKE, which is constructed from their generic compiler.
However, it is non-trivial whether certified everlasting garbling can be immediately constructed from certified
everlasting SKE because garbling needs double-encryption. (For details, see Section 4.2.2.) Moreover, a
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direct application of their generic compiler to FE does not work because of the following reason. If we
directly apply their generic compiler to FE, we have a ciphertext consisting of classical and quantum parts.
The classical part is the original FE ciphertext whose plaintext is m⊕ r with random r, and the quantum part
is random BB84 states whose computational basis states encode r. The decryption key of the function f
consists of functional decryption key sk f and the basis of the BB84 states. However, in this construction, a
receiver with the ciphertext and the decryption key cannot obtain f (m), because what the receiver obtains is
only f (m⊕ r) and r, which cannot recover f (m).

On Unbounded Collusion Resistant Functional Encryption Results in Sections 4.3 and 4.5 rely on
[BK23] while our certified everlasting secure bounded collusion-resistant FE (and its building block SKE,
PKE, garbling, and RNCE) schemes are concurrent and independent work. 1 In Sections 4.3 and 4.5, we
study unbounded collusion-resistant FE, compute-and-compare obfuscation, and PE. Those three schemes
were added after the paper by Bartusek and Khurana was made public. Their work does not consider FE,
compute-and-compare obfuscation, and PE, and it is unclear how to apply their compiler to those primitives.
If we directly apply their generic compiler to PE, we cannot hide the attribute part though we can hide the
plaintext part. Even if we apply the same technique to the attribute part, say, we also set the attribute to a⊕ r
with random r, and put random BB84 states whose computational basis states encode r in a ciphertext, the
idea does not work. A receiver cannot obtain the plaintext even if P(a) = 1 because the predicate computes
P(a⊕ r) instead of P(a), and we cannot recover P(a) from P(a⊕ r) and r. It is non-trivial whether we
can obtain certified everlasting compute-and-compare obfuscation by their framework for encryption with
certified deletion because we need to hide information about circuits while preserving the functionality.

On Concurrent work of Unbounded Collusion Resistant FE Bartusek, Garg, Goyal, Khurana, Malavolta,
Raizes, and Roberts [BGK+24] concurrently and independently obtained adaptively certified everlasting
secure collusion-resistant FE for P/poly from IO and OWFs. They use subspace coset states [CLLZ21],
while we use BB84 states (with one-time signatures). Hence, the techniques are different. Their scheme
is publicly verifiable thanks to the subspace coset state approach. Another technical difference is that they
directly rely on adaptively secure multi-input FE (MIFE) [GGG+14, GJO16] while we do not. Hence, their
scheme incurs an additional sub-exponential loss (from IO to adaptively secure MIFE [GJO16]). Our scheme
uses selectively secure MIFE and does not incur sub-exponential loss. We note that selectively secure MIFE
and IO are equivalent without any security loss [GGG+14]. They also present several certified everlasting
secure primitives that are not considered in our work. However, the results on RNCE, garbled circuits,
compute-and-compare obfuscation, and PE are unique to our work.

1.5 Organization
This thesis is organized as follows: In Chapter 2, we review cryptographic primitives, which we will use in
this thesis.

In Chapter 3, we study a certified everlasting version of zero-knowledge proof for QMA. Section 3.1
gives an introduction and a technical overview of our results. Section 3.2 studies a certified everlasting
secure version of a commitment scheme. In Section 3.2.1, we formalize a certified everlasting secure version
of a commitment scheme. In Section 3.2.2, we give the construction and prove its security. Section 3.3
studies a certified everlasting secure version of zero-knowledge proof for QMA. In Section 3.3.1, we

1This is because after [BK23], we add new results and update the original paper [HMNY22a]. Therefore, the content in
[HMNY22a] is concurrent and independent work of the work by [BK23].
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formalize a certified everlasting secure version of zero-knowledge proof for QMA. In Section 3.3.2, we give
a construction, and prove its security.

In Chapter 4, we study a certified everlasting version of functional encryption, compute-and-compare
obfuscation, and predicate encryption. Section 4.1 gives an introduction of results. In Section 4.2, we give
a technical overview of our results. In Section 4.3, we study a collusion-resistant functional encryption
with certified everlasting security. Section 4.3.1 provides its definition, Section 4.3.2 gives tool used for
our construction, and Section 4.3.3 presents our construction and security proof. In Section 4.4, we study
a bounded collusion-resistant functional encryption with certified everlasting security. Definition 4.4.1
provides its definition, Section 4.4.2 presents 1-bounded construction with non-adaptive security, Section 4.4.3
improves it to adaptive secure one, and Section 4.4.4 improves it to q-bounded secure one. In Section 4.5,
we study a compute-and-compare obfuscation with certified everlasting security. Section 4.5.1 provides
its definition, and Section 4.5.2 presents construction. In Section 4.6, we study predicate encryption with
certified everlasting security. Section 4.6.1 provides its definition, and Section 4.6.2 provides construction.

Finally, in Chapter 5, we conclude this thesis.
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Chapter 2

Preliminaries

2.1 Notations
Here we introduce basic notations we will use in this thesis.

Let x ← X denote selecting an element x from a finite set X uniformly at random, and y ← A(x)
denote assigning to y the output of a quantum or probabilistic or deterministic algorithm A on an input
x. When we explicitly show that A uses randomness r, we write y ← A(x; r). When D is a distribution,
x ← D denotes sampling an element x from D. y := z denotes that y is set, defined, or substituted by
z. Let [n] := {1, . . . , n}. Let λ be a security parameter. By [N]p we denote the set of all size-p subsets
of {1, 2 · · · , N}. For classical strings x and y, x∥y denotes the concatenation of x and y. For a bit string
s ∈ {0, 1}n, si and s[i] denotes the i-th bit of s. QPT stands for quantum polynomial time. PPT stands for
(classical) probabilistic polynomial time. A function f : N→ R is a negligible function if for any constant
c, there exists λ0 ∈ N such that for any λ > λ0, f (λ) < λ−c. We write f (λ) ≤ negl(λ) to denote f (λ)
being a negligible function.

2.2 Cryptographic Tools
In cryptography, cryptographic primitives are formalized in a mathematical way. In this section, we review
the definitions of cryptographic tools used in this paper.

Public Key Encryption (PKE).

Definition 2.2.1 (Public Key Encryption (Syntax)). Let λ be a security parameter and let p, q and r be
some polynomials. A public key encryption scheme is a tuple of algorithms Σ = (KeyGen, Enc, Dec) with
plaintext spaceM := {0, 1}n, ciphertext space C := {0, 1}p(λ), public key space PK := {0, 1}q(λ) and
secret key space SK := {0, 1}r(λ).

KeyGen(1λ)→ (pk, sk): The key generation algorithm takes as input the security parameter 1λ and outputs
a public key pk ∈ PK and a secret key sk ∈ SK.

Enc(pk, m)→ ct: The encryption algorithm takes as input pk and a plaintext m ∈ M, and outputs a
ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes as input sk and ct, and outputs a plaintext m′ or ⊥.
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We require that a PKE scheme satisfies decryption correctness defined below.

Definition 2.2.2 (Decryption Correctness for PKE). There exists a negligible function negl such that for
any λ ∈N, m ∈ M,

Pr
[
Dec(sk, ct) ̸= m

∣∣∣∣ (pk, sk)← KeyGen(1λ)
ct← Enc(pk, m)

]
≤ negl(λ).

As security, we consider OW-CPA security or IND-CPA security defined below.

Definition 2.2.3 (OW-CPA Security for PKE). Let ℓ be a polynomial of the security parameter λ. Let
Σ = (KeyGen, Enc, Dec) be a PKE scheme. We consider the following security experiment Expow-cpa

Σ,A (λ)
against a QPT adversary A .

1. The challenger computes (pk, sk)← KeyGen(1λ).

2. The challenger samples (m1, · · · , mℓ)←Mℓ, computes cti ← Enc(pk, mi) for all i ∈ [ℓ] and sends
{cti}i∈[ℓ] to A .

3. A outputs m′.

4. The output of the experiment is 1 if m′ = mi for some i ∈ [ℓ]. Otherwise, the output of the experiment
is 0.

We say that Σ is OW-CPA secure if, for any QPT A , it holds that

Advow-cpa
Σ,A (λ) := Pr

[
Expow-cpa

Σ,A (λ) = 1
]
≤ negl(λ).

Note that we assume 1/|M| is negligible.

Definition 2.2.4 (IND-CPA Security for PKE). Let Σ = (KeyGen, Enc, Dec) be a PKE scheme. We consider
the following security experiment Expind-cpa

Σ,A (λ, b) against a QPT adversary A .

1. The challenger generates (pk, sk)← KeyGen(1λ), and sends pk to A .

2. A sends (m0, m1) ∈ M2 to the challenger.

3. The challenger computes ct← Enc(pk, mb), and sends ct to A .

4. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that Σ is IND-CPA secure if, for any QPT A , it holds that

Advind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

It is well known that IND-CPA security implies OW-CPA security. There are many IND-CPA secure
PKE schemes against QPT adversaries under standard cryptographic assumptions. A famous one is Regev
PKE scheme, which is IND-CPA secure if the learning with errors (LWE) assumption holds against QPT
adversaries [Reg09]. See [Reg09, GPV08] for the LWE assumption and constructions of post-quantum PKE.

21



Non-interactive commitment.

Definition 2.2.5 (Non-Interactive Commitment (Syntax)). Let λ be the security parameter and let p, q
and r be some polynomials. A (classical) non-interactive commitment scheme consists of a single PPT
algorithm Commit with plaintext spaceM := {0, 1}p(λ), randomness space {0, 1}q(λ) and commitment
space C := {0, 1}r(λ) satisfying two properties:

Perfect binding: For every (r0, r1) ∈ {0, 1}q(λ) × {0, 1}q(λ) and (m, m′) ∈ M2 such that m ̸= m′, we
have that Commit(m; r0) ̸= Commit(m′; r1), where (Commit(m; r0), Commit(m′; r1)) ∈ C2.

Unpredictability: Let Σ := Commit. For any QPT adversaryA, we define the following security experiment
Expunpre

Σ,A (λ).

1. The challenger chooses R←M and R′ ← {0, 1}q(λ), computes com← Commit(R; R′), and
sends com to A.

2. A outputs R∗. The output of the experiment is 1 if R∗ = R. Otherwise, the output of the
experiment is 0.

We say that the commitment is unpredictable if for any QPT adversary A, it holds that

Advunpre
Σ,A (λ) := Pr

[
Expunpre

Σ,A (λ) = 1
]
≤ negl(λ).

Note that we assume 1
|M| is negligible.

Remark 2.2.6. The unpredictability is a weaker version of computational hiding. We define unpredictability
instead of computational hiding since this suffices for our purpose.

A non-interactive commitment scheme that satisfies the above definition exists assuming the existence of
injective one-way functions or perfectly correct public key encryption [LS19]. Alternatively, we can also
instantiate it based on random oracles.

Secret Key Encryption (SKE).

Definition 2.2.7 (Secret Key Encryption (Syntax)). Let λ be a security parameter and let p, q, r and s be
some polynomials. A secret key encryption scheme is a tuple of algorithms Σ = (KeyGen, Enc, Dec) with
plaintext spaceM := {0, 1}n, ciphertext space C := {0, 1}p(λ), and secret key space SK := {0, 1}q(λ).

KeyGen(1λ)→ sk: The key generation algorithm takes the security parameter 1λ as input and outputs a
secret key sk ∈ SK.

Enc(sk, m)→ ct: The encryption algorithm takes sk and a plaintext m ∈ M as input, and outputs a
ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes sk and ct as input, and outputs a plaintext m′ ∈ M
or ⊥.

We require that a SKE scheme satisfies correctness defined below.

Definition 2.2.8 (Correctness for SKE). There are two types of correctness, namely, decryption correctness
and special correctness.
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Decryption Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr
[
Dec(sk, ct) ̸= m

∣∣∣∣ sk← KeyGen(1λ)
ct← Enc(sk, m)

]
≤ negl(λ).

Special Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr
[
Dec(sk2, ct) ̸= ⊥

∣∣∣∣ sk2, sk1 ← KeyGen(1λ)
ct← Enc(sk1, m)

]
≤ negl(λ).

Remark 2.2.9. In the original definition of SKE schemes, only decryption correctness is required. In this
paper, however, we additionally require special correctness as Lindell and Pinkas [LP09]. This is because we
need special correctness for the construction of garbling in Appendix A.5.2. In fact, special correctness can
be easily satisfied as well as shown by Lindell and Pinkas [LP09].

As security of SKE schemes, we consider OW-CPA security or IND-CPA security defined below.

Definition 2.2.10 (OW-CPA Security for SKE). Let ℓ be a polynomial of the security parameter λ. Let
Σ = (KeyGen, Enc, Dec) be a SKE scheme. We consider the following security experiment Expow-cpa

Σ,A (λ)
against a QPT adversary A .

1. The challenger computes sk← KeyGen(1λ).

2. A sends an encryption query m to the challenger. The challenger computes ct ← Enc(sk, m) and
returns ct to A . A can repeat this process polynomially many times.

3. The challenger samples (m1, · · · , mℓ)←Mℓ, computes cti ← Enc(sk, mi) for all i ∈ [ℓ] and sends
{cti}i∈[ℓ] to A .

4. A sends an encryption query m to the challenger. The challenger computes ct ← Enc(sk, m) and
returns ct to A . A can repeat this process polynomially many times.

5. A outputs m′.

6. The output of the experiment is 1 if m′ = mi for some i ∈ [ℓ]. Otherwise, the output of the experiment
is 0.

We say that the Σ is OW-CPA secure if, for any QPT A , it holds that

Advow-cpa
Σ,A (λ) := Pr

[
Expow-cpa

Σ,A (λ) = 1
]
≤ negl(λ).

Note that we assume 1/|M| is negligible.

Definition 2.2.11 (IND-CPA Security for SKE). Let Σ = (KeyGen, Enc, Dec) be a SKE scheme. We
consider the following security experiment Expind-cpa

Σ,A (λ, b) against a QPT adversary A .

1. The challenger computes sk← KeyGen(1λ).

2. A sends an encryption query m to the challenger. The challenger computes ct ← Enc(sk, m) and
returns ct to A . A can repeat this process polynomially many times.
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3. A sends (m0, m1) ∈ M2 to the challenger.

4. The challenger computes ct← Enc(sk, mb) and sends ct to A .

5. A sends an encryption query m to the challenger. The challenger computes ct ← Enc(sk, m) and
returns ct to A . A can repeat this process polynomially many times.

6. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that Σ is IND-CPA secure if, for any QPT A , it holds that

Advind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

It is well-known that IND-CPA security implies OW-CPA security. A SKE scheme exists if there exists a
pseudorandom function.

Definition 2.2.12 (Ciphertext Pseudorandomness for SKE). Let Σ = (KeyGen, Enc, Dec) be a SKE scheme
whose ciphertext space is {0, 1}ℓ. We consider the following security experiment Expct-pr

Σ,A (λ, b) against a
QPT adversary A .

1. The challenger computes sk← KeyGen(1λ).

2. A sends an encryption query mi to the challenger. If b = 0, the challenger computes cti ← Enc(sk, mi)
and returns cti to A . If b = 1, the challenger chooses cti ← {0, 1}ℓ and returns cti to A . A can repeat
this process polynomially many times.

3. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that Σ is ciphertext pseudorandom if, for any QPT A , it holds that

Advct-pr
Σ,A (λ) :=

∣∣∣Pr
[
Expct-cr

Σ,A (λ, 0) = 1
]
− Pr

[
Expct-pr

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Theorem 2.2.13. If OWFs exist, there exists an SKE scheme that is ciphertext pseudorandom.

Pseudorandom generators.

Definition 2.2.14 (Pseudorandom Generator). A pseudorandom generator (PRG) PRG : {0, 1}λ →
{0, 1}λ+ℓ(λ) with stretch ℓ(λ) (ℓ is some polynomial function) is a polynomial-time computable function that
satisfies the following. For any QPT adversary A , it holds that∣∣∣Pr[A(PRG(s)) = 1 | s← Uλ]− Pr

[
A(r) | r ← Uλ+ℓ(λ)

]∣∣∣ ≤ negl(λ),

where Um denotes the uniform distribution over {0, 1}m.

Theorem 2.2.15 ([HILL99]). If there exists a OWF, there exists a PRG.
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Pseudorandom Functions.

Definition 2.2.16 (Pseudorandom Function). Let {FK : {0, 1}ℓ1 → {0, 1}ℓ2 | K ∈ {0, 1}λ} be a family
of polynomially computable functions, where ℓ1 and ℓ2 are some polynomials of λ. We say that F is a
pseudorandom function (PRF) family if, for any QPT distinguisher A , there exists negl(·) such that it holds
that ∣∣∣Pr

[
AFK(·)(1λ) = 1 | K ← {0, 1}λ

]
− Pr

[
AR(·)(1λ) = 1 | R← U

]∣∣∣ ≤ negl(λ),

where U is the set of all functions from {0, 1}ℓ1 to {0, 1}ℓ2 .

Theorem 2.2.17 ([GGM86]). If one-way functions exist, then for all efficiently computable functions n(λ)
and m(λ), there exists a PRF that maps n(λ) bits to m(λ) bits.

Attribute-Based Encryption.

Definition 2.2.18 (KP-ABE (Syntax)). A key-policy ABE (KP-ABE) scheme is a tuple of PPT algorithms
(Setup, KeyGen, Enc, Dec) with a class of predicates Pn (represented as class of boolean circuits with n
input bits), and a message spaceM.

Setup(1λ): The setup algorithm takes as input a security parameter 1λ and outputs a public key pk and a
master secret key msk.

KeyGen(msk, P): The key generation algorithm takes as input the master secret key msk and a predicate
P ∈ Pn, and outputs a secret key skP corresponding to the predicate P.

Enc(pk, a, m): The encryption algorithm takes as input a public key pk, an attribute a ∈ {0, 1}n and a
message m ∈ M, and outputs a ciphertext ct.

Dec(skP, ct): The decryption algorithm takes as input a secret key skP and a ciphertext ct, and outputs a
classical message m′ or ⊥.

Definition 2.2.19 (Correctness of KP-ABE). The correctness of KP-ABE for a class of predicates Pn and a
message spaceM is defined as follows.

Decryption correctness: For any λ ∈N, P ∈ Pn, a ∈ {0, 1}n, m ∈ M such that P(a) = 1,

Pr

Dec(skP, ct) ̸= m

∣∣∣∣∣∣
(pk, msk)← Setup(1λ)
skP ← KeyGen(msk, P)
ct← Enc(pk, a, m)

 ≤ negl(λ).

Definition 2.2.20 (IND-CPA Security of KP-ABE). Let Σ = (Setup, KeyGen, Enc, Dec) be a KP-
ABE scheme for a class predicates Pn and message space M. We consider the following experiment
Expada-ind

Σ,A (λ, b).

1. The challenger computes (pk, msk)← Setup(1λ) and sends pk to A .

2. A sends a predicate Pi ∈ Pn, called key query, to the challenger and it returns skPi ← KeyGen(msk, P).
A can send unbounded polynomially many key queries. Let q be the total number of key queries.
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3. A sends a challenge message pair (m0, m1) and an attribute a ∈ {0, 1}n such that |m0| = |m1|.

4. The challenger computes ctb ← Enc(pk, a, mb). It sends ctb to A .

5. A can send key queries again.

6. A outputs its guess b′ ∈ {0, 1}. If Pi(a) = 0 for all i ∈ [q], the experiments outputs b′.

We say that the Σ is adaptively secure if for any QPT adversary A , it holds that

Advada-ind
Σ,A (λ) :=

∣∣∣Pr
[
Expada-ind

Σ,A (λ, 0) = 1
]
− Pr

[
Expada-ind

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

We can define similar experiment Expsel-ind
Σ,A (λ, b) where A is restricted to submit the challenge attribute

a ∈ {0, 1}n before it receives pk from the challenger. We say that the Σ is selectively secure if for any QPT
adversary A , it holds that

Advsel-ind
Σ,A (λ) :=

∣∣∣Pr
[
Expsel-ind

Σ,A (λ, 0) = 1
]
− Pr

[
Expsel-ind

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Theorem 2.2.21 ([GVW15a, BGG+14]). If the LWE assumption holds, there exists selectively secure KP-ABE
for all boolean circuits. In addition, if the LWE assumption holds against sub-exponential time algorithms,
there exists adaptively secure KP-ABE for all boolean circuits.

Classical Fully Homomorphic Encryption.

Definition 2.2.22 (Leveled Fully Homomorphic Encryption). A leveled FHE is a tuple of PPT algorithms
(KeyGen, Enc, Eval, Dec) with a class of circuits C = {Cd}d∈N, where Cd contains all Boolean circuits of
depth up to d.

KeyGen(1λ, 1d): The key generation algorithm takes as input the security parameters 1λ and 1d and outputs
a public key pk and a secret key sk.

Enc(pk, x): The encryption algorithm takes as input a public key pk and a message x ∈ {0, 1}, and outputs
a ciphertext ct.

Eval(pk, C, ct1, . . . , ctn): The evaluation algorithm takes as input a public key pk, a circuit C ∈ C, ciphertexts
ct1, . . . , ctn where n denotes the input length of the circuit C, and outputs a ciphertext ctC.

Dec(sk, ct): The decryption algorithm takes as input a secret key sk and a ciphertext ct, and outputs a
message x′ or ⊥.

Definition 2.2.23 (Compactness). A classical FHE is compact if there exists a fixed polynomial bound B(·)
so that, for all λ ∈N, any C ∈ C, and plaintext x ∈ {0, 1}n, it holds that

Pr

|ctC| ≤ B(λ)

∣∣∣∣∣∣
(pk, sk)← KeyGen(1λ)
cti ← Enc(pk, xi)
ctC ← Eval(pk, C, ct1, . . . , ctn)

 = 1.

Definition 2.2.24 (Correctness). An FHE scheme is said to be correct for C if for any λ, n ∈N, C ∈ C, x =
(x1, . . . , xn) ∈ {0, 1}n,

Pr

Dec(sk, ctC) ̸= C(x)

∣∣∣∣∣∣
(pk, sk)← KeyGen(1λ)
cti ← Enc(pk, xi)
ctC ← Eval(pk, C, ct1, . . . , ctn)

 ≤ negl(λ).
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Definition 2.2.25 (Security of FHE). An FHE scheme Σ = (Setup, KeyGen, Enc, Dec) with a class of
circuits C is said to be IND-CPA secure if for any QPT adversary A , any λ, n ∈N, the following holds:

Pr
[

A(1λ, pk, ct) = 1
∣∣∣∣ (pk, sk)← KeyGen(1λ),

ct← Enc(pk, 0)

]
− Pr

[
A(1λ, pk, ct) = 1

∣∣∣∣ (pk, sk)← KeyGen(1λ),
ct← Enc(pk, 1)

]
= negl(λ).

Theorem 2.2.26 ([BV14, GSW13]). If the LWE assumption holds, there exists leveled FHE.

Indistinguishability Obfuscation

Definition 2.2.27 (Indistinguishability Obfuscator [BGI+12]). A PPT algorithm iO is a secure IO for a
classical circuit class {Cλ}λ∈N if it satisfies the following two conditions.

Functionality: For any security parameter λ ∈N, circuit C ∈ Cλ, and input x, we have that

Pr
[
C′(x) = C(x) | C′ ← iO(C)

]
= 1 .

Indistinguishability: For any PPT Sampler and QPT distinguisher D, the following holds:

If Pr
[
∀x C0(x) = C1(x) ∧ |C0| = |C1| | (C0, C1, aux)← Sampler(1λ)

]
> 1 − negl(λ), then we

have

Advio
iO,D(λ) :=

∣∣∣Pr
[

D(iO(C0), aux) = 1 | (C0, C1, aux)← Sampler(1λ)
]

−Pr
[

D(iO(C1), aux) = 1 | (C0, C1, aux)← Sampler(1λ)
]∣∣∣ ≤ negl(λ).

There are a few candidates of secure IO for polynomial-size classical circuits against quantum adver-
saries [BGMZ18, CHVW19, AP20].

Obfuscation for compute-and-compare programs.

Definition 2.2.28 (Compute-and-Compare Circuits). A compute-and-compare circuit CC[P, lock, m] is of
the form

CC[P, lock, m](x) =
{

m (P(x) = lock)
0 (otherwise) ,

where P is a circuit, lock is a string called lock value, and m is a message.

We assume that a program P has an associated set of parameters ppP (input size, output size, circuit size)
which we do not need to hide.

Definition 2.2.29 (Compute-and-Compare Obfuscation). A PPT algorithm CC.Obf is a secure obfuscator
for the family of distributions D = {Dparam}param if the following holds:

Functionality Preserving: There exists a negligible function negl such that for all program P, all lock value
lock, and all message m, it holds that

Pr
[
∀x, P̃(x) = CC[P, lock, m](x) | P̃← CC.Obf(1λ, P, lock, m)

]
≥ 1− negl(λ).
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Distributional Indistinguishability: There exists an efficient simulator Sim such that for all D, param and
message m, we have∣∣∣Pr

[
D(CC.Obf(1λ, P, lock, m), aux ) = 1

]
− Pr

[
D(Sim(1λ, ppP, 1|m|), aux ) = 1

]∣∣∣ ≤ negl(λ),

where (P, lock, aux )← Dparam.

Theorem 2.2.30 ([GKW17, WZ17]). If the LWE assumption holds, there exists compute-and-compare
obfuscation for all families of distributions D = {Dparam}, where each Dparam outputs uniformly random
lock value lock independent of P and aux .

Lemma 2.2.31 (Difference Lemma [Sho04]). Let A, B, F be events defined in some probability distribution,
and suppose Pr

[
A ∧ F

]
= Pr

[
B ∧ F

]
. Then |Pr[A]− Pr[B]| ≤ Pr[F].

Encryption with Certified Deletion. Broadbent and Islam [BI20] introduced the notion of encryption with
certified deletion.

Definition 2.2.32 (One-Time SKE with Certified Deletion (Syntax) [BI20, HMNY21]). Let λ be a security
parameter and let p, q and r be some polynomials. A one-time secret key encryption scheme with certified
deletion is a tuple of algorithms Σ = (KeyGen, Enc, Dec, Del , Vrfy) with plaintext space M := {0, 1}n,
ciphertext space C := Q⊗p(λ), key space K := {0, 1}q(λ) and deletion certificate space D := {0, 1}r(λ).

KeyGen(1λ)→ sk: The key generation algorithm takes as input the security parameter 1λ, and outputs a
secret key sk ∈ K.

Enc(sk, m)→ ct : The encryption algorithm takes as input sk and a plaintext m ∈ M, and outputs a
ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes as input sk and ct , and outputs a plaintext m′ ∈ M
or ⊥.

Del (ct)→ cert: The deletion algorithm takes as input ct , and outputs a certification cert ∈ D.

Vrfy(sk, cert)→ ⊤ or ⊥: The verification algorithm takes sk and cert as input, and outputs ⊤ or ⊥.

We require that a one-time SKE scheme with certified deletion satisfies correctness defined below.

Definition 2.2.33 (Correctness for One-Time SKE with Certified Deletion). There are two types of
correctness, namely, decryption correctness and verification correctness.

Decryption Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

m′ ̸= m

∣∣∣∣∣∣
sk← KeyGen(1λ)
ct ← Enc(sk, m)
m′ ← Dec(sk, ct)

 ≤ negl(λ).
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Verification Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

Vrfy(sk, cert) = ⊥

∣∣∣∣∣∣
sk← KeyGen(1λ)
ct ← Enc(sk, m)
cert← Del (ct)

 ≤ negl(λ).

We additionally require verification correctness with QOTP in this work. This is because we need it for
the construction of FE in Section 4.4.3. This notion means that even if we encrypt a ciphertext with quantum
one-time pad (QOTP), we can run the original deletion algorithm Del and recover a valid certificate by using
the QOTP key. In fact, the construction of [BI20] satisfies verification correctness with QOTP as well.

Definition 2.2.34 (Verification Correctness with QOTP). There exists a negligible function negl and a PPT
algorithm Recover such that for any λ ∈N and m ∈ M,

Pr

Vrfy(sk, cert∗) = ⊥

∣∣∣∣∣∣∣∣∣∣

sk← KeyGen(1λ)
ct ← Enc(sk, m)

a, b← {0, 1}p(λ)

c̃ert← Del (ZbXact XaZb)
cert∗ ← Recover(a, b, c̃ert)

 ≤ negl(λ).

We require that a one-time SKE with certified deletion satisfies certified deletion security defined below.

Definition 2.2.35 (Certified Deletion Security for One-Time SKE with Certified Deletion). Let Σ =
(KeyGen, Enc, Dec, Del , Vrfy) be a one-time SKE scheme with certified deletion. We consider the following
security experiment Expotsk-cert-del

Σ,A (λ, b) against an unbounded adversary A .

1. The challenger computes sk← KeyGen(1λ).

2. A sends (m0, m1) ∈ M2 to the challenger.

3. The challenger computes ct ← Enc(sk, mb) and sends ct to A .

4. A sends cert to the challenger.

5. The challenger computes Vrfy(sk, cert). If the output is ⊥, the challenger sends ⊥ to A . If the output is
⊤, the challenger sends sk to A .

6. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that Σ is OT-CD secure if, for any unbounded A , it holds that

Advotsk-cert-del
Σ,A (λ) :=

∣∣∣Pr
[
Expotsk-cert-del

Σ,A (λ, 0) = 1
]
− Pr

[
Expotsk-cert-del

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Theorem 2.2.36 ([BI20]). There exists one-time SKE with certified deletion that satisfies Definitions 2.2.32
to 2.2.35 exists unconditionally.
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2.3 Quantum Computations
We assume familiarity with the basics of quantum computation and use standard notations. Let Q be the
state space of a single qubit. I is the two-dimensional identity operator. X and Z are the Pauli X and Z
operators, respectively. For an operator A acting on a single qubit and a bit string x ∈ {0, 1}n, we write
Ax as Ax1 ⊗ Ax2 ⊗ · · · Axn . The trace distance between two states ρ and σ is given by 1

2∥ρ− σ∥tr, where
∥A∥tr := tr

√
A†A is the trace norm. If 1

2∥ρ− σ∥tr ≤ ϵ, we say that ρ and σ are ϵ-close. If ϵ ≤ negl(λ),
then we say that ρ and σ are statistically indistinguishable.

Lemma 2.3.1 (Quantum Rewinding Lemma [Wat09]). Let Q be a quantum circuit that acts on an n-qubit
state |ψ⟩ and an m-qubit auxiliary state |0m⟩. Let p(ψ) := ||(⟨0| ⊗ I)Q(|ψ⟩ ⊗ |0m⟩)||2 and |ϕ(ψ)⟩ :=

1√
p(ψ)

(⟨0| ⊗ I)Q(|ψ⟩ ⊗ |0m⟩). Let p0, q ∈ (0, 1) and ϵ ∈ (0, 1
2 ) such that |p(ψ)− q| < ϵ, p0(1− p0) <

q(1− q), and p0 < p(ψ). Then there is a quantum circuit R of size at most O
(

log( 1
ϵ )size(Q)

p0(1−p0)

)
such that on

input |ψ⟩, R computes a quantum state ρ(ψ) that satisfies ⟨ϕ(ψ)|ρ(ψ)|ϕ(ψ)⟩ ≥ 1− 16ϵ
log2( 1

ϵ )

p2
0(1−p0)2 .

Quantum Random Oracle. We use the quantum random oracle model (QROM) [BDF+11] to construct
SKE and PKE with certified everlasting deletion in Appendices A.3.2 and A.3.4, respectively. In the QROM,
a uniformly random function with a certain domain and range is chosen at the beginning, and quantum access
to this function is given to all parties including an adversary. Zhandry showed that quantum access to random
functions can be efficiently simulatable by using so-called compressed random oracle technique [Zha19].

We review the one-way to hiding lemma [Unr15, AHU19], which is useful when analyzing schemes in
the QROM. The following form of the lemma is based on [AHU19].

Lemma 2.3.2 (One-Way to Hiding Lemma [AHU19]). Let S ⊆ X be a random subset of X . Let
G, H : X → Y be random functions satisfying ∀x /∈ S [G(x) = H(x)]. Let z be a random classical bit
string. (S, G, H, z may have an arbitrary joint distribution.) Let A be an oracle-aided quantum algorithm that
makes at most q quantum queries. LetB be an algorithm that on input z chooses i← [q], runs A H(z), measures
A’s i-th query, and outputs the measurement outcome. Then we have

∣∣Pr
[
AG(z) = 1

]
− Pr

[
A H(z) = 1

]∣∣ ≤
2q
√

Pr[BH(z) ∈ S].

Quantum Teleportation. We use quantum teleportation to prove that our construction of the FE scheme in
Section 4.4.3 satisfies adaptive security.

Lemma 2.3.3 (Quantum Teleportation). Suppose that we have N Bell pairs between registers A and B,
i.e., 1√

2N ∑s∈{0,1}N |s⟩A ⊗ |s⟩B, and let ρ be an arbitrary N-qubit quantum state in register C. Suppose that
we measure j-th qubits of C and A in the Bell basis and let (xj, zj) ∈ {0, 1} × {0, 1} be the measurement
outcome for all j ∈ [N]. Let x := x1||x2|| · · · ||xN and z := z1||z2|| · · · ||zN . Then (x, z) is uniformly
distributed over {0, 1}N × {0, 1}N . Moreover, conditioned on the measurement outcome (x, z), the resulting
state in B is XxZzρZzXx.

CSS code. We explain basics of CSS codes. CSS codes are used only in the constructions of SKE and PKE
with certified everlasting deletion (Appendix A.3.3 and Appendix A.3.5), and therefore readers who are not
interested in these constructions can skip this paragraph. A CSS code with parameters q, k1, k2, t consists of
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two classical linear binary codes. One is a [q, k1] code C1
1 and the other is a [q, k2] code. Both C1 and C⊥2

can correct up to t errors, and they satisfy C2 ⊆ C1. We require that the parity check matrices of C1, C2 are
computable in polynomial time, and that error correction can be performed in polynomial time. Given two
binary codes C ⊆ D, let D/C := {x mod C : x ∈ D}. Here, mod C is a linear polynomial-time operation
on {0, 1}q with the following three properties. First, x mod C = x′ mod C if and only if x− x′ ∈ C for any
x, x′ ∈ {0, 1}q. Second, for any binary code D such that C ⊆ D, x mod C ∈ D for any x ∈ D. Third, (x
mod C) mod C= x mod C for any x ∈ {0, 1}q.

QMA and k-SimQMA

Definition 2.3.4 (QMA). We say that a promise problem A = (Ayes, Ano) is in QMA if there exist a
polynomial p, a QPT algorithm V, and 0 ≤ β < α ≤ 1 with α− β ≥ 1

poly(|x|) such that

Completeness: For any x ∈ Ayes, there exists a quantum state w of p(|x|)-qubit (called a witness) such that

Pr[V(x, w) = ⊤] ≥ α.

Soundness: For any x ∈ Ano and any quantum state w of p(|x|)-qubit,

Pr[V(x, w) = ⊤] ≤ β.

For any x ∈ Ayes, RA(x) is the (possibly infinite) set of all quantum states w such that Pr[V(x, w) = ⊤] ≥ 2
3 .

A complexity class of k-SimQMA is introduced, and proven to be equal to QMA in [BG20].

Definition 2.3.5 (k-SimQMA [BG20]). A promise problem A = (Ayes, Ano) is in k-SimQMA with soundness
β(|x|) ≤ 1− 1

poly(|x|) , if there exist polynomials m and n such that given x ∈ Ayes, there is an efficient
deterministic algorithm that computes m(|x|) k-qubit POVMs {Π1, I −Π1}, . . . , {Πm(|x|), I −Πm(|x|)}
such that:

Simulatable completeness: If x ∈ Ayes, there exists an n(|x|)-qubit state ρhist, which we call a simulatable
witness, such that for all c ∈ [m], Tr(Πcρhist) ≥ 1− negl(|x|), and there exists a set of k-qubit density
matrices {ρx,S

sim}S⊆[n(|x|)],|S|=k that can be computed in polynomial time from x and ρhist such that
||TrS(ρhist)− ρx,S

sim||tr ≤ negl(|x|).

Soundness: If x ∈ Ano, for any n(|x|)-qubit state ρ, 1
m ∑c∈[m] Tr(Πcρ) ≤ β(|x|).

1A [q, k] code is a code consisting of 2k codewords, each of length q. That is, a k-dimensional subspace of {0, 1}q = GF(2)q.
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Chapter 3

Certified Everlasting Zero-Knowledge Proof
for QMA

3.1 Introduction
In this chapter, we study a certified everlasting secure version of zero-knowledge for QMA. Several works
show how to construct a zero-knowledge proof for QMA. However, in the previous constructions, the
zero-knowledge property is computational security if the soundness satisfies the information-theoretical one.
Therefore, the adversary could obtain the information of the statement in the future when the underlying
computational assumptions are found to be wrong or computing devices are drastically improved. In this
chapter, we formalize a certified everlasting version of zero-knowledge property and show how to construct
a zero-knowledge proof for QMA with certified everlasting zero-knowledge and information-theoretical
soundness.

In Section 3.1.1, we give the background in more detail. In Section 3.1.2, we explain our results. In
Section 3.1.3, we give a technical overview of our certified everlasting zero-knowledge proof for QMA.
In Section 3.2, we formalize a certified everlasting version of quantum bit commitments and show how to
construct it from standard classical bit commitments. In Section 3.3, we formalize a certified everlasting
version of zero-knowledge proof for QMA, and show how to construct it from a certified everlasting version
of quantum bit commitments. In the following, we explain the background of these results in detail.

3.1.1 Background

Zero-knowledge [GMR89] is a foundational concept in cryptography and computer science, which informally
states that the verifier learns nothing beyond the validity of the statement. This concept has been extensively
studied in classical cryptography, and recent developments have expanded its scope to quantum cryptography.
In known constructions of classical zero-knowledge protocols for NP, either the zero-knowledge property or
soundness is guaranteed only against computationally bounded adversaries. In fact, achieving both statistical
zero-knowledge and statistical soundness simultaneously with a classical verifier for NP is impossible unless
the polynomial-time hierarchy collapses [For87]. It is also conjectured to be impossible in the case of quantum
verifiers [MW18].

Broadbent and Islam [BI20] suggested a novel approach to address this issue by achieving "everlasting
zero-knowledge" through the use of quantum encryption with certified deletion. Everlasting security, as
defined by Unruh [Unr13], ensures that a protocol remains secure as long as the adversary runs in polynomial
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time during the protocol execution. Quantum encryption with certified deletion, a primitive introduced by
Broadbent and Islam [BI20], allows a classical message to be encrypted into a quantum ciphertext. The
receiver can generate a classical certificate that proves they have deleted the quantum ciphertext, rendering
it impossible to decrypt the message even if the secret key is later provided. Broadbent and Islam’s key
insight was to apply this certified deletion security to quantum commitment, encrypting the first message in a
standard Σ-protocol. Once the verifier generates a deletion certificate for all commitments not opened by the
verifier’s challenge, even an unbounded verifier cannot access the unopened commitments’ values. However,
the formal definition and construction of such a protocol were left open for future work.

There are several challenges in realizing this idea. First, the quantum encryption with certified deletion,
as originally proposed, cannot be directly applied to a Σ-protocol because their scheme does not have any
binding property. Their ciphertext consists of a classical and a quantum component. The classical part is
m⊕ u⊕ H(r), where m is the plaintext, and u and r are random bit strings with H as a hash function. The
quantum part is a random BB84 state, with the computational basis states encoding r. The decryption key
consists of u and the positions of the computational basis states encoding r, making it non-binding since
modifying u can yield a different message. To address this, we need to extend quantum encryption with
certified deletion to include a statistical binding property.

Second, defining a meaningful notion of "everlasting zero-knowledge proof" is non-trivial. In fact,
everlasting zero-knowledge proofs for QMA or even for NP, in the sense defined by Unruh [Unr13],
are unlikely to exist.1 The definition of quantum statistical zero-knowledge [Wat09, MW18] requires a
simulator that can statistically reproduce the view of a quantum polynomial-time malicious verifier. Therefore,
everlasting zero-knowledge, as per Unruh’s definition, is equivalent to quantum statistical zero-knowledge,
and it is believed that such proofs for NP do not exist [MW18]. For example, Menda and Watrous [MW18]
constructed an oracle showing that quantum statistical zero-knowledge proofs for even a subclass of NP do
not exist.

However, this argument does not apply to what we call certified everlasting zero-knowledge, where the
verifier can issue a classical certificate proving that it has deleted its information. Once this certificate is
generated, even an unbounded malicious verifier cannot learn anything beyond the validity of the statement.
This is because certified everlasting zero-knowledge does not imply statistical zero-knowledge, as it does
not provide security against a verifier that refuses to provide a valid certificate of deletion. This leads to the
following question:

Is it possible to define and construct a certified everlasting zero-knowledge proof for QMA?

3.1.2 Our Results

In this work, we define and construct a certified everlasting zero-knowledge proof for QMA. Our approach
involves four main steps:

1. We introduce a novel quantum cryptographic primitive, termed commitment with statistical binding
and certified everlasting hiding. In this primitive, the binding property is statistical, while the hiding
property is computational. However, once the receiver provides a valid certificate confirming the
deletion of the committed information, the hiding property becomes statistical.

1It is possible to construct everlasting zero-knowledge arguments, which only require computational soundness. In fact, any
statistical zero-knowledge argument is an everlasting zero-knowledge argument. While computational soundness may be sufficient for
practical purposes, it is theoretically intriguing to explore forms of everlasting zero-knowledge that do not compromise soundness, as
we do in this paper.
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2. Using secret-key quantum encryption with certified deletion as a building block, we construct this
commitment scheme in a black-box manner. The security of our construction is established in the
quantum random oracle model [BDF+11].

3. We define a new zero-knowledge proof called the certified everlasting zero-knowledge proof for QMA.
This proof satisfies computational zero-knowledge for QMA and includes an additional feature: after
the verifier issues a classical certificate confirming the deletion of its information, even an unbounded
malicious verifier cannot extract any information beyond the validity of the statement.

4. Finally, we integrate the new commitment scheme into the quantum Σ-protocol for QMA proposed by
Broadbent and Grilo [BG20], resulting in the construction of a certified everlasting zero-knowledge
proof for QMA.

We make the following three remarks regarding our results:
First, while the primary contribution of this work is the definition and construction of a certified everlasting

zero-knowledge proof for QMA, the proposed commitment scheme with statistical binding and certified
everlasting hiding is of independent interest. This scheme holds promise for various applications beyond
zero-knowledge. Importantly, it is well-known that both binding and hiding properties cannot simultaneously
be statistical, even in the quantum setting [LC97, May97], underscoring the significance of our compromise.

Second, this work marks the first cryptographic application of symmetric-key quantum encryption
with certified deletion. Although the concept of certified deletion is appealing, it initially lacked concrete
cryptographic applications [BI20]. This is partly because scenarios in which the receiver gains access to the
private key at a later stage are not usual in cryptography. Hiroka et al. [HMNY21] extended the symmetric-key
scheme of Broadbent and Islam [BI20] to public-key encryption, attribute-based encryption, and publicly
verifiable schemes, broadening its applicability. However, their extensions rely on computational security,
unlike the information-theoretically secure symmetric-key scheme of [BI20]. In contrast, our results provide
the first cryptographic applications leveraging information-theoretic security. Notably, the setup of the
symmetric-key scheme in [BI20], where the receiver initially lacks the private key, aligns naturally with the
Σ-protocol framework, as the verifier (receiver) does not possess the decryption key for the prover’s (sender’s)
initial message.

Lastly, certified everlasting zero-knowledge and certified everlasting hiding appear unattainable in the
classical world, as malicious adversaries can always duplicate their information. In fact, certified everlasting
zero-knowledge against classical verifiers would imply honest-verifier statistical zero-knowledge, given that an
honest verifier operates within polynomial time.2 Moreover, it is known that HVSZK = SZK, where HVSZK
and SZK represent the classes of languages with honest-verifier and general statistical zero-knowledge proofs,
respectively [GSV98]. Therefore, the existence of certified everlasting zero-knowledge proofs for NP with
classical verification would imply NP ⊆ HVSZK = SZK, collapsing the polynomial-time hierarchy [For87].
While this argument pertains to protocols in the standard model, no honest-verifier statistical zero-knowledge
proofs for NP have been constructed in the random oracle model either. Thus, our results contribute to the
expanding repertoire of quantum cryptographic primitives that are feasible only in the quantum domain.

2This reasoning does not extend to quantum verifiers, as honest-verifier quantum statistical zero-knowledge [Wat02] requires
the simulator to reproduce the verifier’s internal state at any point during the protocol execution. In contrast, certified everlasting
zero-knowledge ensures security only after a valid deletion certificate is issued.
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3.1.3 Technical Overview

Certified Everlasting Zero-Knowledge. As discussed in Section 3.1.1, achieving everlasting zero-
knowledge proofs for NP and QMA appears infeasible, even when quantum verifiers are allowed. To
overcome this limitation, we introduce certified everlasting zero-knowledge, a relaxed notion inspired by the
framework of quantum encryption with certified deletion by Broadbent and Islam [BI20]. Certified everlasting
zero-knowledge guarantees that the proof remains secure against polynomial-time malicious verifiers that
issue a valid certificate proving the deletion of sensitive information. (The formal definition is provided in
Section 3.3.1.) In contrast to traditional everlasting zero-knowledge, this notion does not ensure security
against verifiers who fail to provide such a certificate. Nevertheless, the concept is meaningful, as the prover
can impose penalties on verifiers that refuse to comply.

Quantum Commitment with Certified Everlasting Hiding. Our construction of certified everlasting
zero-knowledge proofs builds on the ideas outlined by Broadbent and Islam [BI20], which suggest using a
commitment scheme with certified deletion in a Σ-protocol. While their work did not provide a concrete
construction or formal definition of such commitments, a straightforward approach might consider using their
encryption with certified deletion as a commitment scheme. Specifically, one could treat a ciphertext ct as a
commitment. However, this fails to satisfy the binding property since different secret keys can decrypt the
same ciphertext into different messages.

One potential solution combines encryption with a classical commitment to the secret key. Let Enc denote
the encryption algorithm from [BI20], sk the secret key, and Commit a classical commitment scheme with
statistical binding and computational hiding. We can define the commitment as:

(ct = Enc(sk, m), com = Commit(sk)),

where m is the committed message. This resolves the binding issue because Commit(sk) ensures that
sk is uniquely determined. However, this construction does not achieve the required certified everlasting
hiding, which ensures that the hiding property persists after deletion certificates are issued, even against
computationally unbounded receivers. Specifically, the security of certified deletion for Enc relies on sk
being information-theoretically hidden prior to deletion. In this construction, sk is statistically determined by
Commit(sk), making it impossible to "delete" sk during security reductions.

To address this issue, we consider the following modified construction:

(ct = Enc(sk, m), com = Commit(R), H(R)⊕ sk),

where R is a random string, H is a hash function modeled as a random oracle, and Commit is a classical
commitment scheme. In this approach, H(R) masks sk, and the computational hiding property of Commit
ensures that R cannot be efficiently extracted before deletion. Therefore, sk remains hidden, enabling us to
reduce the certified everlasting hiding property to the certified deletion security of Enc. This argument is
formalized using the one-way-to-hiding lemma [Unr15, AHU19].

Quantum commitments generally lack classical binding properties, as a malicious sender could create a
superposition of commitments to multiple messages. To address this, we introduce classical-extractor-based
binding, which guarantees that an unbounded-time extractor can determine the committed message before
decommitment. This property is critical for ensuring soundness in our certified everlasting zero-knowledge
proofs. Detailed proofs are provided in Section 3.2.2.

35



Certified Everlasting Zero-Knowledge Proof for QMA. Once we have a commitment scheme with
certified everlasting hiding, constructing certified everlasting zero-knowledge proofs follows naturally from
the approach outlined in [BI20]. Although they focused on NP, we observe that their idea extends naturally
to QMA because the "quantum version" of a Σ-protocol for QMA, called the Ξ-protocol was introduced
by Broadbent and Grilo [BG20]. We sketch the construction below for clarity. Let A = (Ayes, Ano) be a
promise problem in QMA. Broadbent and Grilo [BG20] showed that for any x ∈ Ayes and its corresponding
witness w, it is possible to generate (in quantum polynomial time) a state known as the local simulatable
history state ρhist from w, which satisfies two key properties (see Definition 2.3.5 for details):

(LS1) Verification can be performed by measuring five randomly chosen qubits of ρhist.

(LS2) The classical description of any five-qubit reduced density matrix of ρhist can be computed in classical
polynomial time.

With these properties, the quantum Σ-protocol from [BG20] is constructed as follows:

1. Commitment phase: The prover randomly selects x, z ∈ {0, 1}n and sends (XxZzρhistZzXx) ⊗
com(x, z) to the verifier, where XxZz := ∏n

i=1 Xxi
i Zzi

i , n is the number of qubits in ρhist, and
com(x, z) is a classical commitment to (x, z).

2. Challenge phase: The verifier randomly chooses a subset S ⊂ [n] of size |S| = 5 and sends it to the
prover.

3. Response phase: The prover opens the commitment for {xi, zi}i∈S.

4. Verification phase: The verifier applies ∏i∈S Xxi
i Zzi

i to the state and measures the qubits in S.

Correctness and soundness follow from property (LS1), while zero-knowledge is guaranteed by property
(LS2). If the classical commitment scheme used in this protocol has statistical binding and computational
hiding, the protocol becomes a computational zero-knowledge proof for QMA. However, an unbounded
malicious verifier could potentially open the commitment for {xi, zi}i∈[n]\S, thereby obtaining the entire ρhist,
which compromises the zero-knowledge property if more than five qubits of ρhist are revealed.

To construct a certified everlasting zero-knowledge proof for QMA, we build on the quantum Σ-protocol
by using a commitment scheme with certified everlasting hiding and statistical binding for the commitment
of (x, z). In this modified protocol, if the verifier issues a valid deletion certificate for the commitment of
{xi, zi}i∈[n]\S, even an unbounded malicious verifier cannot recover {xi, zi}i∈[n]\S, and therefore can only
access the five qubits of ρhist. This ensures the certified everlasting zero-knowledge property. The proof of
statistical soundness relies on classical-extractor-based binding, similar to [BG20]. Classical-extractor-based
binding allows us to extract the committed message with an unbounded-time extractor before the prover
decommits. In particular, we can extract the committed (x, z) from com(x, z) before the challenge phase.
Since extraction occurs before the challenge S is issued, the extracted values do not depend on S, allowing us
to reduce the soundness of the scheme to the original QMA promise problem A.

The details of the construction are provided in Section 3.3.2.

3.2 Commitment with Certified Everlasting Hiding and Classical-Extractor-
Based Binding

In this section, we define and construct commitment with certified everlasting hiding and statistical binding.
We adopt a non-standard syntax for the verification algorithm and a slightly involved definition for the binding,
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which we call the classical-extractor-based binding, that are tailored to our construction. This is because
they are convenient for our construction of certified everlasting zero-knowledge proof for QMA given in
Section 3.3.

3.2.1 Definition

Definition 3.2.1 (Commitment with Certified Everlasting Hiding and Classical-Extractor-Based Binding
(Syntax)). Let λ be the security parameter and let p, q, r, s and t be some polynomials. Commitment
with certified everlasting hiding and classical-extractor-based binding consists of a tuple of polynomial-
time algorithms (Commit , Vrfy , Del , Cert) with message space M := {0, 1}n, commitment space C :=
Q⊗p(λ) × {0, 1}q(λ), decommitment space D := {0, 1}r(λ), key space K := {0, 1}s(λ) and deletion
certificate space E := {0, 1}t(λ).

Commit(1λ, m)→ (com , d, ck): The commitment algorithm takes as input a security parameter 1λ and a
message m ∈ M, and outputs a commitment com ∈ C, a decommitment d := (d1, d2) ∈ D and
a key ck ∈ K. Note that com consists of a quantum state ψ ∈ Q⊗p(λ) and a classical bit string
f ∈ {0, 1}q(λ).

Vrfy(com , d)→ m′ or ⊥: The verification algorithm consists of two algorithms, Vrfy1 and Vrfy2. It parses
d = (d1, d2). Vrfy1 takes f and (d1, d2) as input, and outputs ⊤ to indicate acceptance or ⊥. Vrfy2
takes com and d1 as input, and outputs m′. If the output of Vrfy1 is ⊥, then the output of Vrfy is ⊥.
Otherwise the output of Vrfy is m′.

Del (com)→ cert: The deletion algorithm takes com as input, and outputs a certificate cert ∈ E .

Cert(cert, ck)→ ⊤ or ⊥: The certification algorithm takes cert and ck as input, and outputs ⊤ to indicate
acceptance or ⊥.

Definition 3.2.2 (Correctness). There are two types of correctness, namely, decommitment correctness and
deletion correctness.

Decommitment correctness: There exists a negligible function negl such that for any λ ∈ N and m ∈
{0, 1}n,

Pr
[
m← Vrfy(com , d) | (com , d, ck)← Commit(1λ, m)

]
≥ 1− negl(λ).

Deletion correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ {0, 1}n,

Pr
[
⊤ ← Cert(cert, ck) | (com , d, ck)← Commit(1λ, m), cert← Del (com)

]
≥ 1− negl(λ).

Definition 3.2.3 (Classical-Extractor-Based Binding). There exists an unbounded-time deterministic
algorithm Ext that takes f ∈ {0, 1}q(λ) of com as input, and outputs d∗1 ← Ext( f ) such that for any com , any
d1 ̸= d∗1 , and any d2, Pr[Vrfy(com , d = (d1, d2)) = ⊥] = 1.

Definition 3.2.4 (Computational Hiding). Let Σ := (Commit , Vrfy , Del , Cert). Let us consider the following
security experiment Expc-hide

Σ,A (λ, b) against any QPT adversary A.

1. A generates (m0, m1) ∈ M2 and sends them to the challenger.
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2. The challenger computes (com , d, ck)← Commit(1λ, mb), and sends com to A.

3. A outputs b′ ∈ {0, 1}.

4. The output of the experiment is b′.

Computational hiding means that the following is satisfied for any QPT A.

Advc-hide
Σ,A (λ) :=

∣∣∣Pr
[
Expc-hide

Σ,A (λ, 0) = 1
]
− Pr

[
Expc-hide

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition 3.2.5 (Certified Everlasting Hiding). Let Σ := (Commit , Vrfy , Del , Cert). Let us consider the
following security experiment Expever-hide

Σ,A (λ, b) against A = (A1,A2) consisting of any QPT adversary A1
and any unbounded adversary A2.

1. A1 generates (m0, m1) ∈ M2 and sends it to the challenger.

2. The challenger computes (com , d, ck)← Commit(1λ, mb), and sends com to A1.

3. At some point, A1 sends cert to the challenger, and sends its internal state to A2.

4. The challenger computes Cert(cert, ck). If the output is ⊤, then the challenger outputs ⊤, and sends
(d, ck) to A2. Else, the challenger outputs ⊥, and sends ⊥ to A2.

5. A2 outputs b′ ∈ {0, 1}.

6. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

We say that it is certified everlasting hiding if the following is satisfied for any A = (A1,A2).

Advever-hide
Σ,A (λ) :=

∣∣∣Pr
[
Expever-hide

Σ,A (λ, 0) = 1
]
− Pr

[
Expever-hide

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Remark 3.2.6. We remark that it would be incorrect to formulate a definition that conditions on cert being
accepted (see discussion in [Unr15].) We also remark that certified everlasting hiding does not imply
computational hiding since it does not require anything if the adversary does not send a valid certificate.

The following lemma will be used in the construction of the certified everlasting zero-knowledge proof
for QMA in Section 3.3. It is shown with the standard hybrid argument. It is also easy to see that a similar
lemma holds for computational hiding.

Lemma 3.2.7. Let Σ := (Commit , Vrfy , Del , Cert) andM = {0, 1}. Let us consider the following security
experiment Expbit-ever-hide

Σ,A (λ, b) against A = (A1,A2) consisting of any QPT adversary A1 and any
unbounded adversary A2.

1. A1 generates (m0, m1) ∈ {0, 1}n × {0, 1}n and sends it to the challenger.

2. The challenger computes

(com i(mb
i ), di(mb

i ), cki(mb
i ))← Commit(1λ, mb

i )

for each i ∈ [n], and sends {com i(mb
i )}i∈[n] to A1. Here, mb

i is the i-th bit of mb.
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3. At some point, A1 sends {certi}i∈[n] to the challenger, and sends its internal state to A2.

4. The challenger computes Cert(certi, cki(mb
i )) for each i ∈ [n]. If the output is ⊤ for all i ∈ [n], then

the challenger outputs ⊤, and sends {di(mb
i ), cki(mb

i )}i∈[n] to A2. Else, the challenger outputs ⊥,
and sends ⊥ to A2.

5. A2 outputs b′ ∈ {0, 1}.

6. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

If Σ is certified everlasting hiding,

Advbit-ever-hide
Σ,A (λ)

:=
∣∣∣Pr
[
Expbit-ever-hide

Σ,A (λ, 0) = 1
]
− Pr

[
Expbit-ever-hide

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ)

for any A = (A1,A2).

Proof of Lemma 3.2.7. Let us consider the following hybrids for j ∈ {0, 1, ..., n}.

Hybj:

1. A1 generates (m0, m1) ∈ {0, 1}n × {0, 1}n and sends it to the challenger.
2. The challenger computes

(com i(m1
i ), di(m1

i ), cki(m1
i ))← Commit(1λ, m1

i )

for i ∈ [j] and

(com i(m0
i ), di(m0

i ), cki(m0
i ))← Commit(1λ, m0

i )

for each i ∈ {j + 1, ..., n}, and sends {com i(m1
i )}i∈[j] and {com i(m0

i )}i∈{j+1,...,n} to A1. Here,
mb

i is the i-th bit of mb.
3. At some point, A1 sends {certi}i∈[n] to the challenger, and sends its internal state to A2.
4. The challenger computes Cert(certi, cki(m1

i )) for each i ∈ [j] and Cert(certi, cki(m0
i )) for each

i ∈ {j + 1, ..., n}. If the outputs are ⊤ for all i ∈ [n], then the challenger outputs ⊤, and sends
{di(m1

i ), cki(m1
i )}i∈[j] and {di(m0

i ), cki(m0
i )}i∈{j+1,...,n} to A2. Else, the challenger outputs ⊥,

and sends ⊥ to A2.
5. A2 outputs b′ ∈ {0, 1}.
6. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the

experiment is ⊥.

It is clear that Hyb0 = Expbit-ever-hide
Σ,A (λ, 0) and Hybn = Expbit-ever-hide

Σ,A (λ, 1). Furthermore, we can show∣∣∣Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]∣∣∣ ≤ negl(λ)

for each j ∈ {0, 1, ..., n− 1}. (Its proof is given below.) From these facts, we obtain Lemma 3.2.7.
Let us show the remaining one. To show it, let us assume that

∣∣∣Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]∣∣∣ is
non-negligible. Then, we can construct an adversary B that can break the certified everlasting hiding of Σccd
as follows.
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1. B receives (m0, m1) from A1, and computes

(com i(m1
i ), di(m1

i ), cki(m1
i ))← Commit(1λ, m1

i )

for i ∈ [j] and

(com i(m0
i ), di(m0

i ), cki(m0
i ))← Commit(1λ, m0

i )

for i ∈ {j + 2, ..., n}.

2. B sends (m0
j+1, m1

j+1) to the challenger of Expever-hide
Σccd,B (λ, b′), and receives com j+1(mb′

j+1) from the
challenger.

3. B sends {com i(m1
i )}i∈[j], com j+1(mb′

j+1), and {com i(m0
i )}i∈{j+2,...,n}, to A1.

4. A1 sends {certi}i∈[n] to B, and sends its internal state to A2.

5. B sends certj+1 to the challenger of Expever-hide
Σccd,B (λ, b′), and receives (dj+1(mb′

j+1), ckj+1(mb′
j+1)) or ⊥

from the challenger. If B receives ⊥ from the challenger, it outputs ⊥ and aborts.

6. B sends all di and cki to A2.

7. A2 outputs b′′.

8. B computes Cert for all certi, and outputs b′′ if all results are ⊤. Otherwise, B outputs ⊥.

It is clear that Pr[B → 1 | b′ = 0] = Pr
[
Hybj = 1

]
and Pr[B → 1 | b′ = 1] = Pr

[
Hybj+1 = 1

]
. By

assumption, |Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]
| is non-negligible, and therefore |Pr[B → 1 | b′ = 0]−

Pr[B → 1 | b′ = 1]| is non-negligible, which contradict the certified everlasting hiding of Σccd.

3.2.2 Construction

Let λ be the security parameter, and let p, q, r, s, t and u be some polynomials. We construct commitment
with certified everlasting hiding and classical-extractor-based binding, Σccd = (Commit , Vrfy , Del , Cert), with
message spaceM = {0, 1}n, commitment space C = Q⊗p(λ) × {0, 1}q(λ) × {0, 1}r(λ), decommitment
space D = {0, 1}s(λ) × {0, 1}t(λ), key space K = {0, 1}r(λ) and deletion certificate space E = {0, 1}u(λ)

from the following primitives:

• Secret-key encryption with certified deletion, Σskcd = SKE.(KeyGen, Enc, Dec, Del , Vrfy), with
plaintext spaceM = {0, 1}n, ciphertext space C = Q⊗p(λ), key space K = {0, 1}r(λ), and deletion
certificate space E = {0, 1}u(λ).

• Classical non-interactive commitment, Σcom = Classical.Commit, with plaintext space {0, 1}s(λ),
randomness space {0, 1}t(λ), and commitment space {0, 1}q(λ).

• A hash function H from {0, 1}s(λ) to {0, 1}r(λ) modeled as a quantumly-accessible random oracle.

The construction is as follows.

Commit(1λ, m):
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• Generate ske.sk← SKE.KeyGen(1λ), R← {0, 1}s(λ), R′ ← {0, 1}t(λ), and a hash function H
from {0, 1}s(λ) to {0, 1}r(λ).

• Compute ske.ct ← SKE.Enc(ske.sk, m), f ← Classical.Commit(R; R′), and h := H(R) ⊕
ske.sk.

• Output com := (ske.ct , f , h), d1 := R, d2 := R′, and ck := ske.sk.

Vrfy1(com , d1, d2):

• Parse com = (ske.ct , f , h), d1 = R, and d2 = R′.
• Output ⊤ if f = Classical.Commit(R; R′), and output ⊥ otherwise.

Vrfy2(com , d1):

• Parse com = (ske.ct , f , h) and d1 = R.
• Compute ske.sk′ := H(R)⊕ h.
• Output m′ ← SKE.Dec(ske.sk′, ske.ct).

Del (com):

• Parse com = (ske.ct , f , h).
• Compute ske.cert← SKE.Del (ske.ct).
• Output cert := ske.cert.

Cert(cert, ck):

• Parse cert = ske.cert and ck = ske.sk.
• Output ⊤/⊥ ← SKE.Vrfy(ske.sk, ske.cert).

Correctness. The decommitment and deletion correctness easily follow from the correctness of Σskcd.

Security. We prove the following three theorems.

Theorem 3.2.8. If Σcom is perfect binding, then Σccd is classical-extractor-based binding.

Theorem 3.2.9. If Σcom is unpredictable and Σskcd is OT-CD secure, then Σccd is certified everlasting hiding.

Theorem 3.2.10. If Σcom is unpredictable and Σskcd is OT-CD secure, then Σccd is computationally hiding.

Proof of Theorem 3.2.8. Due to the perfect binding of Σcom = Classical.Commit, there exists a unique d∗1
such that f = Classical.Commit(d∗1 ; d2) for a given f . Let Ext be the algorithm that finds such d∗1 and outputs
it. (If there is no such d∗1 , then Ext outputs ⊥.) Then, for any com = (ske.ct , f , h), any d1 ̸= d∗1 , and any d2,

Pr[Vrfy(com , d = (d1, d2)) = ⊥] ≥ Pr[ f ̸= Classical.Commit(d1, d2)] = 1,

which completes the proof.

Proof of Theorem 3.2.9. For clarity, we describe how the experiment works against an adversary A :=
(A1,A2) consisting of any QPT adversary A1 and any quantum unbounded time adversary A2.
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Expever-hide
Σccd,A (λ, b): This is the original experiment.

1. A uniformly random function H from {0, 1}s(λ) to {0, 1}r(λ) is chosen. A1 and A2 can make
arbitrarily many quantum queries to H at any time in the experiment.

2. A1 chooses (m0, m1)←M2, and sends (m0, m1) to the challenger.
3. The challenger generates ske.sk ← SKE.KeyGen(1λ), R ← {0, 1}s(λ) and R′ ← {0, 1}t(λ).

The challenger computes ske.ct ← SKE.Enc(ske.sk, mb), f := Classical.Commit(R; R′) and
h := H(R)⊕ ske.sk, and sends (ske.ct , f , h) to A1.

4. A1 sends ske.cert to the challenger and sends its internal state to A2.
5. If ⊤ ← SKE.Vrfy(ske.sk, ske.cert), the challenger outputs ⊤ and sends (R, R′, ske.sk) to A2.

Otherwise, the challenger outputs ⊥ and sends ⊥ to A2.
6. A2 outputs b′.
7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the

experiment is ⊥.

What we have to prove is that

Advever-hide
Σccd,A (λ) :=

∣∣∣Pr
[
Expever-hide

Σccd,A (λ, 0) = 1
]
− Pr

[
Expever-hide

Σccd,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

We define the following sequence of hybrids.

Hyb1(b): This is identical to Expever-hide
Σccd,A (λ, b) except that the oracle given to A1 is replaced with HR→H′

which is H reprogrammed according to H′ on an input R where H′ is another independent uniformly
random function. More formally, HR→H′ is defined by

HR→H′(R∗) :=

{
H(R∗) (R∗ ̸= R)
H′(R∗) (R∗ = R).

We note that the challenger still uses H to generate h, and the oracle which A2 uses is still H similarly
to the original experiment.

Hyb2(b): This is identical to Hyb1(b) except for the following three points. First, the challenger generates
h uniformly at random. Second, the oracle given to A1 is replaced with H′ which is an independent
uniformly random function. Third, the oracle given to A2 is replaced with H′R→h⊕ske.sk which is H′

reprogrammed to h⊕ ske.sk on an input R. More formally, H′R→h⊕ske.sk is defined by

H′R→h⊕ske.sk(R∗) :=

{
H′(R∗) (R∗ ̸= R)
h⊕ ske.sk (R∗ = R).

Proposition 3.2.11. If Σcom is unpredictable, then∣∣∣Pr
[
Expever-hide

Σccd,A (λ, b) = 1
]
− Pr[Hyb1(b) = 1]

∣∣∣ ≤ negl(λ).
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Proof. We assume that
∣∣∣Pr
[
Expever-hide

Σccd,A (λ, b) = 1
]
− Pr[Hyb1(b) = 1]

∣∣∣ is non-negligible, and construct an
adversary B that breaks the unpredictability of Σcom. For notational simplicity, we denote Expever-hide

Σccd,A (λ, b)
by Hyb0(b). We consider an algorithm Ã that works as follows. Ã is given an oracle O, which is either H or
HR→H′ , and an input z that consists of R and the whole truth table of H, where R← {0, 1}s(λ), and H and
H′ are uniformly random functions. Ã runs Hyb0(b) except that it uses its own oracle O to simulate A1’s
random oracle queries. On the other hand, Ã uses H to simulate h andA2’s random oracle queries regardless
of O, which is possible because the truth table of H is included in the input z. By definition, we have

Pr[Hyb0(b) = 1] = Pr
[
ÃH(R, H) = 1

]
and

Pr[Hyb1(b) = 1] = Pr
[
ÃHR→H′ (R, H) = 1

]
where H in the input means the truth table of H. We apply the one-way to hiding lemma (Lemma 2.3.2) to the
above Ã. Note that Ã is inefficient, but the one-way to hiding lemma is applicable to inefficient algorithms.
Then if we let B̃ be the algorithm that measures uniformly chosen query of Ã, we have∣∣∣Pr

[
ÃH(R, H) = 1

]
− Pr

[
ÃHR→H′ (R, H) = 1

]∣∣∣ ≤ 2q
√

Pr
[
B̃HR→H′ (R, H) = R

]
.

By the assumption, the LHS is non-negligible, and thus Pr
[
B̃HR→H′ (R, H) = R

]
is non-negligible.

Let B̃′ be the algorithm that is the same as B̃ except that it does not take the truth table of H as input, and
sets h to be uniformly random string instead of setting h := H(R)⊕ ske.sk. Then we have

Pr
[
B̃HR→H′ (R, H) = R

]
= Pr

[
B̃′HR→H′ (R) = R

]
.

The reason is as follows: First, B̃ uses the truth table of H only for generating h := H(R)⊕ ske.sk, because
it halts before B̃ simulates A2. Second, the oracle HR→H′ reveals no information about H(R), and thus h
can be independently and uniformly random.

Moreover, for any fixed R, when H and H′ are uniformly random, HR→H′ is also a uniformly random
function, and therefore we have

Pr
[
B̃′HR→H′ (R) = R

]
= Pr

[
B̃′H(R) = R

]
.

Since Pr
[
B̃HR→H′ (R, H) = R

]
is non-negligible, Pr

[
B̃′H(R) = R

]
is also non-negligible. Recall that B̃′H

is an algorithm that simulates Hyb0(b) with the modification that h is set to be uniformly random and
measures randomly chosen A1’s query. Then it is straightforward to construct an adversary B that breaks the
unpredictability of Σcom by using B̃′. For clarity, let us give the description of B as follows.
B is given Classical.Commit(R; R′) from the challenger of Expunpre

Σcom,B(λ). B chooses i ← [q] and runs
Hyb1(b) until A1 makes i-th random oracle query or A1 sends the internal state to A2, where B embeds
the problem instance Classical.Commit(R; R′) into those sent to A1 instead of generating it by itself. B
measures the i-th random oracle query by A1, and outputs the measurement outcome. Note that B can
efficiently simulate the random oracle H by Zhandry’s compressed oracle technique [Zha19]. It is clear that
the probability that B outputs R is exactly Pr

[
B̃′H(R) = R

]
, which is non-negligible. This contradicts the

unpredictability of Σcom . Therefore |Pr[Hyb0(b) = 1]− Pr[Hyb1(b) = 1]| is negligible.
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Proposition 3.2.12. Pr[Hyb1(b) = 1] = Pr[Hyb2(b) = 1].

Proof. First, let us remind the difference between Hyb1(b) and Hyb2(b). In Hyb1(b), A1 receives h =
ske.sk⊕ H(R). Moreover, A1 can access to the random oracle HR→H′ , and A2 can access to the random
oracle H. On the other hand, in Hyb2(b), A1 receives uniformly random h. Moreover, A1 can access to the
random oracle H′ instead of HR→H′ , and A2 can access to the random oracle H′R→h⊕ske.sk instead of H.

Let Pr[(h, HR→H′ , H) = (r, G, G′) | Hyb1(b)] be the probability that the adversary A1 in Hyb1(b)
receives a classical bit string r as h, random oracle whichA1 can access to is G, and random oracle whichA2
can access to is G′. Similarly, let us define Pr

[
(h, H′, H′R→h⊕ske.sk) = (r, G, G′) | Hyb2(b)

]
for Hyb2(b).

What we have to show is that the following equation holds for any (r, G, G′)

Pr
[
(h, HR→H′ , H) = (r, G, G′) | Hyb1(b)

]
= Pr

[
(h, H′, H′R→h⊕ske.sk) = (r, G, G′) | Hyb2(b)

]
.

Since h = ske.sk⊕ H(R) in Hyb1(b), H is a uniformly random function, and h in Hyb2(b) is uniformly
generated,

Pr[h = r | Hyb1(b)] = Pr[h = r | Hyb2(b)]

holds for any r.
For any classical bit string r and any random oracle G, we have

Pr[HR→H′ = G | h = r, Hyb1(b)] = Pr
[
H′ = G | h = r, Hyb2(b)

]
.

This is shown as follows. First, in Hyb1(b), from the construction of HR→H′ , HR→H′(R) is independent
from h for any R ∈ {0, 1}s(λ). Furthermore, since H and H′ is random oracle, HR→H′(R) is uniformly
random for any R ∈ {0, 1}s(λ). Second, in Hyb2(b), from the construction of H′, H′(R) is independent
from h for any R ∈ {0, 1}s(λ). Furthermore, since H′ is random oracle, H′(R) is uniformly random for any
R ∈ {0, 1}s(λ). Therefore, we have the above equation.

For any classical bit string r and any random oracles G and G′, we have

Pr
[
H = G′ | (h, HR→H′) = (r, G), Hyb1(b)

]
= Pr

[
H′R→h⊕ske.sk = G′ | (h, H′) = (r, G), Hyb2(b)

]
.

This can be shown as follows. First, in Hyb1(b), we obtain H(R) = r⊕ ske.sk, because h := ske.sk⊕ H(R)
and h = r. Furthermore, from the definition of HR→H′ , we obtain H(R∗) = G(R∗) for R∗ ̸= R.
Second, in Hyb2(b), from the definition of H′R→h⊕ske.sk, we have H′R→h⊕ske.sk(R) = r ⊕ ske.sk and
H′R→h⊕ske.sk(R∗) = G(R∗) for R∗ ̸= R.

From all the above discussions, we have

Pr
[
(h, HR→H′ , H) = (r, G, G′) | Hyb1(b)

]
= Pr

[
(h, H′, H′R→h⊕ske.sk) = (r, G, G′) | Hyb2(b)

]
.

Proposition 3.2.13. If Σskcd is OT-CD secure, then

|Pr[Hyb2(1) = 1]− Pr[Hyb2(0) = 1]| ≤ negl(λ).

Proof. To show this, we assume that |Pr[Hyb2(1) = 1]− Pr[Hyb2(0) = 1]| is non-negligible, and construct
an adversary B that breaks the OT-CD security of Σskcd.
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B plays the experiment Expotsk-cert-del
Σskcd,B (λ, b′) for some b′ ∈ {0, 1}. First, B sends (m0, m1) ∈ M2 to the

challenger of Expotsk-cert-del
Σskcd,B (λ, b′). B receives ske.ct from the challenger of Expotsk-cert-del

Σskcd,B (λ, b′). B gener-
ates R← {0, 1}s(λ), R′ ← {0, 1}t(λ) and h← {0, 1}r(λ), and computes f := Classical.Commit(R; R′). B
sends (ske.ct , f , h) to A1. B simulates the random oracle H′ given to A1 by itself. At some point, A1 sends
ske.cert to B, and sends the internal state to A2. B passes ske.cert to the challenger of Expotsk-cert-del

Σskcd,B (λ, b′).
The challenger of Expotsk-cert-del

Σskcd,B (λ, b′) runs SKE.Vrfy(ske.sk, ske.cert) → ⊤/⊥. If it is ⊤, the
challenger sends ske.sk to B. In that case, B outputs ⊤, and sends (R, R′, ske.sk) to A2. We denote
this event by Revealsk(b′). B simulates A2, and outputs the output of A2. On the other hand, if
SKE.Vrfy(ske.sk, ske.cert) → ⊥, then the challenger sends ⊥ to B. In that case, B outputs ⊥ and aborts.
Note that B can simulate the random oracle H′R→h⊕ske.sk given to A2 when B does not abort, because B
receives ske.sk from the challenger of Expotsk-cert-del

Σskcd,B (λ, b′) when B does not abort.
Now we have

Advotsk-cert-del
Σskcd,B (λ)

:=
∣∣∣Pr
[
Expotsk-cert-del

Σskcd,B (λ, b′) = 1 | b′ = 0
]
− Pr

[
Expotsk-cert-del

Σskcd,B (λ, b′) = 1 | b′ = 1
]∣∣∣

=
∣∣Pr
[
B = 1∧ Revealsk(b′) | b′ = 0

]
− Pr

[
B = 1∧ Revealsk(b′) | b′ = 1

]∣∣
=
∣∣Pr
[
A2 = 1∧ Revealsk(b′) | b′ = 0

]
− Pr

[
A2 = 1∧ Revealsk(b′) | b′ = 1

]∣∣
= |Pr

[
Hyb2(b

′) = 1∧ Revealsk(b′) | b′ = 0
]
− Pr

[
Hyb2(b

′) = 1∧ Revealsk(b′) | b′ = 1
]
|

= |Pr
[
Hyb2(b

′) = 1 | b′ = 0
]
− Pr

[
Hyb2(b

′) = 1 | b′ = 1
]
|

= |Pr[Hyb2(0) = 1]− Pr[Hyb2(1) = 1]|.

In the second equation, we have used the fact that Expotsk-cert-del
Σskcd,B (λ, b) = 1 if and only if B = 1 and the

challenger of Expotsk-cert-del
Σskcd,B (λ, b′) outputs ⊤. In the third equation, we have used the fact that the output of

B is equal to the output of A2 conditioned that Revealsk(b′) occurs. In the fourth equation, we have used the
fact that B simulates the challenger of Hyb2(b) when Revealsk(b) occurs. In the fifth equation, we have used
the fact that Hyb2(b) = 1 only when Revealsk(b) occurs. Since |Pr[Hyb2(0) = 1]− Pr[Hyb2(1) = 1]| is
non-negligible, Advotsk-cert-del

Σskcd,B (λ) is non-negligible. This contradicts the OT-CD security of Σskcd.

By Propositions 3.2.11 to 3.2.13, we immediately obtain Theorem 3.2.9.

3.3 Certified Everlasting Zero-Knowledge Proof for QMA
In this section, we define and construct the certified everlasting zero-knowledge proof for QMA. In
Section 3.3.1, we define the certified everlasting zero-knowledge proof for QMA. We then construct a three
round protocol with completeness-soundness gap 1

poly(λ) in Section 3.3.2, and finally amplify the gap to
1− negl(λ) with the sequential repetition in Section 3.3.3.

3.3.1 Definition

We first define a quantum interactive protocol. Usually, in zero-knowledge proofs or arguments, we do not
consider prover’s output. However, in this paper, we also consider prover’s output, because we are interested
in the certified everlasting zero-knowledge. Furthermore, in this paper, we consider only an interactive proof,
which means that a malicious prover is unbounded.
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Definition 3.3.1 (Quantum Interactive Protocol). A quantum interactive protocol is modeled as an interaction
between QPT machines P referred as a prover and V referred as a verifier. We denote by ⟨P(xP),V(xV)⟩(x)
an execution of the protocol where x is a common input, xP is P’s private input, and xV is V’s private input.
We denote by OUTV ⟨P(xP),V(xV)⟩(x) the final output of V in the execution. An honest verifier’s output is
⊤ indicating acceptance or ⊥ indicating rejection, and a malicious verifier’s output is an arbitrary quantum
state. We denote by OUTP ⟨P(xP),V(xV)⟩(x) the final output of P in the execution. An honest prover’s
output is⊤ indicating acceptance or⊥ indicating rejection. We also define OUT′P ,V ⟨P(xP),V(xV)⟩(x) by

OUT′P ,V ⟨P(xP),V(xV)⟩(x)

:=

{
(⊤, OUTV ⟨P(xP),V(xV)⟩(x)) (OUTP ⟨P(xP),V(xV)⟩(x) = ⊤)
(⊥,⊥) (OUTP ⟨P(xP),V(xV)⟩(x) ̸= ⊤).

We next define a computational zero-knowledge proof for QMA, which is the standard definition.

Definition 3.3.2 (Computational Zero-Knowledge Proof for QMA). A c-complete s-sound computational
zero-knowledge proof for a QMA promise problem A = (Ayes, Ano) is a quantum interactive protocol
between a QPT prover P and a QPT verifier V that satisfies the followings:

c-completeness: For any x ∈ Ayes and any w ∈ RA(x),

Pr
[
OutV ⟨P(w⊗k(|x|)),V⟩(x) = ⊤

]
≥ c

for some polynomial k.

s-soundness: For any x ∈ Ano and any unbounded-time prover P∗,

Pr[OutV ⟨P∗,V⟩(x) = ⊤] ≤ s.

Computational zero-knowledge: There exists a QPT algorithm S such that

OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) ≈c S(x,V∗, · )

for any QPT malicious verifier V∗, any x ∈ Ayes ∩ {0, 1}λ, any w ∈ RA(x), and some polynomial
k. Note that OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) and S(x,V∗, · ) are quantum channels that map any
quantum state ξ to quantum states OUTV∗⟨P(w⊗k(|x|)),V∗(ξ)⟩(x) and S(x,V∗, ξ), respectively.

We just call it a computational zero-knowledge proof if it satisfies (1− negl(|x|))-completeness, negl(|x|)-
soundness, and computational zero-knowledge.

We finally define a certified everlasting zero-knowledge proof for QMA, which is the main target of this
paper.

Definition 3.3.3 (Certified Everlasting Zero-Knowledge Proof for QMA). A certified everlasting zero-
knowledge proof for a QMA promise problem A = (Ayes, Ano) is a computational zero-knowledge proof
for A (Definition 3.3.2) that additionally satisfies the followings:

Prover’s completeness: Pr
[
OUTP ⟨P(w⊗k(|x|)),V⟩(x) = ⊤

]
≥ 1− negl(λ) for any x ∈ Ayes ∩ {0, 1}λ

and any w ∈ RA(x).
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Certified everlasting zero-knowledge: There exists a QPT algorithm S such that

OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) ≈s S(x,V∗, · )

for any QPT malicious verifier V∗, any x ∈ Ayes ∩ {0, 1}λ, any w ∈ RA(x), and some polynomial
k. Note that OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) and S(x,V∗, · ) are quantum channels that map any
quantum state ξ to quantum states OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(ξ)⟩(x) and S(x,V∗, ξ), respectively.

Remark 3.3.4. We remark that certified everlasting zero-knowledge does not imply computational zero-
knowledge since it does not require anything if the prover does not output ⊤.

3.3.2 Construction of Three Round Protocol

In this section, we construct a three round protocol with completeness-soundness gap 1
poly(λ) . In the next

section, we will amplify its completeness-soundness gap by the sequential repetition.
In the following, n, m, Πc, ρhist, and ρx,S

Sim are given in Definition 2.3.5. Let Sc ⊆ [n] be the set of qubits
on which Πc acts non-trivially. The three round protocol ΣΞcd is constructed from commitment with certified
everlasting hiding and classical-extractor-based binding, Σccd = (Commit , Vrfy , Del , Cert).

The first action by the prover (commitment phase):

• Generate x, z← {0, 1}n.
• Compute

(com i(xi), di(xi), cki(xi))← Commit(1λ, xi)

(com i(zi), di(zi), cki(zi))← Commit(1λ, zi)

for all i ∈ [n].
• Generate a simulatable witness ρhist for the instance x and generate XxZzρhistZzXx.
• Send the first message (commitment), m1 := (XxZzρhistZzXx) ⊗ com(x) ⊗ com(z), to the

verifier, where com(x) :=
⊗n

i=1 com i(xi) and com(z) :=
⊗n

i=1 com i(zi).

The second action by the verifier (challenge phase):

• Generate c← [m].
• Compute certi(xi)← Del (com i(xi)) and certi(zi)← Del (com i(zi)) for all i ∈ Sc.
• Send the second message (challenge), m2 := (c, {certi(xi), certi(zi)}i∈Sc

), to the prover.

The third action by the prover (reply phase):

• Send the third message (reply), m3 := {di(xi), di(zi)}i∈Sc , to the verifier.
• Output ⊤ if ⊤ ← Cert(certi(xi), cki(xi)) and ⊤ ← Cert(certi(zi), cki(zi)) for all i ∈ Sc, and

output ⊥ otherwise.

The fourth action by the verifier (verification phase):

• Compute x′i ← Vrfy(com i(xi), di(xi)) and z′i ← Vrfy(com i(zi), di(zi)) for all i ∈ Sc. If x′i = ⊥
or z′i = ⊥ for at least one i ∈ Sc, output ⊥ and abort.
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• Apply Xx′i
i Zz′i

i on the i-th qubit of XxZzρhistZzXx for each i ∈ Sc, and perform the POVM
measurement {Πc, I −Πc} on the state.

• Output ⊤ if the result Πc is obtained, and output ⊥ otherwise.

Theorem 3.3.5. ΣΞcd is a certified everlasting zero-knowledge proof for QMA with (1 − negl(λ))-
completeness and

(
1− 1

poly(λ)

)
-soundness.

This is shown from the following Lemmata 3.3.6 to 3.3.9.

Lemma 3.3.6. ΣΞcd satisfies the (1− negl(λ))-completeness and prover’s completeness.

Lemma 3.3.7. If Σccd is classical-extractor-based binding, then ΣΞcd satisfies
(

1− 1
poly(λ)

)
-soundness.

Lemma 3.3.8. If Σccd is certified everlasting hiding and computational hiding, then ΣΞcd satisfies certified
everlasting zero-knowledge.

Lemma 3.3.9. If Σccd is computational hiding, then ΣΞcd satisfies computational zero-knowledge.

Proof of Lemma 3.3.6. It is clear from the definition of k-SimQMA (Definition 2.3.5) and the correctness of
Σccd.

Proof of Lemma 3.3.7. Let us show the soundness by analyzing the case for x ∈ Ano. The prover sends the
first message to the verifier. The first message consists of three registers, RS, RCX, and RCZ. The register
RCX further consists of n registers {RCXi}i∈[n]. The register RCZ also consists of n registers {RCZi}i∈[n].
If the prover is honest, RS contains XxZzρhistZzXx, RCXi contains com i(xi), and RCZi contains com i(zi).
Let com ′i,x and com ′i,z be the (reduced) states of the registers RCXi and RCZi, respectively. Let f ′i,x and f ′i,z be
classical parts of com ′i,x and com ′i,z, respectively.

The verifier generates c← [m], and issues the deletion certificate. The verifier sends c and the deletion
certificate to the prover. The verifier then receives {dx,i

1 , dx,i
2 , dz,i

1 , dz,i
2 }i∈Sc from the prover. For each i ∈ [n],

let us define d∗,x,i
1 and d∗,z,i

1 by d∗,x,i
1 ← Ext( f ′i,x) and d∗,z,i

1 ← Ext( f ′i,z), respectively. Note that each d∗,x,i
1

and d∗,z,i
1 is independent of c, because com ′i,x and com ′i,z are sent to the verifier before the verifier chooses c.

We have only to consider the case when dx,i
1 = d∗,x,i

1 and dz,i
1 = d∗,z,i

1 for all i ∈ Sc, because of the
following reason: Due to the classical-extractor-based binding of Σccd, Vrfy(com ′i,x, (dx,i

1 , dx,i
2 )) = ⊥ for any

dx,i
1 ̸= d∗,x,i

1 and any dx,i
2 . Similarly, Vrfy(com ′i,z, (dz,i

1 , dz,i
2 )) = ⊥ for any dz,i

1 ̸= d∗,z,i
1 and any dz,i

2 . Therefore,
the prover who wants to make the verifier accept has to send dx,i

1 = d∗,x,i
1 and dz,i

1 = d∗,z,i
1 for all i ∈ Sc.

Let us define

p(x, z) := Pr

 ∧
i∈[n]

(
Vrfy2(com ′i,x, d∗,x,i

1 )→ xi ∧ Vrfy2(com ′i,z, d∗,z,i
1 )→ zi

) .

Note that p(x, z) is independent of c, because {com ′i,x, com ′i,z}i∈[n] and {d∗,x,i
1 , d∗,z,i

1 }i∈[n] are independent of
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c. Let ψ be the (reduced) state of the register RS. The verifier’s acceptance probability is

1
m ∑

c∈[m]
∑

x,z∈{0,1}n

p(x, z)Tr

[
Πc

(
∏
i∈Sc

Zzi
i Xxi

i

)
ψ

(
∏
i∈Sc

Xxi
i Zzi

i

)]

=
1
m ∑

c∈[m]
∑

x,z∈{0,1}n

p(x, z)Tr

[
Πc

(
∏

i∈[n]
Zzi

i Xxi
i

)
ψ

(
∏

i∈[n]
Xxi

i Zzi
i

)]

=
1
m ∑

c∈[m]

Tr

[
Πc ∑

x,z∈{0,1}n

p(x, z)

(
∏

i∈[n]
Zzi

i Xxi
i

)
ψ

(
∏

i∈[n]
Xxi

i Zzi
i

)]

≤ 1− 1
poly(λ)

,

where the last inequality comes from Definition 2.3.5. This completes the proof.

Proof of Lemma 3.3.8. Let us show certified everlasting zero-knowledge. For a subset Sc ⊆ [n] and
x, z ∈ {0, 1}n, let us define xSc := (xSc

1 , xSc
2 , · · · , xSc

n ) and zSc := (zSc
1 , zSc

2 , · · · , zSc
n ), where xSc

i = xi and
zSc

i = zi for i ∈ Sc, and xSc
i = zSc

i = 0 for i /∈ Sc.
For clarity, we describe how the interactive algorithm ⟨P(w⊗k(|x|)),V∗(ξ)⟩(x) runs against a QPT

verifier V∗ with an input ξ, where w is the witness and x is the instance.

⟨P(w⊗k(|x|)),V∗(ξ)⟩(x):

1. P generates x, z← {0, 1}n, and computes

(com i(xi), di(xi), cki(xi))← Commit(1λ, xi)

(com i(zi), di(zi), cki(zi))← Commit(1λ, zi)

for all i ∈ [n]. P sends m1 := (XxZzρhistZzXx)⊗ com(x)⊗ com(z) to V∗.
2. V∗ appends ξ to the received state, and runs a QPT circuit V∗1 on it to obtain (c, {cert′i,x, cert′i,z}i∈Sc

).
V∗ sends m2 := (c, {cert′i,x, cert′i,z}i∈Sc

) to P .
3. P sends m3 := {di(xi), di(zi)}i∈Sc to V∗.
4. V∗ appends m3 to its state, and runs a QPT circuit V∗2 on it. V∗ outputs its state ξ ′.
5. P computes Cert(cert′i,x, cki(xi)) and Cert(cert′i,z, cki(zi)) for all i ∈ Sc. If all outputs are ⊤,

then P outputs ⊤. Otherwise, P outputs ⊥.

Next, let us define a simulator S (1) as follows.

The simulator S (1)(x,V∗, ξ):

1. Pick c← [m] and x, z← {0, 1}n. Compute

(com i(xSc
i ), di(xSc

i ), cki(xSc
i ))← Commit(1λ, xSc

i )

(com i(z
Sc
i ), di(z

Sc
i ), cki(z

Sc
i ))← Commit(1λ, zSc

i )

for all i ∈ [n].
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2. Generate (XxZzσ(c)ZzXx)⊗ com(xSc)⊗ com(zSc)⊗ ξ, where σ(c) := ρx,Sc
sim ⊗

(
∏i∈Sc

|0⟩⟨0|i
)

.
Run V∗1 on the state to obtain (c′, {cert′i,x, cert′i,z}i∈Sc′

).

3. If c′ ̸= c, abort and output a fixed state η and the flag state fail.
4. Append {di(xSc

i ), di(z
Sc
i )}i∈Sc to its quantum state, and run V∗2 on the state to obtain ξ ′.

5. Compute Cert(cert′i,x, cki(xSc
i )) and Cert(cert′i,z, cki(z

Sc
i )) for all i ∈ Sc. If all outputs are ⊤,

then output the state (⊤, ξ ′). Otherwise, output (⊥,⊥). Also output the flag state success.

Let us also define other two simulators, S (2) and S (3), as follows.

The simulator S (2)(x, w⊗k(|x|),V∗, ξ): It is the same as S (1) except that σ(c) is replaced with ρhist.

The simulator S (3)(x, w⊗k(|x|),V∗, ξ): S (3)(x, w⊗k(|x|),V∗, · ) is the channel that postselects the output of
S (2)(x, w⊗k(|x|),V∗, · ) on the non-aborting state. More precisely, if we writeS (2)(x, w⊗k(|x|),V∗, ρin) =
pρout⊗ success+(1− p)η⊗ fail, where p is the non-aborting probability, S (3)(x, w⊗k(|x|),V∗, ρin) =
ρout.

Lemma 3.3.8 is shown from the following Propositions 3.3.10 to 3.3.12 (whose proofs will be given later)
and quantum rewinding lemma (Lemma 2.3.1), which is used to reduce the probability that S (1) aborts to
negl(λ). In fact, from Proposition 3.3.10 and Lemma 2.3.1, there exists a quantum circuit S (0) of size at
most O(m poly(n)size(S (1))) such that the probability that S (0) aborts is negl(λ), and the output quantum
states of S (0) and S (1) are negl(λ)-close when they do not abort. From Propositions 3.3.11 and 3.3.12, S (0)
is negl(λ)-close to the real protocol, which completes the proof.

Proposition 3.3.10. If Σccd is computationally hiding, then the probability that S (1) does not abort is
1
m ± negl(λ).

Proposition 3.3.11. S (1)(x,V∗, · ) ≈s S (2)(x, w⊗k(|x|),V∗, · ) for any x ∈ Ayes ∩ {0, 1}λ and any w ∈
RA(x).

Proposition 3.3.12. If Σccd is certified everlasting hiding,S (3)(x, w⊗k(|x|),V∗, · ) ≈s OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x).

Proof of Proposition 3.3.10. We prove the proposition by contradiction. Let p be the probability that S (1)
does not abort. Assume that the probability p satisfies |p− 1

m | ≥
1

q(λ) for a polynomial q. Then, we can
construct an adversary B that breaks the computational hiding of Σccd. Let us describe how B works below.

1. B generates c← [m] and x, z← {0, 1}n.

2. B sends m0 := {xi, zi}i∈Sc and m1 := 010 to the challenger. B receives commitments from the
challenger which is either {com i(xi), com i(zi)}i∈Sc or {com i(0), com i(0)}i∈Sc .

3. B generates {com i(0), com i(0)}i∈Sc
.

4. B generates XxZzσ(c)ZzXx. B appends commitments and ξ to the quantum state in the ascending
order. If the commitments for i ∈ Sc are {com i(xi), com i(zi)}i∈Sc , B obtains XxZzσ(c)ZzXx ⊗
com(xSc) ⊗ com(zSc) ⊗ ξ. If the commitments for i ∈ Sc are {com i(0), com i(0)}i∈Sc , B obtains
XxZzσ(c)ZzXx ⊗ com(0n)⊗ com(0n)⊗ ξ.
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5. B runs V∗1 on it to obtain (c′, {cert′i,x, cert′i,z}i∈Sc′
). B outputs 0 when c ̸= c′. B outputs 1 when

c = c′.

When B receives {com i(xi), com i(zi)}i∈Sc from the challenger, it outputs 1 with probability p since it
simulates S (1). When B receives {com i(0), com i(0)}i∈Sc from the challenger, on the other hand, it outputs
1 with probability 1

m , because (XxZzσ(c)ZzXx)⊗ com(0n)⊗ com(0n)⊗ ξ is independent of c. (Note that
σ(c) is one-time padded by x, z.) Therefore if there exists some polynomial q such that |p− 1

m | ≥
1

q(λ) , B
can break the computational hiding of Σccd from (the computational hiding version of) Lemma 3.2.7.

Proof of Proposition 3.3.11. It is clear from the local simulatability (Definition 2.3.5) and the definition of
xSc and zSc (all xSc

i and zSc
i are 0 except for those in i ∈ Sc).

Proof of Proposition 3.3.12. We prove the proposition by contradiction. We construct an adversary B that
breaks the security of the certified everlasting hiding of Σccd by assuming the existence of a distinguisher D
that distinguishes two states δ0 and δ1,

δ0 := (OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x)⊗ I)σ

δ1 := (S (3)(x, w⊗k(|x|),V∗, · )⊗ I)σ,

with a certain state σ. Let us describe how B works.

1. B generates c← [m] and x, z← {0, 1}n.

2. B sends m0 := {xi, zi}i∈Sc
and m1 := 02n−10 to the challenger of Expbit-ever

Σccd,B hide(λ, b). B receives
commitments from the challenger which is either {com i(xi), com i(zi)}i∈Sc

or {com i(0), com i(0)}i∈Sc
.

3. B computes

(com i(xi), di(xi), cki(xi))← Commit(1λ, xi)

(com i(zi), di(zi), cki(zi))← Commit(1λ, zi)

for i ∈ Sc by itself.

4. B generates XxZzρhistZzXx. B appends commitments and σ to the quantum state. If the commitments
for i ∈ Sc are {com i(xi), com i(zi)}i∈Sc

, B obtains (XxZzρhistZzXx) ⊗ com(x) ⊗ com(z) ⊗ σ. If
the commitments for i ∈ Sc are {com i(0), com i(0)}i∈Sc

, B obtains (XxZzρhistZzXx)⊗ com(xSc)⊗
com(zSc)⊗ σ.

5. B runs V∗1 on it to obtain (c′, {cert′i,x, cert′i,z}i∈Sc′
). B aborts when c ̸= c′.

6. B appends {di(xi), di(zi)}i∈Sc to the post-measurement state and runs V∗2 on it to obtain σ′.

7. B sends {cert′i,x, cert′i,z}i∈Sc
to the challenger of Expbit-ever

Σccd,B hide(λ, b), and receives⊥ or {di(xi), di(zi)}i∈Sc
and {cki(xi), cki(zi)}i∈Sc

from the challenger.

8. B passes (⊥,⊥) to D if B receives ⊥ from the challenger, and passes (⊤, σ′) to D otherwise.

9. When D outputs b, B outputs b.
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When B receives {com i(xi), com i(zi)}i∈Sc
from the challenger and it does not abort, it simulates

OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x). Because (XxZzρhistZzXx)⊗ com(x)⊗ com(z)⊗ σ is independent of c,
the probability that B does not abort is 1

m . Therefore, B can simulate OUT′P ,V∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) with
probability 1

m .
When B receives {com i(0), com i(0)}i∈Sc

from the challenger and it does not abort, it simulates
S (3)(x, w⊗k(|x|),V∗, · ). The probability that B does not abort is 1

m ± negl(λ) from Propositions 3.3.10
and 3.3.11. Therefore, B can simulate S (3)(x, w⊗k(|x|),V∗, · ) with probability 1

m ± negl(λ).
Therefore, if there exists a distinguisherD that distinguishes δ0 and δ1,B can distinguish {com i(xi), com i(zi)}i∈Sc

from {com i(0), com i(0)}i∈Sc
. From Lemma 3.2.7, this contradicts the certified everlasting hiding of Σccd.

Proof of Lemma 3.3.9. Computational zero-knowledge can be proven similarly to [BG20, Lemma 5.3]
because our protocol is identical to theirs if we ignore the deletion certificates, which are irrelevant to the
computational zero-knowledge property. For the convenience of readers, we provide a proof below.

This proof is similar to the proof of Lemma 3.3.8. For a subset Sc ⊆ [n] and x, z ∈ {0, 1}n, let us
define xSc := (xSc

1 , xSc
2 , · · · , xSc

n ) and zSc := (zSc
1 , zSc

2 , · · · , zSc
n ), where xSc

i = xi and zSc
i = zi for i ∈ Sc, and

xSc
i = zSc

i = 0 for i /∈ Sc.
For clarity, we describe how the interactive algorithm ⟨P(w⊗k(|x|)),V∗(ξ)⟩(x) runs against a QPT

verifier V∗ with an input ξ, where w is the witness and x is the instance.

⟨P(w⊗k(|x|)),V∗(ξ)⟩(x):

1. P generates x, z← {0, 1}n, and computes

(com i(xi), di(xi), cki(xi))← Commit(1λ, xi)

(com i(zi), di(zi), cki(zi))← Commit(1λ, zi)

for all i ∈ [n]. P sends m1 := (XxZzρhistZzXx)⊗ com(x)⊗ com(z) to V∗.
2. V∗ appends ξ to the received state, and runs a QPT circuit V∗1 on it to obtain (c, {cert′i,x, cert′i,z}i∈Sc

).
V∗ sends m2 := (c, {cert′i,x, cert′i,z}i∈Sc

) to P .
3. P sends m3 := {di(xi), di(zi)}i∈Sc to V∗.
4. V∗ appends m3 to its state, and runs a QPT circuit V∗2 on it. V∗ outputs its state ξ ′.

Next, let us define a simulator S (1) as follows.

The simulator S (1)(x,V∗, ξ):

1. Pick c← [m] and x, z← {0, 1}n. Compute

(com i(xSc
i ), di(xSc

i ), cki(xSc
i ))← Commit(1λ, xSc

i )

(com i(z
Sc
i ), di(z

Sc
i ), cki(z

Sc
i ))← Commit(1λ, zSc

i )

for all i ∈ [n].

2. Generate (XxZzσ(c)ZzXx)⊗ com(xSc)⊗ com(zSc)⊗ ξ, where σ(c) := ρx,Sc
sim ⊗

(
∏i∈Sc

|0⟩⟨0|i
)

.
Run V∗1 on the state to obtain (c′, {cert′i,x, cert′i,z}i∈Sc′

).
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3. If c′ ̸= c, abort and output a fixed state η and the flag state fail.
4. Append {di(xSc

i ), di(z
Sc
i )}i∈Sc to its quantum state, and run V∗2 on the state. S outputs the output

state and the flag state success.

Let us also define other two simulators S (2) and S (3) as follows.

The modified simulator S (2)(x, w⊗k(|x|),V∗, ξ): It is the same as S (1) except that σ(c) is replaced with
ρhist.

The simulator S (3)(x, w⊗k(|x|),V∗, ξ): S (3)(x, w⊗k(|x|),V∗, · ) is the channel that postselects the output of
S (2)(x, w⊗k(|x|),V∗, · ) on the non-aborting state. More precisely, if we writeS (2)(x, w⊗k(|x|),V∗, ρin) =
pρout⊗ success+(1− p)η⊗ fail, where p is the non-aborting probability, S (3)(x, w⊗k(|x|),V∗, ρin) =
ρout.

Lemma 3.3.9 is shown from the following Propositions 3.3.13 to 3.3.15 (whose proofs will be given
later) and quantum rewinding lemma(Lemma 2.3.1), which is used to reduce the probability that S (1) aborts
to negl(λ). In fact, from Proposition 3.3.13 and Lemma 2.3.1, there exists a quantum circuit S (0) of size
at most O(m poly(n)size(S (1))) such that the probability S (0) aborts is negl(λ), and the output quantum
states of S (0) and S (1) are negl(λ)-close when they do not abort. From Propositions 3.3.14 and 3.3.15, S (0)
is negl(λ)-close to the run of the real protocol, which completes the proof.

Proposition 3.3.13. If Σccd is computational hiding, then the probability that S (1) does not abort is
1
m ± negl(λ).

Proposition 3.3.14. S (1)(x,V∗, · ) ≈s S (2)(x, w⊗k(|x|),V∗, · ) for any x ∈ Ayes ∩ {0, 1}λ and any w ∈
RA(x).

Proposition 3.3.15. If Σccd is computational hiding,S (3)(x, w⊗k(|x|),V∗, · ) ≈c OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x).

Proof of Proposition 3.3.13. This proof is the same as the proof of Proposition 3.3.10.

Proof of Proposition 3.3.14. This proof is the same as the proof of Proposition 3.3.11.

Proof of Proposition 3.3.15. We prove the proposition by contradiction. We construct an adversary B that
breaks the security of the computationally hiding of Σccd by assuming the existence of a distinguisher D that
distinguishes two states δ0 and δ1,

δ0 := (OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x)⊗ I)σ

δ1 := (S (3)(x, w⊗k(|x|),V∗, · )⊗ I)σ,

with a certain state σ. Let us describe how B works.

1. B generates c← [m] and x, z← {0, 1}n.

2. B sends m0 := {xi, zi}i∈Sc
and m1 := 02n−10 to the challenger. B receives commitments from the

challenger which is either {com i(xi), com i(zi)}i∈Sc
or {com i(0), com i(0)}i∈Sc

.
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3. B computes

(com i(xi), di(xi), cki(xi))← Commit(1λ, xi)

(com i(zi), di(zi), cki(zi))← Commit(1λ, zi)

for i ∈ Sc by itself.

4. B generates XxZzρhistZzXx. B appends commitments and σ to the quantum state. If the commitments
for i ∈ Sc are {com i(xi), com i(zi)}i∈Sc

, B obtains XxZzρhistZzXx ⊗ com(x)⊗ com(z)⊗ σ. If the com-
mitments for i ∈ Sc are {com i(0), com i(0)}i∈Sc

, B obtains XxZzρhistZzXx⊗ com(xSc)⊗ com(zSc)⊗ σ.

5. B runs V∗1 on it to obtain (c′, {cert′i,x, cert′i,z}i∈Sc′
). B aborts when c ̸= c′.

6. B appends {di(xi), di(zi)}i∈Sc to the post-measurement state and runs V∗2 on it.

7. B passes the output state to D.

8. When D outputs b, B outputs b.

When B receives {com i(xi), com i(zi)}i∈Sc
from the challenger and it does not abort, it simulates

OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x). Because (XxZzρhistZzXx)⊗ com(x)⊗ com(z)⊗ σ is independent of c,
the probability that B does not abort is 1

m . Therefore, B can simulate OUTV∗⟨P(w⊗k(|x|)),V∗(·)⟩(x) with
probability 1

m .
When B receives {com i(0), com i(0)}i∈Sc

from the challenger and it does not abort, it simulates
S (3)(x, w⊗k(|x|),V∗, · ). The probability that B does not abort is 1

m ± negl(λ) from Propositions 3.3.13
and 3.3.14. Therefore, B can simulate S (3)(x, w⊗k(|x|),V∗, · ) with probability 1

m ± negl(λ).
Therefore, if there exists the distinguisherD that distinguishes δ0 and δ1,B can distinguish {com i(xi), com i(zi)}i∈Sc

from {com i(0), com i(0)}i∈Sc
. From (the computational hiding version of) Lemma 3.2.7, this contradicts the

computational hiding of Σccd.

3.3.3 Sequential Repetition for Certified Everlasting Zero-Knowledge Proof for QMA

In this section, we amplify the completeness-soundness gap of the three-round protocol constructed in the
previous section by sequential repetition.

Theorem 3.3.16. Let ΣΞcd be a certified everlasting zero-knowledge proof for a QMA promise problem
A with (1− negl(λ))-completeness and

(
1− 1

poly(λ)

)
-soundness. For any polynomial N = poly(λ), let

ΣN
Ξcd be the N-sequential repetition of ΣΞcd. That is, P and V in ΣN

Ξcd run ΣΞcd sequentially N times. Let Pj

and Vj be the prover and the verifier in the j-th run of ΣΞcd, respectively. P in ΣN
Ξcd outputs ⊤ if Pj outputs

⊤ for all j ∈ [N], and outputs ⊥ otherwise. V in ΣN
Ξcd outputs ⊤ if Vj outputs ⊤ for all j ∈ [N], and outputs

⊥ otherwise. ΣN
Ξcd is a certified everlasting zero-knowledge proof for A with (1− negl(λ))-completeness

and negl(λ)-soundness.

Proof of Theorem 3.3.16. It is easy to show that ΣN
Ξcd satisfies (1− negl(λ))-completeness and negl(λ)-

soundness. Moreover, as proven in [GO94], the sequential repetition of a computational zero-knowledge proof
preserves the computational zero-knowledge property. Let us show that ΣN

Ξcd satisfies certified everlasting
zero-knowledge. For clarity, we describe how ⟨P(w⊗Nk(|x|)),V∗(ξ1)⟩(x) runs against any QPT verifier V∗
with an input ξ1, where w is a witness and x is the instance.
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⟨P(w⊗Nk(|x|)),V∗(ξ1)⟩(x):

1. For 1 ≤ j ≤ N, V∗ and P run ⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) sequentially to get the outputs

ξ j+1 := OUTV∗j ⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x)

and

OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) = ⊤/⊥,

respectively.
2. V∗ outputs ξN+1.
3. P outputs ⊤ if OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩ = ⊤ for all j ∈ [N], and outputs ⊥ otherwise.

Since ΣΞcd satisfies the certified everlasting zero-knowledge property, for each j ∈ [N] and any V∗j there
exists a QPT algorithm (a simulator) Sj(x,V∗j , · ) such that the following holds for any x and w.

OUT′Pj,V∗j ⟨Pj(w⊗k(|x|)),V∗j (·)⟩(x) ≈s Sj(x,V∗j , · ).

We show that for any V∗ there exists a QPT algorithm (a simulator) S(x,V∗, · ) such that the following
holds for any x and w.

OUT′P ,V∗⟨P(w⊗Nk(|x|)),V∗(·)⟩(x) ≈s S(x,V∗, · ).

Let us define the simulator S as follows.

The simulator S(x,V∗, ξ1):

1. For 1 ≤ j ≤ N, S runs Sj(x,V∗j , · ) on ξ j to get Sj(x,V∗j , ξ j) = (⊥,⊥)/(⊤, ξ j+1) sequentially.
If Sj(x,V∗j , ξ j) = (⊥,⊥), then ξ j+1 := ⊥ for each j ∈ [N].

2. S outputs (⊥,⊥) if Sj(x,V∗j , ξ j) = (⊥,⊥) for some j ∈ [N], and outputs (⊤, ξN+1) otherwise.

We define the sequence of hybrids Hybi(ξ1) as follows.

Hybi(ξ1):

1. For 1 ≤ j ≤ i, V∗ and P run ⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) sequentially to get the outputs

ξ j+1 := OUTV∗j ⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x)

and

OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) = ⊤/⊥,

respectively.
2. For i + 1 ≤ j ≤ N, S runs Sj(x,V∗j , · ) on ξ j to get Sj(x,V∗j , ξ j) = (⊥,⊥)/(⊤, ξi+1)

sequentially. If Sj(x,V∗j , ξ j) = (⊥,⊥), then ξ j+1 := ⊥ for each j ∈ [N].
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3. The output of Hybi(ξ1) is (⊥,⊥) if OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) = ⊥ for some j ∈ [i]
or Sj(x,V∗j , ξ j) = (⊥,⊥) for some j ∈ {i + 1, · · ·N}. Otherwise, the output of Hybi(ξ1) is
(⊤, ξN+1).

Hyb0(·) and HybN(·) correspond to S(x,V∗, · ) and OUT′P ,V∗⟨P(w⊗Nk(|x|)),V∗(·)⟩(x), respec-
tively. Therefore, it suffices to prove that no distinguisher can distinguish Hybi(·) from Hybi + 1(·)
for any i ∈ [N − 1]. We assume that there exists a distinguisher D′ that distinguishes (Hybi(·)⊗ I) σ
from (Hybi + 1(·)⊗ I) σ for a certain state σ, and construct a distinguisher D that breaks the certi-
fied everlasting zero-knowledge property of ΣΞcd. D can access to the channel O(·), which is either
Si+1(x,V∗i+1, · ) or OUT′Pi+1,V∗i+1

⟨Pi+1(w⊗k(|x|)),V∗i+1(·)⟩(x), and guesses whether O(·) is Si+1(x,V∗i+1, · )
or OUT′Pi+1,V∗i+1

⟨Pi+1(w⊗k(|x|)),V∗i+1(·)⟩(x). Let us define D as follows.

The distinguisher D(ξ1):

1. For 1 ≤ j ≤ i,D runs ⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) sequentially to get ξ j+1 := OUTV∗j ⟨Pj(w⊗k(|x|)),

V∗j (ξ j)⟩(x) and OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) = ⊤/⊥.

2. D runs O(ξi+1) to get O(ξi+1) = (⊥,⊥)/(⊤, ξi+2). If O(ξi+1) = (⊥,⊥), D sets ξi+2 := ⊥.
3. For i + 2 ≤ j ≤ N, D runs Sj(x,V∗j , · ) on ξ j to get Sj(x,V∗j , ξ j) = (⊥,⊥)/(⊤, ξ j+1)

sequentially. If Sj(x,V∗j , ξ j) = (⊥,⊥), D sets ξ j+1 := ⊥.

4. D outputs (⊥,⊥) if OUTPj⟨Pj(w⊗k(|x|)),V∗j (ξ j)⟩(x) = ⊥ for some j ∈ [i], O(ξi+1) = (⊥,⊥)
or Sj(x,V∗j , ξ j) = (⊥,⊥) for some j ∈ {i + 2, · · · , N}, and outputs (⊤, ξN+1) otherwise.

5. D sends the output of D to D′.
6. If D′ outputs b, D outputs b.

We can see thatD generates (Hybi(·)⊗ I) σ when O(·) is Si+1(x,V∗i+1, · ) andD takes σ as input. Simi-
larly, we can see thatD generates (Hybi + 1(·)⊗ I) σ when O(·) is OUT′Pi+1,V∗i+1

⟨Pi+1(w⊗k(|x|)),V∗i+1(·)⟩(x)
andD takes σ as input. Therefore, ifD′ distinguishes (Hybi(·)⊗ I) σ from (Hybi + 1(·)⊗ I) σ, thenD can
distinguish Si+1(x,V∗i+1, · ) from OUT′Pi+1,V∗i+1

⟨Pi+1(w⊗k(|x|)),V∗i+1(·)⟩(x). This contradicts the certified
everlasting zero-knowledge property of ΣΞcd, which completes the proof.
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Chapter 4

Certified Everlasting Secure Functional
Encryption

4.1 Introduction
In this chapter, we study a certified everlasting secure version of functional encryption (FE). Though there are
several constructions of FE, the security of all previous constructions is a computational one. Hence, in the
previous constructions of FE, an adversary with a ciphertext ct(m) could obtain the information of m in the
future when computational assumptions are broken. Furthermore, unfortunately, FE is known as impossible
to achieve information theoretical security. In this thesis, we formalize certified everlasting secure versions of
various kinds of FE, and show how to construct them.

In Section 4.2, we give a technical overview of our constructions of certified everlasting secure FE. In
Section 4.3, we formalize a certified everlasting secure version of collusion-resistant FE and show how
to construct it from indistinguishability obfuscation (iO) and one-way functions (OWFs). In Section 4.4,
we formalize a certified everlasting version of bounded collusion-resistant FE for NC1 and show how to
construct it from PKE. In Section 4.5, we define a certified everlasting version of compute-and-compare
obfuscation and show how to construct it from compute-and-compare obfuscation and FHE. In Section 4.6,
we define a certified everlasting version of predicate encryption and show how to construct it from a certified
everlasting secure version of compute-and-compare obfuscation and a standard attribute-based encryption. In
the following, we explain the background of these results in detail.

4.1.1 Background

In cryptography, computational security is based on the assumption that certain problems are hard to
solve. However, these assumptions might be broken in the future due to revolutionary breakthroughs in
algorithms or significant advancements in computing hardware. One solution to this issue is to construct
cryptographic protocols with information-theoretical security. Unfortunately, many cryptographic primitives
are known to be impossible or unlikely to achieve information-theoretical security, even in the quantum
realm [LC97, May97, MW18].

Good compromise (intrinsic to quantum properties) has been explored in recent studies [Unr15, BI20,
KT20, HMNY21, HMNY22b, Por23]. Notably, certified everlasting security, introduced in [HMNY22b]
based on [Unr15, BI20], provides an appealing security guarantee: After receiving quantum-encrypted data, a
receiver can issue a certificate proving they have deleted the encrypted data. If the certificate is valid, security
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is guaranteed even if the receiver gains unbounded computational power later. A verification key (either
private or public) is generated along with the quantum-encrypted data to authenticate certificates.

Certified everlasting security is weaker than information-theoretical security, as a malicious receiver
could refuse to issue a valid certificate. However, it remains valuable because a sender can penalize receivers
that fail to issue valid certificates. Furthermore, certified everlasting security is unique to quantum because
it implies information-theoretical security in the classical world.1 Certified everlasting security bypasses
the impossibility results of information-theoretical security. Several cryptographic primitives, such as
commitments and zero-knowledge proofs, have already been shown to achieve this security [HMNY22b].
However, an important open question remains:

Which cryptographic primitives can achieve certified everlasting security?

Functional encryption (FE) is one of the most advanced cryptographic primitives, achieving flexibility
in controlling encrypted data [BSW11]. In FE, the owner of a master secret key MSK can generate a
functional decryption key sk f , which hardwires a function f . When a ciphertext ctm of a message m
is decrypted with sk f , we can obtain only the value of f (m), and no additional information about m is
leaked. Information-theoretically secure FE is impossible, and all known constructions rely on computational
assumptions [GVW12, GGH+16, AP20, AV19, JLS21, JLS22]. A motivating application of FE is to enable
secure analysis of sensitive data—such as DNA—while ensuring data privacy. In such cases, users store
encrypted data on a remote server and delegate computations. At some point, users might request the server
to "forget" their encrypted data. If FE does not possess certified everlasting security, rapid advancements
in computational power could compromise the privacy of sensitive personal data in the future, exposing
information like DNA, which may affect future generations. Encryption with certified deletion could be
useful to avoid such realistic attacks.

Therefore, we have the following open problem:

Is it possible to construct certified everlasting secure FE?

We note that certified everlasting secure FE is particularly useful compared to public key encryption (PKE)
or other "all-or-nothing" encryption schemes [GMM17].2 Specifically, certified everlasting FE ensures that
even if a receiver possesses a functional decryption key sk f for a function f , they cannot learn more than
f (m), even with unbounded computational resources after issuing a valid certificate. In contrast, certified
everlasting secure PKE offers no such guarantee, as an honest receiver could simply keep the plaintext after
decrypting the ciphertext.

Another powerful cryptographic primitive is obfuscation for compute-and-compare programs [WZ17],
also known as lockable obfuscation [GKW17]. A compute-and-compare obfuscation scheme can obfuscate a
circuit that computes a function P and compares its output with a locked value lock. If the input matches
the lock value, the circuit returns a message m; otherwise, it returns ⊥. Examples include point functions,
conjunctions with wildcards, plaintext checkers, and affine testers [GKW17, WZ17]. Hence, certified
everlasting secure compute-and-compare obfuscation would enable certified deletion of obfuscated programs
within a restricted class of functionalities. Compute-and-compare obfuscation has many applications in
cryptography [GKW17, WZ17, CVW+18, FFMV23, AYY22, AKYY23]. For example, we can convert

1In the classical setting, a malicious receiver can freely copy encrypted data, so security against an unbounded adversary must
hold at the point it receives the encrypted data. In contrast, the quantum no-cloning theorem prevents a malicious receiver from
duplicating quantum-encrypted data.

2Examples include identity-based encryption (IBE), attribute-based encryption (ABE), fully homomorphic encryption (FHE), or
witness encryption (WE).
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attribute-based encryption (ABE) to predicate encryption (PE) via compute-and-compare obfuscation
enables predicate encryption (PE) [KSW08, GVW15b], which is an attribute-hiding variant of ABE and an
intermediate primitive between ABE and FE. Achieving certified everlasting secure compute-and-compare
obfuscation could thus lead to certified everlasting secure PE, as well as anonymous IBE and PKE.

This gives rise to another significant open problem:
Is it possible to construct certified everlasting secure compute-and-compare obfuscation?

4.1.2 Our Results

Contributions. This work addresses the open problems outlined earlier, and our main contributions are
summarized as follows:

1. We formally define certified everlasting versions of several cryptographic primitives: FE (Section 4.3.1),
compute-and-compare obfuscation (Section 4.5.1), PE (Section 4.6.1), SKE and PKE (Appendix A.3.1),
RNCE (Appendix A.4.1), and garbling schemes (Appendix A.5.1).

2. We construct adaptively certified everlasting secure collusion-resistant public-key FE for P/poly using
indistinguishability obfuscation (iO) and one-way functions (OWFs) (Section 4.3.3). Additionally, we
construct adaptively certified everlasting secure bounded collusion-resistant public-key FE for NC1

based on standard PKE (Section 4.4.4).

3. We develop certified everlasting secure compute-and-compare obfuscation from standard FHE and
compute-and-compare obfuscation (Section 4.5.2), both realizable under the LWE assumption. Fur-
thermore, we construct adaptively (resp., selectively) certified everlasting secure PE from standard
adaptively (resp., selectively) secure ABE and certified everlasting secure compute-and-compare
obfuscation (Section 4.6.2).

4. To achieve adaptively certified everlasting secure bounded collusion-resistant FE, we construct the
following cryptographic primitives:

• Two certified everlasting secure SKE constructions from standard SKE (Appendices A.3.2
and A.3.3): one with a classical certificate relying on the quantum random oracle model
(QROM) [BDF+11], and another with a quantum certificate but without QROM dependence.

• Two certified everlasting secure PKE constructions with similar properties as the SKE constructions
above (Appendices A.3.4 and A.3.5).

• A certified everlasting secure RNCE scheme from certified everlasting PKE (Appendix A.4.2).
• A certified everlasting secure garbling scheme for P/poly from certified everlasting SKE

(Appendix A.5.2).

All our constructions are privately verifiable, meaning that verification keys for deletion certificates
must remain secret. Achieving certified everlasting secure bounded collusion-resistant FE for P/poly from
standard PKE remains an open problem.

We introduce novel techniques to achieve certified everlasting secure collusion-resistant FE and compute-
and-compare obfuscation. For FE, we developed an authentication technique for BB84 states to ensure
both functionality and certified everlasting security, detailed in Section 4.2.1. This technique is broadly
applicable and was utilized in subsequent work by Kitagawa, Nishimaki, and Yamakawa [KNY23]. For
compute-and-compare obfuscation, we introduce a deferred evaluation technique using dummy lock values to
balance functionality and certified everlasting security, detailed in Section 4.2.3.
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4.2 Technical Overview

4.2.1 Technical Overview: Collusion-Resistant FE

Certified Everlasting Lemma of Bartusek and Khurana. The cornerstone of our construction is the
certified everlasting lemma, introduced by Bartusek and Khurana [BK23]. This lemma provides a powerful
mechanism for ensuring certified everlasting security, which we summarize below.

Consider a family of distributions Z(m)m∈{0,1}λ+1 over classical strings. For any m ∈ {0, 1}λ+1, the
distribution Z(m) is computationally indistinguishable from Z(0λ+1). Conceptually, Z(m) can be thought
of as a computational “encryption” of m. To analyze this setting, we define the following experiment Z̃(b)
for b ∈ {0, 1}:

• Randomly sample z, θ ← {0, 1}λ.

• Provide the adversary with the quantum state |z⟩, the classical string θ, and the distribution Z(θ, b⊕⊕
j:θj=0 zj), where zj is the j-th bit of z.

• The adversary outputs a string z′ ∈ {0, 1}λ and a quantum state ρ.

• If z′j = zj for all indices j where θj = 1, the experiment outputs ρ. Otherwise, it outputs a special
symbol ⊥.

The lemma states that for any quantum polynomial-time (QPT) adversary, the trace distance between the
outputs of Z̃(0) and Z̃(1) is negligible in λ.3

This lemma serves as a versatile tool for constructing cryptographic schemes with certified everlasting
security. For example, one can transform a standard public-key encryption (PKE) scheme into a certified
everlasting PKE scheme. To encrypt a bit b ∈ {0, 1}, the ciphertext consists of |z⟩ , θ, and Enc(θ, b ⊕⊕

j:θj=0 zj), where z, θ ← {0, 1}λ and Enc is the encryption algorithm of the original PKE scheme.
Decryption involves measuring |z⟩ in the Hadamard basis to produce a certificate z′. Verification checks

if z′j = zj for all j where θj = 1. The lemma guarantees that, given a valid certificate, the adversary learns no
information about b, thus achieving certified everlasting security.

Public-slot FE. Extending the certified everlasting lemma to functional encryption (FE) is not straightforward.
The primary challenge lies in the inability to define a function f ′ that allows recovery of f (m) from
f ′(m⊕⊕j:θj=0 zj, θ) and z.

To overcome this limitation, we introduce public-slot functional encryption (public-slot FE). In this
variant, decryption keys correspond to two-input functions, which take both a secret input and a public input.
Given a ciphertext encrypting a message m, and a decryption key for a function f , one can compute f (m, pub)
for any chosen public input pub. Security is defined similarly to standard FE, with the additional condition
that for all decryption key queries f and public inputs pub, the challenge messages (m(0), m(1)) must satisfy
f (m(0), pub) = f (m(1), pub).

Many existing FE constructions based on indistinguishability obfuscation (iO) (e.g., [GGH+16]) can
naturally be adapted to support public-slot FE. Specifically, we demonstrate that a minor modification to the
FE scheme by Ananth and Sahai [AS16] yields an adaptively secure public-slot FE scheme, relying on iO.
Details of this construction are presented in Appendix A.2.4.

3An interactive version of this lemma is often necessary for practical use. Such a version is implicitly established in [BK23]. See
Lemma 4.3.7 for details and Remark 4.3.8 for a discussion.
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First attempt. Our first candidate construction of a collusion-resistant functional encryption (FE) scheme
with certified everlasting security proceeds as follows. Let Enc be the encryption algorithm of a public-slot
FE scheme. A ciphertext for a message m = m1 . . . mn ∈ {0, 1}n consists of the following two items:

• {|zi⟩θi
}i∈[n], where zi, θi ← {0, 1}λ for each i ∈ [n].

• Enc(θ1, . . . , θn, β1, . . . , βn). Here, βi := mi ⊕
⊕

j:θi,j=0 zi,j for each i ∈ [n], where zi,j is the j-th bit
of zi.

A decryption key for a function f corresponds to the decryption key of the underlying public-slot FE for a two-
input function g[ f ], defined as follows. The function g[ f ] takes as input a secret input (θ1, . . . , θn, β1, . . . , βn),
and a public input (b1, . . . , bn) ∈ {0, 1}λ×n. It computes mi := βi ⊕

⊕
j:θi,j=0 bi,j for each i ∈ [n], and

outputs f (m1, . . . , mn).
To verify decryption correctness, observe that if we first measure |zi⟩θi

for all i ∈ [n] in the computational
basis to obtain (b1, . . . , bn), then for all i, j such that θi,j = 0, we have bi,j = zi,j. Thus, running the decryption
algorithm of the public-slot FE scheme with the public input (b1, . . . , bn) produces the correct output
f (m1, . . . , mn). We remark that decryption can also be performed coherently without directly measuring
{|zi⟩θi

}i∈[n]. The deletion and verification algorithms are defined similarly to those of the certified everlasting
public-key encryption (PKE) scheme, as discussed earlier: the deletion algorithm measures {|zi⟩θi

}i∈[n] in
the Hadamard basis to obtain {z′i}i∈[n], and the verification algorithm checks whether z′i,j = zi,j for all i, j
such that θi,j = 1.

However, this scheme turns out to be insecure. The core issue is that public-slot FE does not restrict an
adversary from using arbitrary public inputs. By running the decryption algorithm with different public inputs
multiple times, an adversary can extract more information than just f (m1, . . . , mn), which compromises
security. For instance, if the adversary chooses a public input (b1, . . . , b′i , . . . , bn), where b′i is identical to bi
except for b′i,j ̸= bi,j for some j such that θi,j = 0, they can learn f (m1, . . . , 1−mi, . . . , mn), revealing more
information than intended.

Certify the public input by one-time signatures. Our idea to resolve the issue is to certify {zi}i∈[n] in the
quantum part of the ciphertext using one-time signatures.

Specifically, the encryption algorithm generates a pair of a verification key vki,j and a signing key
ski,j for a deterministic one-time signature for each i ∈ [n] and j ∈ [λ]. A ciphertext for a message
m = m1 . . . mn ∈ {0, 1}n consists of the following two items:

• Enc({vki,j}i∈[n],j∈[λ], θ1, . . . , θn, β1, . . . , βn). Here, βi := mi ⊕
⊕

j:θi,j=0 zi,j, where zi,j is the j-th bit
of zi and zi, θi ← {0, 1}λ for each i ∈ [n].

• Quantum states {
∣∣ψi,j

〉
}i∈[n],j∈[λ] defined as follows:

∣∣ψi,j
〉

:=

{ ∣∣zi,j
〉 ∣∣∣σi,j,zi,j

〉
if θi,j = 0,

|0⟩
∣∣σi,j,0

〉
+ (−1)zi,j |1⟩

∣∣σi,j,1
〉

if θi,j = 1,

where σi,j,b is the signature generated using the signing key ski,j on the bit b ∈ {0, 1}.

This construction allows the state
∣∣ψi,j

〉
to be viewed as a coherent execution of the signing algorithm

with ski,j on the j-th qubit of |zi⟩θi
. We modify the function g[ f ], associated with the decryption key in the

public-slot FE, to additionally verify the authenticity of the signatures for bi,j for all i, j such that θi,j = 0.
Formally, g[ f ] now works as follows:
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• Take a secret input ({vki,j}i∈[n],j∈[λ], θ1, . . . , θn, β1, . . . , βn), and a public input (b1, . . . , bn, σ1, . . . , σn),
where σi = (σi,1, . . . , σi,λ) for each i ∈ [n].

• Verify whether σi,j is a valid signature for bi,j (i.e., σi,j = σi,j,bi,j) for all i, j such that θi,j = 0.

• If any verification fails, g[ f ] outputs ⊥. Otherwise, it computes mi := βi ⊕
⊕

j:θi,j=0 bi,j for all i ∈ [n]
and outputs f (m1, . . . , mn).

Notably, the state
∣∣ψi,j

〉
contains the valid signature σi,j,zi,j on the bit zi,j whenever θi,j = 0. Therefore, the

correctness of decryption remains intact. Moreover, if we measure
∣∣ψi,j

〉
in the Hadamard basis for i, j such

that θi,j = 1, the outcome (ci,j, di,j) satisfies the relationship zi,j = ci,j ⊕ di,j(σi,j,0⊕ σi,j,1). By modifying the
verification algorithm to check this equality, we ensure verification correctness as well. Due to the security
of the one-time signatures, an adversary is unable to arbitrarily modify the public input when running the
decryption algorithm of the underlying public-slot FE.

While this approach seems to prevent straightforward attacks, the challenge remains in proving certified
everlasting security for this scheme. Specifically, we wish to leverage the certified everlasting lemma from
[BK23], which only allows for bit-wise game transitions. For instance, consider the case where n = 3 and the
challenge messages are 000 and 111. The necessary hybrid experiments would evolve the challenge message
as 000→ 100→ 110→ 111.4 However, the restriction on adversaries only guarantees f (000) = f (111)
for decryption key queries f , and not necessarily f (000) = f (100). Without this guarantee, we cannot rely
on the security of the underlying public-slot FE, making it difficult to establish indistinguishability between
neighboring hybrid experiments.

Redundant encoding. To address the issue mentioned earlier, our approach is to encode the message in
a redundant manner, creating space for an additional "spare message." Specifically, we encode a message
m = m1 . . . mn ∈ {0, 1}n into a (2n + 1)-bit string m1 . . . mn∥0n+1. The rest of the scheme remains the
same as described in the previous paragraph, except that the index i now ranges over [2n + 1] instead of [n],
and the function g[ f ] determines which part of the encoded message to use for deriving the output based on
the value of the (2n + 1)-th bit.

More precisely, g[ f ] takes a secret input ({vki,j}i∈[2n+1],j∈[λ], θ1, . . . , θ2n+1, β1, . . . , β2n+1), a public
input (b1, . . . , b2n+1, σ1, . . . , σ2n+1), and first verifies the signatures on the positions i, j where θi,j = 0, just
like before. Then, it computes mi := βi ⊕

⊕
j:θi,j=0 bi,j for i ∈ [2n + 1] and outputs F(m1, . . . , m2n+1),

where F is defined as:

F(m1, . . . , m2n+1) :=

{
f (m1, . . . , mn) if m2n+1 = 0,
f (mn+1, . . . , m2n) if m2n+1 = 1.

The decryption correctness remains intact since we always have m2n+1 = 0 when decrypting an honestly
generated ciphertext. Similarly, the verification correctness is not affected because the message encoding
method is independent of the verification process.

This redundant encoding strategy solves the earlier problem by ensuring that, at every step of the
intermediate hybrids, the encoded challenge message contains at least one of the two challenge messages. Let
m(0) and m(1) be a pair of challenge messages. After encoding, they correspond to m(0)∥0n+1 and m(1)∥0n+1,
respectively. We then define a series of intermediate hybrids as follows:

4Although constructing an FE scheme for 3-bit messages is trivial from any PKE scheme, this example highlights a technical
difficulty.

62



1. Starting from m(0)∥0n+1, we change the bits from the (n + 1)-th to the 2n-th positions one by one,
progressing toward m(0)∥m(1)∥0.

2. Flip the (2n + 1)-th bit, resulting in m(0)∥m(1)∥1.

3. Change the bits from the first to the n-th position one by one, progressing toward m(1)∥m(1)∥1.

4. Flip the (2n + 1)-th bit again, resulting in m(1)∥m(1)∥0.

5. Finally, change the bits from the (n + 1)-th to the 2n-th positions one by one, progressing toward
m(1)∥02n+1.

Crucially, at every stage in the hybrid sequence, the value of F evaluated on the encoded challenge
message is always f (m(0)) = f (m(1)). This allows us to apply the certified everlasting lemma alongside the
security of the underlying public-slot FE in each hybrid step.

What one-time signatures to use? Finally, we remark that we need to choose one-time signature schemes
carefully. The primary reason for incorporating one-time signatures is to prevent an adversary from using
"unauthorized" values of bi,j—i.e., those for which the valid signature σi,j,bi,j has not been provided to the
adversary. However, due to the correctness requirement of one-time signatures, a valid signature must exist
for every possible message. This implies that even for an unauthorized bi,j, a valid signature will exist, even
though it may be difficult for the adversary to find.

This situation is problematic in light of the security definition for public-slot functional encryption (FE).
Recall that the security of public-slot FE demands that for all key queries f and all public inputs pub, the
challenge message pair (m(0), m(1)) must satisfy f (m(0), pub) = f (m(1), pub). The security definition
becomes inapplicable if there exists any pub such that f (m(0), pub) ̸= f (m(1), pub), even if such a pub is
hard to find.

To address this issue, we utilize Lamport signatures instantiated with a pseudorandom generator (PRG).
Let PRG : {0, 1}λ → {0, 1}2λ be a PRG. When the message length is 1, a signing key is represented as
(u0, u1) ∈ {0, 1}λ×2, and a verification key is set to (v0 = PRG(u0), v1 = PRG(u1)) ∈ {0, 1}2λ×2. A
signature for a bit b is simply ub.

This construction has a critical property: we can "program" a verification key so that it does not have a
valid signature for a particular message. For instance, if we want to ensure that no valid signature exists for
the message 0, we can set v0 to be a uniformly random 2λ-bit string. With probability 1− 2−λ, there will be
no preimage of v0, meaning that no valid signature exists for the message 0. Using this property, whenever a
particular bi,j is deemed unauthorized, we can transition to a hybrid in which there is no valid signature for bi,j.
This effectively resolves the issue by ensuring that unauthorized values cannot be exploited by the adversary.

4.2.2 Technical Overview: Bounded Collusion-Resistant FE

In this subsection, we present a high-level overview of our construction for certified everlasting secure bounded
collusion-resistant functional encryption (FE) schemes. It is known that (bounded collusion-resistant) plain
FE can be constructed from public-key encryption (PKE), receiver non-committing encryption (RNCE), and
garbling [GVW12]. A natural approach is to construct PKE, RNCE, and garbling with certified everlasting
security and use them as the fundamental components. We demonstrate that PKE with certified everlasting
security can be constructed using the techniques introduced in [Unr15, HMNY22b]. Additionally, RNCE with
certified everlasting security for classical messages can be built from certified everlasting PKE in a manner
similar to standard RNCE [KNTY19]. However, such an RNCE scheme is insufficient for our purposes of

63



constructing adaptively-secure FE, as it does not handle quantum messages. Moreover, we need to devise a
new method to construct garbling with certified everlasting security. The subsequent sections outline these
ideas and how they contribute to constructing FE with certified everlasting security.

Certified everlasting garbling for P/poly circuits. In classical cryptography, it is known that we can
construct plain garbling from plain symmetric key encryption (SKE) using double-encryption [Yao86, LP09].
Double-encryption refers to generating a nested ciphertext ct2 ← Enc(sk′, ct1), where ct1 ← Enc(sk, m), m
is the message, Enc is the encryption algorithm of SKE, and sk, sk′ are the secret keys of SKE. This technique
is crucial for garbling but poses a challenge for our objective. First, we do not have an SKE scheme with
certified everlasting security for quantum messages. Second, even if this issue is resolved, there remains
another problem: We can obtain a valid certificate showing that ct1 has been deleted by running the deletion
algorithm on ct2. However, this certificate does not necessarily confirm the deletion of m. To overcome these
issues, we utilize XOR secret sharing instead of double-encryption.5

Specifically, we uniformly sample p and compute (vk′, ct′)← Enc(sk′, p) and (vk, ct)← Enc(sk, p⊕m)
to encrypt the message m. Here, Enc is the encryption algorithm of a certified everlasting SKE, and vk′, vk
are verification keys used to verify deletion certificates. The receiver can retrieve m from (ct′, ct) only if
it has both sk′ and sk, and cannot retrieve anything otherwise, similar to double-encryption. Furthermore,
once the receiver issues a deletion certificate for (ct′, ct), it loses the ability to access m even if it becomes
computationally unbounded.

It is straightforward to see that we can implement the well-known gate garbling technique [Yao86, LP09]
using this XOR secret sharing method in a parallel manner instead of sequential double-encryption. We
can prove computational security through a similar argument to that in [LP09]. (While [LP09] uses double-
encryption, we can demonstrate security for the XOR secret sharing case analogously.) Furthermore, certified
everlasting security can be established by leveraging the certified everlasting security of the SKE. Thus, we
obtain certified everlasting garbling. The formal construction of our certified everlasting garbling is given in
Appendix A.5.2. For more details, refer to that section.

FE with non-adaptive security. Our next goal is to achieve certified everlasting FE using certified everlasting
garbling. It is known that plain FE with non-adaptive security can be constructed by running the encryption
algorithm of (plain) PKE on the labels of a plain garbling scheme [SS10].6 In our certified everlasting
garbling scheme (as described in the previous paragraph), the labels are classical bit strings, and the deletion
algorithm does not take the labels as input. Therefore, the classical construction for plain FE by Sahai and
Seyalioglu [SS10] can be directly applied to construct our 1-bounded certified everlasting FE for P/poly
circuits with non-adaptive security. (The formal construction is presented in Section 4.4.2.)

FE with adaptive security. Now, we want to convert non-adaptive security to adaptive security.7 However,
this conversion is not trivial. Let us first review the conversion for plain FE.

In classical cryptography, we can transform non-adaptively secure FE into adaptively secure FE using
receiver non-committing encryption (RNCE). Roughly speaking, RNCE works similarly to public key
encryption (PKE), but with the ability to generate a fake ciphertext c̃t ← Fake(pk) without a plaintext
and a fake secret key s̃k ← Reveal(pk, m) that decrypts c̃t to m. The security of RNCE ensures that

5A similar technique was employed by Gentry, Halevi, and Vaikuntanathan [GHV10].
6Non-adaptive security implies that the adversary can only make key queries before the challenge encryption query.
7Adaptive security implies that the adversary can make key queries both before and after the challenge encryption query.
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(Enc(pk, m), sk) and (Fake(pk), Reveal(pk, m)) are computationally indistinguishable, where Enc is the
real encryption algorithm, and sk is the real secret key.

To achieve adaptive security for FE, we can run the real encryption algorithm Enc of RNCE on the
ciphertext nad.ct of the FE. The adaptive security can be proven as follows: The adversary, in the adaptive
setting, can issue key queries after the challenge encryption query. However, the sender can simulate the
challenge encryption query without generating nad.ct, because the security of RNCE allows us to switch from
(Enc(pk, nad.ct), (sk, nad.sk f )) to the fake pair (Fake(pk), (Reveal(pk, nad.ct), nad.sk f )), where nad.sk f
is the functional secret key of the non-adaptively secure FE. Thus, the sender need not generate nad.ct
before generating nad.sk f for simulating the adversary’s queries, allowing us to reduce adaptive security to
non-adaptive security.

How can we adapt this classical approach to the certified everlasting setting? From the above discussion,
a natural approach would be to encrypt the ciphertext nad.ct of the certified everlasting FE with non-adaptive
security using certified everlasting RNCE as follows: (vk, ct)← Enc(pk, nad.ct), where vk is the verification
key, pk is the public key, and Enc is the real encryption algorithm of the certified everlasting RNCE. However,
this approach fails for two reasons. First, nad.ct is a quantum state, and our certified everlasting RNCE scheme
does not support quantum messages. Second, even if we could construct RNCE for quantum messages, there
remains another issue: A valid certificate for ct is issued by running the deletion algorithm on ct, but such a
certificate does not necessarily guarantee the deletion of the plaintext of nad.ct. The first issue pertains to
security, and the second to correctness.

Our approach to solving the first issue is to employ quantum teleportation. We construct RNCE for
quantum messages from RNCE for classical messages using quantum teleportation.8 (We believe the use of
quantum teleportation in this way has potential applications beyond RNCE.)

As the ciphertext and secret key for adaptively secure FE, we use

1
22N ∑

a,b∈{0,1}N

(ZbXa(nad.ct)XaZb)C1 ⊗ Enc(pk, (a, b))C2 ⊗ (nad.sk f , sk)S,

where nad.ct is an N-qubit state, registers C1 and C2 contain the ciphertext, and register S contains the secret
key. Here, Xa :=

⊗N
j=1 X

aj
j and Zb :=

⊗N
j=1 Z

bj
j , where aj and bj are the j-th bits of a and b, respectively.

Moreover, Enc is the encryption algorithm of RNCE for classical messages, nad.sk f is the secret key of the
non-adaptively secure FE, and sk is the real secret key of RNCE for classical messages.

To demonstrate adaptive security, we reduce it to the non-adaptive security of the underlying FE. In the
first step of the hybrid argument, we switch the state to

1
22N ∑

a,b
(ZbXa(nad.ct)XaZb)C1 ⊗ Fake(pk)C2 ⊗ (nad.sk f , Reveal(pk, (a, b)))S,

using the properties of RNCE for classical messages. In the second step of the hybrid argument, we switch
the state to

1
22N ∑

x,z∈{0,1}N

T x,z
A′,A[nad.ctA′ ⊗ |ΦN⟩⟨ΦN |A,C1]⊗ Fake(pk)C2 ⊗ (nad.sk f , Reveal(pk, (x, z)))S,

where |ΦN⟩ is N Bell pairs between registers A and C1. T x,z
A′,A[nad.ctA′ ⊗ |ΦN⟩⟨ΦN |A,C1] is the state on

register C1 obtained as follows: the state nad.ctA′ on register A′ is entangled with half of N Bell pairs on
8A similar technique was applied in the context of multi-party quantum computation [BCKM21].
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register A, and the teleportation measurement T x,z
A′,A with result (x, z) is applied to registers A and A′. At

this point, the sender can simulate the challenge encryption query without knowledge of nad.ct, meaning that
the sender need not generate nad.ct before generating nad.sk f for simulating the adversary’s queries.

This idea resolves the first issue. However, the second issue remains: The receiver, possessing
(ZbXa(nad.ct)XaZb, Enc(pk, (a, b))), can issue a deletion certificate for ZbXa(nad.ct)XaZb. This deletion
certificate does not necessarily pass the verification algorithm for the deletion of nad.ct, which poses a
correctness issue.

We solve this issue by introducing an efficient algorithm, referred to as the modification algorithm. Let
nad.cert∗ denote the deletion certificate of ZbXa(nad.ct)XaZb. The modification algorithm takes (a, b)
and nad.cert∗ as input and outputs nad.cert, which is the deletion certificate for nad.ct. Thus, by using
the modification algorithm, we can convert the deletion certificate nad.cert∗ of ZbXa(nad.ct)XaZb to the
deletion certificate nad.cert of nad.ct. We observe that such a modification algorithm exists for many natural
constructions, including our construction.9

The formal explanation of the conversion from non-adaptive to adaptive FE is provided in Section 4.4.3.

q-bounded FE for NC1 circuits. Finally, we explain how to convert 1-bounded one to the q-bounded
one.10 Unfortunately, we do not know how to obtain q-bounded certified everlasting FE for P/poly circuits.
What we can construct in this paper is that only for NC1 circuits. (It is an open problem to obtain q-bounded
certified everlasting FE for P/poly circuits. For more details, see Section 4.4.4.)

Let us explain how to convert 1-bounded certified everlasting FE for P/poly circuits to q-bounded
certified everlasting FE for NC1 circuits. In classical cryptography, it is known that [GVW12] multi-party
computation (MPC) can convert plain 1-bounded FE for P/poly circuits to plain q-bounded FE for NC1

circuits. The idea is, roughly speaking, the view of each party in the MPC protocol is encrypted using
1-bounded FE scheme. In this classical construction, no encryption is done on the ciphertexts of plain FE,
and therefore this classical construction can be directly applied to our certified everlasting case. (It is an open
problem to obtain q-bounded certified everlasting FE for P/poly circuits. The formal construction is given
in Section 4.4.4.

4.2.3 Technical Overview: Compute-and-Compare Obfuscation

This section presents an overview of our certified everlasting compute-and-compare obfuscation scheme. A
standard compute-and-compare obfuscation takes as input a circuit P, a lock value lock, and a message m and
outputs an obfuscated circuit P̃. During evaluation, the message m is recovered from P̃ if the input x satisfies
P(x) = lock. In the certified everlasting version, a verification key vk is also generated during obfuscation.
A deletion certificate cert can be issued from P̃, and using vk, one can verify its validity. Certified everlasting
security ensures that once the validity of the certificate is verified, no information about P, lock, and m
remains accessible to the user.

Compute-and-compare obfuscation without a message. We first explain our idea to construct a certified
everlasting compute-and-compare obfuscation without any message. More precisely, in a certified everlasting
compute-and-compare obfuscation without any message, the evaluation returns 1 if P(x) = lock holds. Let
CC.Obf be the obfuscation algorithm of a standard compute-and-compare obfuscation scheme and Enc, Dec

9If the deletion algorithm involves computational-basis measurements followed by Clifford gates, the modification algorithm
simply adjusts the Pauli one-time pad, XaZb. In fact, all known constructions rely solely on Hadamard basis measurements.

10q-bounded means that the adversary can call key queries q times with an a priori bounded polynomial q.
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be the encryption, and decryption algorithms of FHE. In our construction, the obfuscated circuit P̃ consists of
the following two items:

• D̃ec := CC.Obf(Dec(sk, ·), lock, 1).

• {|zi⟩θi
, cti}i∈[ℓP] where cti := Enc(θi∥b̃i), zi, θi ← {0, 1}λ for i ∈ [ℓP], b̃i := bi ⊕

⊕
j:θi,j=0 zi,j and

bi is the i-th bit of the binary string of length ℓP representing the circuit P

The verification key vk consits of ({zi, θi}i∈[ℓP]). To evaluate the obfuscated circuit with an input x, we first
coherently compute an evaluated FHE ciphertext

∣∣∣ctUx(P)

〉
where Ux is a circuit that on input ({zi, θi, b̃i}i∈[ℓP])

first recovers bi, the bits representing P, and then outputs P(x). Then, we coherently evaluate the obfuscated
circuit D̃ec with input

∣∣∣ctUx(P)

〉
and check that the measured outcome is 1 to decide P(x) = lock. The

deletion and verification algorithm works similarly as in the certified everlasting PKE scheme described in
Section 4.2.1. That is, we use the concrete certified everlasting secure FHE scheme by Bartusek and Khurana
in a non-black-box way.

However, the above scheme cannot guarantee certified everlasting security. The reason is that the classical
compute-and-compare obfuscation cannot hide lock from an unbounded adversary. More precisely, the obfus-
cated circuit P̃ includes lock in CC.Obf(Dec(sk, ·), lock, 1) although CC.Obf ensures only computationally
security. The unbounded adversary may obtain information of lock from CC.Obf(Dec(sk, ·), lock, 1).

We solve this problem by masking the obfuscated circuit that encodes lock using the XOR function in
combination with the BB84 states. More precisely, our obfuscated circuit P̃ consists of the following three
items:

• D̃ec := CC.Obf(Dec(sk, ·), lock, 1) where R is dummy lock value R← {0, 1}λ.

• {|zi⟩θi
, cti}i∈[ℓ]. Here, cti encrypts the binary string b1 · · · bℓ representing the circuits (P∥ Ĩ), where

Ĩ := CC.Obf(I, lock, R) and I is an identity circuit such that I(x) = x for all x. More precisely,
cti := Enc(θi∥b̃i) for i ∈ [ℓP], b̃i := bi ⊕

⊕
j:θi,j=0 zi,j.

The evaluation algorithm works as before except that the circuit Ux on input ({zi, θi, b̃i}i∈[ℓ]) first reconstructs
(P∥ Ĩ) and then outputs the result obtained in the evaluation of Ĩ with input P(x). Hence, checking
P(x) = lock is deferred until evaluating Ĩ. The correctness follows from the fact that Ux returns R if
P(x) = lock and evaluation of D̃ec outputs 1 if Ux(P∥ Ĩ) = R.

To prove the certified everlasting security, we need to construct a simulated circuit P̃Sim which is
independent of P and lock that is indistinguishable from the real obfuscated circuit P̃ . The simulated circuit
P̃Sim consists of D̃ec = CC.Obf(Dec(sk, ·), R, 1) and a set of BB84 states and ciphertexts {|zi⟩θi

, cti}i∈[ℓ],
where each cti := Enc(θi∥b̃i) and b̃i := 0⊕⊕j:θi,j=0 zi,j for i ∈ [ℓ]. Crucially, P̃Sim does not contain any
information about the original circuit P or the lock value lock. We rely on the certified everlasting lemma from
[BK23] to show that the real obfuscated circuit P̃ is indistinguishable from the simulated circuit P̃Sim for any
unbounded adversary after producing a valid deletion certificate. The certified everlasting lemma only permits
flipping one bit at a time, so we use a sequence of ℓ hybrid experiments, where each hybrid modifies a single bit
bi of the obfuscated circuit from 1 to 0. In the i-th hybrid experiment, we replace the bit bi with 0. To achieve
this, we must show that the encryption Enc(θi∥b̃i) is computationally indistinguishable from Enc(0∥b̃i),
enabling the application of the certified everlasting lemma to flip bi without detection by the adversary. To
establish this computational indistinguishability, we first replace the circuit Ĩ ← CC.Obf(I, lock, R) with
its simulated counterpart Ĩ ← CC.Sim(1λ, ppI , 1|R|). Next, we replace the obfuscated decryption circuit
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D̃ec ← CC.Obf(Dec, lock, 1) with its simulated version D̃ec ← CC.Sim(1λ, ppDec, 11), leveraging the
security of the underlying compute-and-compare obfuscation scheme. Since the secret key sk is no longer
needed to simulate the adversary’s view, we can safely change the ciphertexts Enc(θi∥b̃i) to Enc(0∥b̃i) by
invoking the IND-CPA security of the FHE scheme. This allows us to set bi to 0 using the certified everlasting
lemma, completing the proof of indistinguishability.

Compute-and-compare obfuscation with a message. Next, we extend the previous construction into a
certified everlasting compute-and-compare obfuscation scheme that obfuscates a circuit P along with a lock
value lock and a message m = m1 . . . mn ∈ {0, 1}n. The idea is to encrypt the message bits using FHE in
combination with BB84 states and recover the message bits during evaluation based on the outcome of the
obfuscated circuit D̃ec.

The obfuscated circuit P̃ now additionally includes {|zℓ+k⟩θℓ+k
, ctℓ+k}k∈[n], where zℓ+k, θℓ+k ← {0, 1}λ,

ctℓ+k := Enc(θℓ+k∥b̃ℓ+k), and b̃ℓ+k := mk ⊕
⊕

j:θℓ+k,j=0 zℓ+k,j for each k ∈ [n]. The evaluation procedure
works as before, except that the circuit Ux, given (({zi, θi, b̃i}i∈[ℓ]), (zℓ+k, θℓ+k, b̃ℓ+k)), first reconstructs
(P∥ Ĩ) from {zi, θi, b̃i}i∈[ℓ] and recovers mk from (zℓ+k, θℓ+k, b̃ℓ+k). It then outputs mk · Ĩ(P(x)).

The deletion and verification algorithms are similarly defined as before. The scheme correctly recovers
the message m bit by bit. Consider the case where P(x) = lock and mk = 1. By the definition of Ux and
the correctness of the compute-and-compare obfuscation, we have mk · Ĩ(P(x)) = R. Consequently, D̃ec
evaluates to 1 for an input ctmk · Ĩ(P(x)). If the result of the evaluation is not 1, we set mk := 0.

We prove the certified everlasting security of this scheme using the same approach as for the compute-
and-compare obfuscation scheme without a message. The only additional step is to delete the information
about the message m using the IND-CPA security of the FHE scheme and the certified everlasting lemma of
[BK23] after erasing the information about P and lock.

Certified everlasting predicate encryption. Goyal, Koppula, and Waters [GKW17] and Wichs and Zirdelis
[WZ17] presented a generic construction of predicate encryption (PE)11 based on compute-and-compare
obfuscation and attribute-based encryption (ABE). Their construction proceeds as follows.

The setup and key generation algorithms follow those of the underlying ABE scheme. Let Enc and
Dec denote the encryption and decryption algorithms of ABE. To encrypt a message m with an attribute
x, the encryption algorithm selects a random lock R ∈ {0, 1}ℓ, computes ct := Enc(x, R), and generates
D̃ec := CC.Obf(Dec(·, ct), R, m). The ciphertext is the obfuscated circuit D̃ec.

Given a secret key skP for a policy P, the user evaluates D̃ec with input skP to recover the message m. If
P(x) = 1, the correctness of ABE ensures that Dec(skP, ct) = R, and thus, D̃ec(skP) outputs m.

One might hope that replacing the compute-and-compare obfuscation and ABE with their certified
everlasting counterparts could yield a certified everlasting PE. However, this approach fails because our
certified everlasting compute-and-compare obfuscation cannot handle a quantum decryption circuit Dec(·, ct)
from certified everlasting ABE. The challenge lies in erasing the information about R from the ABE ciphertext
ct to apply the certified everlasting security of the compute-and-compare obfuscation. In other words, after a
valid certificate of deletion, an unbounded adversary should not be able to distinguish between Enc(x, R) and
Enc(x, 0), something a classical ABE cannot ensure on its own.

We resolve this issue by incorporating BB84 states and certified everlasting compute-and-compare
obfuscation into the construction. Specifically, we first sample zi, θi ← {0, 1}ℓ, set r̃i := ri ⊕

⊕
j:θi,j=0 zi,j,

11This construction satisfies one-sided attribute-hiding security, meaning that both the attribute and message remain hidden to any
user without the secret key for decryption.
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and compute ct := Enc(x, (θ1, . . . , θℓ, r̃1, . . . , r̃ℓ)), where ri denotes the i-th bit of R. The ciphertext consists
of D̃ec := CCObf (Dec(·, ct), R, m) and {|zi⟩θi

}i∈[ℓ]. The verification key associated with the ciphertext
includes {zi, θi}i∈[ℓ] and a verification key vkDec corresponding to the circuit Dec. The deletion and
verification algorithms follow naturally, utilizing the certified everlasting ABE scheme by Bartusek and
Khurana non-black-box.

Suppose an adversary queries secret keys skP such that P(x) = 0 and becomes unbounded after producing
a valid certificate of deletion for the ciphertext. Our approach leverages the security of ABE and the certified
everlasting lemma of [BK23] to delete information about R. Then, using the certified everlasting security
of compute-and-compare obfuscation, we can replace D̃ec with a simulated circuit that does not reveal any
information about m or x.

Certified everlasting predicate encryption. Goyal, Koppula and Waters [GKW17] and Wichs and Zirdelis
[WZ17] showed a generic construction of PE12 from compute-and-compare obfuscation and ABE. The
construction works as follows. The setup and key generation algorithms are the same as the underlying
ABE. Let Enc and Dec be the encryption and decryption algorithms of ABE. To encrypt a message m with
attribute x, the encryption algorithm samples a random lock R ∈ {0, 1}ℓ and computes ct := Enc(x, R) and
D̃ec := CC.Obf(Dec(·, ct), R, m). The ciphertext is the obfuscated circuit D̃ec. Given a secret key skP for a
policy P, a user simply evaluates D̃ec with input skP to recover the message m. Note that, if P(x) = 1 then
by the correctness of ABE, Dec(skP, ct) = R and hence D̃ec(skP) returns m.

One might hope that replacing the compute-and-compare obfuscation and ABE with their certified
everlasting counterparts in the classical construction yields a certified everlasting PE. This would not work
since our certified everlasting compute-and-compare obfuscation cannot obfuscate a quantum decryption
circuit Dec(·, ct) of the certified everlasting ABE. However, we need to erase the information about R
from the ABE ciphertext ct in order to apply the certified everlasting security of the compute-and-compare
obfuscation. In other words, after a valid certificate of deletion is produced, an unbounded adversary should
not be able to distinguish between Enc(x, R) and Enc(x, 0). A classical ABE alone can not guarantee such
indistinguishability. We solve this problem by using a classical ABE coupled with BB84 states and a certified
everlasting compute-and-compare obfuscation in the above construction. In particular, we first sample
zi, θi ← {0, 1}ℓ, set r̃i := ri ⊕

⊕
j:θi,j=0 zi,j and then compute ct := Enc(x, (θ1, . . . , θℓ, r̃i, . . . , r̃ℓ)) where ri

denotes the i-th bit of R. The ciphertext consists of D̃ec := CCObf (Dec(·, ct), R, m) and {|zi⟩θi
}i∈[ℓ]. The

verification key associated with the ciphertext includes {zi, θi}i∈[ℓ] and a verification key vkDec corresponding
to the circuit Dec. The deletion and verification algorithms can be defined in a natural way. That is, we use
the concrete certified everlasting secure ABE scheme by Bartusek and Khurana in a non-black-box way.

Suppose an adversary queries secret keys skP such that P(x) = 0 and becomes unbounded after delivering
a valid certificate of deletion of the ciphertext. Our idea is to use the security of ABE and the certified
everlasting lemma of [BK23] to delete the information of R. Then, we utilize the certified everlasting security
of compute-and-compare obfuscation for replacing D̃ec with a simulated circuit that does not contain any
information about m, x. The formal security analysis can be found in Section 4.6.2.

12It satisfies one-sided attribute-hiding security, meaning that the attribute and message are both hidden to a user who does not
have a secret key for successful decryption.
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4.3 Collusion-Resistant Functional Encryption with Certified Everlasting
Deletion

In this section, we present the definitions of FE with certified everlasting deletion and a collusion-resistant
construction.

4.3.1 Definitions

First, we introduce the syntax and security definitions of FE with certified everlasting deletion.

Definition 4.3.1 (Functional Encryption with Certified Everlasting Deletion). A functional encryption with
certified everlasting deletion for a classF of functions is a tuple of QPT algorithms (Setup, KeyGen, Enc, Dec, Del , Vrfy)
with plaintext spaceM, ciphertext space C, master public key spaceMPK, master secret key spaceMSK,
and secret key space SK, that works as follows.

Setup(1λ)→ (MPK, MSK): The setup algorithm takes the security parameter as input, and outputs a
master public key MPK ∈ MPK and a master secret key MSK ∈ MSK.

KeyGen(MSK, f ): The key generation algorithm takes MSK and f ∈ F as input, and outputs a secret key
sk f ∈ SK.

Enc(MPK, m)→ (ct , vk): The encryption algorithm takes MPK and m ∈ M as input, and outputs a
ciphertext ct ∈ C and a verification key vk.

Dec(sk f , ct)→ y or ⊥: The decryption algorithm takes sk f and ct as input, and outputs y or ⊥.

Del (ct)→ cert: The deletion algorithm takes the ciphertext ct as input, and outputs a classical certificate
cert.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes vk and cert as input, and outputs ⊤ or ⊥.

Definition 4.3.2 (Correctness of Functional Encryption with Certified Everlasting Deletion). The
correctness of FE with certified everlasting deletion for a class of functions F and plaintext spaceM is
defined as follows.

Evaluation Correctness: For any λ ∈N, m ∈ M, and f ∈ F ,

Pr

y ̸= f (m)

∣∣∣∣∣∣∣∣
(MPK, MSK)← Setup(1λ)
sk f ← KeyGen(MSK, f )
(ct , vk)← Enc(MPK, m)
y← Dec(sk f , ct)

 ≤ negl(λ).

Verification Correctness: For any λ ∈N, m ∈ M, and f ∈ F ,

Pr

Vrfy(vk, cert) ̸= ⊤

∣∣∣∣∣∣
(MPK, MSK)← Setup(1λ)
(ct , vk)← Enc(MPK, m)
cert← Del (ct)

 ≤ negl(λ).

Remark 4.3.3. In FE, we should be able to run Dec algorithm for many different functions f on the same
ciphertext ct. One might think that the quantum ct is destroyed by Dec algorithm, and it can be used only
once. However, it is easy to see that Dec algorithm can be always modified so that it does not disturb the
quantum state ct by using the gentle measurement lemma [Win99] thanks to the evaluation correctness.
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Security notions. We define an indistinguishability-based security notion in the collusion-resistant setting
in this section. We extend the certified everlasting security notion of PKE by Bartusek and Khurana [BK23]
to the FE setting to obtain our indistinguishability-based security notion.

Definition 4.3.4 (Certified Everlasting Indistinguishable-Security of FE). Let Σ = (Setup, KeyGen, Enc, Dec,
Del , Vrfy) be a functional encryption with certified everlasting deletion for a class F of functions, plaintext
space M. We consider two experiments EV-Expada-ind

Σ, A (λ, b) and C-Expada-ind
Σ, A (λ, b) played between a

challenger and a non-uniform QPT adversary A = {Aλ, |ψ⟩λ}λ∈N. The experiments are defined as follows:

1. The challenger computes (MPK, MSK)← Setup(1λ) and sends MPK to Aλ(|ψ⟩λ).

2. Aλ is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger receives
fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to Aλ.

3. Aλ sends (m0, m1) ∈ M2 to the challenger.

4. The challenger computes (ct b, vkb)← Enc(MPK, mb), and sends ctb to Aλ.

5. Aλ is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger receives
fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to Aλ.

6. Aλ sends a certificate of deletion cert and its internal state ρ to the challenger.

7. The challenger computes Vrfy(vkb, cert). If the outcome is ⊤ and fℓ(m0) = fℓ(m1) holds for all key
queries fℓ, the experiment EV-Expada-ind

Σ, A (λ, b) outputs ρ; otherwise EV-Expada-ind
Σ, A (λ, b) outputs ⊥.

8. The challenger sends the outcome of Vrfy(vkb, cert) to Aλ.

9. Again, Aλ is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger
receives fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to Aλ.

10. Aλ outputs its guess b′. If fℓ(m0) = fℓ(m1) holds for all key queries fℓ, the experiment C-Expada-ind
Σ, A (λ, b)

outputs b′; otherwise C-Expada-ind
Σ, A (λ, b) outputs ⊥.

We say that the Σ is adaptively certified everlasting indistinguishable-secure if for any non-uniform QPT
adversary A = {Aλ, |ψ⟩λ}λ∈N, it holds that

TD(EV-Expada-ind
Σ, A (λ, 0), EV-Expada-ind

Σ, A (λ, 1)) ≤ negl(λ),

and ∣∣∣Pr
[
C-Expada-ind

Σ, A (λ, 0) = 1
]
− Pr

[
C-Expada-ind

Σ, A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

4.3.2 Tools

We introduce a few tools for FE with certified everlasting deletion in this section.
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(Interactive) certified everlasting lemma. First, we recall the certified everlasting lemma by Bartusek and
Khurana [BK23].

Lemma 4.3.5 (Certified Everlasting Lemma [BK23, ePrint Ver. 20221122:050839]). Let {Zλ(θ)}λ∈N,θ∈{0,1}λ

be a family of distributions over either classical bit strings or quantum states, and let A be any class of
adversaries such that for any {Aλ}λ∈N ∈ A, it holds that∣∣∣∣Pr[Aλ(Zλ(θ)) = 1]− Pr

[
Aλ(Zλ(0λ)) = 1

]∣∣∣∣ ≤ negl(λ).

For any {Aλ}λ∈N ∈ A, consider the following distribution {Z̃Aλ
λ (b)}λ∈N,b∈{0,1} over quantum states,

obtained by running Aλ as follows:

• Sample z, θ ← {0, 1}λ and initialize Aλ with (|z⟩θ , b⊕⊕i:θi=0 zi,Zλ(θ)).

• Aλ’s output is parsed as bit string z′ ∈ {0, 1}λ and a residual quantum state ρ.

• If zi = z′i for all i such that θi = 1 then output ρ, and otherwise output a special symbol ⊥.

Then, it holds that
TD(Z̃Aλ

λ (0), Z̃Aλ
λ (1)) ≤ negl(λ).

Remark 4.3.6. Although the description of the lemma above is slightly different from the original version (see
the first item of Remark 4.3.8), it is essentially the same as what Bartusek and Khurana [BK23] proved. In
addition, even if we put b⊕⊕i:θi=0 zi in Zλ with θ, the lemma holds.

We can generalize Lemma 4.3.5 to a variant in the interactive game setting as follows.

Lemma 4.3.7 (Interactive Certified Everlasting Lemma [BK23]). For interactive QPT algorithms A and C ,
θ ∈ {0, 1}λ, and β ∈ {0, 1}, let ExptA ,C (λ, θ, β) be an experiment that works as follows:

• A takes 1λ as input and C takes (1λ, θ, β) as input.

• A and C interact with each other through a quantum channel.

• A outputs a bit b′, which is treated as the output of the experiment.

For interactive QPT algorithms A ′ and C and b ∈ {0, 1}, let ẼxptA ′,C (λ, b) be an experiment that works as
follows:

• Sample z, θ ← {0, 1}λ.

• A ′ takes (1λ, |z⟩θ) as input and C takes (1λ, θ, b⊕⊕i:θi=0 zi) as input.

• A ′ and C interact with each other through a quantum channel.

• A ′ outputs a string z′ ∈ {0, 1}λ and a quantum state ρ.

• If zi = z′i for all i such that θi = 1 then the experiment outputs ρ, and otherwise it outputs a special
symbol ⊥.
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For a QPT algorithm C , if for any QPT algorithm A , θ ∈ {0, 1}λ, and β ∈ {0, 1}, it holds that∣∣∣∣Pr
[
ExptA ,C (λ, θ, β) = 1

]
− Pr

[
ExptA ,C (λ, 0λ, β) = 1

]∣∣∣∣ ≤ negl(λ),

then for any QPT algorithm A ′, it holds that

TD(ẼxptA ′,C (λ, 0), ẼxptA ′,C (λ, 1)) ≤ negl(λ).

Remark 4.3.8. There are the following three differences from the certified everlasting lemma of [BK23]
besides notational adaptations.

1. The challenger can use θ in an arbitrary manner whereas they require the challenger to use θ in a
bit-by-bit manner.13

2. We consider an interactive setting whereas they consider a non-interactive setting.

3. The challenger also takes b⊕⊕i:θi=0 zi as part of its input.

Indeed, we believe that the above variant is implicitly used in the security proof of their certified everlasting
secure ABE in [BK23]. We observe that the above variant can be proven in essentially the same way as their
original proof.

Public-Slot functional encryption. We introduce a new primitive which we call public-slot functional
encryption. In this primitive, a decryption key is associated with two-input function where the first and second
inputs are referred to as secret and public inputs, respectively. Given a ciphertext of a message m and a
decryption key for a two-input function f , one can compute f (m, pub) for any public input pub. In the security
experiment, we require that a pair of challenge messages (m0, m1) must satisfy f (m0, pub) = f (m1, pub)
for all key queries f and public inputs pub to prevent trivial attacks. A formal definition is given below.

Definition 4.3.9 (Public-Slot FE (Syntax)). A public-slot functional encryption scheme for a class F of
functions is a tuple of PPT algorithms Σ = (Setup, KeyGen, Enc, Dec) with plaintext spaceM, ciphertext
space C, master public key spaceMPK, master secret key spaceMSK, secret key space SK, and public
input space P , that work as follows.

Setup(1λ)→ (MPK, MSK): The setup algorithm takes the security parameter 1λ as input, and outputs a
master public key MPK ∈ MPK and a master secret key MSK ∈ MSK.

KeyGen(MSK, f )→ sk f : The key generation algorithm takes MSK and f ∈ F as input, and outputs a
secret key sk f ∈ SK.

Enc(MPK, m)→ CT: The encryption algorithm takes MPK and m ∈ M as input, and outputs a ciphertext
CT ∈ C.

Dec(sk f , CT, pub)→ y or ⊥: The decryption algorithm takes sk f , CT, and a public input pub ∈ P as
input, and outputs y or ⊥.

We require that an FE with certified everlasting deletion scheme satisfies correctness defined below.
13In their notation, the challenger corresponds to Z(θ).
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Definition 4.3.10 (Correctness of Public-Slot FE). There exists a negligible function negl such that for any
λ ∈N, m ∈ M, f ∈ F , and pub ∈ P ,

Pr

y ̸= f (m, pub)

∣∣∣∣∣∣∣∣
(MPK, MSK)← Setup(1λ)
sk f ← KeyGen(MSK, f )
CT← Enc(MPK, m)
y← Dec(sk f , CT, pub)

 ≤ negl(λ).

Definition 4.3.11 (Security of Public-Slot FE). Let Σ = (Setup, KeyGen, Enc, Dec) be a public-slot FE
scheme. We consider the following security experiment Expada-ind

Σ,A (λ, b) against a QPT adversary A .

1. The challenger runs (MPK, MSK)← Setup(1λ) and sends MPK to A .

2. A is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger receives
fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to A .

3. A sends (m0, m1) ∈ M2 to the challenger.

4. The challenger computes CT← Enc(MPK, mb) and sends CT to A .

5. Again, A is allowed to make arbitrarily many key queries.

6. A outputs b′ ∈ {0, 1}. If fℓ(m0, pub) = fℓ(m1, pub) holds for all key queries fℓ and public inputs
pub ∈ P , the experiment outputs b′. Otherwise, it outputs ⊥.

We say that Σ is adaptively indistinguishable-secure if for any QPT adversary A it holds that

Advada-ind
Σ,A (λ) :=

∣∣∣Pr
[
Expada-ind

Σ,A (λ, 0) = 1
]
− Pr

[
Expada-ind

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

It is easy to construct selectively single-ciphertext public-slot SKFE from multi-input FE by Goldwasser
et al., which can be instantiated with iO [GGG+14]. We convert it to adaptively indistinguishable-secure
public-slot PKFE via a few transformation. We prove the following theorem in Appendix A.2.4.

Theorem 4.3.12. If there exist iO and OWFs, there exists an adaptively indistinguishable-secure public-slot
PKFE for P/poly.

4.3.3 Collusion-Resistant Construction

Ingredients. We need the following building blocks.

• Public-slot FE FE = FE.(Setup, KeyGen, Enc, Dec) for all polynomial-size circuits.

• PRG PRG : {0, 1}λ → {0, 1}2λ.

Scheme description. Our FE with certified everlasting deletion scheme CED = CED.(Setup, KeyGen, Enc,
Dec, Del , Vrfy) is described below.

CED.Setup(1λ):

1. Generate (fe.MPK, fe.MSK)← FE.Setup(1λ).
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2. Output MPK := fe.MPK and MSK := fe.MSK.

CED.KeyGen(msk, f ):

1. Parse MSK = fe.MSK.
2. Generate fe.skg[ f ] ← FE.KeyGen(fe.MSK, g[ f ]) where g[ f ] is a function described in Figure 4.1.
3. Output sk f = fe.skg[ f ].

CED.Enc(MPK, m):

1. Parse MPK = fe.MPK.
2. Generate zi, θi ← {0, 1}λ for every i ∈ [2n + 1].
3. Generate ui,j,b ← {0, 1}λ and compute vi,j,b ← PRG(ui,j,b) for every i ∈ [2n + 1], j ∈ [λ], and

b ∈ {0, 1}. Set U := (ui,j,b)i∈[2n+1],j∈[λ],b∈{0,1} and V := (vi,j,b)i∈[2n+1],j∈[λ],b∈{0,1}.
4. Generate a state ∣∣ψi,j

〉
:=

{ ∣∣zi,j
〉 ∣∣∣ui,j,zi,j

〉
if θi,j = 0

|0⟩
∣∣ui,j,0

〉
+ (−1)zi,j |1⟩

∣∣ui,j,1
〉

if θi,j = 1

where θi,j (resp. zi,j) is the j-th bit of θi (resp. zi) for every i ∈ [2n + 1] and j ∈ [λ].
5. Generate

βi :=

{
mi ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, 2n + 1]
.

6. Generate fe.ct← FE.Enc(fe.MPK, V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1).
7. Output ct = (fe.ct,

⊗
i∈[2n+1],j∈[λ]

∣∣ψi,j
〉
) and vk = (U, (zi, θi)i∈[2n+1]).

CED.Dec(sk f , ct):

1. Parse sk f ← fe.skg[ f ] and ct = (fe.ct,
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
).

2. Coherently apply FE.Dec(fe.skg[ f ], fe.ct, ·) on
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
and measure the outcome y.

3. Output y.

CED.Del (ct):

1. Parse ct = (fe.ct,
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
).

2. Measure
∣∣ψi,j

〉
in the Hadamard basis to get ci,j∥di,j ∈ {0, 1}λ+1 for every i ∈ [2n + 1] and

j ∈ [λ].
3. Output cert = (ci,j, di,j)i∈[2n+1],j∈[λ].

CED.Vrfy(vk, cert):

1. Parse vk = (U, (zi, θi)i∈[2n+1]) and cert = (ci,j, di,j)i∈[2n+1],j∈[λ].
2. Check if zi,j = ci,j ⊕ di,j · (ui,j,0 ⊕ ui,j,1) holds for every i ∈ [2n + 1] and j ∈ [λ] such that

θi,j = 1, where zi,j is the j-th bit of zi. If so, output ⊤ and otherwise output ⊥.

Theorem 4.3.13. If FE is adaptively indistinguishable-secure public-slot FE for P/poly and PRG is a secure
PRG, CED is adaptively certified everlasting indistinguishable-secure FE for P/poly.
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g[ f ]

Secret Input: V, θ1, . . . , θ2n+1, β1, . . . , β2n+1
Public Input: (bi,j, ui,j)i∈[2n+1],j∈[λ]

1. Parse V = (vi,j,b)i∈[2n+1],j∈[λ],b∈{0,1}.
2. Check if PRG(ui,j) = vi,j,bi,j holds for every i ∈ [2n + 1] and j ∈ [λ]. If so, go to the next step and

otherwise output ⊥.
3. Compute mi := βi ⊕

⊕
j:θi,j=0 bi,j for every i ∈ [2n + 1].

4. Output f (m1∥ · · · ∥mn) if m2n+1 = 0 and output f (mn+1∥ · · · ∥m2n) otherwise.

Figure 4.1: The description of the function g[ f ]

Decryption Correctness. Let ct = (fe.ct,
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
) be an honestly generated ciphertext for

a message m and sk f = fe.skg[ f ] be an honestly generated decryption key for a function f . Then we have

fe.ct ∈ FE.Enc(fe.MPK, V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1) and
∣∣ψi,j

〉
=
∣∣zi,j
〉 ∣∣∣ui,j,zi,j

〉
for all i ∈ [2n + 1]

and j ∈ [λ] such that θi,j = 0. Since we have PRG(ui,j,b) = vi,j,b for all i ∈ [2n + 1], j ∈ [λ], and b ∈ {0, 1},
and m2n+1 = β2n+1 ⊕

⊕
j:θ2n+1,j=0 zi,j = 0, if we coherently run g[ f ](V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1, ·)

on
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
and measure the output, then the resulting outcome is f (β1⊕

⊕
j:θ1,j=0 z1,j∥ . . . ∥βn⊕⊕

j:θn,j=0 zn,j) = f (m). Then the decryption correctness follows from that of FE.

Verification Correctness. Let ct = (fe.ct,
⊗

i∈[2n+1],j∈[λ]
∣∣ψi,j

〉
) be an honestly generated ciphertext and

vk = (U, (zi, θi)i∈[2n+1]) be the corresponding verification key. For all i ∈ [2n + 1] and j ∈ [λ] such that
θi,j = 1, since we have

∣∣ψi,j
〉
= |0⟩

∣∣ui,j,0
〉
+ (−1)zi,j |1⟩

∣∣ui,j,1
〉
, if we measure it in the Hadamard basis,

then the outcome ci∥di satisfies zi,j = ci,j ⊕ di,j · (ui,j,0 ⊕ ui,j,1). This immediately implies the verification
correctness.

Security for C-Expada-ind
CED, A(λ, b). We omit the proof in the main body. See Appendix A.1.

Security for EV-Expada-ind
CED, A(λ, b). Let A be an adversary against the adaptive certified everlasting

indistinguishable-security. We consider the following sequence of hybrids.

Hyb0: This is the original everlasting adaptive security experiment where the challenge bit is set to be 0.
Specifically, it works as follows:

1. The challenger generates (fe.MPK, fe.MSK) ← FE.Setup(1λ), sets MPK := fe.MPK and
MSK := fe.MSK, and sends MPK to A .

2. A can make arbitrarily many key queries at any point of the experiment. When it makes a key query
f , the challenger generates fe.skg[ f ] ← FE.KeyGen(fe.MSK, g[ f ]) and returns sk f = fe.skg[ f ] to
A .
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3. A sends (m(0), m(1)) to the challenger.14 It must satisfy f (m(0)) = f (m(1)) for all key queries f
that are made before or after sending (m(0), m(1)).

4. The challenger generates (ct , vk)← Enc(MPK, m(0)). Specifically,
(a) Generate zi, θi ← {0, 1}λ for every i ∈ [2n + 1].
(b) Generate ui,j,b ← {0, 1}λ and compute vi,j,b ← PRG(ui,j,b) for every i ∈ [2n + 1], j ∈ [λ]

and b ∈ {0, 1} and set U = (ui,j,b)i∈[2n+1],j∈[λ],b∈{0,1} and V := (vi,j,b)i∈[2n+1],j∈[λ],b∈{0,1}.
(c) Generate a state

∣∣ψi,j
〉

:=

{ ∣∣zi,j
〉 ∣∣∣ui,j,zi,j

〉
if θi,j = 0

|0⟩
∣∣ui,j,0

〉
+ (−1)zi,j |1⟩

∣∣ui,j,1
〉

if θi,j = 1

where θi,j (resp. zi,j) is the j-th bit of θi (resp. zi) for every i ∈ [2n + 1] and j ∈ [λ].
(d) Generate

βi :=

{
m(0)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, 2n + 1]
.

(e) Generate fe.ct← FE.Enc(fe.MPK, V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1).
(f) Set ct = (fe.ct,

⊗
i∈[2n+1],j∈[λ]

∣∣ψi,j
〉
) and vk = (U, (zi, θi)i∈[2n+1]).

The challenger sends ct to A .
5. A sends cert = (ci,j, di,j)i∈[2n+1],j∈[λ] and its internal state ρ to the challenger.
6. The challenger checks if zi,j = ci,j ⊕ di,j · (ui,j,0⊕ ui,j,1) holds for every i ∈ [2n + 1] and j ∈ [λ]

such that θi,j = 1. If it does not hold, the challenger outputs ⊥ as a final output of the experiment.
Otherwise, go to the next step.

7. The experiment outputs ρ as a final output.

Hyb1,k: For k = 0, 1, . . . , n, this hybrid is identical to Hyb0 except that the way of generating βi is modified
as follows:

βi :=


m(0)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

m(1)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + 1, n + k]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + k + 1, 2n + 1]

.

Remark that Hyb1,0 is identical to Hyb0.

Hyb2: This hybrid is identical to Hyb1,n except that β2n+1 is flipped. That is, βi is generated as follows.

βi :=


m(0)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

m(1)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + 1, 2n]

1⊕⊕j:θi,j=0 zi,j if i = 2n + 1

.

14We use (m(0), m(1)) instead of (m0, m1) to denote a pair of challenge messages to avoid a notational collision.
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Hyb3,k: For k = 0, 1, . . . , n, this hybrid is identical to Hyb2 except that the way of generating βi is modified
as follows:

βi :=


m(1)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [k]

m(0)
i ⊕

⊕
j:θi,j=0 zi,j if i ∈ [k + 1, n]

m(1)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + 1, 2n]

1⊕⊕j:θi,j=0 zi,j if i ∈ [n + k + 1, 2n + 1]

.

Remark that Hyb3,0 is identical to Hyb2.

Hyb4: This hybrid is identical to Hyb3,n except that β2n+1 is flipped. That is, βi is generated as follows.

βi :=


m(1)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

m(1)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + 1, 2n]

0⊕⊕j:θi,j=0 zi,j if i = 2n + 1

.

Hyb5,k: For k = 0, 1, . . . , n, this hybrid is identical to Hyb4 except that the way of generating βi is modified
as follows:

βi :=


m(1)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, n + k]

m(0)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + k + 1, 2n]

0⊕⊕j:θi,j=0 zi,j if i = 2n + 1

.

Remark that Hyb5,0 is identical to Hyb4.

Remark that Hyb5,n is exactly the everlasting adaptive experiment where the challenge bit is set to be 1.
Thus, we have to prove

TD(Hyb0, Hyb5,n) ≤ negl(λ). (4.1)

We prove this by the following lemmata.

Lemma 4.3.14. If FE is adaptively secure and PRG is a secure PRG, for any k ∈ [n],

TD(Hyb1,k−1, Hyb1,k) ≤ negl(λ).

Lemma 4.3.15. If FE is adaptively secure and PRG is a secure PRG,

TD(Hyb1,n, Hyb2) ≤ negl(λ).

Lemma 4.3.16. If FE is adaptively secure and PRG is a secure PRG, for any k ∈ [n],

TD(Hyb3,k−1, Hyb3,k) ≤ negl(λ).

Lemma 4.3.17. If FE is adaptively secure and PRG is a secure PRG,

TD(Hyb3,n, Hyb4) ≤ negl(λ).

78



Lemma 4.3.18. If FE is adaptively secure and PRG is a secure PRG, for any k ∈ [n],

TD(Hyb5,k−1, Hyb5,k) ≤ negl(λ).

Noting that Hyb1,0, Hyb3,0, and Hyb5,0 are identical to Hyb0, Hyb2, and Hyb4, respectively, Lemmata 4.3.14
to 4.3.18 imply Equation (4.1).

What is left is to prove these lemmata. Actually, the proofs of these lemmata are very similar. We give
a full proof of Lemma 4.3.14 below. After that, we also explain how to modify it to prove Lemma 4.3.15.
The proofs of Lemmata 4.3.16 and 4.3.18 are almost identical to that of Lemma 4.3.14 and the proof of
Lemma 4.3.17 is almost identical to that of Lemma 4.3.15, and thus we omit them.

Proof of Lemma 4.3.14. First, we prove Lemma 4.3.14 below.

Proof. For applying Lemma 4.3.7, we consider the following experiment Expt1,k
B,C (λ, θ, β) between a QPT

adversary B and a challenger C for θ ∈ {0, 1}λ and β ∈ {0, 1} as follows:

Expt1,k
B,C (λ, θ, β): In this experiment, B and C play the roles of A and the challenger of Hyb1,k with the

differences that C sets βn+k := β and θn+k := θ, C does not generate
∣∣ψn+k,j

〉
for j ∈ [λ] and thus not

send it to B, C additionally sends {un+k,j,b}j∈[λ],b∈{0,1} to B, and B finally outputs a bit b′ instead of a
certificate. Specifically, it works as follows:

1. C generates (fe.MPK, fe.MSK)← FE.Setup(1λ), sets MPK := fe.MPK and MSK := fe.MSK,
and sends MPK to B.

2. B can make arbitrarily many key queries at any point of the experiment. When it makes a key
query f , C generates fe.skg[ f ] ← FE.KeyGen(fe.MSK, g[ f ]) and returns sk f = fe.skg[ f ] to B.

3. B sends (m(0), m(1)) to C . It must satisfy f (m(0)) = f (m(1)) for all key queries f that are made
before or after sending (m(0), m(1)).

4. C does the following:
(a) Generate zi, θi ← {0, 1}λ for every i ∈ [2n + 1] \ {n + k} and set θn+k := θ.
(b) Generate ui,j,b ← {0, 1}λ and compute vi,j,b ← PRG(ui,j,b) for every i ∈ [2n + 1], j ∈ [λ]

and b ∈ {0, 1} and set U = (ui,j,b)i∈[2n+1],j∈[λ],b∈{0,1} and V := (vi,j,b)i∈[2n+1],j∈[λ],b∈{0,1}.
(c) Generate a state

∣∣ψi,j
〉

:=

{ ∣∣zi,j
〉 ∣∣∣ui,j,zi,j

〉
if θi,j = 0

|0⟩
∣∣ui,j,0

〉
+ (−1)zi,j |1⟩

∣∣ui,j,1
〉

if θi,j = 1

where θi,j (resp. zi,j) is the j-th bit of θi (resp. zi) for every i ∈ [2n + 1] \ {n + k} and
j ∈ [λ].

(d) Generate

βi :=


m(0)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

m(1)
i−n ⊕

⊕
j:θi,j=0 zi,j if i ∈ [n + 1, n + k− 1]

β if i = n + k
0⊕⊕j:θi,j=0 zi,j if i ∈ [n + k + 1, 2n + 1]

.
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(e) Generate fe.ct← FE.Enc(fe.MPK, V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1).
C sends (fe.ct,

⊗
i∈[2n+1]\{n+k},j∈[λ]

∣∣ψi,j
〉

, {un+k,j,b}j∈[λ],b∈{0,1}) to B.
5. B outputs a bit b′ as a final output of the experiment.

We prove the following lemma.

Lemma 4.3.19. For any QPT B,∣∣∣∣Pr[Expt1,k
B,C (λ, θ, β) = 1]− Pr[Expt1,k

B,C (λ, 0n, β) = 1]
∣∣∣∣ ≤ negl(λ).

Before proving Lemma 4.3.19, we complete the proof of Lemma 4.3.14 assuming that Lemma 4.3.19 is
true. By Lemmata 4.3.7 and 4.3.19, for any QPT adversary B ′, we have

TD(Ẽxpt1,k
B ′,C (λ, 0), Ẽxpt1,k

B ′,C (λ, 1)) ≤ negl(λ). (4.2)

where Ẽxpt1,k
B ′,C (λ, b) is an experiment that works as follows:

Ẽxpt1.k
B ′,C (λ, b):

1. Sample z, θ ← {0, 1}λ.
2. B ′ takes (1λ, |z⟩θ) as input.

3. B ′ interacts with C as in Expt1,k
B,C (λ, θ, b⊕⊕j:θi,j=0 zi,j) where B ′ plays the role of B.

4. B ′ outputs a string z′ ∈ {0, 1}λ and a quantum state ρ.
5. If zj = z′j for all j ∈ [λ] such that θj = 1 then the experiment outputs ρ, and otherwise it outputs

a special symbol ⊥.

Note that the only difference between Hyb1,k−1 and Hyb1,k is that βn+k is set to be 0⊕⊕j:θi,j=0 zi,j in Hyb1,k−1

and m(1)
k ⊕

⊕
j:θi,j=0 zi,j in Hyb1,k. If m(1)

k = 0, then there is no difference. Thus, we assume that m(1)
k = 1.

Then we construct B ′ that distinguishes Ẽxpt1.k
B ′,C (λ, 0) and Ẽxpt1.k

B ′,C (λ, 1) using A that distinguishes Hyb1,k−1
and Hyb1,k as follows.

B ′(1λ, |z⟩θ):

1. B ′ plays the role of A in Hyb1,k where the external challenger C of Ẽxpt1,k
B ′,C (λ, b) is used to

simulate the challenger of Hyb1,k. C provides everything that should be sent to A except for∣∣ψn+k,j
〉

for j ∈ [λ]. B ′ generates
∣∣ψn+k,j

〉
by applying the map |b⟩ → |b⟩

∣∣un+k,j,b
〉

on the j-th
qubit of |z⟩θ and uses it as part of ct sent to A . Note that this is possible since (un+k,j,b)j∈[λ],b∈{0,1}
is provided from C .

2. Suppose that A returns a certificate (ci,j, di,j)i∈[2n+1],j∈[λ]. B ′ sets z′n+k,j = cn+k,j ⊕ dn+k,j ·
(un+k,j,0 ⊕ un+k,j,1) for j ∈ [λ]. Again, note that this is possible since (un+k,j,b)j∈[λ],b∈{0,1} is
provided from C .

3. Output z′ := z′n+k,1∥ . . . ∥z′n+k,λ and A’s internal state ρ.
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We can see that B ′ perfectly simulates Hyb1,k−1 if b = 0 and Hyb1,k if b = 1. (Recall that we are assuming
m(1)

k = 1.) Moreover, we have zj = z′j for all j ∈ [λ] (which is the condition to not output⊥ in Ẽxpt1.k
B ′,C (λ, b))

whenever zi,j = ci,j ⊕ di,j · (ui,j,0 ⊕ ui,j,1) holds for every i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 1 (which
is the condition to not output ⊥ in Hyb1,k−1 and Hyb1,k). Therefore, we must have

TD(Hyb1,k−1, Hyb1,k) ≤ TD(Ẽxpt1,k
B ′,C (λ, 0), Ẽxpt1,k

B ′,C (λ, 1)).

Combined with Equation (4.2), this completes the proof of Lemma 4.3.14.

Now, we are left to prove Lemma 4.3.19.

Proof of Lemma 4.3.19. We further consider the following sequence of hybrids:

Expt1,k,a
B,C (λ, θ, β): This is identical to Expt1,k

B,C (λ, θ, β) except that vi,j,1⊕zi,j is uniformly chosen from {0, 1}2λ

instead of being set to be PRG(ui,j,1⊕zi,j) for all i ∈ [2n + 1] \ {n + k} and j ∈ [λ] such that θi,j = 0.

Expt1,k,b
B,C (λ, θ, β): This is identical to Expt1,k,a

B,C (λ, θ, β) except that θn+k = θ is replaced with 0n. Note that
θn+k only appears in the encrypted message for fe.ct in Expt1,k,a

B,C (λ, θ, β).

Proposition 4.3.20. If PRG is a secure PRG,∣∣∣∣Pr[Expt1,k
B,C (λ, θ, β) = 1]− Pr[Expt1,k,a

B,C (λ, θ, β) = 1]
∣∣∣∣ ≤ negl(λ).

Proof. Noting that ui,j,1⊕zi,j for i ∈ [2n + 1] \ {n + k} and j ∈ [λ] such that θi,j = 0 is used only for
generating vi,j,1⊕zi,j in Expt1,k

B,C (λ, θ, β), Proposition 4.3.20 directly follows from the security of PRG.

Proposition 4.3.21. If FE is adaptively secure,∣∣∣∣Pr[Expt1,k,a
B,C (λ, θ, β) = 1]− Pr[Expt1,k,b

B,C (λ, θ, β) = 1]
∣∣∣∣ ≤ negl(λ).

Proof. For each i ∈ [2n + 1] \ {n + k} and j ∈ [λ] such that θi,j = 0, there is no u such that PRG(u) =
vi,j,1⊕zi,j except for probability 2−λ. Let Good be the event that the above holds for all i ∈ [2n + 1] \ {n + k}
and j ∈ [λ] such that θi,j = 0. We have Pr[Good] ≥ 1− 2nλ2−λ = 1− negl(λ). We prove that whenever
Good occurs, we have

g[ f ]((V, θ1, . . . , θ2n+1, β1, . . . , β2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ]) (4.3)
=g[ f ]((V, θ1, . . . , θn+k−1, 0n, θn+k+1,...θ2n+1, β1, . . . , β2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ])

for all key queries f and (bi,j, ui,j)i∈[2n+1],j∈[λ]. If this is proven, Proposition 4.3.21 directly follows from the
adaptive security of FE.

Below, we prove Equation (4.3). We consider the following two cases.

• If PRG(ui,j) = vi,j,bi,j holds for every i ∈ [2n + 1] and j ∈ [λ], then by the assumption that Good
occurs, we have bi,j = zi,j for all i ∈ [2n + 1] \ {n + k} and j ∈ [λ] such that θi,j = 0. Then we
have βi ⊕

⊕
j:θi,j=0 bi,j = m(0)

i for i ∈ [n] and β2n+1 ⊕
⊕

j:θ2n+1,j=0 b2n+1,j = 0. Then both sides of
Equation (4.3) are equal to f (m(0)).
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• Otherwise, both sides of Equation (4.3) are equal to ⊥.

In either case, Equation (4.3) holds. This completes the proof of Proposition 4.3.21.

Proposition 4.3.22. If PRG is a secure PRG,∣∣∣∣Pr[Expt1,k,b
B,C (λ, θ, β) = 1]− Pr[Expt1,k

B,C (λ, 0n, β) = 1]
∣∣∣∣ ≤ negl(λ).

Proof. Noting that ui,j,1⊕zi,j for i ∈ [2n + 1] \ {n + k} and j ∈ [λ] such that θi,j = 0 is used only for
generating vi,j,1⊕zi,j in Expt1,k

B,C (λ, 0n, β), Proposition 4.3.22 directly follows from the security of PRG.

Lemma 4.3.19 follows from the above propositions.

Proof of Lemma 4.3.15. Next, we prove Lemma 4.3.15.

Proof. Since the proof of Lemma 4.3.15 is very similar to that of Lemma 4.3.14, we only explain the
difference. First, we define an experiment Expt2

B,C (λ, θ, β) that is similar to Expt1,k
B,C (λ, θ, β) except that

n + k is replaced with 2n + 1. Then by almost the same argument as that in the proof of Lemma 4.3.14 using
Lemma 4.3.7, we only have to prove∣∣∣∣Pr[Expt2

B,C (λ, θ, β) = 1]− Pr[Expt2
B,C (λ, 0n, β) = 1]

∣∣∣∣ ≤ negl(λ)

for all QPT B. Its proof is also similar to that of Lemma 4.3.19. We define Expt2,a
B,C (λ, θ, β) and

Expt2,b
B,C (λ, θ, β) similarly to Expt1,k,a

B,C (λ, θ, β) and Expt1,k,b
B,C (λ, θ, β) except that n + k is replaced with

2n + 1. Then the computational indistinguishability between Expt2
B,C (λ, θ, β) and Expt2,a

B,C (λ, θ, β) and
between Expt2,b

B,C (λ, θ, β) and Expt2
B,C (λ, 0n, β) immediately follow from the security of PRG. We argue the

computational indistinguishability between Expt2,a
B,C (λ, θ, β) and Expt2,b

B,C (λ, θ, β) based on the security of
FE as follows.

Let Good be the event that there is no u such that PRG(u) = vi,j,1⊕zi,j for all i ∈ [2n] and j ∈ [λ] such
that θi,j = 0. We have Pr[Good] ≥ 1− negl(λ). Similarly to the proof of Proposition 4.3.21, it suffices to
prove that whenever Good occurs, we have

g[ f ]((V, θ1, . . . , θ2n+1, β1, . . . , β2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ]) (4.4)

=g[ f ]((V, θ1, . . . , θ2n, 0λ, β1, . . . , β2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ])

for all key queries f and (bi,j, ui,j)i∈[2n+1],j∈[λ]. Below, we prove Equation (4.4). We consider the following
two cases.

• If PRG(ui,j) = vi,j,bi,j holds for every i ∈ [2n + 1] and j ∈ [λ], then by the assumption that Good
occurs, we have bi,j = zi,j for all i ∈ [2n] and j ∈ [λ] such that θi,j = 0. Then we have

βi ⊕
⊕

j:θi,j=0

bi,j =

{
m(0)

i if i ∈ [n]
m(1)

i−n if i ∈ [n + 1, 2n]
.

Then the LHS of Equation (4.4) is equal to f (m(γ)) where γ = β2n+1 ⊕
⊕

j:θi,j=0 b2n+1,j and the RHS
of Equation (4.4) is equal to f (m(γ′)) where γ′ = β2n+1 ⊕

⊕
j∈[λ] b2n+1,j. By the restriction on B , we

have f (m(0)) = f (m(1)). Therefore, both sides of Equation (4.4) are equal to f (m(0)) = f (m(1)).
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• Otherwise, both sides of Equation (4.4) are equal to ⊥.

In either case, Equation (4.4) holds. This completes the proof of Lemma 4.3.15.

4.4 Bounded Collusion-Resistant Functional Encryption with Certified Ever-
lasting Deletion

4.4.1 Definitions

We also require verification correctness with QOTP for q-bounded certified everlasting simulation-secure FE
because we need it for the construction of certified everlasting secure FE in Section 4.4.3.

Definition 4.4.1 (Verification Correctness with QOTP). There exists a negligible function negl and a PPT
algorithm Recover such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert∗) = ⊥

∣∣∣∣∣∣∣∣∣∣

(MPK, MSK)← Setup(1λ, 1q)
(vk, ct)← Enc(MPK, m)

a, b← {0, 1}p(λ)

c̃ert← Del (ZbXactXaZb)
cert∗ ← Recover(a, b, c̃ert)

 ≤ negl(λ).

Another is an adaptively simulation-based security notion in the bounded collusion-resistant setting.
The other is a non-adaptively simulation-based security notion in the bounded collusion-resistant setting.
We consider only bounded collusion-resistance in the simulation-based definitions because achieving
simulation-based security is impossible in the collusion-resistant setting [AGVW13].

Our simulation-based security notion is a natural extension of that in the classical FE setting [GVW12].
Note that the setup algorithm additionally takes 1q as input in the bounded collusion-resistant setting where q
is the total number of key queries.

Definition 4.4.2 (q-Bounded Certified Everlasting Simulation-Security). Let q be a polynomial of λ. Let
Σ = (Setup, KeyGen, Enc, Dec, Del , Vrfy) be a q-bounded FE with certified everlasting deletion scheme. We
consider the following security experiment Expcert-ever-ada-sim

Σ,A (λ, b) against a QPT adversary A1 and an
unbounded adversary A2. Let Sim1, Sim2, and Sim3 be a QPT algorithm.

1. The challenger runs (MPK, MSK)← Setup(1λ, 1q) and sends MPK to A1.

2. A1 is allowed to make arbitrary key queries. For the ℓ-th key query, the challenger receives fℓ ∈ F ,
computes sk fℓ ← KeyGen(MSK, fℓ) and sends sk fℓ to A1. Let qpre be the number of times that A1
makes key queries in this phase. Let V := {yi := fi(m), fi, sk fi}i∈[qpre].

3. A1 chooses m ∈ M and sends m to the challenger.

4. The experiment works as follows:

• If b = 0, the challenger computes (vk, ct)← Enc(MPK, m), and sends ct to A1.
• If b = 1, the challenger computes (ct , stqpre)← Sim1(MPK,V , 1|m|), and sends ct to A1, where

stqpre is a quantum state.
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5. A1 is allowed to make arbitrary key queries at most q− qpre times. For the ℓ-th key query, the challenger
works as follows.

• If b = 0, the challenger receives fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to
A1.

• If b = 1, the challenger receives fℓ ∈ F , computes (sk fℓ , stℓ) ← Sim2(MSK, fℓ, fℓ(m), stℓ−1),
and sends sk fℓ to A1, where stℓ is a quantum state.

6. If b = 1, the challenger runs vk← Sim3(stq).

7. At some point, A1 sends cert to the challenger and its internal state to A2.

8. The challenger computes Vrfy(vk, cert). If the output is ⊤, then the challenger outputs ⊤, and sends
MSK to A2. Otherwise, the challenger outputs ⊥, and sends ⊥ to A2.

9. A2 outputs b′ ∈ {0, 1}. If the challenger outputs ⊤, the output of the experiment is b′. Otherwise, the
output of the experiment is ⊥.

We say that Σ is q-bounded adaptively certified everlasting simulation-secure if there exists a QPT simulator
Sim = (Sim1, Sim2, Sim3) such that for any QPT adversary A1 and any unbounded adversary A2 it holds that

Advcert-ever-ada-sim
Σ,A (λ) :=

∣∣∣Pr
[
Expcert-ever-ada-sim

Σ,A (λ, 0) = 1
]
− Pr

[
Expcert-ever-ada-sim

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Remark 4.4.3. Note that Definitions 4.4.2 and 4.4.4 were presented before the work by Bartusek and
Khurana [BK23] appeared. Although we can define simulation-based definitions based on the definitions by
Bartusek and Khurana, we leave our original simulation-based definitions as a concurrent and independent
work. We also note that the challenger can omit sending MSK to A2 in Definitions 4.4.2 and 4.4.4 in the
public-key setting based on the results by Bartusek and Khurana [BK23, Claim A.3 and A.4].

We can consider a non-adaptive variant of the definition above.

Definition 4.4.4 (q-Bounded Non-Adaptive Certified Everlasting Simulation-Security). Let q be a
polynomial of λ. Let Σ = (Setup, KeyGen, Enc, Dec, Del , Vrfy) be a q-bounded FE with certified everlasting
deletion scheme. We consider the following security experiment Expcert-ever-noada-sim

Σ,A (λ, b) against a QPT
adversary A1 and an unbounded adversary A2. Let Sim be a QPT algorithm.

1. The challenger runs (MPK, MSK)← Setup(1λ) and sends MPK to A1.

2. A1 is allowed to make arbitrary key queries. For the ℓ-th key query, the challenger receives fℓ ∈ F ,
computes sk fℓ ← KeyGen(MSK, fℓ) and sends sk fℓ to A1. Let q be the total number of times that A1
makes key queries. Let V := {yi := fi(m), fi, sk fi}i∈[q].

3. A1 chooses m ∈ M and sends m to the challenger.

4. The experiment works as follows:

• If b = 0, the challenger computes (vk, ct)← Enc(MPK, m), and sends ct to A1.
• If b = 1, the challenger computes (vk, ct)← Sim(MPK,V , 1|m|), and sends ct to A1.

5. At some point, A1 sends cert to the challenger and its internal state to A2.
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6. The challenger computes Vrfy(vk, cert). If the output is ⊤, then the challenger outputs ⊤, and sends
MSK to A2. Otherwise, the challenger outputs ⊥, and sends ⊥ to A2.

7. A2 outputs b′ ∈ {0, 1}. If the challenger outputs ⊤, the output of the experiment is b′. Otherwise, the
output of the experiment is ⊥.

We say that Σ is q-bounded non-adaptive certified everlasting simulation-secure if there exists a QPT
simulator Sim such that for any QPT adversary A1 and any unbounded adversary A2 it holds that

Advcert-ever-noada-sim
Σ,A (λ) :=

∣∣∣Pr
[
Expcert-ever-noada-sim

Σ,A (λ, 0) = 1
]
− Pr

[
Expcert-ever-noada-sim

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

We need to consider standard simulation-security notions for FE with certified everlasting deletion. We
note that the following two security definitions are simulation-based ones defined in [GVW12].

Definition 4.4.5 (q-Bounded Non-Adaptive Simulation-Security for FE with Certified Everlasting
Deletion [GVW12]). Let q be a polynomial of λ. Let Σ = (Setup, KeyGen, Enc, Dec, Del , Vrfy) be a
q-bounded FE with certified everlasting deletion scheme. We consider the following security experiment
Expnon-ada-sim

Σ,A (λ, b) against a QPT adversary A . Let Sim be a QPT algorithm.

1. The challenger runs (MPK, MSK)← Setup(1λ, 1q) and sends MPK to A .

2. A is allowed to make arbitrary key queries. For the ℓ-th key query, the challenger receives fℓ ∈ F ,
computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to A . Let q be the total number of times that A
makes key queries. Let V := {yi := fi(m), fi, sk fi}i∈[q].

3. A chooses m ∈ M and sends m to the challenger.

4. The experiment works as follows:

• If b = 0, the challenger computes (vk, ct)← Enc(MPK, m), and sends ct to A .
• If b = 1, the challenger computes ct ← Sim(MPK,V , 1|m|), and sends ct to A .

5. A outputs b′ ∈ {0, 1}. The output of the experiment is b′.

We say that Σ is q-bounded non-adaptive secure if there exists a QPT simulator Sim such that for any QPT
adversary A it holds that

Advnon-ada-sim
Σ,A (λ) :=

∣∣∣Pr
[
Expnon-ada-sim

Σ,A (λ, 0) = 1
]
− Pr

[
Expnon-ada-sim

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition 4.4.6 (q-Bounded Adaptive Simulation-Security for FE with Certified Everlasting Dele-
tion [GVW12]). Let q be a polynomial of λ. Let Σ = (Setup, KeyGen, Enc, Dec, Del , Vrfy) be a q-bounded
FE with certified everlasting deletion scheme. We consider the following security experiment Expada-sim

Σ,A (λ, b)
against a QPT adversary A . Let Sim1 and Sim2 be a QPT algorithm.

1. The challenger runs (MPK, MSK)← Setup(1λ, 1q) and sends MPK to A .

2. A is allowed to make arbitrary key queries. For the ℓ-th key query, the challenger receives fℓ ∈ F ,
computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to A . Let qpre be the number of times that A
makes key queries in this phase. Let V := {yi := fi(m), fi, sk fi}i∈[qpre].
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3. A chooses m ∈ M and sends m to the challenger.

4. The experiment works as follows:

• If b = 0, the challenger computes (vk, ct)← Enc(MPK, m), and sends ct to A .
• If b = 1, the challenger computes (ct , stqpre) ← Sim1(MPK,V , 1|m|), and sends ct to A , where

stqpre is a quantum state.

5. A is allowed to make arbitrary key queries at most (q − qpre) times. For the ℓ-th key query, the
challenger works as follows:

• If b = 0, the challenger receives fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to
A .

• If b = 1, the challenger receives fℓ ∈ F , computes (sk fℓ , stℓ) ← Sim2(MSK, fℓ, fℓ(m), stℓ−1),
and sends sk fℓ to A .

6. A outputs b′ ∈ {0, 1}. The output of the experiment is b′.

We say that Σ is q-bounded adaptive simulation-secure if there exists a QPT simulator Sim = (Sim1, Sim2)
such that for any QPT adversary A it holds that

Advada-sim
Σ,A (λ) :=

∣∣∣Pr
[
Expada-sim

Σ,A (λ, 0) = 1
]
− Pr

[
Expada-sim

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

4.4.2 1-Bounded Construction with Non-Adaptive Security

To achieve q-bounded adaptive certified everlasting simulation-secure FE in Section 4.4.4, we prepare building
blocks in this section and Section 4.4.3. In this section, we construct a 1-bounded non-adaptive certified
everlasting simulation-secure FE scheme from a certified everlasting secure garbling scheme (Definition A.5.1)
and a certified everlasting secure PKE scheme (Definition A.3.8). See Appendices A.3.4, A.3.5 and A.5.2 for
how to achieve these building blocks. Regarding PKE, we can also use the construction by Bartusek and
Khurana [BK23].

Our 1-bounded non-adaptive certified everlasting secure FE scheme. This construction is essentially the
same as the 1-bound FE by Sahai and Seyalioglu [SS10]. We use a universal circuit U(·, x) in which a plaintext
x is hard-wired. The universal circuit takes a function f as input and outputs f (x). Let s := | f |. We construct a
1-bounded non-adaptive certified everlasting secure FE scheme Σcefe = (Setup, KeyGen, Enc, Dec, Del , Vrfy)
from a certified everlasting secure garbling scheme Σcegc = GC.(Setup, Garble, Eval , Del , Vrfy) (Defini-
tion A.5.1) and a certified everlasting secure PKE scheme Σcepk = PKE.(KeyGen, Enc, Dec, Del , Vrfy) (Defi-
nition A.3.8).

Setup(1λ):

• Generate (pke.pki,α, pke.ski,α)← PKE.KeyGen(1λ) for every i ∈ [s] and α ∈ {0, 1}.
• Output MPK := {pke.pki,α}i∈[s],α∈{0,1} and MSK := {pke.ski,α}i∈[s],α∈{0,1}.

KeyGen(MSK, f ):

• Parse MSK = {pke.ski,α}i∈[s],α∈{0,1} and f = ( f1, · · · , fs).
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• Output sk f := ( f , {pke.ski, f [i]}i∈[s]).

Enc(MPK, m):

• Parse MPK = {pke.pki,α}i∈[s],α∈{0,1}.

• Compute {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ).

• Compute (Ũ, gc.vk)← GC.Garble(1λ, U(·, m), {Li,α}i∈[s],α∈{0,1}).
• For every i ∈ [s] and α ∈ {0, 1}, compute (pke.vki,α, pke.ct i,α)← PKE.Enc(pke.pki,α, Li,α).
• Output vk := (gc.vk, {pke.vki,α}i∈[s],α∈{0,1}) and ct := (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}).

Dec(sk f , ct):

• Parse sk f = ( f , {pke.ski}i∈[s]) and ct = (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}).
• For every i ∈ [s], compute Li,← PKE.Dec(pke.ski, pke.ct i, f [i]).

• Compute y← GC.Eval (Ũ, {Li}i∈[s]).
• Output y.

Del (ct):

• Parse ct = (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}).

• Compute gc.cert← GC.Del (Ũ).
• For every i ∈ [s] and α ∈ {0, 1}, compute pke.certi,α ← PKE.Del (pke.cti,α).
• Output cert := (gc.cert, {pke.certi,α}i∈[s],α∈{0,1}).

Vrfy(vk, cert):

• Parse vk = (gc.vk, {pke.vki,α}i∈[s],α∈{0,1}) and cert = (gc.cert, {pke.certi,α}i∈[s],α∈{0,1}).
• Output ⊤ if ⊤ ← GC.Vrfy(gc.vk, gc.cert) and ⊤ ← PKE.Vrfy(pke.vki,α, pke.certi,α) for every

i ∈ [s] and α ∈ {0, 1}. Otherwise, output ⊥.

Correctness: Correctness easily follows from that of Σcegc and Σcepk.

Security: The following two theorems hold.

Theorem 4.4.7. If Σcegc satisfies the selective security (Definition A.5.4) and Σcepk satisfies the IND-CPA
security (Definition A.3.12), Σcefe satisfies the 1-bounded non-adaptive simulation-security (Definition 4.4.5).

Its proof is similar to that of Theorem 4.4.8, and therefore we omit it.

Theorem 4.4.8. If Σcegc satisfies the selective certified everlasting security (Definition A.5.5) and Σcepk satisfies
the certified everlasting IND-CPA security (Definition A.3.13), Σcefe satisfies the 1-bounded non-adaptive
certified everlasting simulation-security (Definition 4.4.4).

Proof of Theorem 4.4.8. Let us describe how the simulator Sim works.

Sim(MPK,V , 1|m|):
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1. Parse MPK = {pke.pki,α}i∈[s],α∈{0,1} and V = { f (m), f , ( f , {pke.ski, f [i]}i∈[s])} or ∅.
2. If V = ∅, generate f ← {0, 1}s.
3. Generate {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ) and L∗i, f [i]⊕1 ← L for every i ∈ [s].

4. Compute (Ũ, gc.vk)← GC.Sim(1λ, 1| f |, U( f , m), {Li, f [i]}i∈[s]).
5. Compute (pke.vki, f [i], pke.ct i, f [i])← PKE.Enc(pke.pki, f [i], Li, f [i]) and (pke.vki, f [i]⊕1, pke.ct i, f [i]⊕1)←

PKE.Enc(pke.pki, f [i]⊕1, L∗i, f [i]⊕1) for every i ∈ [s].

6. Output vk := (gc.vk, {pke.vki,α}i∈[s],α∈{0,1}) and ct := (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}).

Let us define the sequence of hybrids as follows.

Hyb0: This is identical to Expcert-ever-non-adapt
Σcefe,A (λ, 0).

1. The challenger generates (pke.pki,α, pke.ski,α) ← PKE.KeyGen(1λ) for every i ∈ [s] and
α ∈ {0, 1}, and sends {pke.pki,α}i∈[s],α∈{0,1} to A1.

2. A1 is allowed to call a key query at most one time. If a key query is called, the challenger receives
an function f from A1, and sends ( f , {pke.ski, f [i]}i∈[s]) to A1.

3. A1 chooses m ∈ M, and sends m to the challenger.
4. The challenger computes {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ), (Ũ, gc.vk)← GC.Garble(1λ, U(·, m),
{Li,α}i∈[s],α∈{0,1}), and (pke.vki,α, pke.ct i,α) ← PKE.Enc(pke.pki,α, Li,α) for every i ∈ [s] and
α ∈ {0, 1}, and sends (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}) to A1.

5. A1 sends (gc.cert, {pke.certi,α}i∈[s],α∈{0,1}) to the challenger, and sends its internal state to A2.
6. If ⊤ ← GC.Vrfy(gc.vk, gc.cert), and ⊤ ← PKE.Vrfy(pke.vki,α, pke.certi,α) for every i ∈ [s]

and α ∈ {0, 1}, the challenger outputs ⊤, and sends {pke.ski,α}i∈[s],α∈{0,1} to A2. Otherwise, the
challenger outputs ⊥, and sends ⊥ to A2.

7. A2 outputs b′. If the challenger outputs ⊤, the output of the experiment is b′. Otherwise, the
output of the experiment is ⊥.

Hyb1: This is identical to Hyb0 except for the following four points. First, the challenger generates f ∈ {0, 1}s

if a key query is not called in step 2. Second, the challenger randomly generates L∗i, f [i]⊕1 ← L for
every i ∈ [s] and {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ) in step 2 regardless of whether a key query is
called or not. Third, the challenger does not compute {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ) in step 4.
Fourth, the challenger computes (pke.vki, f [i]⊕1, pke.ct i, f [i]⊕1)← PKE.Enc(pke.pki, f [i]⊕1, L∗i, f [i]⊕1) for
every i ∈ [s] instead of computing (pke.vki, f [i]⊕1, pke.ct i, f [i]⊕1)← PKE.Enc(pke.pki, f [i]⊕1, Li, f [i]⊕1)
for every i ∈ [s].

Hyb2: This is identical to Hyb1 except for the following point. The challenger computes (Ũ, gc.vk) ←
GC.Sim(1λ, 1| f |, U( f , m), {Li, f [i]}i∈[s]) instead of computing (Ũ, gc.vk) ← GC.Garble(1λ, U(·, m),
{Li,α}i∈[s],α∈{0,1}).

From the definition of Expcert-ever-non-adapt
Σcefe,A (λ, b) and Sim , it is clear that Pr[Hyb0 = 1] =

Pr
[
Expcert-ever-non-adapt

Σcefe,A (λ, 0) = 1
]

and Pr[Hyb2 = 1] = Pr
[
Expcert-ever-non-adapt

Σcefe,A (λ, 1) = 1
]
. Therefore,

Theorem 4.4.8 easily follows from the following Propositions 4.4.9 and 4.4.10. (whose proof is given
later.)
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Proposition 4.4.9. If Σcepk satisfies the certified everlasting IND-CPA security,

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Proposition 4.4.10. If Σcegc satisfies the certified everlasting selective security,

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Proof of Proposition 4.4.9. For the proof, we use Lemma A.4.9 whose statement and proof is given in
Appendix A.4.2. We assume that |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| is non-negligible, and construct an
adversary B that breaks the security experiment of Expmulti-cert-ever

Σcepk,B (λ, b) defined in Lemma A.4.9. This
contradicts the certified everlasting IND-CPA of Σcepk from Lemma A.4.9. Let us describe how B works
below.

1. B receives {pke.pki,α}i∈[s],α∈{0,1} from the challenger of Expmulti-cert-ever
Σcepk,B (λ, b), and sends {pke.pki,α}i∈[s],α∈{0,1}

to A1.

2. A1 is allowed to call a key query at most one time. If a key query is called, B receives an function
f from A1, generates L∗i, f [i]⊕1 ← L for every i ∈ [s] and {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ).
If a key query is not called, B generates f ← {0, 1}s, L∗i, f [i]⊕1 ← L for every i ∈ [s] and
{Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ).

3. B sends ( f , L1, f [1]⊕1, L2, f [2]⊕1, · · · , Ls, f [s]⊕1, L∗1, f [1]⊕1, L∗2, f [2]⊕1, · · · , L∗s, f [s]⊕1) to the challenger of
Expmulti-cert-ever

Σcepk,B (λ, b).

4. B receives ({pke.ski, f [i]}i∈[s], {pke.ct i, f [i]⊕1}i∈[s]) from the challenger. If a key query is called, B
sends ( f , {pke.ski, f [i]}i∈[s]) to A1.

5. A1 chooses m ∈ M, and sends m to B.

6. B computes (Ũ, gc.vk)← GC.Garble(1λ, U(·, m), {Li,α}i∈[s],α∈{0,1}) and (pke.vki, f [i], pke.ct i, f [i])←
PKE.Enc(pke.pki, f [i], Li, f [i]) for every i ∈ [s], and sends (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}) to A1.

7. A1 sends (gc.cert, {pke.certi,α}i∈[s],α∈{0,1}) to B, and sends its internal state to A2.

8. B sends {pke.certi, f [i]⊕1}i∈[s] to the challenger, and receives {pke.ski, f [i]⊕1}i∈[s] or ⊥ from the
challenger. If B receives ⊥ from the challenger, it outputs ⊥ and aborts.

9. B sends {pke.ski,α}i∈[s],α∈{0,1} to A2.

10. A2 outputs b′.

11. B computes GC.Vrfy for gc.cert and PKE.Vrfy for all {pke.certi, f [i]}i∈[s], and outputs b′ if all results
are ⊤. Otherwise, B outputs ⊥.

It is clear that Pr[1← B | b = 0] = Pr[Hyb0 = 1] and Pr[1← B | b = 1] = Pr[Hyb1 = 1]. By assumption,
|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| is non-negligible, and therefore |Pr[1← B | b = 0]− Pr[1← B | b = 1]|
is non-negligible, which contradicts the certified everlasting IND-CPA security of Σcepk from Lemma A.4.9.
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Proof of Proposition 4.4.10. We assume that |Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| is non-negligible, and con-
struct an adversary B that breaks the selective certified everlasting security of Σcegc. Let us describe how B
works below.

1. B generates (pke.pki,α, pke.ski,α) ← PKE.KeyGen(1λ) for every i ∈ [s] and α ∈ {0, 1}, and sends
{pke.pki,α}i∈[s],α∈{0,1} to A1.

2. A1 is allowed to call a key query at most one time. If a key query is called, B receives an function f
from A1, generates L∗i, f [i]⊕1 ← L for every i ∈ [s], and sends ( f , {pke.ski, f [i]}i∈[s]) to A1. If a key
query is not called, B generates f ← {0, 1}s and L∗i, f [i]⊕1 ← L for every i ∈ [s].

3. A1 chooses m ∈ M, and sends m to B.

4. B sends a circuit U(·, m) and an input f ∈ {0, 1}s to the challenger of Expcert-ever-sel-gbl
B,Σcegc

(1λ, b).

5. The challenger computes {Li,α}i∈[s],α∈{0,1} ← GC.Setup(1λ) and does the following:

• If b = 0, the challenger computes (Ũ, gc.vk)← GC.Garble(1λ, U(·, m), {Li,α}i∈[s],α∈{0,1}), and
sends (Ũ, {Li, f [i]}i∈[s]) to B.

• If b = 1, the challenger computes (Ũ, gc.vk) ← GC.Sim(1λ, 1| f |, U( f , m), {Li, f [i]}i∈[s]), and
sends (Ũ, {Li, f [i]}i∈[s]) to B.

6. B computes (pke.vki, f [i], pke.ct i, f [i])← PKE.Enc(pke.pki, f [i], Li, f [i]) and (pke.vki, f [i]⊕1, pke.ct i, f [i]⊕1)←
PKE.Enc(pke.pki, f [i]⊕1, L∗i, f [i]⊕1) for every i ∈ [s].

7. B sends (Ũ, {pke.ct i,α}i∈[s],α∈{0,1}) to A1.

8. A1 sends (gc.cert, {pke.certi,α}i∈[s],α∈{0,1}) to the challenger, and sends its internal state to A2.

9. B sends gc.cert to the challenger, and receives ⊤ or ⊥ from the challenger. If B receives ⊥ from the
challenger, it outputs ⊥ and aborts.

10. B sends {pke.ski,α}i∈[s],α∈{0,1} to A2.

11. A2 outputs b′.

12. B computes PKE.Vrfy for all pke.certi,α, and outputs b′ if all results are ⊤. Otherwise, B outputs ⊥.

It is clear that Pr[1← B | b = 0] = Pr[Hyb1 = 1] and Pr[1← B | b = 1] = Pr[Hyb2 = 1]. By assumption,
|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| is non-negligible, and therefore |Pr[1← B | b = 0]− Pr[1← B | b = 1]|
is non-negligible, which contradicts the selective certified everlasting security of Σcegc.

4.4.3 1-Bounded Construction with Adaptive Security

In this section, we convert the non-adaptive scheme constructed in the previous subsection to the adaptive
one by using a certified everlasting secure RNC scheme (Definition A.4.1). See Appendix A.4.2 for how to
achieve this building block.
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Our 1-bounded adaptive certified everlasting secure FE scheme. We construct a 1-bounded adaptive
certified everlasting secure FE scheme Σcefe = (Setup, KeyGen, Enc, Dec, Del , Vrfy) from a 1-bounded
non-adaptive certified everlasting secure FE scheme Σnad = NAD.(Setup, KeyGen, Enc, Dec, Del , Vrfy),
where the ciphertext space is C := Q⊗n, and a certified everlasting secure RNCE scheme Σcence =
NCE.(Setup, KeyGen, Enc, Dec, Fake, Reveal, Del , Vrfy) (Definition A.4.1). Let NAD.Recover be a QPT
algorithm such that

Pr

NAD.Vrfy(nad.vk, nad.cert∗) ̸= ⊤

∣∣∣∣∣∣∣∣∣∣
(nad.MPK, nad.MSK)← NAD.Setup(1λ)
(nad.vk, nad.ct)← NAD.Enc(nad.MPK, m)
a, c← {0, 1}n

nad.c̃ert← NAD.Del (ZcXanad.ct XaZc)
nad.cert∗ ← NAD.Recover(a, c, nad.c̃ert)

 ≤ negl(λ).

for any m.
Our construction is as follows.

Setup(1λ):

• Run (nad.MPK, nad.MSK)← NAD.Setup(1λ).
• Run (nce.pk, nce.MSK)← NCE.Setup(1λ).
• Output MPK := (nad.MPK, nce.pk) and MSK := (nad.MSK, nce.MSK).

KeyGen(MSK, f ):

• Parse MSK = (nad.MSK, nce.MSK).
• Compute nad.sk f ← NAD.KeyGen(nad.MSK, f ).
• Compute nce.sk← NCE.KeyGen(nce.MSK).
• Output sk f := (nad.sk f , nce.sk).

Enc(MPK, m):

• Parse MPK = (nad.MPK, nce.pk).
• Compute (nad.vk, nad.ct)← NAD.Enc(nad.MPK, m).
• Generate a, c← {0, 1}n. Let Ψ := ZcXanad.ct XaZc.
• Compute (nce.vk, nce.ct)← NCE.Enc(nce.pk, (a, c)).
• Output vk := (nad.vk, nce.vk, a, c) and ct := (Ψ, nce.ct).

Dec(sk f , ct):

• Parse sk f = (nad.sk f , nce.sk) and ct = (Ψ, nce.ct).
• Compute (a′, c′)← NCE.Dec(nce.sk, nce.ct).
• Compute nad.ct ′ := Xa′Zc′ΨZc′Xa′ .
• Compute y← NAD.Dec(nad.sk f , nad.ct ′).
• Output y.

Del (ct):
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• Parse ct = (Ψ, nce.ct).
• Compute nad.c̃ert← NAD.Del (Ψ).
• Compute nce.cert← NCE.Del (nce.ct).
• Output cert := (nad.c̃ert, nce.cert).

Vrfy(vk, cert):

• Parse vk = (nad.vk, nce.vk, a, c) and cert = (nad.c̃ert, nce.cert).
• Compute nad.cert∗ ← NAD.Recover(a, c, nad.c̃ert).
• Output ⊤ if ⊤ ← NCE.Vrfy(nce.vk, nce.cert) and ⊤ ← NAD.Vrfy(nad.vk, nad.cert∗). Other-

wise, output ⊥.

Correctness: Correctness easily follows from that of Σnad and Σcence.

Security: The following two theorems hold.

Theorem 4.4.11. If Σnad satisfies the 1-bounded non-adaptive simulation-security (Definition 4.4.5) and
Σcence satisfies the RNC security (Definition A.4.3), Σcefe satisfies the 1-bounded adaptive simulation-
security (Definition 4.4.6).

Its proof is similar to that of Theorem 4.4.12, and therefore we omit it.

Theorem 4.4.12. If Σnad satisfies the 1-bounded non-adaptive certified everlasting simulation-security( Defi-
nition 4.4.4) and Σcence satisfies the certified everlasting RNC security (Definition A.4.4), Σcefe satisfies the
1-bounded adaptive certified everlasting simulation-security (Definition 4.4.2).

Proof of Theorem 4.4.12. For a given 2n-qubit, let A be the n-qubit of the first half of the 2n-qubit, and let B
be the n-qubit of the second half of the 2n-qubit. Let NAD.Sim be the simulating algorithm of the ciphertext
nad.ct . Let us describe how the simulator Sim = (Sim1, Sim2, Sim3) works below.

Sim1(MPK,V , 1|m|):

1. Parse MPK = (nad.MPK, nce.pk) and V = ( f , f (m), (nad.sk f , nce.sk)) or ∅. 15

2. Sim1 does the following:

• If V = ∅, generate
∣∣∣0̃n0n

〉
and (nce.vk, ñce.ct , nce.aux) ← NCE.Fake(nce.pk). Let

ΨA := TrB(
∣∣∣0̃n0n

〉 〈
0̃n0n

∣∣∣) and ΨB := TrA(
∣∣∣0̃n0n

〉 〈
0̃n0n

∣∣∣). Output ct := (ΨA, ñce.ct)

and st := (nce.aux, nce.pk, nad.MPK, ΨB, 1|m|, nce.vk, 0).
• If V = ( f , f (m), (nad.sk f , nce.sk)), generate a, c← {0, 1}n, (nce.vk, nce.ct)← NCE.Enc
(nce.pk, (a, c)), (nad.vk, nad.ct) ← NAD.Sim(nad.MPK, ( f , f (m), nad.sk f ), 1|m|) and
Ψ := ZcXanad.ct XaZc. Output ct := (Ψ, nce.ct) and st := (nad.vk, nce.vk, a, c, 1).

Sim2(MSK, f , f (m), st):
15If an adversary calls a key query before the adversary receives a challenge ciphertext, then V = ( f , f (m), (nad.sk f , nce.sk)).

Otherwise, V = ∅.
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1. Parse MSK := (nad.MSK, nce.MSK) and st = (nce.aux, nce.pk, nad.MPK, ΨB, 1|m|, nce.vk, 0).
2. Compute nad.sk f ← NAD.KeyGen(nad.MSK, f ).

3. Compute (nad.vk, nad.ct) ← NAD.Sim(nad.MPK, ( f , f (m), nad.sk f ), 1|m|). Measure the i-th
qubit of nad.ct and ΨB in the Bell basis and let (xi, zi) be the measurement outcome for all
i ∈ [N].

4. Compute ñce.sk← NCE.Reveal(nce.pk, nce.MSK, nce.aux, (x, z)).

5. Output sk f := (nad.sk f , ñce.sk) and st′ := (nad.vk, nce.vk, x, z, 1).

Sim3(st∗):

1. Parse st∗ = (nad.vk, nce.vk, x∗, z∗, 1) or st∗ = (nce.aux, nce.pk, nad.MPK, ΨB, 1|m|, nce.vk, 0).
2. Sim3 does the following:

• If the final bit of st∗ is 0, compute (nad.vk, nad.ct) ← NAD.Sim(nad.MPK, ∅, 1|m|).
Measure the i-th qubit of nad.ct and ΨB in the Bell basis and let (xi, zi) be the measurement
outcome for all i ∈ [N]. Output vk := (nad.vk, nce.vk, x, z).

• If the final bit of st∗ is 1, output vk := (nad.vk, nce.vk, x∗, z∗).

Let us define the sequence of hybrids as follows.

Hyb0: This is identical to Expcert-ever-ada-sim
Σcefe,A

(0).

1. The challenger generates (nad.MPK, nad.MSK)← NAD.Setup(1λ) and (nce.pk, nce.MSK)←
NCE.Setup(1λ), and sends (nad.MPK, nce.pk) to A1.

2. A1 is allowed to make an arbitrary key query at most one time. For a key query, the chal-
lenger receives f ∈ F , computes nad.sk f ← NAD.KeyGen(nad.MSK, f ) and nce.sk ←
NCE.KeyGen(nce.MSK), and sends (nad.sk f , nce.sk) to A1.

3. A1 chooses m ∈ M, and sends m to the challenger.
4. The challenger generates a, c← {0, 1}n, computes (nad.vk, nad.ct)← NAD.Enc(nad.MPK, m),

Ψ := ZcXanad.ct XaZc and (nce.vk, nce.ct)← NCE.Enc(nce.pk, (a, c)), and sends (Ψ, nce.ct)
to A1.

5. If a key query is not called in step 2, A1 is allowed to make an arbitrary key query at most one time.
For a key query, the challenger receives f ∈ F , computes nad.sk f ← NAD.KeyGen(nad.MSK, f )
and nce.sk← NCE.KeyGen(nce.MSK), and sends (nad.sk f , nce.sk) to A1.

6. A1 sends (nad.cert, nce.cert) to the challenger and its internal state to A2.
7. The challenger computes nad.cert∗ ← NAD.Recover(a, c, nad.cert). The challenger computes

NCE.Vrfy(nce.vk, nce.cert) and NAD.Vrfy(nad.vk, nad.cert∗). If the results are⊤, the challenger
outputs⊤ and sends (nad.MSK, nce.MSK) to A2. Otherwise, the challenger outputs⊥ and sends
⊥ to A2.

8. A2 outputs b′. The output of the experiment is b′ if the challenger outputs ⊤. Otherwise, the
output of the experiment is ⊥.

Hyb1: This is different from Hyb0 in the following second points. First, when a key query is not called in
step 2, the challenger computes (nce.vk, ñce.ct , nce.aux)← NCE.Fake(nce.pk) and sends (Ψ, ñce.ct)
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to A1 instead of computing (nce.vk, nce.ct)← NCE.Enc(nce.pk, (a, c)) and sending (Ψ, nce.ct) to A1.
Second, in step 5, the challenger computes ñce.sk← NCE.Reveal(nce.pk, nce.MSK, nce.aux, (a, c))
and sends (nad.sk f , nce.sk) to A1 instead of computing nce.sk ← NCE.KeyGen(nce.MSK) and
sending (nad.sk f , nce.sk) to A1.

Hyb2: This is different from Hyb1 in the following three points. First, when a key query is not
called in step 2, the challenger generates

∣∣∣0̃n0n
〉

instead of generating a, c ← {0, 1}n and Ψ =

ZcXanad.ct XaZc. Let ΨA := TrB(
∣∣∣0̃n0n

〉 〈
0̃n0n

∣∣∣) and ΨB := TrA(
∣∣∣0̃n0n

〉 〈
0̃n0n

∣∣∣). Second,

when a key query is not called in step 2, the challenger sends (ΨA, ñce.ct) to A1 instead of
sending (Ψ, ñce.ct) to A1 and then that measures the i-th qubit of nad.ct and ΨB in the Bell
basis for all i ∈ [n]. Let (xi, zi) be the measurement outcome for all i ∈ [n]. Third, the
challenger computes ñce.sk ← NCE.Reveal(nce.pk, nce.MSK, nce.aux, (x, z)) instead of comput-
ing ñce.sk ← NCE.Reveal(nce.pk, nce.MSK, nce.aux, (a, c)) in step 5 and computes nad.cert∗ ←
NAD.Recover(x, z, nad.cert) instead of computing nad.cert∗ ← NAD.Recover(a, c, nad.cert) in
step 7.

Hyb3: This is different from Hyb2 in the following three points. First, when a key query is not called in step 2,
the challenger does not generate (nad.vk, nad.ct) ← NAD.Enc(nad.MPK, m) and measure the i-th
qubit of nad.ct and ΨB in the Bell basis in step 4. Second, if a key query is called in step 5, the challenger
computes (nad.vk, nad.ct)← NAD.Enc(nad.MPK, m) and measures the i-th qubit of nad.ct and ΨB
in the Bell basis for all i ∈ [n] after it computes nad.sk f ← NAD.KeyGen(nad.MSK, f ). Third, if
a key query is not called throughout the experiment, the challenger computes (nad.vk, nad.ct) ←
NAD.Enc(nad.MPK, m), measures the i-th qubit of nad.ct and ΨB in the Bell basis after step 5.

Hyb4: This is identical to Hyb3 except that the challenger computes (nad.vk, nad.ct)← NAD.Sim(nad.MPK,
V , 1|m|) instead of computing (nad.vk, nad.ct)← NAD.Enc(nad.MPK, m), whereV = ( f , f (m), nad.sk f )
if a key query is called and V = ∅ if a key query is not called.

From the definition of Expcert-ever-ada-sim
Σcefe,A (λ, b) and Sim = (Sim1, Sim2, Sim3), it is clear that Pr[Hyb0 = 1] =

Pr
[
Expcert-ever-ada-sim

Σcefe,A (λ, 0) = 1
]

and Pr[Hyb4 = 1] = Pr
[
Expcert-ever-ada-sim

Σcefe,A (λ, 1) = 1
]
. Therefore, The-

orem 4.4.12 easily follows from Propositions 4.4.13 to 4.4.16. (Whose proof is given later.)

Proposition 4.4.13. If Σcence is certified everlasting RNC secure, it holds that

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Proposition 4.4.14.

Pr[Hyb1 = 1] = Pr[Hyb2 = 1].

Proposition 4.4.15.

Pr[Hyb2 = 1] = Pr[Hyb3 = 1].

Proposition 4.4.16. If Σnad is 1-bounded non-adaptive certified everlasting simulation-secure, it holds that

|Pr[Hyb3 = 1]− Pr[Hyb4 = 1]| ≤ negl(λ).
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Proof of Proposition 4.4.13. When an adversary makes key queries in step 2, it is clear that Pr[Hyb0 = 1] =
Pr[Hyb1 = 1]. Hence, we consider the case where the adversary does not make a key query in step 2 below.

We assume that |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| is non-negligible, and construct an adversary B that
breaks the certified everlasting RNC security of Σcence. Let us describe how B works below.

1. B receives nce.pk from the challenger of Expcert-ever-rec-nc
Σcence,B (λ, b), generates (nad.MPK, nad.MSK)←

NAD.KeyGen(1λ), and sends (nad.MPK, nce.pk) to A1.

2. B receives a message m ∈ M, computes (nad.vk, nad.ct) ← NAD.Enc(nad.MPK, m), gener-
ates a, c ← {0, 1}n, computes Ψ := ZcXanad.ct XaZc, sends (a, c) to the challenger, receives
(nce.ct ∗, nce.sk∗) from the challenger, and sends (Ψ, nce.ct ∗) to A1.

3. A1 is allowed to send a key query at most one time. For a key query, B receives an function f , generates
nad.sk f ← NAD.KeyGen(nad.MSK, f ), and sends (nad.sk f , nce.sk∗) to A1.

4. A1 sends (nad.cert, nce.cert) to B and its internal state to A2.

5. B sends nce.cert to the challenger, and receives nce.MSK or ⊥ from the challenger. B computes
nad.cert∗ ← NAD.Recover(a, c, nad.cert) and NAD.Vrfy(nad.vk, nad.cert∗). If the result is⊤ and B
receives nce.MSK from the challenger, B sends (nad.MSK, nce.MSK) to A2. Otherwise, B outputs ⊥,
sends ⊥ to A2, and aborts.

6. A2 outputs b′.

7. B outputs b′.

It is clear that Pr[1← B | b = 0] = Pr[Hyb0 = 1] and Pr[1← B | b = 1] = Pr[Hyb1 = 1]. By assumption,
|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| is non-negligible, and therefore |Pr[1← B | b = 0]− Pr[1← B | b = 1]|
is non-negligible, which contradicts the certified everlasting RNC security of Σcence.

Proof of Proposition 4.4.14. We clarify the difference between Hyb1 and Hyb2. First, in Hyb2, the challenger
uses (x, z) instead of using (a, c) as in Hyb1. Second, in Hyb2, the challenger sends ΨA to A1 instead of
sending ZcXanad.ct XaZc to A1 as in Hyb1. Hence, it is sufficient to prove that x and z are uniformly randomly
distributed and ΨA is identical to ZzXxnad.ct XxZz. These two things are obvious from Lemma 2.3.3.

Proof of Proposition 4.4.15. The difference between Hyb2 and Hyb3 is only the order of operating the
algorithm NAD.Enc and the Bell measurement on nad.ct and ΨB. Therefore, it is clear that the probability
distribution of the ciphertext and the decryption key given to the adversary in Hyb2 is identical to that the
ciphertext and the decryption key given to the adversary in Hyb3.

Proof of Proposition 4.4.16. We assume that |Pr[Hyb3 = 1]− Pr[Hyb4 = 1]| is non-negligible, and con-
struct an adversary B that breaks the 1-bounded non-adaptive certified everlasting simulation-security of Σnad.
Let us describe how B works below.

1. B receives nad.MPK from the challenger of Expcert-ever-noada-sim
Σnad,B (λ, b), generates (nce.pk, nce.MSK)←

NCE.Setup(1λ), and sends (nad.MPK, nce.pk) to A1.

2. A1 is allowed to call a key query at most one time. For a key query, B receives f from A1, sends
f to the challenger as a key query, receives nad.sk f from the challenger, computes nce.sk ←
NCE.KeyGen(nce.MSK), and sends (nad.sk f , nce.sk) to A1.
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3. A1 chooses m ∈ M and sends m to B.

4. B does the following.

• If a key query is called in step 2, B sends a challenge query m to the challenger, receives nad.ct
from the challenger, generates a, c ← {0, 1}n, Ψ := ZcXanad.ct XaZc and (nce.vk, nce.ct) ←
NCE.Enc(nce.pk, (a, c)), and sends (Ψ, nce.ct) to A1.

• If a key query is not called in step 2, B generates
∣∣∣0̃n0n

〉
. Let ΨA := TrB(

∣∣∣0̃n0n
〉 〈

0̃n0n
∣∣∣) and

ΨB := TrA(
∣∣∣0̃n0n

〉 〈
0̃n0n

∣∣∣). B computes (nce.vk, ñce.ct , nce.aux) ← NCE.Fake(nce.pk) and

sends (ΨA, ñce.ct) to A1.

5. If a key query is not called in step 2, A1 is allowed to make a key query at most one time. If B receives
an function f as key query, B sends f to the challenger as key query, and receives nad.sk f from the
challenger. B sends a challenge query m to the challenger, receives nad.ct , measures the i-th qubit of
nad.ct and ΨB in the Bell basis, and let (xi, zi) be the measurement outcome for all i ∈ [n]. B computes
ñce.sk← NCE.Reveal(nce.pk, nce.MSK, nce.aux, (x, z)) and sends (nad.sk f , ñce.sk) to A1.

6. If B does not receive a key query throughout the experiment, B sends a challenge query m to the
challenger, receives nad.ct , and measures the i-th qubit of nad.ct and ΨB in the Bell basis and let
(xi, zi) be the measurement outcome for all i ∈ [n].

7. A1 sends (nad.cert, nce.cert) to B and its internal state to A2.

8. B computes nad.cert∗ ← NAD.Recover(x∗, z∗, nad.cert), where (x∗, z∗) = (a, c) if a key query is
called in step 2 and (x∗, z∗) = (x, z) if a key query is not called in step 2. B sends nad.cert to the
challenger, and receives nad.MSK or ⊥ from the challenger. B computes NCE.Vrfy(nce.vk, nce.cert).
If the result is ⊤ and B receives nad.MSK from the challenger, B sends (nad.MSK, nce.MSK) to A2.
Otherwise, B outputs ⊥, sends ⊥ to A2, and aborts.

9. A2 outputs b′.

10. B outputs b′.

It is clear that Pr[1← B | b = 0] = Pr[Hyb3 = 1] and Pr[1← B | b = 1] = Pr[Hyb4 = 1]. By assump-
tion, |Pr[Hyb3 = 1]− Pr[Hyb4 = 1]| is non-negligible, and therefore |Pr[1← B | b = 0]− Pr[1← B | b = 1]|
is non-negligible, which contradicts the 1-bounded non-adaptive certified everlasting simulation-security of
Σnad.

4.4.4 q-Bounded Construction with Adaptive Security for NC1 circuits

In this section, we construct a q-bounded FE with certified everlasting deletion scheme for all NC1 circuits
from 1-bounded certified everlasting secure FE constructed in the previous subsection and Shamir’s secret
sharing ([Sha79]). Our construction is similar to that of standard FE for all NC1 circuits in [GVW12] except
that we use 1-bounded certified everlasting secure FE instead of standard 1-bounded FE.
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Our q-bounded adaptive certified everlasting secure FE scheme for NC1 circuits. We consider the
polynomial representation of circuits C in NC1. The input message space isM := Fℓ, and for each NC1

circuit C, C(·) is an ℓ-variate polynomial over F of total degree at most D. Let q = q(λ) be a polynomial of
λ. Our scheme is associated with additional parameters S = S(λ), N = N(λ), t = t(λ) and v = v(λ) that
satisfy

t(λ) = Θ(q2λ), N(λ) = Θ(D2q2t), v(λ) = Θ(λ), S(λ) = Θ(vq2).

Let us define a family G := {GC,∆}C∈NC1,∆⊆[S], where

GC,∆(x, Z1, Z2, · · · , ZS) := C(x) + ∑
i∈∆

Zi

is a function and Z1, · · · , ZS ∈ F.
We construct a q-bounded certified everlasting secure FE scheme for all NC1 circuits Σcefe =

(Setup, KeyGen, Enc, Dec, Del , Vrfy) from a 1-bounded certified everlasting secure FE scheme Σone =
ONE.(Setup, KeyGen, Enc, Dec, Del , Vrfy).

Setup(1λ):

• For i ∈ [N], generate (one.MPKi, one.MSKi)← ONE.Setup(1λ).
• Output MPK := {one.MPKi}i∈[N] and MSK := {one.MSKi}i∈[N].

KeyGen(MSK, C):

• Parse MSK = {one.MSKi}i∈[N].
• Chooses a uniformly random set Γ ⊆ [N] of size tD + 1.
• Chooses a uniformly random set ∆ ⊆ [S] of size v.
• For i ∈ Γ, compute one.skC,∆,i ← ONE.KeyGen(one.MSKi, GC,∆).
• Output skC := (Γ, ∆, {one.skC,∆,i}i∈Γ).

Enc(MPK, x):

• Parse MPK = {one.MPKi}i∈[N].
• For i ∈ [ℓ], pick a random degree t polynomial µi(·) whose constant term is x[i].
• For i ∈ [S], pick a random degree Dt polynomial ξi(·) whose constant term is 0.
• For i ∈ [N], compute (one.vki, one.ct i)← ONE.Enc(one.MPKi, (µ1(i), · · · , µℓ(i), ξ1(i), · · · , ξS(i))).
• Output vk = {one.vki}i∈[N] and ct := {one.ct i}i∈[N].

Dec(skC, ct):

• Parse skC = (Γ, ∆, {one.skC,∆,i}i∈Γ) and ct = {one.ct i}i∈[N].
• For i ∈ Γ, compute η(i)← ONE.Dec(one.skC,∆,i, one.ct i).
• Output η(0).

Del (ct):
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• Parse ct = {one.ct i}i∈[N].
• For i ∈ [N], compute one.certi ← ONE.Del (one.ct i).
• Output cert := {one.certi}i∈[N].

Vrfy(vk, cert):

• Parse vk = {one.vki}i∈[N] and cert = {one.certi}i∈[N].
• For i ∈ [N], compute ⊤/⊥ ← ONE.Vrfy(one.vki, one.certi). If all results are ⊤, output ⊤.

Otherwise, output ⊥.

Correctness: Verification correctness easily follows from verification correctness of Σone. Let us show
evaluation correctness. By decryption correctness of Σone, for all i ∈ Γ we have

η(i) = GC,∆(µ1(i), · · · , µℓ(i), ξ1(i), · · · , ξS(i))
= C(µ1(i), · · · , µℓ(i)) + Σa∈∆ξa(i).

Since |Γ| ≥ Dt + 1, this means that η is equal to the degree Dt polynomial

η(·) = C(µ1(·), · · · , µℓ(·)) + Σa∈∆ξa(·)

Hence η(0) = C(x1, · · · , xℓ) = C(x), which means that our construction satisfies evaluation correctness.

Security: The following two theorems hold.

Theorem 4.4.17. If Σone satisfies the 1-bounded adaptive simulation-security, Σcefe satisfies the q-bounded
adaptive simulation-security.

Its proof is similar to that of Theorem 4.4.18, and therefore we omit it.

Theorem 4.4.18. If Σone satisfies the 1-bounded adaptive certified everlasting simulation-security, Σcefe the
q-bounded adaptive certified everlasting simulation-security.

Proof of Theorem 4.4.18. Let us denote the simulating algorithm of Σone as ONE.Sim = ONE.(Sim1, Sim2, Sim3).
Let us describe how the simulator Sim = (Sim1, Sim2, Sim3) works below.

Sim1(MPK,V , 1|x|): Let q∗ be the number of times that A1 has made key queries before it sends a challenge
query.

1. Parse MPK := {one.MPKi}i∈[N] and V := {Cj, Cj(x), (Γj, ∆j, {one.skCj,∆j,i}i∈[Γj])}j∈[q∗].

2. Generate a uniformly random set Γi ⊆ [N] of size Dt + 1 and a uniformly random set ∆i ⊆ [S]
of size v for all i ∈ {q∗ + 1, · · · , q}. Let ∆0 := ∅. Let L :=

⋃
i ̸=i′(Γi ∩ Γi′). Sim1 aborts if

|L| > t or there exists some i ∈ [q] such that ∆i \ (
⋃

j ̸=i ∆j) = ∅.
3. Sim1 uniformly and independently samples ℓ random degree t polynomials µ1, · · · , µℓ whose

constant terms are all 0.
4. Sim1 samples the polynomials ξ1, · · · , ξS as follows for j ∈ [q]:

• fix a∗ ∈ ∆j \ (∆0 ∪ · · · ∪ ∆j−1);
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• for all a ∈ (∆j \ (∆0 ∪ · · · ∪ ∆j−1)) \ {a∗}, set ξa to be a uniformly random degree Dt
polynomial whose constant term is 0;

• if j ≤ q∗, pick a random degree Dt polynomial ηj(·) whose constant term is Cj(x); if j > q∗,
pick random values for ηj(i) for all i ∈ L;

• the evaluation of ξa∗ on the points in L is defined by the relation:

ηj(·) = Cj(µ1(·), · · · , µℓ(·)) + ∑
a∈∆j

ξa(·).

• Finally, for all a /∈ (∆1 ∪ · · · ∪ ∆q), set ξa to be a uniformly random degree Dt polynomial
whose constant term is 0.

5. For each i ∈ L, Sim1 computes

(one.vki, one.ct i)← ONE.Enc(one.MPKi, (µ1(i), · · · , µℓ(i), ξ1(i), · · · , ξS(i))).

6. For each i /∈ L, Sim1 does the following:
• If i ∈ Γj for some j ∈ [q∗] 16, computes

(one.ct i, one.sti)← ONE.Sim1(one.MPKi, (GCj,∆j,i, ηj(i), one.skCj,∆j,i), 1|m|).

• If i /∈ Γj for all j ∈ [q∗], computes

(one.ct i, one.sti)← ONE.Sim1(one.MPKi, ∅, 1|m|).

7. Output ct := {one.ct i}i∈[N] and st := ({Γi}i∈[q], {∆i}i∈[q], {ηj(i)}j∈{q∗+1,··· ,q},i∈L, {one.sti}i∈[N]\L,
{one.vki}i∈L).

Sim2(MSK, Cj, Cj(x), st): The simulator simulates the j-th key query for j > q∗.

1. Parse MSK := {one.MSKi}i∈[N] and stj−1 := ({Γi}i∈[q], {∆i}i∈[q], {ηs(i)}s∈{q∗+1,··· ,q},i∈L,
{one.sti}i∈[N]\L, {one.vki}i∈L).

2. For each i ∈ Γj ∩ L, generate one.skCj,∆j,i ← ONE.KeyGen(one.MSKi, GCj,∆j).

3. For each i ∈ Γj \ L, generate a random degree Dt polynomial ηj(·) whose constant term is Cj(x)
and subject to the constraints on the values in L chosen earlier, and generate

(one.skCj,∆j,i, one.st∗i )← ONE.Sim2(one.MSKi, ηj(i), GCj,∆j , one.sti).

For simplicity, let us denote one.st∗i as one.sti for i ∈ Γj \ L.
4. Output skCj := (Γj, ∆j, {one.skCj,∆j,i}i∈Γj) and stj := ({Γi}i∈[q], {∆i}i∈[q], {ηj(i)}j∈{q∗+1,··· ,q},i∈L,
{one.sti}i∈[N]\L, {one.vki}i∈L).

Sim3(st∗): The simulator simulates a verification key.

1. Parse st∗ := ({Γi}i∈[q], {∆i}i∈[q], {ηj(i)}j∈{q∗+1,··· ,q},i∈L, {one.sti}i∈[N]\L, {one.vki}i∈L).
2. For each i ∈ [N] \ L, compute one.vki ← ONE.Sim3(one.sti).

16Note that j is uniquely determined since i /∈ L .
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3. Output vk := {one.vki}i∈[N].

Let us define the sequence of hybrids as follows.

Hyb0: This is identical to Expcert-ever-ada-sim
Σcefe,A (λ, 0).

1. The challenger generates (one.MPKi, one.MSKi)← ONE.Setup(1λ) for i ∈ [N].
2. A1 is allowed to call key queries at most q times. For the j-th key query, the challenger receives

an function Cj from A1, generates a uniformly random set Γj ∈ [N] of size Dt + 1 and ∆j ∈ [S]
of size v. For i ∈ Γj, the challenger generates one.skCj,∆j,i ← ONE.KeyGen(one.MSKi, GCj,∆j),
and sends (Γj, ∆j, {one.skCj,∆j,i}i∈Γj) to A1. Let q∗ be the number of times that A1 has called key
queries in this step.

3. A1 chooses x ∈ M and sends x to the challenger.
4. The challenger generates a random degree t polynomial µi(·)whose constant term is x[i] for i ∈ [ℓ]

and a random degree Dt polynomial ξi(·) whose constant term is 0. For i ∈ [N], the challenger
computes (one.vki, one.ct i)← ONE.Enc(one.MPKi, (µ1(i), · · · , µℓ(i), ξ1(i), · · · , ξS(i))), and
sends {one.ct i}i∈[N] to A1.

5. A1 is allowed to call a key query at most q− q∗ times. For the j-th key query, the challenger receives
an function Cj from A1, generates a uniformly random set Γj ∈ [N] of size Dt + 1 and ∆j ∈ [S]
of size v. For i ∈ Γj, the challenger generates one.skCj,∆j,i ← ONE.KeyGen(one.MSKi, GCj,∆j),
and sends (Γj, ∆j, {one.skCj,∆j,i}i∈Γj) to A1.

6. A1 sends {one.certi}i∈[N] to the challenger and its internal state to A2.
7. If ⊤ ← ONE.Vrfy(one.vki, one.certi) for all i ∈ [N], the challenger outputs ⊤ and sends
{one.MSKi}i∈[N] to A2. Otherwise, the challenger outputs ⊥ and sends ⊥ to A2.

8. A2 outputs b.
9. The experiment outputs b if the challenger outputs ⊤. Otherwise, the experiment outputs ⊥.

Hyb1: This is identical to Hyb0 except for the following three points. First, the challenger generates uniformly
random set Γi ∈ [N] of size Dt + 1 and ∆i ∈ [S] of size v for i ∈ {q∗ + 1, · · · , q} in step 4 instead
of generating them when a key query is called. Second, if |L| > t, the challenger aborts and the
experiment outputs ⊥. Third, if there exists some i ∈ [q] such that ∆i \ (

⋃
j ̸=i ∆j) = ∅, the challenger

aborts and the experiment outputs ⊥.

Hyb2: This is identical to Hyb1 except that the challenger samples ξ1, · · · , ξS, η1, · · · , ηq as in the simulator
Sim1 described above.

Hyb3: This is identical to Hyb2 except that the challenger generates {one.ct i}i∈[N]\{L}, {one.skCj,∆j,i}i∈Γj

for j ∈ {q∗ + 1, · · · , q′}, and vk := {one.vki}i∈[N]\{L} as in the simulator Sim = (Sim1, Sim2, Sim3)
described above, where q′ is the number of key queries that the adversary makes in total.

Hyb4: This is identical to Hyb3 except that the challenger generates µ1, · · · , µℓ as in the simulator Sim1
described above.

From the definition of Expcert-ever-ada-sim
Σcefe,A (λ, b) and Sim = (Sim1, Sim2, Sim3), it is clear that Pr[Hyb0 = 1] =

Pr
[
Expcert-ever-ada-sim

Σcefe,A (λ, 0) = 1
]

and Pr[Hyb4 = 1] = Pr
[
Expcert-ever-ada-sim

Σcefe,A (λ, 1) = 1
]
. Therefore, The-

orem 4.4.18 easily follows from Propositions 4.4.19 to 4.4.22 (whose proofs are given later).
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Proposition 4.4.19. |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Proposition 4.4.20. Pr[Hyb1 = 1] = Pr[Hyb2 = 1].

Proposition 4.4.21. If Σone is 1-bounded adaptive certified everlasting simulation-secure,

|Pr[Hyb2 = 1]− Pr[Hyb3 = 1]| ≤ negl(λ).

Proposition 4.4.22. Pr[Hyb3 = 1] = Pr[Hyb4 = 1].

Proof of Proposition 4.4.19. Let Hyb′0 be the experiment identical to Hyb0 except that the challenger generates
a set Γi ∈ [N] and ∆i ∈ [S] for i ∈ {q∗+ 1, · · · , q} in step 4. It is clear that Pr[Hyb0 = 1] = Pr

[
Hyb′0 = 1

]
.

Let Hyb∗0 be the experiment identical to Hyb′0 except that it outputs ⊥ if |L| > t. It is clear that
Pr
[
Hyb′0 = 1∧ (|L| ≤ t)

]
= Pr[Hyb∗0 = 1∧ (|L| ≤ t)]. Hence, it holds that∣∣Pr

[
Hyb′0 = 1

]
− Pr[Hyb∗0 = 1]

∣∣ ≤ Pr[|L| > t]

from Lemma 2.2.31.
Let Collide be the event that there exists some i ∈ [q] such that ∆i \ (

⋃
j ̸=i ∆j) = ∅. Hyb∗0 is identical to

Hyb1 when Collide does not occur. Hence, it is clear that Pr
[
Hyb∗0 = 1∧ Collide

]
= Pr

[
Hyb1 = 1∧ Collide

]
.

Therefore, it holds that

|Pr[Hyb∗0 = 1]− Pr[Hyb1 = 1]| ≤ Pr[Collide]

from Lemma 2.2.31.
From the discussion above, we have

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ Pr[|L| > t] + Pr[Collide].

The following Lemmata 4.4.23 and 4.4.24 shows that Pr[|L| > t] ≤ 2−Ω(λ) and Pr[Collide] ≤ q2−Ω(λ),
which completes the proof.

Lemma 4.4.23 ([GVW12]). Let Γ1, · · · , Γq ⊆ [N] be randomly chosen subsets of size tD + 1. Let
t = Θ(q2λ) and N = Θ(D2q2t). Then,

Pr

[∣∣∣∣∣⋃
i ̸=i′

(Γi ∩ Γi)

∣∣∣∣∣ > t

]
≤ 2−Ω(λ)

where the probability is over the random choice of the subsets Γ1, · · · , Γq.

Lemma 4.4.24 ([GVW12]). Let ∆1, · · · , ∆q ⊆ [S] be randomly chosen subsets of size v. Let v(λ) = Θ(λ)
and S(λ) = Θ(vq2). Let Collide be the event that there exists some i ∈ [q] such that ∆i\(

⋃
j ̸=i ∆j) = ∅.

Then, we have

Pr [Collide] ≤ q2−Ω(λ)

where the probability is over the random choice of subsets ∆1, · · · , ∆q.

Proof of Proposition 4.4.20. In the encryption in Hyb1, ξa∗ is chosen at random and ηj(·) is defined by the
relation. Sim essentially chooses ηj(·) at random which defines ξa∗ . It is easy to see that reversing the order
of how the polynomials are chosen produces the same distribution.
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Proof of Proposition 4.4.21. To prove the proposition, let us define a hybrid experiment Hyb2s for each
s ∈ [N] as follows.

Hybs
2: This is identical to Hyb2 except for the following three points. First, the challenger generates
{one.ct i}i∈[s]\L as in the simulator Sim1. Second, the challenger generates {one.skCj,∆j,i}i∈Γj∩[s] for
j ∈ {q∗ + 1, · · · , q′} as in the simulator Sim2, where q′ is the number of key queries that the adversary
makes in total. Third, the challenger generates {one.vki}i∈[s]\L as in the simulator Sim3.

Let us denote Hyb2 as Hyb0
2. It is clear that Pr

[
HybN

2 = 1
]
= Pr[Hyb3 = 1]. Furthermore, we can show that∣∣∣Pr

[
Hybs−1

2 = 1
]
− Pr[Hybs

2 = 1]
∣∣∣ ≤ negl(λ)

for s ∈ [N]. (Its proof is given later.) From these facts, we obtain Proposition 4.4.21.
Let us show the remaining one. In the case s ∈ L, it is clear that Hybs−1

2 is identical to Hybs
2. Hence, we

consider the case s /∈ L. To show the inequality above, let us assume that
∣∣∣Pr
[
Hybs−1

2 = 1
]
− Pr[Hybs

2 = 1]
∣∣∣

is non-negligible. Then, we can construct an adversary B that can break the 1-bounded adaptive certified
everlasting simulation-security of Σone as follows.

1. B receives one.MPK from the challenger of Expcert-ever-ada-sim
Σone,A (λ, b). B sets one.MPKs := one.MPK.

2. B generates (one.MPKi, one.MSKi)← ONE.Setup(1λ) for all i ∈ [N] \ s, and sends {one.MPKi}i∈[N]

to A1.

3. A1 is allowed to call key queries at most q times. For the j-th key query, B receives an function Cj from
A1, generates a uniformly random set Γj ∈ [N] of size Dt + 1 and ∆j ∈ [S] of size v. For i ∈ Γj \ s, B
generates one.skCj,∆j,i ← ONE.KeyGen(one.MSKi, GCj,∆j). If s ∈ Γj, B sends GCj,∆j to the challenger,
receives one.skCj,∆j,s from the challenger, and sends (Γj, ∆j, {one.skCj,∆j,i}i∈Γj) to A1. Let q∗ be the
number of times that A1 has called key queries in this step.

4. A1 chooses x ∈ M, and sends x to B.

5. B generates uniformly random set Γi ∈ [N] of size Dt + 1 and ∆i ∈ [S] of size v for i ∈
{q∗ + 1, · · · , q}. B generates a random degree t polynomial µi(·) whose constant term is x[i]
for i ∈ [ℓ], and ξ1, · · · , ξS, η1, · · · , ηq as in the simulator Sim1. For i ∈ [s − 1] \ L, B gener-
ates one.ct i as in the simulator Sim1. For i ∈ {s + 1, · · ·N} ∪ L, B generates (one.vki, one.ct i) ←
ONE.Enc(one.MPKi, (µ1(i), · · · , µℓ(i), ξ1(i), · · · , ξS(i))). B sends µ1(s), · · · , µℓ(s), ξ1(s), · · · , ξS(s)
to the challenger, and receives one.ct s from the challenger. B sends {one.ct i}i∈[N] to A1.

6. A1 is allowed to call key queries at most q− q∗ times. For the j-th key query, B receives an function
Cj from A1. For i ∈ Γj \ [s], B generates one.skCj,∆j,i ← ONE.KeyGen(one.MSKi, GCj,∆j). For
i ∈ Γj ∧ [s− 1], B generates one.skCj,∆j,i as in the simulator Sim2. If s ∈ Γj, B sends GCj,∆j to the
challenger, and receives one.skCj,∆j,s from the challenger. B sends (Γj, ∆j, {one.skCj,∆j,i}i∈Γj) to A1.

7. For i ∈ [s− 1] \ L, B generates one.vki as in the simulator Sim3
17.

8. A1 sends {one.certi}i∈[N] to B and its internal state to A2.

17For i ∈ {s + 1, · · ·N} ∪ L, B generated one.vki in step 5.
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9. B sends one.certs to the challenger, and receives one.MSKs or ⊥ from the challenger. B computes
ONE.Vrfy(one.vki, one.certi) for all i ∈ [N] \ s. If the results are ⊤ and B receives one.MSKs from
the challenger, B sends {one.MSKi}i∈[N] to A2. Otherwise, B aborts.

10. A2 outputs b′.

11. B outputs b′.

It is clear that Pr[1← B | b = 0] = Pr
[
Hybs−1

2 = 1
]

and Pr[1← B | b = 1] = Pr[Hybs
2 = 1]. By assump-

tion,
∣∣∣Pr
[
Hybs−1

2 = 1
]
− Pr[Hybs

2 = 1]
∣∣∣ is non-negligible, and therefore |Pr[1← B | b = 0]− Pr[1← B | b = 1]|

is non-negligible, which contradicts the 1-bounded adaptive certified everlasting simulation-security of
Σone.

Proof of Proposition 4.4.22. In Hyb3, the polynomials µ1, · · · , µℓ are chosen with constant terms x1, · · · , xℓ,
respectively. In Hyb4, these polynomials are now chosen with 0 constant terms. This only affects the
distribution of µ1, · · · , µℓ themselves and polynomials ξ1, · · · , ξS. Moreover, only the evaluations of these
polynomials on the points in L affect the outputs of the experiments. Now observe that:

• The distribution of the values {µ1(i), · · · , µℓ(i)}i∈L are identical to both Hyb3 and Hyb4. This
is because in both experiments, we choose these polynomials to be random degree t polynomials
(with different constraints in the constant term), so their evaluation on the points in L are identically
distributed, since |L| ≤ t.

• The values {ξ1(i), · · · , ξS(i)}i∈L depend only on the values {µ1(i), · · · , µℓ(i)}i∈L.

Proposition 4.4.22 follows from these observations.

4.4.5 Discussion on q-Bounded Consturction for All Circuits

We discuss technical hurdles to achieve certified everlasting secure bounded collusion-resistant FE for P/poly
from standard PKE.

Gorbunov, Vaikuntanathan, and Wee [GVW12] presented a conversion from FE for NC1 to FE for
P/poly by using randomized encoding or FHE. However, we cannot directly apply their techniques in the
certified everlasting setting. When we use randomized encoding, we use a functional decryption key for circuit
G f that takes m as an input and outputs a randomized encoding f̃ (m).18 That is, we can obtain f̃ (m) (and
f (m) via a decoding algorithm) from the functional decryption key and ciphertext of m since randomized
encoding is computable in a constant-depth circuit [AIK06].

The first problem is that even if we use certified everlasting secure FE for NC1, information about m
remains in f̃ (m) since the decryption result does not directly provide f (m). More specifically, adversaries
can keep f̃ (m) (this is classical information) before deletion and an unbounded adversary could recover m
from f̃ (m) even after Enc(m) was deleted.

The second problem is that we cannot use certified everlasting secure randomized encoding to solve the
first problem since we use FE for classical circuits here. In certified everlasting secure randomized encoding,
f̃ (m) must be quantum state, which cannot be supported by FE for classical circuits. We do not have certified
everlasting secure FE that supports quantum circuits computing quantum state. Moreover, we do not know

18For simplicity, we ignore how to set randomness for randomized encoding here since it is not an essential issue.
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how to achieve certified everlasting secure randomized encoding. Thus, the approach using randomized
encoding does not work.

The approach using FHE also has problems. In this approach, we consider a functional decryption key
for circuit G f that takes an FHE ciphertext fhe.ct and an FHE decryption key fhe.sk and outputs fhe.ct and
FHE.Dec(fhe.sk, FHE.Eval( f , fhe.ct)). Here, we must output fhe.ct as the public part because we use FE for
NC1 and need to apply f ∈ P/poly by FHE.Eval in the public part (though the FHE decryption part is in
NC1).19 That is, the FHE part must be also certified everlasting secure.

First, we cannot use certified everlasting secure FHE in a black-box way. We need to encrypt an FHE
ciphertext by FE for NC1 in this approach. However, if FHE is certified everlasting secure, a ciphertext is
quantum state, which is not supported by our certified everlasting secure FE for NC1.

Second, even if we use certified everlasting secure FHE in a non-black-box way like our compute-and-
compare obfuscation construction in Section 4.5.2 (by separating the classical FHE part from the BB84 state),
the approach does not work due to the following reason. To achieve certified everlasting security, fhe.ct is an
encryption of m⊕⊕i θi where θ is a basis choice as in Section 4.5.2. To unmask

⊕
i θi, we need to coherently

apply f to fhe.ct and BB84 state as the certified everlasting secure FHE by Bartusek and Khurana [BK23].
However, we cannot execute the coherent evaluation in the FE decryption mechanism (cannot take BB84 state
as input). Hence, we obtain f (m⊕⊕i θi) and the correctness does not hold. Thus, the approach using FHE
does not work too.

Another plausible (but failed) approach is using the framework by Ananth and Vaikuntanathan [AV19].
They constructed bounded collusion-resistant FE for P/poly without the bootstrapping method by Gorbunov
et al. [GVW12]. However, their construction heavily relies on a secure multi-party computation protocol
based on PRG. It is hard to define certified everlasting security for PRG because there is nothing to delete.
Thus, it is unclear how to use their framework in the certified everlasting setting.

Therefore, previous approaches for converting FE for NC1 to FE for P/poly do not work in the certified
everlasting setting.

4.5 Compute-and-Compare Obfuscation with Certified Everlasting Deletion

4.5.1 Definition

In this section, we introduce the notion of compute-and-compare obfuscation with certified everlasting
security.

Definition 4.5.1 (Compute-and-Compare Obfuscation with Certified Everlasting Deletion (Syn-
tax)). A compute-and-compare obfuscation with certified everlasting deletion is a tuple of algorithms
(CCObf , Del , Vrfy) for the family of distributions D = {Dparam}param and message spaceM.

CCObf (1λ, P, lock, m): The obfuscation algorithm takes as input a security parameter 1λ, a circuit P, a lock
string lock ∈ {0, 1}p(λ) and a message m ∈ M, and outputs an obfuscated circuit P̃ and a verification
key vk.

Del (P̃ )→ cert: The deletion algorithm takes as input an obfuscated circuit P̃ and outputs a classical
certificate cert.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes as input the verification key vk and a certificate
cert, and outputs ⊤ or ⊥.

19See [GVW12] for the detail.
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Definition 4.5.2 (Correctness of Compute-and-Compare Obfuscation with Certified Everlasting Deletion).
The correctness of compute-and-compare obfuscation with certified everlasting deletion for the family of
distributions D = {Dparam}param and message spaceM is defined as follows.

Functionality Preserving: There exists a negligible function negl such that for all circuit P, all lock value
lock, and all message m ∈ M, it holds that

Pr
[
∀x, P̃ (x) = CC[P, lock, m](x) | P̃ ← CCObf (1λ, P, lock, m)

]
≥ 1− negl(λ).

Verification Correctness: There exists a negligible function negl such that for all circuit P, all lock value
lock, and all message m ∈ M, it holds that

Pr
[
Vrfy(vk, cert) ̸= ⊤

∣∣∣∣ (P̃ , vk)← CCObf (1λ, P, lock, m)
cert← Del (P̃ )

]
≤ negl(λ).

Definition 4.5.3 (Certified Everlasting Security of Compute-and-Compare Obfuscation). Let ΣCCO =
(CCObf , Del , Vrfy) be a compute-and-compare obfuscation with certified everlasting deletion for the family of
distributions D = {Dparam}param and a message spaceM. We consider experiments EV-Expsim-ccobf

ΣCCO, A (λ, b)
and C-Expsim-ccobf

ΣCCO, A (λ, b) played between a challenger and a non-uniform QPT adversary A = {Aλ, |ψ⟩λ}λ∈N.
Let Sim be a QPT algorithm. The experiments are defined as follows:

1. Aλ(|ψ⟩λ) submits a message m ∈ M to the challenger.

2. The challenger chooses (P, lock, aux )← Dparam.

3. The challenger computes (P̃ (0), vk(0))← CCObf (1λ, P, lock, m) or (P̃ (1), vk(1))← Sim(1λ, ppP, 1|m|)
and sends (P̃ (b), aux ) to Aλ according to the bit b. Recall that a program P has an associated set of
parameters ppP (input size, output size, circuit size) which we do not need to hide.

4. Aλ submits a certificate of deletion cert and its internal state ρ to the challenger.

5. The challenger computes Vrfy(vk(b), cert). If the outcome is ⊤, the experiment EV-Expsim-ccobf
ΣCCO, A (λ, b)

outputs ρ; otherwise if the outcome is ⊥ then EV-Expsim-ccobf
ΣCCO, A (λ, b) outputs ⊥ and ends.

6. The challenger sends the outcome of Vrfy(vk(b), cert) to Aλ.

7. Aλ outputs its guess b′ ∈ {0, 1} which is the output of the experiment C-Expsim-ccobf
ΣCCO, A (λ, b).

We say that the ΣCCO is certified everlasting secure if for any non-uniform QPT adversary A = {Aλ, |ψ⟩λ}λ∈N,
it holds that

TD(EV-Expsim-ccobf
ΣCCO, A (λ, 0), EV-Expsim-ccobf

ΣCCO, A (λ, 1)) ≤ negl(λ),

and ∣∣∣Pr
[
C-Expsim-ccobf

ΣCCO, A (λ, 0) = 1
]
− Pr

[
C-Expsim-ccobf

ΣCCO, A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

4.5.2 Construction

In this section, we construct a compute-and-compare obfuscation with certified everlasting deletion from
classical compute-and-compare obfuscation and FHE.
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Ingredients. We use the following building blocks.

1. Σfhe = FHE.(KeyGen, Enc, Eval, Dec) be a classical FHE scheme.

2. ΣCCO = CC.Obf be a classical compute-and-compare obfuscation scheme.

Certified everlasting compute-and-compare obfuscation for multi-bit message. We construct ΣCECCO =
(CCObf , Del , Vrfy) for the family of distribution D = {Dparam}param and message spaceM. We let the
message spaceM := {0, 1}n.

CCObf (1λ, P, lock, m):

1. Sample R← {0, 1}λ.
2. Sample (fpk, fsk)← FHE.KeyGen(1λ).
3. Compute f̃Dec← CC.Obf(1λ, fDec, R, 1) where fDec(·) = FHE.Dec(fsk, ·).
4. Compute Ĩ ← CC.Obf(1λ, I, lock, R) where I(X) = X for every X.
5. Represent (P∥ Ĩ) = (b1, . . . , bℓ) ∈ {0, 1}ℓ.
6. Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ].
7. Set b̃i := bi ⊕

⊕
j:θi,j=0 zi,j for all i ∈ [ℓ].

8. Denote m = (m1, . . . , mn) ∈ {0, 1}n.
9. Sample θℓ+k, zℓ+k ← {0, 1}λ for all k ∈ [n].

10. Set b̃ℓ+k := mk ⊕
⊕

j:θℓ+k,j=0 zℓ+k,j for all k ∈ [n].

11. Compute fcti ← FHE.Enc(fpk, (θi, b̃i)) for all i ∈ [ℓ+ n].
12. Output P̃ := (f̃Dec, {(|zi⟩θi

, fcti)}i∈[ℓ+n], fpk) and vk := ({zi, θi}i∈[ℓ+n]).

How to evaluate P̃ (x):

1. Parse P̃ := (f̃Dec, {(|zi⟩θi
, fcti)}i∈[ℓ+n], fpk).

2. Define a circuit Ûx as in Figure 4.2.
3. To compute an evaluated ciphertext for FHE.Eval(fpk, Ûx, ·), apply Ûx homomorphically in

superposition with the input ({(|zi⟩θi
, fcti)}i∈[ℓ], (|zℓ+k⟩θℓ+k

, fctℓ+k)) and obtain a ciphertext
|fctℓ+k,P⟩ for each k ∈ [n].

4. Apply f̃Dec(·) in superposition with the input |fctℓ+k,P⟩ and measure the output register in the
standard basis to get a classical outcome βk for each k ∈ [n].

5. Set mk = 1 if βk = 1, else set mk = 0, for each k ∈ [n].
6. Output m = (m1, . . . , mn).

Del (P̃ ):

1. Parse P̃ := (f̃Dec, {(|zi⟩θi
, fcti)}i∈[ℓ+n], fpk).

2. Measure |zi⟩θi
in the Hadamard basis for all i ∈ [ℓ+ n], and obtain (z′1, . . . , z′ℓ+n).

3. Output cert := (z′1, . . . , z′ℓ+n).
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Circuit Ûx

Hardwire: x
Input: ({(zi, θi, b̃i)}i∈[ℓ], (zℓ+k, θℓ+k, b̃ℓ+k))

1. Compute bi := b̃i ⊕
⊕

j:θi,j=0 zi,j for all i ∈ [ℓ].

2. Reconstruct (C∥ Ĩ) from (b1, . . . , bℓ).
3. Compute mk := b̃ℓ+k ⊕

⊕
j:θℓ+k,j=0 zℓ+k,j.

4. Output mk · Ĩ(C(x))

Figure 4.2: The description of the circuit Ûx

Vrfy(vk, cert):

1. Parse vk = ({(zi, θi)}i∈[ℓ+n]) and cert = (z′1, . . . , z′ℓ+n).

2. If
(
(zi,j = z′i,j) ∧ (θi,j = 1)

)
holds for all i ∈ [ℓ+ n] and j ∈ [λ], then output ⊤; otherwise

output ⊥.

Security. We use Lemma 4.3.5 by Bartusek and Khurana [BK23] to prove the security of our construction.

Theorem 4.5.4. If ΣCCO is a secure compute-and-compare obfuscation and Σfhe is an IND-CPA secure fully
homomorphic encryption then ΣCECCO is a certified everlasting secure compute-and-compare obfuscation
scheme for the family of distribution D = {Dparam}param.

Proof of Theorem 4.5.4. We first describe the simulator of CCObf , denoted as Sim , before we go to the formal
security analysis. Let CCO.Sim be the simulator the classical compute-and-compare obfuscation employed as
a building block in the above construction. For (P, lock, aux )← Dparam, the algorithm Sim works as follows:

Sim(1λ, ppP, 1n):

1. Sample R← {0, 1}λ.
2. Sample (fpk, fsk)← FHE.KeyGen(1λ).
3. Compute f̃Dec← CC.Obf(1λ, fDec, R, 1).
4. Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ+ n].
5. Set b̃i := 0⊕⊕j:θi,j=0 zi,j for all i ∈ [ℓ+ n].

6. Compute fcti ← FHE.Enc(fpk, (θi, b̃i)) for all i ∈ [ℓ+ n].
7. Output P̃ := (f̃Dec, {(|zi⟩θi

, fcti)}i∈[ℓ+n], fpk) and vk := ({zi, θi}i∈[ℓ+n]).

Note that Sim does not need information about (P, lock, aux ) except ppP. We show that

TD(EV-Expsim-ccobf
ΣCECCO, A(λ, 0), EV-Expsim-ccobf

ΣCECCO, A(λ, 1)) ≤ negl(λ).

using Lemma 4.3.5 and the post-quantum security of ΣCCO and Σfhe. We use the following sequence of
hybrids to prove this.
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Hyb0: This is the same as EV-Expsim-ccobf
ΣCECCO, A(λ, 0). Let P̃ (0) := (f̃Dec, {(|zi⟩θi

, fcti)}i∈[ℓ+n], fpk) be the
compute-and-compare obfuscated circuit computed using the honest CCObf algorithm.

Hyb1: This hybrid works as follows:

1. A submits a message m ∈ {0, 1}n to the challenger.
2. The challenger chooses (P, lock, aux )← Dparam.
3. The challenger computes the obfuscated circuit as follows:

(a) Sample (fpk, fsk)← FHE.KeyGen(1λ) and R← {0, 1}λ.
(b) Compute f̃Dec← CC.Obf(1λ, fDec, R, 1).
(c) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ+ n].
(d) Set b̃i := 0⊕⊕j:θi,j=0 zi,j for i ∈ [ℓ].

(e) Set b̃ℓ+k := mk ⊕
⊕

j:θℓ+k,j=0 zℓ+k,j for all k ∈ [n].

(f) Compute fcti ← FHE.Enc(fpk, (θi, b̃i)) for all i ∈ [ℓ+ n].
(g) Set P̃ := (f̃Dec, {(|zi⟩θi

, fcti)}i∈[ℓ+n], fpk).

The challenge sends P̃ to A .
4. A sends a deletion certificate cert := (z′1, . . . , z′ℓ+n) and its internal state ρ to the challenger.

5. The challenger checks if
(
(zi,j = z′i,j) ∧ (θi,j = 1)

)
holds for all i ∈ [ℓ+ n] and j ∈ [λ]. If the

check fails, the experiment halts and returns ⊥; otherwise, go to the next step.
6. The experiment outputs ρ as a final output.

Note that, the FHE ciphertexts {fcti}i∈[ℓ] contain no information about the lock value lock, the random
string R and the circuit P. To prove the indistinguishability between Hyb0 and Hyb1, we consider a
sequence of intermediate hybrids Hyb1,k for k ∈ [0, ℓ] where Hyb1,0 is identical to Hyb0 and the only
difference between Hyb1,k−1 and Hyb1,k is that fctk is an encryption of (θk, bk ⊕

⊕
j:θk,j=0 zk,j) where

bk in Hyb1,k−1 is the same as bk in Hyb0 and bk in Hyb1,k is set to zero for k ∈ [ℓ].

Now, we consider a sequence of experiments Expt1,k
B,C (λ, θ, β) for k ∈ [ℓ] between a QPT adversary

B and a challenger C for θ ∈ {0, 1}λ and β ∈ {0, 1}. The experiment Expt1,k
B,C (λ, θ, β) is basically

the same as Hyb1,k where we take θk = θ, b̃k = β and B plays the role of A , C plays the role of the
challenger. In particular, it works as follows:

Expt1,k
B,C (λ, θ, β):

1. B submits a message m ∈ M to the challenger.
2. The challenger chooses (P, lock, aux )← Dparam.
3. The challenger computes the obfuscated circuit as follows:

(a) Sample (fpk, fsk)← FHE.KeyGen(1λ) and R← {0, 1}λ.
(b) Compute f̃Dec← CC.Obf(1λ, fDec, R, 1).
(c) Compute Ĩ ← CC.Obf(1λ, I, lock, R).
(d) Represent (P∥ Ĩ) = (b1, . . . , bℓ) ∈ {0, 1}ℓ.
(e) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ+ n] \ {k}.
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(f) Set b̃i for i ∈ [ℓ] as follows:

b̃i :=


0⊕⊕j:θi,j=0 zi,j if i ∈ [1, k− 1]

β if i = k
bi ⊕

⊕
j:θi,j=0 zi,j if i ∈ [k + 1, ℓ]

.

(g) Set b̃ℓ+k := mk ⊕
⊕

j:θℓ+k,j=0 zℓ+k,j for all k ∈ [n].

(h) Compute fcti ← FHE.Enc(fpk, (θi, b̃i)) for all i ∈ [ℓ+ n] where θk := θ.
The challenge sends (f̃Dec, {(|zi⟩θi

, fcti)}i∈[ℓ+n]\{k}, fctk, fpk) to B.
4. B outputs a bit b′ as the final output of the experiment.

Let us define Z k
λ(θ) = Expt1,k

B,C (λ, θ, β). We first show that∣∣∣Pr
[
Z k

λ(θ) = 1
]
− Pr

[
Z k

λ(0λ) = 1
]∣∣∣ ≤ negl(λ). (4.5)

Z k,1
λ : This is exactly the same asZ k

λ(θ) except the challenger uses the bits of Ĩ ← CC.Sim(1λ, ppI , 1|R|)
instead of Ĩ ← CC.Obf(1λ, I, lock, R) to set b̃i for all i ∈ [k + 1, ℓ]. The indistinguishability
between the distributions Z k

λ(θ) and Z k,1
λ follows from the post-quantum security of the classical

compute-and-compare obfuscation scheme ΣCCO.
Z k,2

λ : This is exactly the same as Z k,1
λ except the challenger replaces f̃Dec← CC.Obf(1λ, fDec, R, 1)

with the simulated obfuscated circuit f̃Dec← CC.Sim(1λ, ppfDec, 11). The indistinguishability
between the distributions Z k,1

λ and Z k,2
λ follows from the post-quantum security of the classical

compute-and-compare scheme ΣCCO.
Z k,3

λ : This is exactly the same as Z k,2
λ except the challenger computes fctk ← FHE.Enc(fpk, (0λ, b̃k))

instead of encrypting (θ, b̃k). The indistinguishability between the distributions Z k,2
λ and Z k,3

λ
follows from the post-quantum security of Σfhe.

Z k,4
λ : This is exactly the same as Z k,3

λ except the challenger replaces f̃Dec← CC.Sim(1λ, ppfDec, 11)

with the real obfuscated circuit f̃Dec ← CC.Obf(1λ, fDec, R, 1). The indistinguishability
between the distributions Z k,3

λ and Z k,4
λ follows from the post-quantum security of the classical

compute-and-compare obfuscation scheme ΣCCO.
Z k,5

λ : This is exactly the same asZ k,4
λ except the challenger uses the bits of Ĩ ← CC.Obf(1λ, I, lock, R)

instead of Ĩ ← CC.Sim(1λ, ppI , 11) to set b̃i for all i ∈ [k + 1, ℓ]. The indistinguishability
between the distributions Z k,4

λ and Z k,5
λ follows from the post-quantum security of the classical

compute-and-compare obfuscation scheme ΣCCO.

Observe that, the distributions Z k,5
λ and Z k

λ(0λ) are identical. Hence, Equation (4.5) holds for all
k ∈ [ℓ]. Therefore, by Lemma 4.3.5, for any (unbounded) adversary B ′ we have

TD(Ẽxpt1,k
B ′,C (λ, 0), Ẽxpt1,k

B ′,C (λ, 1)) ≤ negl(λ) (4.6)

where the experiment Z̃ k
λ(b) = Ẽxpt1,k

B ′,C (λ, b) works as follows:
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Ẽxpt1,k
B ′,C (λ, b) :

1. Sample z, θ ← {0, 1}λ.
2. B ′ receives (1λ, |z⟩θ) as input.

3. B ′ interacts with C as in Expt1,k
B,C (λ, θ, b⊕⊕j:θi,j=0 zi,j) where B ′ plays the role of B.

4. B ′ outputs a string z′ ∈ {0, 1}λ and a quantum state ρ.
5. If zj = z′j for all j ∈ [λ] such that θj = 1 then the experiment outputs ρ, and otherwise it outputs

a special symbol ⊥.

Note that the only difference between Hyb1,k−1 and Hyb1,k is that b̃k is set to be bk ⊕
⊕

j:θi,j=0 zi,j in
Hyb1,k−1 and 0⊕⊕j:θi,j=0 zi,j in Hyb1,k. Let us assume bk = 1, since otherwise Hyb1,k−1 and Hyb1,k

are identical. We construct B ′ that distinguishes Ẽxpt1,k
B ′,C (λ, 0) and Ẽxpt1,k

B ′,C (λ, 1) if A distinguishes
between the hybrids Hyb1,k−1 and Hyb1,k.

B ′(1λ, |z⟩θ):

1. B ′ plays the role of A in Hyb1,k where the external challenger C of Ẽxpt1,k
B ′,C (λ, b) is used to

simulate the challenger of Hyb1,k. C sends the obfuscated circuit to A .
2. Suppose A sends a certificate cert = (z′1, . . . , z′ℓ) to the challenger where z′i = (z′i,j)j∈[λ] for all

i ∈ [ℓ]. Then, B ′ sets z′ := z′k.
3. Outputs z′ and the internal state ρ of A .

We observe that B ′ perfectly simulates Hyb1,k−1 if b = 1 and Hyb1,k if b = 0 (since we are assuming
bk = 1). Therefore, we can write

TD(Hyb1,k−1, Hyb1,k) ≤ TD(Z̃ k
λ(0), Z̃ k

λ(1)). (4.7)

Combining Equations (4.6) and (4.7), we have

TD(Hyb1,k−1, Hyb1,k) ≤ negl(λ). (4.8)

Recall that Hyb1,0 ≡ Hyb0 and Hyb1,ℓ ≡ Hyb1. Therefore, combining the advantages of A in the
sequence of intermediate hybrids as obtained in Equation 4.8, we have

TD(Hyb0, Hyb1) ≤ negl(λ).

Hyb2: This is exactly the same as Hyb1 except the fact that instead of encrypting the challenge message
m ∈ {0, 1}n the FHE ciphertexts {fctℓ+k}k∈[n] are encrypted to the message 0n. More precisely, the
challenger samples θℓ+k, zℓ+k ← {0, 1}λ and sets b̃ℓ+k := 0⊕⊕j:θℓ+k,j=0 zℓ+k,j for all k ∈ [n] instead
of setting b̃ℓ+k := mk ⊕

⊕
j:θℓ+k,j=0 zℓ+k,j. Finally, it obtains fctℓ+k ← FHE.Enc(fpk, (θℓ+k, b̃ℓ+k)) for

all k ∈ [n] where the encrypted bits {b̃ℓ+k}k∈[n] contain no information about the message m. Since
the FHE master secret key fsk is not required to simulate the hybrids, the indistinguishability between
Hyb1 and Hyb2 is guaranteed by the post-quantum semantic security of FHE. We can follow a similar
argument as in the previous hybrid and show that

TD(Hyb1, Hyb2) ≤ negl(λ).
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We observe that Hyb2 is equivalent to EV-Expsim-ccobf
ΣCECCO, A(λ, 1). Therefore, by combing the advantages of A in

the consecutive hybrids and applying the triangular inequality, we have

TD(EV-Expsim-ccobf
ΣCECCO, A(λ, 0), EV-Expsim-ccobf

ΣCECCO, A(λ, 1)) ≤ negl(λ).

Finally, it is easy to show the computational indistinguishability, i.e.,∣∣∣Pr
[
C-Expsim-ccobf

ΣCECCO, A(λ, 0) = 1
]
− Pr

[
C-Expsim-ccobf

ΣCECCO, A(λ, 1) = 1
]∣∣∣ ≤ negl(λ)

using the security of FHE and the post-quantum security of CCO. We skip the formal description as it follows
from the similar sequence of hybrids that we used to establish Equation (4.5) except that fctk is changed from
encryption of (θ, b̃k) to (θ, 0⊕⊕j:θk,j=0 zk,j) (instead of changing it from (θ, b̃k) to (0λ, b̃k) in Z k,3

λ ). This
completes the proof.

4.6 Predicate Encryption with Certified Everlasting Deletion

4.6.1 Definition

We describe the notion of PE with certified everlasting deletion which generates a quantum ciphertext that
can be deleted when required and the deletion is verified using a classical certificate of deletion.

Definition 4.6.1 (PE with Certified Everlasting Deletion (Syntax)). A certified everlasting PE is tuple of
QPT algorithms (Setup, KeyGen, Enc, Dec, Del , Vrfy) with a class predicates P , a class of attributes X and
a message spaceM.

Setup(1λ)→ (pk, msk): The parameter setup algorithm takes as input the security parameter 1λ and outputs
a public key pk and a master secret key msk.

KeyGen(msk, P): The key generation algorithm takes as input the master secret key msk and a predicate
P ∈ P , and outputs a secret key skP corresponding to the predicate P.

Enc(pk, x, m)→ (ct , vk): The encryption algorithm takes as input the public key pk, an attribute x ∈ X
and a message m ∈ M, and outputs a quantum ciphertext ct and a classical verification key vk.

Dec(skP, ct)→ m′ or ⊥: The decryption algorithm takes as input a secret key skP and a quantum ciphertext
ct , and outputs a classical plaintext m′ or ⊥.

Del (ct)→ cert: The deletion algorithm takes as input the ciphertext ct and outputs a classical certificate
cert.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes as input the verification key vk and a certificate
cert, and outputs ⊤ or ⊥.

Definition 4.6.2 (Correctness of PE with Certified Everlasting Deletion). The correctness of PE with
certified deletion for a class of predicates P is defined as follows.

Decryption correctness: For any λ ∈N, P ∈ P , x ∈ X , m ∈ M such that P(x) = 1,

Pr

Dec(skP, ct) ̸= m

∣∣∣∣∣∣
(pk, msk)← Setup(1λ)
skP ← KeyGen(msk, P)
(ct , vk)← Enc(pk, m)

 ≤ negl(λ).
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Verification correctness: For any λ ∈N, x ∈ X , m ∈ M,

Pr

Vrfy(vk, cert) ̸= ⊤

∣∣∣∣∣∣
(pk, msk)← Setup(1λ)
(ct , vk)← Enc(pp, x, m)
cert← Del (ct)

 ≤ negl(λ).

Definition 4.6.3 (Certified Everlasting Security of PE). Let Σ = (Setup, KeyGen, Enc, Dec, Del , Vrfy) be a
PE with certified everlasting deletion for a class of predicates P , a class of attributes X and a message space
M. We consider two experiments EV-Expada-ind

Σ, A (λ, b) and C-Expada-ind
Σ, A (λ, b) played between a challenger

and and a non-uniform QPT adversary A = {Aλ, |ψ⟩λ}λ∈N. The experiments are defined as follows:

1. The challenger computes (pk, msk)← Setup(1λ) and sends pk to Aλ(|ψ⟩λ).

2. Aλ sends P ∈ P to the challenger and receives skP ← KeyGen(msk, P) from the challenger.

3. Aλ sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying
the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.

4. The challenger computes (ct b, vkb)← Enc(pk, xb, mb) and sends ct b to Aλ.

5. Aλ can make further key queries with P satisfying P(x0) = P(x1) = 0.

6. Aλ sends a certificate of deletion cert and its internal state ρ to the challenger.

7. The challenger computes Vrfy(vkb, cert). If the outcome is ⊤, the experiment EV-Expada-ind
Σ, A (λ, b)

outputs ρ; otherwise if the outcome is ⊥ then EV-Expada-ind
Σ, A (λ, b) output ⊥ and ends.

8. The challenger sends the outcome of Vrfy(vk(b), cert) to Aλ.

9. Again, Aλ can make key queries with polynomial number of policies P satisfying P(x0) = P(x1) = 0.

10. Aλ outputs its guess b′ ∈ {0, 1} which is the output of the experiment C-Expada-ind
Σ, A (λ, b).

We say that the Σ is adaptively certified everlasting secure if for any non-uniform QPT adversary A =
{Aλ, |ψ⟩λ}λ∈N, it holds that

TD(EV-Expada-ind
Σ, A (λ, 0), EV-Expada-ind

Σ, A (λ, 1)) ≤ negl(λ),

and ∣∣∣Pr
[
C-Expada-ind

Σ, A (λ, 0) = 1
]
− Pr

[
C-Expada-ind

Σ, A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

We can define similar experiment EV-Expsel-ind
Σ, A (λ, b) and C-Expada-ind

Σ, A (λ, b) where Aλ is restricted to
submit the challenge attributes x0, x1 before it receives pk from the challenger. We say that the Σ is selectively
certified everlasting secure if for any non-uniform QPT adversary A = {Aλ, |ψ⟩λ}λ∈N, it holds that

TD(EV-Expsel-ind
Σ, A (λ, 0), EV-Expsel-ind

Σ, A (λ, 1)) ≤ negl(λ),

and ∣∣∣Pr
[
C-Expsel-ind

Σ, A (λ, 0) = 1
]
− Pr

[
C-Expsel-ind

Σ, A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).
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4.6.2 Construction

In this section, we construct a PE with certified everlasting deletion from a compute-and-compare obfuscation
wiht certified everlasting deletion introduced in Section 4.5 and a classical ABE.

Ingredients. We use the following building blocks.

1. Σabe = ABE.(Setup, KeyGen, Enc, Dec) be a classical ABE scheme for a class of predicates P and
message spaceMabe = {0, 1}λ+1.

2. ΣCECCO = CCO.(Obf , Del , Vrfy) be a compute-and-compare obfuscation with certified everlasting
deletion for a message spaceMpe and the family of distributions D = {Dapk,x,{θi}i ,{zi}i

}apk,x,{θi}i ,{zi}i
.

Let D = {Dapk,x,{θi}i ,{zi}i
}apk,x,{θi}i ,{zi}i

be a family of distributions where Dapk,x,{θi}i ,{zi}i
outputs

(aDec, lock, aux ) generated as follows.

• Generate acti ← ABE.Enc(apk, x, (θi,
⊕

j:θi,j=0 zi,j)) for all i ∈ [ℓ].

• Construct aDec described in Figure 4.3.

• Choose lock← {0, 1}ℓ = K.

• Output (aDec, lock, aux := ⊥).

PE with certified everlasting deletion. We construct Σpe-ce = (Setup, KeyGen, Enc, Dec, Del , Vrfy) for a
class of predicates P , a class of attributes X and a message spaceMpe.

Setup(1λ)

1. Sample (apk, amsk)← ABE.Setup(1λ).

2. Output (pk := apk, msk := amsk).

KeyGen(msk, P)

1. Parse msk = amsk.

2. Compute skP ← ABE.KeyGen(amsk, P).

3. Output skP.

Enc(apk, x, m)

1. Parse pk = apk.

2. Sample R← {0, 1}ℓ and denote R = (r1, . . . , rℓ).

3. Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ].

4. Set r̃i := ri ⊕
⊕

j:θi,j=0 zi,j for all i ∈ [ℓ].
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Hardwire: {acti}i∈[ℓ]
Input: ({zi}i∈[ℓ], skP)

1. Compute (θi, r̃i)← ABE.Dec(skP, acti) for all i ∈ [ℓ].

2. Compute ri = r̃i ⊕
⊕

j:θi,j=0 zi,j for all i ∈ [ℓ].

3. Set R := (r1, . . . , rℓ)

4. Output R

Figure 4.3: The description of the circuit aDec

5. Compute acti ← ABE.Enc(apk, x, (θi, r̃i)) for all i ∈ [ℓ].

6. (ãDec, vkaDec)← CCO.Obf (1λ, aDec, R, m) where aDec is defined in Figure 4.3.

7. Output ct := (ãDec, {|zi⟩θi
}i∈[ℓ]) and vk := ({(zi, θi)}i∈[ℓ], vkaDec).

Dec(skP, ct)

1. Parse ct = (ãDec, {|zi⟩θi
}i∈[ℓ]).

2. Apply ãDec in superposition to the input ({|zi⟩θi
}i∈[ℓ], skP) and measure the output register to obtain

m′.

3. Output m′.

Del (ct)

1. Parse ct = (ãDec, {|zi⟩θi
}i∈[ℓ]).

2. Measure |zi⟩θi
in the Hadamard basis for all i ∈ [ℓ] and obtain z′ := (z′1, . . . , z′ℓ).

3. Compute certaDec ← CCO.Del (ãDec).

4. Output cert := (z′, certaDec).

Vrfy(vk, cert)

1. Parse vk := ({(zi, θi)}i∈[ℓ], vkaDec) and cert := (z′, certaDec).

2. If (zi,j = z′i,j)∧ (θi,j = 1) holds for all i ∈ [ℓ] and j ∈ [λ] and CCO.Vrfy(vkaDec, certaDec) = ⊤, then
output ⊤; otherwise output ⊥.
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Theorem 4.6.4. If ΣCECCO is a certified everlasting secure compute-and-compare obfuscation for a message
spaceMpe and the family of distributions D = {Dapk,x,{θi}i ,{zi}i

}apk,x,{θi}i ,{zi}i
and Σabe is an adaptively

(resp. selectively) secure ABE for a class of predicates P , then Σpe-ce is an adaptively (resp. selectively)
certified everlasting secure predicate encryption scheme for the class of predicates P , message spaceMpe.

We focus on the case of adaptive security.

Proof. To prove the theorem we consider an adversary A against the certified everlasting security of Σpe-ce.
We consider the following sequence of hybrids.

Hyb0 : This is the original certified everlasting security experiment where the challenge bit is set to 0
(EV-Expada-ind

Σpe-ce, A(λ, 0)). More precisely, it works as follows:

1. The challenger computes (apk, amsk)← ABE.Setup(1λ), sets pk := apk, and sends pk to A .
2. The adversary A sends any polynomial number of secret key queries for P ∈ P at any point of

the experiment. The challenger generates skP ← ABE.KeyGen(amsk, P) and sends skP to A .
3. A sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying

the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.
4. The challenger computes the challenge ciphertext as follows:

(a) Sample R∗ = (r1, . . . , rℓ)← {0, 1}ℓ.
(b) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ] where θi = (θi,j)j∈[λ] and zi = (zi,j)j∈[λ].
(c) Set r̃i := ri ⊕

⊕
j:θi,j=0 zi,j for all i ∈ [ℓ].

(d) Compute acti ← ABE.Enc(apk, x0, (θi, r̃i)) for all i ∈ [ℓ].
(e) (ãDec, vkaDec)← CCO.Obf (1λ, aDec, R∗, m0) where aDec is defined in Figure 4.3.
(f) Set ct ∗ := (ãDec, {|zi⟩θi

}i∈[ℓ]) and vk := ({(zi, θi)}i∈[ℓ], vkaDec).
The challenger sends ct ∗ to A .

5. A sends a certificate cert = (z′ = (z′1, . . . , z′ℓ), certaDec) and its internal state ρ to the challenger
where z′i = (z′i,j)j∈[λ] for all i ∈ [ℓ].

6. The challenger checks if (zi,j = z′i,j) ∧ (θi,j = 1) holds for all i ∈ [ℓ] and j ∈ [λ] and
CCO.Vrfy(vkaDec, certaDec) = ⊤. If it does not hold, the challenger outputs⊥ as the final output
of the experiment. Otherwise, go to the next step.

7. The experiment outputs ρ as a final output.

Hyb1 : This hybrid proceeds exactly similar to Hybd0 except that the ABE ciphertexts acti is now replaced
with encryption of zero string. In particular, the hardwired values of aDec are computed as acti ←
ABE.Enc(apk, x0, (θi, 0⊕⊕j:θi,j=0 zi,j)) for all i ∈ [ℓ].
To prove the indistinguishability between Hyb0 and Hyb1, we consider a sequence of intermediate
hybrids Hyb1,k for k ∈ [ℓ] where we take Hyb1,0 is identical to Hyb0 and the only difference between
Hyb1,k−1 and Hyb1,k is that actk is an encryption of (θk, rk ⊕

⊕
j:θk,j=0 zk,j) in Hyb1,k−1 whereas it is

an encryption of (θk, 0⊕⊕j:θk,j=0 zk,j) in Hyb1,k.

Now, we consider a sequence of experiments Expt1,k
B,C (λ, θ, β) for k ∈ [ℓ] between a QPT adversary B

and a challenger C for θ ∈ {0, 1}λ and β ∈ {0, 1}. The experiment Expt1,0
B,C (λ, θ, β) is basically the

same as Hyb0 where B plays the role of A and C plays the role of the challenger. In particular, it works
as follows:
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Expt1,k
B,C (λ, θ, β) :

1. C computes (apk, amsk)← ABE.Setup(1λ), sets pk := apk, and sends pk to B.
2. B sends any polynomial number of secret key queries for P ∈ P at any point of the experiment

and C generates skP ← ABE.KeyGen(amsk, P) and sends skP to B.
3. B sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying

the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.
4. C computes the challenge ciphertext as follows:

(a) Sample R∗ = (r1, . . . , rℓ)← {0, 1}ℓ.
(b) Sample zi, θi ← {0, 1}λ for all i ∈ [ℓ] \ {k} where θi = (θi,j)j∈[λ] and zi = (zi,j)j∈[λ].
(c) Set r̃i as follows:

r̃i :=


0⊕⊕j:θi,j=0 zi,j if i ∈ [1, k− 1]

β if i = k
ri ⊕

⊕
j:θi,j=0 zi,j if i ∈ [k + 1, ℓ]

.

(d) Compute acti as follows:

acti ←
{

ABE.Enc(apk, x0, (θ, r̃k)) if i = k
ABE.Enc(apk, x0, (θi, r̃i)) if i ∈ [ℓ] \ {k}

.

(e) (ãDec, vkaDec)← CCO.Obf (1λ, aDec, R∗, m0) where aDec is defined in Figure 4.3.
The challenger sends (ãDec, {|zi⟩θi

}i∈[ℓ]\{k}) to B.
5. B outputs a bit b′ as the final output of the experiment.

Since all the secret keys skP corresponding to predicates P queried by the adversary satisfy the condition
that P(x0) = 0, the semantic security of ABE ensures that∣∣∣Pr

[
Expt1,k

B,C (λ, θ, β) = 1
]
− Pr

[
Expt1,k

B,C (λ, 0λ, β) = 1
]∣∣∣ ≤ negl(λ).

Therefore, by Lemma 4.3.7, for any QPT (unbounded) adversary B ′, we have

TD(Ẽxpt1,k
B ′,C (λ, 0), Ẽxpt1,k

B ′,C (λ, 1)) ≤ negl(λ) (4.9)

where the experiment Ẽxpt1,k
B ′,C (λ, b) works as follows:

Ẽxpt1,k
B ′,C (λ, b) :

1. Sample z, θ ← {0, 1}λ.
2. B ′ takes (1λ, |z⟩θ) as input.

3. B ′ interacts with C as in Expt1,k
B,C (λ, θ, b⊕⊕j:θi,j=0 zi,j) where B ′ plays the role of B.

4. B ′ outputs a string z′ ∈ {0, 1}λ and a quantum state ρ.
5. If zj = z′j for all j ∈ [λ] such that θj = 1 then the experiment outputs ρ, and otherwise it outputs

a special symbol ⊥.
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Note that the only difference between Hyb1,k−1 and Hyb1,k is that r̃k is set to be rk ⊕
⊕

j:θi,j=0 zi,j in
Hyb1,k−1 and 0⊕⊕j:θi,j=0 zi,j in Hyb1,k. Let us assume rk = 1, since if rk is 0 then Hyb1,k−1 and Hyb1,k

are identical. We construct B ′ that distinguishes Ẽxpt1,k
B ′,C (λ, 0) and Ẽxpt1,k

B ′,C (λ, 1) if A distinguishes
between the hybrids Hyb1,k−1 and Hyb1,k.

B ′(1λ, |z⟩θ) :

1. B ′ plays the role of A in Hyb1,k where the external challenger C of Ẽxpt1,k
B ′,C (λ, b) is used to

simulate the challenger of Hyb1,k. C provides everything that should be sent to A (as in Hyb0).
2. Suppose A sends a certificate cert = ((z′1, . . . , z′ℓ), certaDec) to the challenger where z′i =

(z′i,j)j∈[λ] for all i ∈ [ℓ]. Then, B ′ sets z′ = z′k.

3. Outputs z′ and the internal state ρ of A which it sends to A2.

We observe that B ′ perfectly simulates Hyb1,k if b = 0 and Hyb1,k−1 if b = 1 (since we are assuming
rk = 1). Therefore, we can write

TD(Hyb1,k−1, Hyb1,k) ≤ TD(Ẽxpt1,k
B ′,C (λ, 0), Ẽxpt1,k

B ′,C (λ, 1)). (4.10)

Combining Equations 4.9 and 4.10, we have

TD(Hyb1,k−1, Hyb1,k) ≤ negl(λ). (4.11)

Recall that Hyb1,0 ≡ Hyb0 and Hyb1,ℓ ≡ Hyb1. Therefore, combining the advantages of A in the
sequence of intermediate hybrids as obtained in Equation 4.11, we have

TD(Hyb0, Hyb1) ≤ negl(λ).

Hyb2 : This hybrid proceeds exactly similar to Hyb1 except that the obfuscated circuit is now replaced with a
simulated version of it. In particular, ãDec ← CCO.Obf (1λ, aDec, R∗, m0) is replaced with the circuit
ãDec ← CCO.Sim(1λ, ppaDec, 1|mb|). In particular, the hybrid works as follows:

1. The challenger computes (apk, amsk)← ABE.Setup(1λ), sets pk := apk, and sends pk to A .
2. The adversary A sends any polynomial number of secret key queries for P ∈ P at any point of

the experiment. The challenger generates skP ← ABE.KeyGen(amsk, P) and sends skP to A .
3. A sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying

the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.
4. The challenger computes the challenge ciphertext as follows:

(a) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ] where θi = (θi,j)j∈[λ] and zi = (zi,j)j∈[λ].
(b) ãDec ← CCO.Sim(1λ, ppaDec, 1|mb|) where aDec is defined in Figure 4.3. (Note that, we do

not need to compute ABE ciphertexts since we only require the lengths of a ABE ciphertext
in order to calculate ppaDec.)

(c) Set ct ∗ := (ãDec, {|zi⟩θi
}i∈[ℓ]) and vk := ({(zi, θi)}i∈[ℓ], vkaDec).

The challenger sends ct ∗ to A .
5. A sends a certificate cert = (z′ = (z′1, . . . , z′ℓ), certaDec) and its internal state ρ to the challenger

where z′i = (z′i,j)j∈[λ] for all i ∈ [ℓ].
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6. The challenger checks if (zi,j = z′i,j) ∧ (θi,j = 1) holds for all i ∈ [ℓ] and j ∈ [λ] and
CCO.Vrfy(vkaDec, certaDec) = ⊤. If it does not hold, the challenger outputs⊥ as the final output
of the experiment. Otherwise, go to the next step.

7. The experiment outputs ρ as a final output.

Since the information of lock string R∗ is not used in generating the ABE ciphertexts acti, the
certified everlasting security of compute-and-compare obfuscation guarantees that Hyb1 and Hyb2 are
indistinguishable to A . In other words, we have

TD(Hyb1, Hyb2) ≤ negl(λ).

Hyb3 : This hybrid proceeds exactly similar to Hyb2 except that the simulated circuit is now replaced with
a honestly obfuscated version of it. In particular, the obfuscated circuit is computed as ãDec ←
CCO.Obf (1λ, aDec, R∗, m1) where the circuit aDec is defined using the hardwired values acti ←
ABE.Enc(apk, x1, (θi, 0⊕⊕j:θi,j=0 zi,j)). In particular, the hybrid works as follows:

1. The challenger computes (apk, amsk)← ABE.Setup(1λ), sets pk := apk, and sends pk to A .
2. The adversary A sends any polynomial number of secret key queries for P ∈ P at any point of

the experiment. The challenger generates skP ← ABE.KeyGen(amsk, P) and sends skP to A .
3. A sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying

the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.
4. The challenger computes the challenge ciphertext as follows:

(a) Sample R∗ = (r1, . . . , rℓ)← {0, 1}ℓ.
(b) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ] where θi = (θi,j)j∈[λ] and zi = (zi,j)j∈[λ].
(c) Set r̃i := 0⊕⊕j:θi,j=0 zi,j for all i ∈ [ℓ].
(d) Compute acti ← ABE.Enc(apk, x1, (θi, r̃i)) for all i ∈ [ℓ].
(e) ãDec ← CCO.Obf (1λ, aDec, R∗, m1) where aDec is defined in Figure 4.3.
(f) Set ct ∗ := (ãDec, {|zi⟩θi

}i∈[ℓ]) and vk := ({(zi, θi)}i∈[ℓ], vkaDec).
The challenger sends ct ∗ to A .

5. A sends a certificate cert = (z′ = (z′1, . . . , z′ℓ), certaDec) and its internal state ρ to the challenger
where z′i = (z′i,j)j∈[λ] for all i ∈ [ℓ].

6. The challenger checks if (zi,j = z′i,j) ∧ (θi,j = 1) holds for all i ∈ [ℓ] and j ∈ [λ] and
CCO.Vrfy(vkaDec, certaDec) = ⊤. If it does not hold, the challenger outputs⊥ as the final output
of the experiment. Otherwise, go to the next step.

7. The experiment outputs ρ as a final output.

By similar argument as in the previous hybrid, the hybrids Hyb2 and Hyb3 are indistinguishable by the
certified everlasting security of compute-and-compare obfuscation. In other words, we have

TD(Hyb2, Hyb3) ≤ negl(λ).

Hyb4 : This hybrid proceeds exactly similar to Hyb3 except that the ABE ciphertexts acti is now replaced
with encryption of (θi, r̃i) where r̃i := ri ⊕

⊕
j:θi,j=0 zi,j for all i ∈ [ℓ]. In particular, the hybrid works

as follows:
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1. The challenger computes (apk, amsk)← ABE.Setup(1λ), sets pk := apk, and sends pk to A .
2. The adversary A sends any polynomial number of secret key queries for P ∈ P at any point of

the experiment. The challenger generates skP ← ABE.KeyGen(amsk, P) and sends skP to A .
3. A sends a pair of challenge attributes (x0, x1) and a pair of challenge messages (m0, m1) satisfying

the fact that P(x0) = P(x1) = 0 for all P queried so far in the key query phase.
4. The challenger computes the challenge ciphertext as follows:

(a) Sample R∗ = (r1, . . . , rℓ)← {0, 1}ℓ.
(b) Sample θi, zi ← {0, 1}λ for all i ∈ [ℓ] where θi = (θi,j)j∈[λ] and zi = (zi,j)j∈[λ].
(c) Set r̃i := ri ⊕

⊕
j:θi,j=0 zi,j for all i ∈ [ℓ].

(d) Compute acti ← ABE.Enc(apk, x1, (θi, r̃i)) for all i ∈ [ℓ].
(e) ãDec ← CCO.Obf (1λ, aDec, R∗, m1) where aDec is defined in Figure 4.3.
(f) Set ct ∗ := (ãDec, {|zi⟩θi

}i∈[ℓ]) and vk := ({(zi, θi)}i∈[ℓ], vkaDec).
The challenger sends ct ∗ to A .

5. A sends a certificate cert = (z′ = (z′1, . . . , z′ℓ), certaDec) and its internal state ρ to the challenger
where z′i = (z′i,j)j∈[λ] for all i ∈ [ℓ].

6. The challenger checks if (zi,j = z′i,j) ∧ (θi,j = 1) holds for all i ∈ [ℓ] and j ∈ [λ] and
CCO.Vrfy(vkaDec, certaDec) = ⊤. If it does not hold, the challenger outputs⊥ as the final output
of the experiment. Otherwise, go to the next step.

7. The experiment outputs ρ as a final output.

Since all the secret keys skP corresponding to predicates P queried by the adversary satisy the condition
that P(x1) = 0, we can depend on the semantic security of ABE and show that the hybrids Hyb3
and Hyb4 are indistinguishable from A’s point of view using the similar argument that we used while
establishing the indistinguishability between the hybrids Hyb0 and Hyb1. In other words, we have

TD(Hyb3, Hyb4) ≤ negl(λ).

Finally, we note that Hyb4 is the original certified everlasting experiment of Σpe-ce where the challenge bit
is set to 1. Therefore, combing the advantages of A in the consecutive hybrids and applying the triangular
inequality, we have

TD(Hyb0, Hyb4) ≤ negl(λ).

Finally, it is easy to show the computational indistinguishability, i.e.,∣∣∣Pr
[
C-Expada-ind

Σpe-ce, A(λ, 0) = 1
]
− Pr

[
C-Expada-ind

Σpe-ce, A(λ, 1) = 1
]∣∣∣ ≤ negl(λ).

We skip the formal description as it follows from the security of ABE and the security of CECCO. We can
erase information about R = (r, . . . , rℓ) by the security of ABE. Then, we can apply the security of CECCO.
This completes the proof.

.
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Chapter 5

Conclusion

In this thesis, we have introduced a novel cryptographic application of quantum mechanics called quantum
cryptography with certified everlasting security and constructed several cryptographic primitives with certified
everlasting security. In cryptography, ideally, we should achieve information-theoretical security because it
ensures security against computationally unbounded adversaries. However, information-theoretical security
is impossible to achieve for almost all cryptographic primitives even in the realm of quantum. Certified
everlasting security provides a nice compromise of information theoretical security. In certified everlasting
security, one can verify whether the adversary deletes encrypted data. Once the deletion is verified, the
security becomes information theoretical security, and hence even unbounded adversaries cannot obtain the
information of encrypted data after that.

In Section 3.1, we have explored a certified everlasting secure variant of zero-knowledge proof for QMA.
In this primitive, the zero-knowledge property initially relies on computational security while soundness
satisfies information theoretical security. However, the prover is equipped with a mechanism to verify whether
the encrypted quantum data has been deleted. Once deletion is confirmed, the zero-knowledge property
transitions to an information-theoretic guarantee. It is widely believed that in zero-knowledge proofs for
QMA, it is impossible to achieve both soundness and zero-knowledge with information-theoretic security
simultaneously. Indeed, in previous constructions of zero-knowledge proofs for QMA, either the soundness
or the zero-knowledge property relies on computational security. Consequently, if soundness is guaranteed
with information-theoretic security, the zero-knowledge property becomes computational, posing a risk that a
malicious verifier may extract information beyond the validity of the statements in the future. Compared to all
previous works, in our primitive, the zero-knowledge property changes to information theoretical security
once the deletion is verified while soundness satisfies information theoretical security.

In Chapter 4, we have explored certified everlasting secure variants of various cryptographic primitives,
including functional encryption, compute-and-compare obfuscation, and predicate encryption. In Section 4.3,
we have constructed a certified everlasting secure variant of collusion-resistant functional encryption, based
on indistinguishability obfuscation and one-way functions. In this primitive, an adversary possessing the
quantum ciphertext ct(m) can obtain polynomially many secret keys sk fi i ∈ [n] and evaluate fi(m) by
using them. Additionally, it includes a mechanism to verify whether the adversary has deleted the quantum
ciphertext. Once the deletion is verified, the security becomes an information-theoretic guarantee. As a
result, even if the adversary becomes computationally unbounded afterward, they cannot learn anything
beyond fi(m)i ∈ [n]. In Section 4.4, assuming the existence of public key encryption, we have constructed
bounded collusion-resistant functional encryption, which is a weaker variant of collusion-resistant functional
encryption. The key difference lies in the number of secret keys a receiver is allowed to obtain: it is fixed in
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advance. If a receiver obtains more keys than this predetermined limit, security is no longer guaranteed.
In Section 4.5, we have constructed a certified everlasting secure variant of compute-and-compare

obfuscation from standard compute-and-compare obfuscation and fully homomorphic encryption. In this
primitive, we can obfuscate a circuit P along with a lock value lock and m and obtain an obfuscated circuit P̃
and a verification key vk. The adversary of P̃ can issue a deletion certificate cert of P̃. Once the deletion is
verified, even computationally unbounded adversaries cannot obtain information about P, lock, and m after
that. In Section 4.6, we study a certified everlasting secure variant of predicate encryption from attribute-based
encryption and certified everlasting secure compute-and-compare obfuscation. In the primitive, the adversary
possessing the quantum ciphertext ctx(m) can receive polynomially many secret keys {sk fi}i∈[n] and obtain
m if fi(x) = 1 for some i ∈ [n]. Additionally, it includes a mechanism to verify whether the adversary has
deleted the quantum ciphertext. Once the deletion is verified, the security becomes an information-theoretic
guarantee. Consequently, even if the adversary becomes computationally unbounded afterward, they cannot
learn anything about plaintext m and attribute x.
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Appendix A

Appendix

A.1 Omitted Proofs for Collusion-Resistant FE
We prove the adaptive security of our collusion-resistant scheme CED in Section 4.3.3. That is, we show∣∣∣Pr

[
C-Expada-ind

CED, A(λ, 0) = 1
]
− Pr

[
C-Expada-ind

CED, A(λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Let A be a QPT adversary against the adaptive security. We consider the following sequence of hybrids.

Hyb0: This is the original adaptive security experiment where the challenge bit is set to be 0. Specifically, it
works as follows:

1. The challenger generates (fe.MPK, fe.MSK) ← FE.Setup(1λ), sets MPK := fe.MPK and
MSK := fe.MSK, and sends MPK to A .

2. A can make arbitrarily many key queries at any point of the experiment. When it makes a key query
f , the challenger generates fe.skg[ f ] ← FE.KeyGen(fe.MSK, g[ f ]) and returns sk f = fe.skg[ f ] to
A .

3. A sends (m(0), m(1)) to the challenger.1 It must satisfy f (m(0)) = f (m(1)) for all key queries f
that are made before or after sending (m(0), m(1)).

4. The challenger generates (ct , vk)← Enc(MPK, m(0)). Specifically,
(a) Generate zi, θi ← {0, 1}λ for every i ∈ [2n + 1].
(b) Generate ui,j,b ← {0, 1}λ and compute vi,j,b ← PRG(ui,j,b) for every i ∈ [2n + 1], j ∈ [λ]

and b ∈ {0, 1} and set U = (ui,j,b)i∈[2n+1],j∈[λ],b∈{0,1} and V := (vi,j,b)i∈[2n+1],j∈[λ],b∈{0,1}.
(c) Generate a state

∣∣ψi,j
〉

:=

{ ∣∣zi,j
〉 ∣∣∣ui,j,zi,j

〉
if θi,j = 0

|0⟩
∣∣ui,j,0

〉
+ (−1)zi,j |1⟩

∣∣ui,j,1
〉

if θi,j = 1

where θi,j (resp. zi,j) is the j-th bit of θi (resp. zi) for every i ∈ [2n + 1] and j ∈ [λ].

1We use (m(0), m(1)) instead of (m0, m1) to denote a pair of challenge messages to avoid a notational collision.
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(d) Generate

βi :=

{
m(0)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, 2n + 1]
.

(e) Generate fe.ct← FE.Enc(fe.MPK, V∥θ1∥ . . . ∥θ2n+1∥β1∥ . . . ∥β2n+1).
(f) Set ct = (fe.ct,

⊗
i∈[2n+1],j∈[λ]

∣∣ψi,j
〉
) and vk = (U, (zi, θi)i∈[2n+1]).

The challenger sends ct to A .
5. If A sends a certificate of deletion cert, the challenger computes Vrfy(vk0, cert) and sends the

result to A .
6. Again, the challenger answers key queries from A .
7. When A outputs a bit b′, the experiment outputs b′ if fℓ(m0) = fℓ(m1) holds for all key queries

fℓ.

Hyb1: This is identical to Hyb0 except that vi,j,1⊕zi,j is uniformly chosen from {0, 1}2λ instead of being set to
be PRG(ui,j,1⊕zi,j) for all i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 0.

Hyb2: This is identical to Hyb1 except that (βi)i∈[2n+1] is generated as

βi :=

{
m(1)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, 2n + 1]
.

Hyb3: This is identical to Hyb2 except that vi,j,b is set to be PRG(ui,j,b) for all i ∈ [2n + 1], j ∈ [λ], and
b ∈ {0, 1}.

Note that Hyb3 is identical to the original adaptive security experiment where the challenge bit is set to be 1.
Thus, we only have to prove

|Pr[Hyb0 = 1]− Pr[Hyb3 = 1]| ≤ negl(λ). (A.1)

We prove Equation (A.1) by the following lemmata.

Lemma A.1.1. If PRG is a secure PRG,

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Proof. Noting that ui,j,1⊕zi,j for i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 0 is used only for generating vi,j,1⊕zi,j

in Hyb0, Lemma A.1.1 directly follows from the security of PRG. Note that we can simulate Vrfy(vk0, cert)
where cert = (ci,j, di,j)i,j since we need {zi,j}i,j and {ui,j,b}i,j,b such that θi,j = 1 for verification.

Lemma A.1.2. If FE is adaptively secure,

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).
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Proof. For each i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 0, there is no u such that PRG(u) = vi,j,1⊕zi,j

except for probability 2−λ. Let Good be the event that the above holds for all i ∈ [2n + 1] and j ∈ [λ]. We
have Pr[Good] ≥ 1− (2n + 1)λ2−λ = 1− negl(λ). We prove that whenever Good occurs, we have

g[ f ]((V, θ1, . . . , θ2n+1, β
(0)
1 , . . . , β

(0)
2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ]) (A.2)

=g[ f ]((V, θ1, . . . , θ2n+1, β
(1)
1 , . . . , β

(1)
2n+1), (bi,j, ui,j)i∈[2n+1],j∈[λ])

for all key queries f and (bi,j, ui,j)i∈[2n+1],j∈[λ] where

β
(a)
i :=

{
m(a)

i ⊕
⊕

j:θi,j=0 zi,j if i ∈ [n]

0⊕⊕j:θi,j=0 zi,j if i ∈ [n + 1, 2n + 1]

for a ∈ {0, 1}. If this is proven, Lemma A.1.2 directly follows from the adaptive security of FE.
Below, we prove Equation (A.2). We consider the following two cases.

• If PRG(ui,j) = vi,j,bi,j holds for every i ∈ [2n + 1] and j ∈ [λ], then by the assumption that Good
occurs, we have bi,j = zi,j for all i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 0. Then we have
β
(a)
i ⊕

⊕
j:θi,j=0 bi,j = m(a)

i for i ∈ [n] and β
(a)
2n+1 ⊕

⊕
j:θ2n+1,j=0 b2n+1,j = 0 for a ∈ {0, 1}. Then the

LHS of Equation (A.2) is equal to f (m(0)) and the RHS of Equation (A.2) is equal to f (m(1)). By
the restriction on A in the adaptive security experiment, we have f (m(0)) = f (m(1)). Therefore, both
sides of Equation (A.2) are equal to f (m(0)) = f (m(1)).

• Otherwise, both sides of Equation (A.2) are equal to ⊥.

In either case, Equation (A.2) holds. Note that we can simulate Vrfy(vkb, cert) where cert = (ci,j, di,j)i,j
since we need {zi,j}i,j and {ui,j,b}i,j,b such that θi,j = 1 for verification. This completes the proof of
Lemma A.1.2.

Lemma A.1.3. If PRG is a secure PRG,

|Pr[Hyb2 = 1]− Pr[Hyb3 = 1]| ≤ negl(λ).

Proof. Noting that ui,j,1⊕zi,j for i ∈ [2n + 1] and j ∈ [λ] such that θi,j = 0 is used only for generating vi,j,1⊕zi,j

in Hyb3, Lemma A.1.1 directly follows from the security of PRG. Note that we can simulate Vrfy(vk1, cert)
where cert = (ci,j, di,j)i,j since we need {zi,j}i,j and {ui,j,b}i,j,b such that θi,j = 1 for verification.

A.2 Adaptively Secure Public-Slot PKFE
In this section, we present an adaptively secure public-slot PKFE scheme based on

• Selectively secure PKFE,

• Selectively single-key function private SKFE, and

• Adaptively single-key single-ciphertext public-slot SKFE.
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We need to show how to achieve adaptively single-key single-ciphertext public-slot SKFE since it is an
essentail building block. Our adaptively secure public-slot PKFE scheme is presented in Appendix A.2.4.

We present an adaptively single-key single-ciphertext public-slot SKFE scheme based on

• Selectively single-key single-ciphertext public-slot SKFE and

• Receiver non-committing encryption

in Appendix A.2.3.
We also present a selectively secure single-ciphertext SKFE with public scheme based on iO and OWFs.

This construction uses an MIFE scheme whose arity is 2 (i.e., 2-input FE) by Goldwasser et al. [GGG+14].
We introduce necessary tools and definitions in Appendices A.2.1 and A.2.2.

A.2.1 Building Blocks

We introduce building blocks for our adaptively single-key single-ciphertext public-slot SKFE scheme.

Non-committing encryption. We recall the notion of (secret-key) receiver non-committing encryption
(NCE) [CFGN96, JL00, CHK05].

Definition A.2.1 (Secret-Key RNCE (Syntax)). A secret-key NCE scheme is a tuple of PPT algorithms
(KeyGen, Enc, Dec, Fake, Reveal) with plaintext spaceM.

KeyGen(1λ)→ (ek, dk, aux): The key generation algorithm takes as input the security parameter 1λ and
outputs a key pair (ek, dk) and an auxiliary information aux.

Enc(ek, m)→ ct: The encryption algorithm takes as input ek and a plaintext m ∈ M and outputs a
ciphertext ct.

Dec(dk, ct)→ m′ or ⊥: The decryption algorithm takes as input dk and ct and outputs a plaintext m′ or ⊥.

Fake(ek, aux)→ c̃t: The fake encryption algorithm takes dk and aux, and outputs a fake ciphertext c̃t.

Reveal(ek, aux, c̃t, m)→ d̃k: The reveal algorithm takes ek, aux, c̃t and m, and outputs a fake secret key d̃k.

Definition A.2.2 (Correctness of secret-key NCE). There exists a negligible function negl such that for any
λ ∈N, m ∈ M,

Pr

m′ ̸= m

∣∣∣∣∣∣
(ek, dk, aux)← KeyGen(1λ)
ct← Enc(ek, m)
m′ ← Dec(dk, ct)

 ≤ negl(λ).

Definition A.2.3 (Receiver Non-Committing (RNC) Security for SKE). A secret-key NCE scheme is RNC
secure if it satisfies the following. Let Σ = (KeyGen, Enc, Dec, Fake, Reveal) be a secret-key NCE scheme.
We consider the following security experiment Expsk-rec

Σ,A nc(λ, b).

1. The challenger computes (ek, dk, aux)← KeyGen(1λ) and sends 1λ to the adversary A .

2. A sends an encryption query m to the challenger. The challenger computes and returns ct← Enc(ek, m)
to A . This process can be repeated polynomially many times.
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3. A sends a query m ∈ M to the challenger.

4. The challenger does the following.

• If b = 0, the challenger generates ct← Enc(ek, m) and returns (ct, dk) to A .
• If b = 1, the challenger generates c̃t← Fake(ek, aux) and

d̃k← Reveal(ek, aux, c̃t, m) and returns (c̃t, d̃k) to A .

5. Again A can send encryption queries.

6. A outputs b′ ∈ {0, 1}.

Let Advsk-rec-nc
Σ,A (λ) be the advantage of the experiment above. We say that the Σ is RNC secure if for any

QPT adversary, it holds that

Advsk-rec-nc
Σ,A (λ) :=

∣∣∣Pr
[
Expsk-rec-nc

Σ,A (λ, 0) = 1
]
− Pr

[
Expsk-rec-nc

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Theorem A.2.4 ([KNTY19, Section 7.2 in the eprint version]). If there exists an IND-CPA secure SKE
scheme (against QPT adversaries), there exists an RNC secure secret-key NCE scheme (against QPT
adversaries) with plaintext space {0, 1}ℓ, where ℓ is some polynomial, respectively.

Functional Encryption.

Definition A.2.5 (Public-Key FE (Syntax)). A public-key functional encryption (PKFE) scheme for a classF
of functions is a tuple of PPT algorithms Σ = (Setup, KeyGen, Enc, Dec) with plaintext spaceM, ciphertext
space C, master public key spaceMPK, master secret key spaceMSK, and secret key space SK, that
work as follows.

Setup(1λ)→ (MPK, MSK): The setup algorithm takes the security parameter 1λ as input, and outputs a
master public key MPK ∈ MPK and a master secret key MSK ∈ MSK.

KeyGen(MSK, f )→ sk f : The key generation algorithm takes MSK and f ∈ F as input, and outputs a
secret key sk f ∈ SK.

Enc(MPK, m)→ CT: The encryption algorithm takes MPK and m ∈ M as input, and outputs a ciphertext
CT ∈ C.

Dec(sk f , CT)→ y or ⊥: The decryption algorithm takes sk f and CT as input, and outputs y or ⊥.

We require that a PKFE scheme satisfies correctness defined below.

Definition A.2.6 (Correctness of PKFE). There exists a negligible function negl such that for any λ ∈N,
m ∈ M and f ∈ F

Pr

y ̸= f (m)

∣∣∣∣∣∣∣∣
(MPK, MSK)← Setup(1λ)
sk f ← KeyGen(MSK, f )
CT← Enc(MPK, m)
y← Dec(sk f , ct)

 ≤ negl(λ).

Definition A.2.7 (Selective Security of PKFE). Let Σ = (Setup, KeyGen, Enc, Dec) be a PKFE scheme.
We consider the following security experiment Expsel-ind

Σ,A (λ, b) against a QPT adversary A .
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1. A sends (m0, m1) ∈ M2 to the challenger.

2. The challenger runs (MPK, MSK) ← Setup(1λ), computes CT ← Enc(MPK, mb), and sends
(MPK, CT) to A .

3. A is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger receives
fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to A .

4. A outputs b′ ∈ {0, 1}. If fℓ(m0) = fℓ(m1) holds for all key queries fℓ, the experiment outputs b′.
Otherwise, it outputs ⊥.

We say that Σ is adaptively secure if for any QPT adversary A it holds that

Advsel-ind
Σ,A (λ) :=

∣∣∣Pr
[
Expsel-ind

Σ,A (λ, 0) = 1
]
− Pr

[
Expsel-ind

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.2.8 (Secret-Key FE (Syntax)). A secret-key functional encryption (SKFE) scheme for a class F
of functions is a tuple of PPT algorithms Σ = (Setup, KeyGen, Enc, Dec) with plaintext spaceM, ciphertext
space C, master secret key spaceMSK, and secret key space SK, that work as follows.

Setup(1λ)→ MSK: The setup algorithm takes the security parameter 1λ as input, and outputs a master
secret key MSK ∈ MSK.

KeyGen(MSK, f )→ sk f : The key generation algorithm takes MSK and f ∈ F as input, and outputs a
secret key sk f ∈ SK.

Enc(MSK, m)→ CT: The encryption algorithm takes MSK and m ∈ M as input, and outputs a ciphertext
CT ∈ C.

Dec(sk f , CT)→ y or ⊥: The decryption algorithm takes sk f and CT as input, and outputs y or ⊥.

We require that an SKFE scheme satisfies correctness defined below.

Definition A.2.9 (Correctness of SKFE). There exists a negligible function negl such that for any λ ∈N,
m ∈ M and f ∈ F

Pr

y ̸= f (m)

∣∣∣∣∣∣∣∣
MSK← Setup(1λ)
sk f ← KeyGen(MSK, f )
CT← Enc(MSK, m)
y← Dec(sk f , ct)

 ≤ negl(λ).

Definition A.2.10 (Adaptive Single-Key Single-Ciphertext Security of SKFE). Let Σ = (Setup, KeyGen, Enc, Dec)
be an SKFE scheme. We consider the following security experiment Expada-1key-1ct

Σ,A (λ, b) against a QPT
adversary A .

1. The challenger runs MSK← Setup(1λ).

2. The adversary makes the following encryption query and key query in no particular order.

• A sends f ∈ F to the challenger. The challenger computes sk f ← KeyGen(MSK, f ), and returns
sk f to A . A can do this process one once.
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• A sends (m0, m1) ∈ M2 to the challenger. The challenger computes CT ← Enc(MSK, mb),
and returns CT to A . A can do this process one once.

3. A outputs b′ ∈ {0, 1}. If f (m0) = f (m1) holds, the experiment outputs b′. Otherwise, it outputs ⊥.

We say that Σ is adaptively single-key single-ciphertext secure if for any QPT adversary A it holds that

Advada-1key-1ct
Σ,A (λ) :=

∣∣∣Pr
[
Expada-1key-1ct

Σ,A (λ, 0) = 1
]
− Pr

[
Expada-1key-1ct

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.2.11 (Selective Single-Key Function Privacy of SKFE). Let Σ = (Setup, KeyGen, Enc, Dec)
be an SKFE scheme. We consider the following security experiment Expsel-1key-fp

Σ,A (λ, b) against a QPT
adversary A .

1. The challenger sends (m1,0, m1,1), . . . , (mq,0, mq,1) ∈ M2q to the challenger.

2. The challenger runs MSK← Setup(1λ), computes CTi ← Enc(MSK, mi,b) for all i ∈ [q], and returns
(CT1, . . . , CTq) to A .

3. A sends ( f0, f1) ∈ F 2 to the challenger. The challenger computes sk fb ← KeyGen(MSK, fb), and
returns sk fb to A . A can do this process only once.

4. A outputs b′ ∈ {0, 1}. If f0(mi,0) = f1(mi,1) holds for all i ∈ [q], the experiment outputs b′.
Otherwise, it outputs ⊥.

We say that Σ is selectively single-key function private if for any QPT adversary A it holds that

Advsel-1key-fp
Σ,A (λ) :=

∣∣∣Pr
[
Expsel-1key-fp

Σ,A (λ, 0) = 1
]
− Pr

[
Expsel-1key-fp

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

2-input FE. We recall the notion of 2-input FE. The following definitions are special cases of multi-input
functional encryption (MIFE) by Goldwasser et al. [GGG+14].

Definition A.2.12 (2-input FE (Syntax)). A 2-input FE scheme for a class F of functions is a tuple of PPT
algorithms Σ = (Setup, KeyGen, Enc, Dec) with plaintext spaceM, ciphertext space C, master secret key
spaceMSK, and secret key space SK, that work as follows.

Setup(1λ)→ MSK: The setup algorithm takes the security parameter 1λ as input, and outputs a master
secret key MSK ∈ MSK and two encryption keys EK1 and EK2.

KeyGen(MSK, f )→ sk f : The key generation algorithm takes MSK and f ∈ F as input, and outputs a
secret key sk f ∈ SK.

Enc(EKi, x)→ CTi: The encryption algorithm takes EKi and x ∈ M as input, and outputs a ciphertext
CTi ∈ C.

Dec(sk f , CT1, CT2)→ z or ⊥: The decryption algorithm takes sk f and (CT1, CT2) as input, and outputs
y or ⊥.

We require that a 2-input FE scheme satisfies correctness defined below.
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Definition A.2.13 (Correctness of 2-input FE). There exists a negligible function negl such that for any
λ ∈N, (x, y) ∈ M2 and f ∈ F

Pr

z ̸= f (x, y)

∣∣∣∣∣∣∣∣
(MSK, EK1, EK2)← Setup(1λ)
sk f ← KeyGen(MSK, f )
CT1 ← Enc(EK1, x), CT2 ← Enc(EK2, y)
z← Dec(sk f , CT1, CT2)

 ≤ negl(λ).

Definition A.2.14 ((1, 1)-sel-ind Security of 2-FE). Let Σ = (Setup, KeyGen, Enc, Dec) be a 2-input FE
scheme. We consider the following security experiment Expsel-1ct

Σ,A (λ, b) against a QPT adversary A .

1. The adversary sends ((x0, y0), (x1, y1)) to the challenger.

2. The challenger runs (MSK, EK1, EK2) ← Setup(1λ), computes CT1 ← Enc(EK1, xb) and CT2 ←
Enc(EK2, yb), and sends (EK2, CT1, CT2) to A .

3. A can send a key query fi ∈ F to the challenger. The challenger computes sk fi ← KeyGen(MSK, fi),
and returns sk fi to A . A can send unbounded polynomially many key queries. Let qk be the total
number of the key queries.

4. A outputs b′ ∈ {0, 1}. If fi(x0, y) = fi(x1, y) holds for all y ∈ M and i ∈ [qk] (we call A is valid),
the experiment outputs b′. Otherwise, it outputs ⊥.

We say that Σ is (1, 1)-sel-ind secure if for any QPT adversary A it holds that

Advsel-1ct
Σ,A (λ) :=

∣∣∣Pr
[
Expsel-1ct

Σ,A (λ, 0) = 1
]
− Pr

[
Expsel-1ct

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Here, (1, 1) means that A is given one encryption key EK2 and one challenge ciphertext vector (CT1, CT2).

The security definition above is a special case of (t, q)-sel-ind security by Goldwasser et al. [GGG+14],
where t is the number of corrupted encryption keys and q is the number of challenge ciphertext vectors.

Theorem A.2.15 ([GGG+14]). If there exist iO and OWFs, there exists (1, 1)-sel-ind secure 2-input FE for
all polynomial-size circuits.

Although Goldwasser et al. proved a more general theorem ((t, q)-sel-ind secure n-input FE where t ≤ n
and q is an a-priori bounded polynomial), the simplified version above is sufficient for our purpose.

A.2.2 Variants of Security Definitions

We can consider the secret-key variant of Definition 4.3.9, where Setup generates only a master secret
key MSK and Enc uses MSK instead of MPK. Correctness of public-slot SKFE is a natural extension
of Definition 4.3.10. We omit syntax and correctness for public-slot SKFE.

Below, we introduce variants of security definitions for public-slot SKFE.

Definition A.2.16 (Single-Key Security of Public-Slot SKFE). Let Σ = (Setup, KeyGen, Enc, Dec) be a
public-slot SKFE scheme. We consider the following security experiment Expada-1ct

Σ,A (λ, b) against a QPT
adversary A .

1. The challenger runs MSK← Setup(1λ).
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2. A is allowed to make arbitrarily many key queries. For the ℓ-th key query, the challenger receives
fℓ ∈ F , computes sk fℓ ← KeyGen(MSK, fℓ), and sends sk fℓ to A .

3. A can send a challenge plaintext pair (m0, m1) ∈ M2 to the challenger.

4. The challenger computes CT← Enc(MSK, mb) and sends CT to A .

5. Again, A is allowed to make arbitrarily many key queries.

6. A outputs b′ ∈ {0, 1}. If fℓ(m0, pub) = fℓ(m1, pub) holds for all key queries fℓ and public inputs
pub ∈ P , the experiment outputs b′. Otherwise, it outputs ⊥.

We say that Σ is adaptively single-ciphertext secure if for any QPT adversary A it holds that

Advada-1ct
Σ,A (λ) :=

∣∣∣Pr
[
Expada-1ct

Σ,A (λ, 0) = 1
]
− Pr

[
Expada-1ct

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

If the adversary must declare the challenge plaintext pair (m0, m1) at the very beginning of the experiment,
we say that Σ is selectively single-ciphertext secure and denote the advantage and experiment by Advsel-1ct

Σ,A (λ)

and Expsel-1ct
Σ,A (λ), respectively.

If the adversary is allowed to make only one key query, we say Σ is adaptively/selectively single-key single-
ciphertext secure and denote the advantage and experiment by Advxxx-1key-1ct

Σ,A (λ) and Expxx-1key-1ct
Σ,A (λ),

respectively, where xxx ∈ {sel, ada}.

A.2.3 Adaptively Single-Key Single-Ciphertext Public-Slot SKFE Scheme

Selectively single-ciphertext public-slot SKFE. First, we present our selectively single-ciphertext public-
slot SKFE scheme 1selFE.

Ingredients.

• (1, 1)-sel-ind secure 2-input FE 2FE = 2FE.(Setup, KeyGen, Enc, Dec) for all polynomial-size circuits.

Scheme description. Our scheme 1selFE = 1selFE.(Setup, KeyGen, Enc, Dec) is as follows.

1selFE.Setup(1λ):

1. Generate (2fe.msk, 2fe.ek1, 2fe.ek2)← 2FE.Setup(1λ).
2. Output MSK := (2fe.msk, 2fe.ek1, 2fe.ek2).

1selFE.KeyGen(MSK, f ):

1. Parse MSK = (2fe.msk, 2fe.ek1, 2fe.ek2).
2. Generate 2fe.SK f ← 2FE.KeyGen(2fe.msk, f ).
3. Output SK f := 2fe.sk f .

1selFE.Enc(MSK, m):

1. Parse MSK = (2fe.msk, 2fe.ek1, 2fe.ek2).
2. Generate 2fe.ct1 ← 2FE.Enc(2fe.ek1, m).
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3. Output CT := (2fe.ct1, 2fe.ek2).

1selFE.Dec(SK f , CT, pub):

1. Parse SK f = 2fe.sk f and CT = (2fe.ct1, 2fe.ek2).
2. Compute 2fe.ct2 ← 2FE.Enc(2fe.ek2, pub).
3. Compute and output y := 2FE.Dec(2fe.sk f , 2fe.ct1, 2fe.ct2).

Correctness. It is easy to see correctness holds due to correctness of 2FE.

Theorem A.2.17. If 2FE is (1, 1)-sel-ind secure 2-input FE for all polynomial-size circuits, 1selFE is
selectively single-ciphertext public-slot SKFE for all polynomial-size circuits.

This theorem immediately yields a selectively single-key single-ciphertext public-slot SKFE for all
polynomial-size circuits.

Proof. Let Expsel-1ct
1selFE,A(λ, b) denote the selective single-ciphertext security of public-slot SKFE. We construct

an algorithm B that breaks (1, 1)-sel-ind security of 2FE by using an adversary A that breaks selectively
single-ciphertext security of 1selFE. B does the following.

1. First, A sends (m0, m1). Then, B chooses a random y ← M, sets (x0, x1) := (m0, m1) and
(y0, y1) := (y, y), and passes ((x0, y0), (x1, y1)) to its challenger.

2. When B receives (2fe.ek2, 2fe.ct1, 2fe.ct2) from its challenger, B sets CT := (2fe.ct1, 2fe.ek2) and
passes CT to A

3. When A sends a key query fi, B passes fi to its challenger, receives 2fe.sk fi ← 2FE.KeyGen(2fe.msk, fi),
and passes SK fi

:= 2fe.sk fi to A .

4. When A outputs b′, B outputs b′.

If A is valid in the experiment of selective single-ciphertext security for public-slot SKFE 1selFE, it holds
fi(x0, y′) = fi(x1, y′) for all i ∈ [q] and y′ ∈ M. Then, B is also a valid adversary in the experiment of
(1, 1)-sel-ind security for 2FE since B received 2fe.ek2. It is easy to see the following.

• If 2fe.ct1 ← 2FE.Enc(2fe.msk, x0) and 2fe.ct2 ← 2FE.Enc(2fe.msk, y), B perfectly simulates
Expsel-1ct

1selFE,A(λ, 0).

• If 2fe.ct1 ← 2FE.Enc(2fe.msk, x1) and 2fe.ct2 ← 2FE.Enc(2fe.msk, y), B perfectly simulates
Expsel-1ct

1selFE,A(λ, 1).

Thus, if A distinguishes Expsel-1ct
1selFE,A(λ, 0) from Expsel-1ct

1selFE,A(λ, 1), B distinguishes Expsel-1ct
2FE,B (λ, 0) from

Expsel-1ct
2FE,B (λ, 1). This completes the proof.

Adaptively single-key single-ciphertext public-slot SKFE. Next, we present our adaptively single-key
single-ciphertext public-slot SKFE scheme 1adaFE.
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Ingredients.

• Selectively single-key single-ciphertext public-slot SKFE 1selFE = 1selFE.(Setup, KeyGen, Enc, Dec)
for all polynomial-size circuits.

• Receiver non-committing encryption NCE = NCE.(KeyGen, Enc, Dec, Fake, Reveal).

Scheme description. Our scheme 1adaFE = 1adaFE.(Setup, KeyGen, Enc, Dec) is as follows.

1adaFE.Setup(1λ):

1. Generate sel.msk← 1selFE.Setup(1λ).
2. Generate (nce.ek, nce.dk, nce.aux)← NCE.KeyGen(1λ).
3. Output MSK := (sel.msk, nce.ek, nce.dk, nce.aux).

1adaFE.KeyGen(MSK, f ):

1. Parse MSK = (sel.MSK, nce.ek, nce.dk, nce.aux).
2. Generate sel.sk f ← 1selFE.KeyGen(sel.msk, f ).
3. Generate nce.ct← NCE.Enc(nce.ek, fe.sk f ).
4. Output SK f := nce.ct.

1adaFE.Enc(MSK, m):

1. Parse MSK = (sel.msk, nce.ek, nce.dk, nce.aux).
2. Generate sel.ct← 1selFE.Enc(sel.msk, m).
3. Output CT := (sel.ct, nce.dk).

1adaFE.Dec(SK f , CT, pub):

1. Parse SK f = nce.ct and CT = (sel.ct, nce.dk).
2. Compute sk′f ← NCE.Dec(nce.dk, nce.ct).

3. Compute and output y := 1selFE.Dec(sk′f , sel.ct, pub).

Correctness. It is easy to see correctness holds due to correctness of 1selFE and NCE.

Theorem A.2.18. If 1selFE is selectively single-key single-ciphertext secure public-slot SKFE for all
polynomial-size circuits and NCE is RNC secure, 1adaFE is adaptively single-key single-ciphertext public-slot
SKFE for all polynomial-size circuits.

Proof. Let Hyb0(b) denote Expada-1key-1ct
1adaFE,A (λ, b). We define a hybrid game Hyb1(b) as follows.

Hyb1(b): This is the same as Expada-1key-1ct
1adaFE,A (λ, b) except that:

1. if A sends a key query f before an encryption query (m0, m1), we generate nce.c̃t ←
NCE.Fake(nce.ek, nce.aux) instead of nce.ct ← NCE.Enc(nce.ek, sel.sk f ) and return SK f :=
nce.c̃t for the key query.
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2. when A sends an encryption query (m0, m1) after the key query f above, we generate
sel.ct ← 1selFE.Enc(sel.msk, mb), sel.sk f ← 1selFE.KeyGen(sel.msk, f ), and nce.d̃k ←
NCE.Reveal(nce.ek, nce.aux, nce.c̃t, sel.sk f ), and return CT := (sel.ct, nce.d̃k) for the encryp-
tion query.

First, we show the following.

Proposition A.2.19. It holds |Pr[Hyb0(b) = 1]− Pr[Hyb1(b) = 1]| ≤ negl(λ) if NCE is RNC secure.

We construct an algorithm B that breaks RNC security of NCE by using an adversary A that breaks
adaptive single-key single-ciphertext security of 1adaFE. Note that if A sends an encryption query (m0, m1)
before a key query f , these two games are the same. We focus on the case where A sends a key query f before
an encryption query (m0, m1). B does the following.

1. First, B generates sel.msk← 1selFE.Setup(1λ).

2. When A sends a key query f , B generates sel.sk f ← 1selFE.KeyGen(sel.msk, f ), sends sel.sk f to its
challenger, and receives (nce.ct∗, nce.dk∗). B passes SK f := nce.ct∗ to A .

3. After the key query f above, for an encryption query (m0, m1), B generates sel.ct← 1selFE.Enc(sel.msk, mb)
and returns CT := (sel.ct, nce.dk∗) to A .

4. When A outputs b′, B outputs b′.

It is easy to see the following.

• If nce.ct∗ ← NCE.Enc(nce.ek, sel.sk f ) and nce.dk∗ = nce.dk where (nce.ek.nce.dk, nce.aux) ←
NCE.KeyGen(1λ), B perfectly simulates Hyb0(b).

• If nce.ct∗ := nce.c̃t← NCE.Fake(nce.ek, nce.aux) and nce.dk∗ ← NCE.Reveal(nce.ek, nce.aux, nce.c̃t, sel.sk f ),
B perfectly simulates Hyb1(b).

Thus, if A distinguishes Hyb0(b) from Hyb1(b), B distinguishes Expsk-rec-nc
NCE.B (λ, b).

Next, we show the following.

Proposition A.2.20. It holds |Pr[Hyb1(0) = 1]− Pr[Hyb1(1) = 1]| ≤ negl(λ) if 1selFE is selectively
single-key single-ciphertext secure.

We construct an algorithm B that breaks selective single-key single-ciphertext security of 1selFE by using
an adversary A that breaks adaptive single-key single-ciphertext security of 1adaFE. B does the following.

1. First, B generates (nce.ek, nce.dk, nce.aux)← NCE.KeyGen(1λ).

2. There are the following two cases:

• When A sends a key query f before an encryption query (m0, m1), B generates nce.c̃t ←
NCE.Fake(nce.ek, nce.aux) passes SK f := nce.c̃t to A . After the key query f above, for an
encryption query (m0, m1), B passes (m0, m1) to its challenger and receives sel.ct∗. Then,
B sends f to its challenger and receives sel.sk f ← 1selFE(sel.msk, f ). Finally, B generates
nce.d̃k← NCE.Reveal(nce.ek, nce.dk, nce.c̃t, sel.sk f ) and sends CT := (sel.ct∗, nce.d̃k) to A .
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• When A sends an encryption query (m0, m1) before a key query f , B passes (m0, m1) to its
challenger, receives sel.ct∗, and returns CT := (sel.ct∗, nce.dk) to A . After the encryption
query (m0, m1) above, for a key query f , B passes f to its challenger and receives sel.sk f ←
1selFE.KeyGen(sel.msk, f ). B returns SK f := nce.ct← NCE.Enc(nce.ek, sel.sk f ) to A .

3. When A outputs b′, B outputs b′.

Note that B sends (m0, m1) to its challenger before it sends f as a key query in the both cases above. If A
is a valid adversary in the experiment of adaptive single-key single-ciphertext security for public-lot SKFE
1adaFE, it holds f (m0, y′) = f (m1, y′) for all y′ ∈ M. Then, B is also a valid adversary in the experiment
of selective single-key single-ciphertext security for public-slot SKFE 1selFE. In addition, it is easy to see the
following.

• If sel.ct∗ ← 1selFE.Enc(sel.msk, m0), B perfectly simulates Hyb1(0).

• If sel.ct∗ ← 1selFE.Enc(sel.msk, m1), B perfectly simulates Hyb1(1).

Thus, if A distinguishes Hyb1(0) from Hyb1(1), B distinguishes Expsel-1key-1ct
1selFE,B (λ, 0) from Expsel-1key-1ct

1selFE,B (λ, 1).
Therefore, we obtain |Pr[Hyb0(0) = 1]− Pr[Hyb0(1) = 1]| ≤ negl(λ), which is our goal.

A.2.4 Adaptively Secure Public-Slot PKFE Scheme

Note that the construction in this section is bassically the same as that by Ananth and Sahai [AS16] except that
we use single-key single-ciphertext public-slot SKFE as a building block istead of single-key single-ciphertext
standard SKFE.

Ingredients.

• Selectively secure PKFE PKFE = PKFE.(Setup, KeyGen, Enc, Dec) for all polynonial-size circuits.

• Selectively single-key function private SKFE 1KeySKFE = 1KeySKFE.(Setup, KeyGen, Enc, Dec)
for polynomial-size circuits.

• Adaptively single-key single-ciphertext public-slot SKFE SKFE = SKFE.(Setup, KeyGen, Enc, Dec)
for polynomial-size circuits.

• A PRF PRF : K× {0, 1}λ → {0, 1}λ.

• SKE with pseudorandom ciphertext SKE = SKE.(Setup, Enc, Dec).

Scheme description. The adaptively secure public-slot PKFE scheme FE = FE.(Setup, KeyGen, Enc, Dec)
is as follows.

Setup(1λ):

1. Generate (pkfe.MPK, pkfe.MSK)← PKFE.Setup(1λ).
2. Output MPK := pkfe.MPK and MSK := pkfe.MSK.

KeyGen(msk, f ):
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g[ f , Cske, τ]

Input: 1keyskfe.MSK, K, ske.SK, β

1. Parse τ = (τ0∥τ1∥τ2∥τ3).
2. If β = 0 then

• Compute Ri ← PRF(K, τi) for i ∈ {0, 1, 2, 3}.
• Generate skfe.MSK← SKFE.Setup(1λ; R0).
• Compute skfe.sk f ← SKFE.KeyGen(skfe.MSK, f ; R1).
• Compute 1keyskfe.ct← 1KeySKFE.Enc(1keyskfe.MSK, (skfe.MSK, R2, 0); R3).
• Output (skfe.sk f , 1keyskfe.ct).

3. Else,
• Compute (skfe.sk f , 1keyskfe.ct)← SKE.Dec(ske.SK, Cske).
• Output (skfe.sk f , 1keyskfe.ct).

Figure A.1: The description of the function g[ f , CE, τ]

1. Parse MSK = pkfe.MSK.
2. Sample Cske ← {0, 1}ℓske(λ) where ℓske(λ) is the length of a SKE ciphertext that encrypts a

string of length ℓskfe(λ) + ℓ1keyskfe(λ). We denote ℓskfe(λ) by the length of a SKFE secret key
and ℓ1keyskfe(λ) by the length of a 1KeySKFE ciphertext.

3. Sample τ ← {0, 1}4λ

4. Generate pkfe.skg[ f ,Cske,τ] ← PKFE.KeyGen(pkfe.MSK, g[ f , Cske, τ]) where g[ f , Cske, τ] is a
function described in Figure A.1.

5. Output sk f = pkfe.skg[ f ,Cske,τ].

Enc(MPK, m):

1. Parse MPK = pkfe.MPK.
2. Sample K← K.
3. Generate 1keyskfe.MSK← 1KeySKFE.Setup(1λ).
4. Generate 1keyskfe.skh[m] ← 1KeySKFE.KeyGen(1keyskfe.MSK, h[m]) where h[m] is a function

described in Figure A.2.
5. Compute pkfe.ct← PKFE.Enc(pkfe.MPK, (1keyskfe.MSK, K,⊥, 0)).
6. Output ct = (1keyskfe.skh[m], pkfe.ct).

Dec(sk f , ct, y):

1. Parse sk f = pkfe.skg[ f ] and ct = (1keyskfe.skh[m], pkfe.ct).
2. Compute (skfe.sk f , 1keyskfe.ct)← PKFE.Dec(pkfe.skg[ f ], pkfe.ct).
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h[m]

Input: skfe.MSK, R, α

1. If α = 0 then
• Compute skfe.ct← SKFE.Enc(skfe.MSK, m; R).
• Output skfe.ct.

2. Else, output ⊥.

Figure A.2: The description of the function h[m]

3. Compute skfe.ct← 1KeySKFE.Dec(1keyskfe.skh[m], 1keyskfe.ct).
4. Compute m′ ← SKFE.Dec(skfe.sk f , skfe.ct, y)

5. Output m′.

The security proof is almost the same as that of Ananth and Sahai [AS16]. We provide the proof for
confirmation since we use adaptively single-key single-ciphertext public-slot SKFE.

Theorem A.2.21. If PKFE is selectively secure PKFE for P/poly, 1KeySKFE is selectively single-key
function private SKFE for P/poly, SKFE is adaptively single-key single-ciphertext public-slot SKFE for
P/poly, PRF is a secure PRF, and SKE is ciphertext pseudorandom, FE is adaptively indistinguishable-secure
public-slot PKFE for P/poly.

We immediately obtain Theorem 4.3.12 from the thereom above.

Correctness. Let ct = (1keyskfe.skh[m], pkfe.ct) be an honestly generated ciphertext encrypting a message
m and sk f = pkfe.skg[ f ] be an honestly generated secret key corresponding to a function f . Firstly, we
note that pkfe.ct is an encryption of the message (1keyskfe.MSK, K,⊥, 0) and g[ f ] is a function that takes
(1keyskfe.MSK, K,⊥, 0) as input and outputs a SKFE secret key skfe.sk f corresponding to the function f and
a single key SKFE ciphertext 1keyskfe.ct. Therefore, by the correctness of PKFE, the decryption algorithm
PKFE.Dec(pkfe.skg[ f ], pkfe.ct) yields g[ f ](1keyskfe.MSK, K,⊥, 0) = (skfe.sk f , 1keyskfe.ct). Secondly,
we observe that 1keyskfe.ct encrypts a message (SKFE.MSK, R2, 0) and h[m] is a function that takes
(SKFE.MSK, R2, 0) an input and outputs a SKFE ciphertext skfe.ct. Therefore, by the correctness of SKFE,
the decryption algorithm 1KeySKFE.Dec(1keyskfe.skh[m], 1keyskfe.ct) yields h[m](SKFE.MSK, R2, 0) =
skfe.ct. Finally, we note that skfe.ct encrypts the message m and f is a function that takes (m, y) as input
and outputs f (m, y) where y is an input to the public slot. Thus, by the correctness of public-slot SKFE, we
obtain SKFE.Dec(skfe.sk f , skfe.ct, y) = m′ = f (m, y).

Adaptive Security. We prove Theorem A.2.21.

Proof of Theorem A.2.21. Let A be a PPT adversary against the adaptive security of the public-slot PKFE.
We use the following sequence of hybrids to prove the security. Let Pr[Hybi = 1] be the winning probability
of A in Hybi for all i.

146



Hyb0: This is the original adaptive security experiment where the challenge bit set to 0. Specifically, it works
as follows:

1. The challenger generates (pkfe.MPK, pkfe.MSK)← PKFE.Setup(1λ), sets MPK := pkfe.MPK
and MSK := pkfe.MSK, and sends MPK to A.

2. The challenger samples a PRF key K∗ ← K and generate a master secret key 1keyskfe.MSK∗ ←
1KeySKFE.Setup(1λ).

3. The challenger computes pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (1keyskfe.MSK∗, K∗,⊥, 0)).
4. A can make arbitrarily many key queries at any point of the experiment. When it makes the j-th

key query for a function f j, the challenger works as follows:
(a) Sample Cj,ske, τj = (τj,0∥τj,1∥τj,2∥τj,3) uniformly at random.
(b) Generate pkfe.skg[ f j,Cj,ske,τj] ← PKFE.KeyGen(pkfe.MSK, g[ f j, Cj,ske, τj])where g[ f j, Cj,ske, τj]

is a function described in Figure A.1.
(c) Set sk f j

:= pkfe.skg[ f j,Cj,ske,τj].
The challenger sends sk f j to A.

5. A sends (m0, m1) to the challenger. It must satisfy f (m0, y) = f (m1, y) for any public input y
and for all key queries f that are made before or after sending (m0, m1).

6. The challenger computes the ciphertext as follows:
(a) Generate 1keyskfe.sk∗h[m0]

← 1KeySKFE.KeyGen(1keyskfe.MSK∗, h[m0]) where h[m0] is
a function described in Figure A.2.

(b) Set ct∗ := (1keyskfe.sk∗h[m0]
, pkfe.ct∗) where pkfe.ct∗ is computed in Step 3.

The challenger sends ct∗ to A.
7. A outputs a bit b′ which is the final output of the experiment.

Note that, the challenger can sample a PRF key K∗, a master secret key for the single key function-private
SKFE 1keyskfe.MSK∗ before it answers any secret key query. Moreover, the challenger can also
compute the part of the challenge ciphertext pkfe.ct∗ before the key query phase.

Hyb1: This hybrid is identical to Hyb0 except the challenger samples a SKE key ske.SK∗ before it answers
any key query and sets Cj,ske to be the ciphertext of SKE which corresponds to the challenge ciphertext.
More specifically, the challenger answers to the j-th key query for a function f j as follows:

(a) Sample τj = (τj,0∥τj,1∥τj,2∥τj,3) uniformly at random.
(b) Compute Rj,i = PRF(K∗, τj,i) for all i ∈ {0, 1, 2, 3}.
(c) Generate skfe.MSKj ← SKFE.Setup(1λ; Rj,0).
(d) Compute skfe.sk f j ← SKFE.KeyGen(skfe.MSKj, f j; Rj,1).

(e) Compute 1keyskfe.ctj ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKj, Rj,2, 0); Rj,3).
(f) Compute Cj,ske ← SKE.Enc(ske.SK∗, uj) where uj = (skfe.sk f j , 1keyskfe.ctj).

(g) Generate pkfe.skg[ f j,Cj,ske,τj] ← PKFE.KeyGen(pkfe.MSK, g[ f j, Cj,ske, τj]) where g[ f j, Cj,ske, τj]
is a function described in Figure A.1.

(h) Set sk f := pkfe.skg[ f j,Cj,ske,τj].
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The challenger sends sk f j to A. The indistinguishability between Hyb0 and Hyb1 follows from the
security of SKE since the view of the adversary A can be simulated without the knowledge of ske.SK∗
and using the challenger of the security experiment of SKE. In particular, consider B1 to be an adversary
against the security of SKE. When A queries a secret key for a function f j, B1 proceeds as in Step
(a) to (f) and sends the message uj = (skfe.sk f j , 1keyskfe.ctj) to it’s challenger. Upon receiving a
ciphertext Cj,ske from the challenger, B1 computes pkfe.skg[ f j,Cj,ske,τj] and sends it to A. If B1 receives
a random string then it simulates Hyb0, otherwise, if B1 is sent an encryption of uj then it simulates
Hyb1. Therefore, the wining probability of B1 is the same as |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl.
Hence, by the security of SKE, it holds that

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Hyb2: This hybrid is identical to Hyb1 except the challenger computes

pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (⊥,⊥, ske.SK∗, 1))

instead of computing pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (1keyskfe.MSK∗, K∗,⊥, 0)). In particular,
the mode of decryption is changed to β = 1 from β = 0 meaning that ske.SK∗ is used to decrypt Cj,ske
to get an output of (skfe.sk f j , 1keyskfe.ctj) while decryption of ct∗ is performed by the j-th secret key
sk f := pkfe.skg[ f j,Cj,ske,τj]. The indistinguishability between Hyb1 and Hyb2 follows from the security of
PKFE since the view of the adversaryA can be simulated without the knowledge of pkfe.MSK and using
the challenger of the security experiment of PKFE. Let us consider an adversaryB2 against the security of
PKFE. Firstly, B2 sends a pair of challenge message ((1keyskfe.MSK∗, K∗,⊥, 0), (⊥,⊥, ske.SK∗, 1))
to it’s challenger and receives the public key pkfe.MPK and a ciphertext pkfe.ct∗. Note that B2 can
choose the challenge message independent of all the queries of A. Therefore, a selectively secure
PKFE is sufficient for arguing the indistinguishability between the hybrids. Whenever B2 receives a
secret key query from A for a function f j, it queries for a secret key to it’s challenger for a function
g[ f j, Cj,ske, τj] and returns the output to A. Firstly, B2 is an admissible adversary as

g[ f j, Cj,ske, τj](1keyskfe.MSK∗, K∗,⊥, 0) = g[ f j, Cj,ske, τj](⊥,⊥, ske.SK∗, 1)

holds for all j. If B2 receives an encryption of (1keyskfe.MSK∗, K∗,⊥, 0) then it simulates Hyb1,
otherwise, if B2 receives an encryption of (⊥,⊥, ske.SK∗, 1) then it simulates Hyb2. Therefore, the
winning probability of B2 is essentially the same as |Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl. Hence,
by the security of PKFE, it holds that

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Hyb3: This hybrid is identical to Hyb2 except the challenger samples Rj,i uniformly at random for all j, i,
while answering the secret key queries instead of computing these values using the PRF key K∗. The
indistinguishability between Hyb2 and Hyb3 follows from the security of PRF since the view of the
adversary A can be simulated without the knowledge of K∗ and using the challenger of the security
experiment of PRF. In other words, if B3 is an adversary against the security of PRF then the winning
probability of B3 is the same as |Pr[Hyb2 = 1]− Pr[Hyb3 = 1]| ≤ negl. Hence, by the security of
PRF, it holds that

|Pr[Hyb2 = 1]− Pr[Hyb3 = 1]| ≤ negl(λ).
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h[m, m′, v]

Input: skfe.MSK, R, α

1. If α = 0 then
• Compute skfe.ct← SKFE.Enc(skfe.MSK, m; R).
• Output skfe.ct.

2. If α = 1 then
• Compute skfe.ct← SKFE.Enc(skfe.MSK, m′; R).
• Output skfe.ct.

3. Else, output v.

Figure A.3: The description of the function h[m, m′, v]

Hyb4: This hybrid is identical to Hyb3 except the challenger generates

1keyskfe.sk∗h[m0,m1,v] ← 1KeySKFE.KeyGen(1keyskfe.MSK∗, h[m0, m1, v])

and sets the challenge ciphertext as ct∗ := (1keyskfe.sk∗h[m0,m1,v], pkfe.ct∗) where h[m0, m1, v] is a
function described in Figure A.3 and v is a random string. The indistinguishability between Hyb3
and Hyb4 follows from the security of 1KeySKFE since the view of the adversary A can be simulated
without the knowledge of 1keyskfe.MSK∗ and using the challenger of the security experiment of
1KeySKFE. Let us consider an adversary B4 against the security of 1KeySKFE. We assume that
Q be the total number of secret key queries the adversary A makes in the experiment. At first, B4
prepares a list of Q challenge messages (M1, . . . , MQ) where Mj = (skfe.MSKj, Rj,2, 0) for j ∈ [Q].
More precisely, B sends (Mj, Mj) for all j ∈ [Q] and receives the ciphertexts as {1keyskfe.ctj}j∈[Q]

which is used in answering A’s secret key queries as in Hyb3 or Hyb4. When A sends the challenge
message tuple (m0, m1), B4 queries for a secret key with the pair of functions (h[m0], h[m0, m1, v]) to
it’s challenger. Then, B4 uses the output from it’s challenger to create the challenge ciphertext for A. It
is easy to see that B4 is an admissible adversary for the security experiment of 1KeySKFE since

h[m0](skfe.MSKj, Rj,2, 0) = h[m0, m1, v](skfe.MSKj, Rj,2, 0)

holds for all j ∈ [Q]. If B4 receives a secret key 1keyskfe.sk∗h[m0]
then it simulates Hyb3, otherwise, if

B4 receives a secret key 1keyskfe.sk∗h[m0,m1,v] then it simulates Hyb4. Therefore, the winning probability
of B4 is essentially the same as |Pr[Hyb3 = 1]− Pr[Hyb4 = 1]| ≤ negl. Hence, by the security of
1KeySKFE, it holds that

|Pr[Hyb3 = 1]− Pr[Hyb4 = 1]| ≤ negl(λ).

Hyb5: This hybrid is identical to Hyb4 except the challenger computes

1keyskfe.ctj ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKj, Rj,2, 1); Rj,3)
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while generating the j-th secret key corresponding to a function f j for all j. In Lemma A.2.22, we show
that

|Pr[Hyb4 = 1]− Pr[Hyb5 = 1]| ≤ negl(λ).

Hyb6: This hybrid is identical to Hyb5 except the challenger generates

1keyskfe.sk∗h[m1,m1,v] ← 1KeySKFE.KeyGen(1keyskfe.MSK∗, h[m1, m1, v])

and sets the challenge ciphertext as ct∗ := (1keyskfe.sk∗h[m1,m1,v], pkfe.ct∗) where h[m1, m1, v] is a
function as described in Figure A.3. The indistinguishability between Hyb5 and Hyb6 follows from the
security of 1KeySKFE since the view of the adversary A can be simulated without the knowledge of
1keyskfe.MSK∗ and using the challenger of the security experiment of 1KeySKFE. The simulation
strategy is similar to Hyb4. By the security of 1KeySKFE, it holds that

|Pr[Hyb5 = 1]− Pr[Hyb6 = 1]| ≤ negl(λ).

Hyb7: This hybrid is identical to Hyb6 except the challenger computes

1keyskfe.ctj ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKj, Rj,2, 0); Rj,3)

while generating the j-th secret key corresponding to a function f j for all j. Moreover, the challenger
generates

1keyskfe.sk∗h[m1]
← 1KeySKFE.KeyGen(1keyskfe.MSK∗, h[m1])

and sets the challenge ciphertext as ct∗ := (1keyskfe.sk∗h[m1]
, pkfe.ct∗) where h[m1] is a function as

described in Figure A.2. The indistinguishability between Hyb6 and Hyb7 follows from the security of
1KeySKFE since the view of the adversaryA can be simulated without the knowledge of 1keyskfe.MSK∗
and using the challenger of the security experiment of 1KeySKFE. Let us consider an adversary B7
against the security of 1KeySKFE.

At first, B7 prepares a list of Q challenge message pairs ((M(0)
1 , M(1)

1 ), . . . , (M(0)
Q , M(1)

Q )) where

M(0)
j = (skfe.MSKj, Rj,2, 1) and M(1)

j = (skfe.MSKj, Rj,2, 0)

for j ∈ [Q]. More precisely, B7 sends (M(0)
j , M(1)

j ) for all j ∈ [Q] and receives the ciphertexts as
{1keyskfe.ctj}j∈[Q] which is used in answering A’s secret key queries. When A sends the challenge
message tuple (m0, m1), B7 queries for a secret key with the pair of functions (h[m1, m1, v], h[m1]) to
it’s challenger. Then, B7 uses the output from it’s challenger to create the challenge ciphertext for A. It
is easy to see that B7 is an admissible adversary for the security experiment of 1KeySKFE since

h[m1, m1, v](skfe.MSKj, Rj,2, 1) = h[m1](skfe.MSKj, Rj,2, 0)

holds for all j ∈ [Q]. IfB7 receives ciphertexts for the messages M(0)
j and a secret key 1keyskfe.sk∗h[m1,m1,v]

then it simulates Hyb6, otherwise, if B7 receives ciphertexts for the messages M(1)
j and a secret key

1keyskfe.sk∗h[m1]
then it simulates Hyb7. Therefore, the winning probability of B7 is essentially the

same as |Pr[Hyb6 = 1]− Pr[Hyb7 = 1]| ≤ negl. Hence, by the security of 1KeySKFE, it holds that

|Pr[Hyb6 = 1]− Pr[Hyb7 = 1]| ≤ negl(λ).
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Hyb8: This hybrid is identical to Hyb7 except the challenger samples

Rj,i = PRF(K∗, τj,i) for all i ∈ {0, 1, 2, 3}

instead of sampling these values uniformly at random for all j, i, while answering the secret key queries.
The indistinguishability between Hyb7 and Hyb8 follows from the security of PRF since the view of
the adversary A can be simulated without the knowledge of K∗ and using the challenger of the security
experiment of PRF. In other words, it holds that

|Pr[Hyb7 = 1]− Pr[Hyb8 = 1]| ≤ negl(λ).

Hyb9: This hybrid is identical to Hyb8 except the challenger computes

pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (1keyskfe.MSK∗, K∗,⊥, 0))

instead of computing pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (⊥,⊥, ske.SK∗, 1)). The indistinguishability
between Hyb8 and Hyb9 follows from the security of PKFE since the view of the adversary A can be
simulated without the knowledge of pkfe.MSK and using the challenger of the security experiment of
PKFE. In other words, it holds that

|Pr[Hyb8 = 1]− Pr[Hyb9 = 1]| ≤ negl(λ).

Hyb10: This hybrid is identical to Hyb9 except the challenger does not sample ske.SK∗ and chooses Cj,ske
uniformly at random while answering to the j-th secret key query of A for all j. More specifically, the
challenger answers to the j-th key query for a function f j as follows:

(a) Sample Cj,ske, τj = (τj,0∥τj,1∥τj,2∥τj,3) uniformly at random.
(b) Generate pkfe.skg[ f j,Cj,ske,τj] ← PKFE.KeyGen(pkfe.MSK, g[ f j, Cj,ske, τj]) where g[ f j, Cj,ske, τj]

is a function described in Figure A.1.
(c) Set sk f j

:= pkfe.skg[ f j,Cj,ske,τj].

The challenger sends sk f j to A. The indistinguishability between Hyb9 and Hyb10 follows from the
security of SKE since the view of the adversary A can be simulated without the knowledge of ske.SK
and using the challenger of the security experiment of SKE. In other words, it holds that

|Pr[Hyb9 = 1]− Pr[Hyb10 = 1]| ≤ negl(λ).

We observe that Hyb10 is identical to original adaptive security experiment where the challenge bit
set to 1. Combining the advantage of A in all the consecutive hybrids and applying the triangular
inequality, we have |Pr[Hyb0 = 1]− Pr[Hyb10 = 1]| ≤ negl(λ).

This completes the proof of Theorem A.2.21 if we prove Lemma A.2.22.

Lemma A.2.22. If 1KeySKFE is selectively single key function-private secure and public-slot SKFE SKFE is
adaptively single-key single-ciphertext secure then for any λ ∈ [n],

|Pr[Hyb4 = 1]− Pr[Hyb5 = 1]| ≤ negl(λ).
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Proof of Lemma A.2.22. We prove this lemma using a sequence of hybrids Hyb4,q,1, Hyb4,q,2, Hyb4,q,3, Hyb4,q,4
for q ∈ [Q] where Q denotes the total number of secret key queried made by the adversary A. Let us denote
Hyb4,Q+1,1 = Hyb5.

Hyb4,q,1 : This is exactly the same as Hyb4 except the challenger sets v to be the output of SKFE.Enc(skfe.MSKq, m0; Rq,2).
More precisely, the hybrid works as follows:

1. The challenger generates (pkfe.MPK, pkfe.MSK)← PKFE.Setup(1λ), sets MPK := pkfe.MPK
and MSK := pkfe.MSK, and sends MPK to A.

2. The challenger generates a master secret key 1keyskfe.MSK∗ ← 1KeySKFE.Setup(1λ).
3. The challenger generates a secret key ske.SK∗ ← SKE.Setup(1λ).
4. The challenger computes pkfe.ct∗ ← PKFE.Enc(pkfe.MPK, (⊥,⊥, ske.SK∗, 1)).
5. The challenger sets uq as follows:

(a) Sample τq = (τq,0∥τq,1∥τq,2∥τq,3) and Rq,i uniformly at random for all i ∈ {0, 1, 2, 3}.
(b) Generate skfe.MSKq ← SKFE.Setup(1λ; Rq,0).
(c) Compute skfe.sk fq ← SKFE.KeyGen(skfe.MSKq, fq; Rq,1).
(d) Compute 1keyskfe.ctq ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKq, Rq,2, 0); Rq,3).
(e) Set uq = (skfe.sk fq , 1keyskfe.ctq).

6. A can make arbitrarily many key queries at any point of the experiment. When it makes the j-th
key query for a function f j, the challenger works as follows:
If j ̸= q :
(a) Sample τj = (τj,0∥τj,1∥τj,2∥τj,3) and Rj,i uniformly at random for all i ∈ {0, 1, 2, 3}.
(b) Generate skfe.MSKj ← SKFE.Setup(1λ; Rj,0).
(c) Compute skfe.sk f j ← SKFE.KeyGen(skfe.MSKj, f j; Rj,1).
(d) Compute

1keyskfe.ctj ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKj, Rj,2, 1); Rj,3) if j < q
1keyskfe.ctj ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.MSKj, Rj,2, 0); Rj,3) if j > q

(e) Compute Cj,ske ← SKE.Enc(ske.SK∗, uj) where uj = (skfe.sk f j , 1keyskfe.ctj).
(f) Generate pkfe.skg[ f j,Cj,ske,τj] ← PKFE.KeyGen(pkfe.MSK, g[ f j, Cj,ske, τj])where g[ f j, Cj,ske, τj]

is a function described in Figure A.1.
(g) Set sk f := pkfe.skg[ f j,Cj,ske,τj].
If j = q :
(a) Set Cq,ske ← SKE.Enc(ske.SK∗, uq).
(b) Generate pkfe.skg[ fq,Cq,ske,τq] ← PKFE.KeyGen(pkfe.MSK, g[ fq, Cq,ske, τq])where g[ fq, Cq,ske, τq]

is a function described in Figure A.1.
The challenger sends sk f j to A.

7. A sends (m0, m1) to the challenger. It must satisfy f (m0, y) = f (m1, y) for any public input y
and for all key queries f that are made before or after sending (m0, m1).

8. The challenger computes the ciphertext as follows:
(a) Set v := SKFE.Enc(skfe.MSKq, m0; Rq,2)
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(b) Generate 1keyskfe.sk∗h[m0,m1,v] ← 1KeySKFE.KeyGen(1keyskfe.MSK∗, h[m0, m1, v])where
h[m0, m1, v] is a function described in Figure A.3.

(c) Set ct∗ := (1keyskfe.sk∗h[m0,m1,v], pkfe.ct∗) where pkfe.ct∗ is computed in Step 3.
The challenger sends ct∗ to A.

9. A outputs a bit b′ which is the final output of the experiment.

The indistinguishability between Hyb4 and Hyb4,1,1 follows from the security of 1KeySKFE since the
view of the adversary A can be simulated without the knowledge of 1keyskfe.MSK∗ and using the
challenger of the security experiment of 1KeySKFE. Let us consider an adversary B4,1 against the
security of 1KeySKFE.
At first, B4,1 prepares a list of Q challenge message pairs (M1, . . . , MQ) where

Mj = (skfe.MSKj, Rj,2, 1) if 1 ≤ j < q
Mj = (skfe.MSKj, Rj,2, 0) if q ≤ j ≤ Q.

for j ∈ [Q]. More precisely, B4,1 sends (Mj, Mj) for all j ∈ [Q] and receives the cipher-
texts as {1keyskfe.ctj}j∈[Q] which is used in answering A’s secret key queries. When A sends
the challenge message tuple (m0, m1), B4,1 queries for a secret key with the pair of functions
(h[m0, m1, v], h[m0, m1, v′]) to it’s challenger where v is a random string of appropriate length and
v′ = SKFE.Enc(skfe.MSKq, m0; Rq,2). Then, B4,1 uses the output from it’s challenger to create
the challenge ciphertext for A. It is easy to see that B4,1 is an admissible adversary for the secu-
rity experiment of 1KeySKFE since h[m0, m1, v](Mj) = h[m0, m1, v′](Mj) holds for all j ∈ [Q].
This is because h[m0, m1, v](∗, ∗, k) = h[m0, m1, v′](∗, ∗, k) if k ̸= 2. If B4,1 receives a secret key
1keyskfe.sk∗h[m0,m1,v] then it simulates Hyb4, otherwise, ifB4,1 receives a secret key 1keyskfe.sk∗h[m0,m1,v′]
then it simulates Hyb4,1,1. Therefore, the winning probability of B4,1 is essentially the same as∣∣Pr[Hyb4 = 1]− Pr

[
Hyb4,1,1 = 1

]∣∣ ≤ negl. Hence, by the security of 1KeySKFE, it holds that∣∣Pr[Hyb4 = 1]− Pr
[
Hyb4,1,1 = 1

]∣∣ ≤ negl(λ).

Hyb4,q,2 : This is exactly the same as Hyb4,q,1 except the challenger changes the mode from α = 0 to α = 2
while decrypting the challenge ciphertext using the q-th secret key. More precisely, the challenger
computes 1keyskfe.ctq as follows:

1keyskfe.ctq ← 1KeySKFE.Enc(1keyskfe.MSK∗, (0, 0, 2); Rq,3).

The indistinguishability between Hyb4,q,1 and Hyb4,q,2 follows from the security of 1KeySKFE since
the view of the adversary A can be simulated without the knowledge of 1keyskfe.MSK∗ and using the
challenger of the security experiment of 1KeySKFE. This can be shown similarly as we discussed in
the previous hybrid since

h[m0, m1, v](skfe.MSKq, Rq,2, 0) = h[m0, m1, v](0, 0, 2)

holds where v = SKFE.Enc(skfe.MSKq, m0; Rq,2). Hence, by the security of 1KeySKFE, it holds that∣∣∣Pr
[
Hyb4,q,1 = 1

]
− Pr

[
Hyb4,q,2 = 1

]∣∣∣ ≤ negl(λ).
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Hyb4,q,3 : This is exactly the same as Hyb4,q,2 except the challenger changes v to be the encryption of m1,
that is, it sets v as follows:

v := SKFE.Enc(skfe.MSKq, m1; Rq,2)

The indistinguishability between Hyb4,q,2 and Hyb4,q,3 follows from the security of SKFE since the view
of the adversary A can be simulated without the knowledge of skfe.MSKq and using the challenger of
the security experiment of SKFE. Let us consider an adversary B4,3 against the security of adaptively
single-key single-ciphertext secure public-slot SKFE. Note that, B4,3 queries only a single secret key
skfe.sk fq corresponding to the function fq and a single ciphertext v corresponding to the challenge
message pair (m0, m1). In particular, B4,3 can adaptively query the secret key skfe.sk fq at any point
wheneverA asks for a secret key for fq and sets uq = (skfe.sk fq , 1keyskfe.ctq). We observe that B4,3 is
an admissible adversary since A is only allowed to query for a secret key for fq and challenge message
pair (m0, m1) such that fq(m0, y) = fq(m1, y) holds for is an arbitrary input y to the public slot of f .
If B4,3 receives a ciphertext v = SKFE.Enc(skfe.MSKq, m0) then it simulates Hyb4,q,2, otherwise, if
B4,3 receives a ciphertext v = SKFE.Enc(skfe.MSKq, m1) then it simulates Hyb4,q,3. Therefore, the

winning probability of B4,3 is essentially the same as
∣∣∣Pr
[
Hyb4,q,2 = 1

]
− Pr

[
Hyb4,q,3 = 1

]∣∣∣ ≤ negl.
Hence, by the security of SKFE, it holds that∣∣∣Pr

[
Hyb4,q,2 = 1

]
− Pr

[
Hyb4,q,3 = 1

]∣∣∣ ≤ negl(λ).

Hyb4,q,4 : This is exactly the same as Hyb4,q,3 except the challenger changes the mode from α = 2 to α = 1
while decrypting the challenge ciphertext using the q-th secret key. More precisely, the challenger
computes 1keyskfe.ctq as follows:

1keyskfe.ctq ← 1KeySKFE.Enc(1keyskfe.MSK∗, (skfe.ctq, Rq,2; 1); Rq,3).

The indistinguishability between Hyb4,q,3 and Hyb4,q,4 follows from the security of 1KeySKFE since
the view of the adversary A can be simulated without the knowledge of 1keyskfe.MSK∗ and using the
challenger of the security experiment of 1KeySKFE. This can be shown similarly as we discussed in
the previous hybrid since

h[m0, m1, v](0, 0, 2) = h[m0, m1, v](skfe.MSKq, Rq,2, 1)

holds where v = SKFE.Enc(skfe.MSKq, m1; Rq,2). Hence, by the security of 1KeySKFE, it holds that∣∣∣Pr
[
Hyb4,q,3 = 1

]
− Pr

[
Hyb4,q,4 = 1

]∣∣∣ ≤ negl(λ).

Combining the advantage of A in all the consecutive hybrids and applying the triangular inequality, we have
|Pr[Hyb4 = 1]− Pr[Hyb5 = 1]| ≤ negl(λ). This completes the proof of Lemma A.2.22.

A.3 Secret and Public Key Encryption with Certified Everlasting Deletion
In Appendix A.3.1, we define SKE and PKE with certified everlasting deletion. In Appendix A.3.2 and
Appendix A.3.3, we construct a certified everlasting secure SKE scheme with and without QROM, respectively.
In Appendix A.3.4 and Appendix A.3.5, we construct a certified everlasting secure PKE scheme with and
without QROM, respectively.
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A.3.1 Definition

Definition A.3.1 (SKE with Certified Everlasting Deletion (Syntax)). Let λ be a security parameter and let
p, q, r and s be some polynomials. An SKE with certified everlasting deletion scheme is a tuple of algorithms
Σ = (KeyGen, Enc, Dec, Del , Vrfy) with plaintext space M := {0, 1}n, ciphertext space C := Q⊗p(λ),
secret key space SK := {0, 1}q(λ), verification key space VK := {0, 1}r(λ), and deletion certificate space
D := Q⊗s(λ).

KeyGen(1λ)→ sk: The key generation algorithm takes the security parameter 1λ as input and outputs a
secret key sk ∈ SK.

Enc(sk, m)→ (vk, ct): The encryption algorithm takes sk and a plaintext m ∈ M as input, and outputs a
verification key vk ∈ VK and a ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes sk and ct as input, and outputs a plaintext m′ ∈ M
or ⊥.

Del (ct)→ cert: The deletion algorithm takes ct as input, and outputs a certification cert ∈ D.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes vk and cert as input, and outputs ⊤ or ⊥.

Remark A.3.2. Although we consider quantum certificates in Appendix A.3.3, we consider classical certificates
by default. In the quantum certificate case, we need to use cert and Vrfy in the syntax.

We require that an SKE with certified everlasting deletion scheme satisfies correctness defined below.

Definition A.3.3 (Correctness for SKE with Certified Everlasting Deletion). There are three types of
correctness, namely, decryption correctness, verification correctness, and special correctness.

Decryption Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

m′ ̸= m

∣∣∣∣∣∣
sk← KeyGen(1λ)
(vk, ct)← Enc(sk, m)
m′ ← Dec(sk, ct)

 ≤ negl(λ).

Verification Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert) = ⊥

∣∣∣∣∣∣
sk← KeyGen(1λ)
(vk, ct)← Enc(sk, m)
cert← Del (ct)

 ≤ negl(λ).

Minimum requirements for correctness are decryption correctness and verification correctness. However,
we also require special correctness and verification correctness with QOTP in this work because we need
special correctness for the construction of the garbling scheme in Appendix A.5.2, and verification correctness
with QOTP for the construction of FE in Section 4.4.3.

Definition A.3.4 (Special Correctness). There exists a negligible function negl such that for any λ ∈N and
m ∈ M,

Pr
[
Dec(sk2, ct) ̸= ⊥

∣∣∣∣ sk2, sk1 ← KeyGen(1λ)
(vk, ct)← Enc(sk1, m)

]
≤ negl(λ).
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Definition A.3.5 (Verification Correctness with QOTP). There exists a negligible function negl and a PPT
algorithm Recover such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert∗) = ⊥

∣∣∣∣∣∣∣∣∣∣

sk← KeyGen(1λ)
(vk, ct)← Enc(sk, m)

a, b← {0, 1}p(λ)

c̃ert← Del (ZbXact XaZb)
cert∗ ← Recover(a, b, c̃ert)

 ≤ negl(λ).

As security, we consider two definitions, Definition A.3.6 and Definition A.3.7 given below. The former
is just the standard IND-CPA security and the latter is the certified everlasting security that we newly define
in this paper. Roughly, the everlasting security guarantees that any QPT adversary cannot obtain plaintext
information even if it becomes computationally unbounded and obtains the secret key after it issues a valid
certificate.

Definition A.3.6 (IND-CPA Security for SKE with Certified Everlasting Deletion). Let Σ = (KeyGen, Enc, Dec, Del ,
Vrfy) be an SKE with certified everlasting deletion scheme. We consider the following security experiment
Expind-cpa

Σ,A (λ, b) against a QPT adversary A .

1. The challenger computes sk← KeyGen(1λ).

2. A sends an encryption query m to the challenger. The challenger computes (vk, ct) ← Enc(sk, m),
and returns (vk, ct) to A . A can repeat this process polynomially many times.

3. A sends (m0, m1) ∈ M2 to the challenger.

4. The challenger computes (vk, ct)← Enc(sk, mb), and sends ct to A .

5. A sends an encryption query m to the challenger. The challenger computes (vk, ct) ← Enc(sk, m),
and returns (vk, ct) to A . A can repeat this process polynomially many times.

6. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that Σ is IND-CPA secure if, for any QPT A , it holds that

Advind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.3.7 (Certified Everlasting IND-CPA Security for SKE). Let Σ = (KeyGen, Enc, Dec,
Del , Vrfy) be a certified everlasting SKE scheme. We consider the following security experiment Expcert-ever-ind-cpa

Σ,A (λ, b)
against a QPT adversary A1 and an unbounded adversary A2.

1. The challenger computes sk← KeyGen(1λ).

2. A1 sends an encryption query mi to the challenger. The challenger computes (vki, ct i)← Enc(sk, mi),
and returns (vki, ct i) to A1. A1 can repeat this process polynomially many times.

3. A1 sends (m0, m1) ∈ M2 to the challenger.

4. The challenger computes (vk, ct)← Enc(sk, mb), and sends ct to A1.
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5. A1 sends an encryption query mi to the challenger. The challenger computes (vki, ct i)← Enc(sk, mi),
and returns (vki, ct i) to A1. A1 can repeat this process polynomially many times.

6. At some point, A1 sends cert to the challenger and sends the internal state to A2.

7. The challenger computes Vrfy(vk, cert). If the output is ⊥, the challenger outputs ⊥, and sends ⊥ to
A2. Otherwise, the challenger outputs ⊤, and sends sk to A2.

8. A2 outputs b′ ∈ {0, 1}.

9. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

We say that Σ is certified everlasting IND-CPA secure if, for any QPT A1 and any unbounded A2, it holds that

Advcert-ever-ind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expcert-ever-ind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expcert-ever-ind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.3.8 (PKE with Certified Everlasting Deletion (Syntax)). Let λ be a security parameter
and let p, q, r, s and t be polynomials. A PKE with certified everlasting deletion scheme is a tuple
of algorithms Σ = (KeyGen, Enc, Dec, Del , Vrfy) with plaintext space M := {0, 1}n, ciphertext space
C := Q⊗p(λ), public key space PK := {0, 1}q(λ), secret key space SK := {0, 1}r(λ), verification key space
VK := {0, 1}s(λ) and deletion certificate space D := Q⊗t(λ).

KeyGen(1λ)→ (pk, sk): The key generation algorithm takes the security parameter 1λ as input and outputs
a public key pk ∈ PK and a secret key sk ∈ SK.

Enc(pk, m)→ (vk, ct): The encryption algorithm takes pk and a plaintext m ∈ M as input, and outputs a
verification key vk ∈ VK and a ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes sk and ct as input, and outputs a plaintext m′ ∈ M
or ⊥.

Del (ct)→ cert: The deletion algorithm takes ct as input and outputs a certification cert ∈ D.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes vk and cert as input, and outputs ⊤ or ⊥.

Remark A.3.9. Although we consider quantum certificates in Appendix A.3.5, we consider classical certificates
by default. In the quantum certificate case, we need to use cert and Vrfy in the syntax.

We require that a PKE with certified everlasting deletion scheme satisfies correctness defined below.

Definition A.3.10 (Correctness for PKE with Certified Everlasting Deletion). There are two types of
correctness, namely, decryption correctness and verification correctness.

Decryption Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

m′ ̸= m

∣∣∣∣∣∣
(pk, sk)← KeyGen(1λ)
(vk, ct)← Enc(pk, m)
m′ ← Dec(sk, ct)

 ≤ negl(λ).
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Verification Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert) = ⊥

∣∣∣∣∣∣
(pk, sk)← KeyGen(1λ)
(vk, ct)← Enc(pk, m)
cert← Del (ct)

 ≤ negl(λ).

Minimum requirements for correctness are decryption correctness and verification correctness. However,
we also require verification correctness with QOTP in this work because we need it for the construction of FE
in Section 4.4.3.

Definition A.3.11 (Verification Correctness with QOTP). There exists a negligible function negl and a PPT
algorithm Recover such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert∗) = ⊥

∣∣∣∣∣∣∣∣∣∣

(pk, sk)← KeyGen(1λ)
(vk, ct)← Enc(pk, m)

a, b← {0, 1}p(λ)

c̃ert← Del (ZbXact XaZb)
cert∗ ← Recover(a, b, c̃ert)

 ≤ negl(λ).

As security, we consider two definitions, Definition A.3.12 and Definition A.3.13 given below. The former
is just the standard IND-CPA security and the latter is the certified everlasting security that we newly define
in this paper. Roughly, the everlasting security guarantees that any QPT adversary cannot obtain plaintext
information even if it becomes computationally unbounded and obtains the secret key after it issues a valid
certificate.

Definition A.3.12 (IND-CPA Security for PKE with Certified Everlasting Deletion). Let Σ = (KeyGen, Enc, Dec, Del ,
Vrfy) be a PKE with certified everlasting deletion scheme. We consider the following security experiment
Expind-cpa

Σ,A (λ, b) against a QPT adversary A .

1. The challenger generates (pk, sk)← KeyGen(1λ), and sends pk to A .

2. A sends (m0, m1) ∈ M2 to the challenger.

3. The challenger computes (vk, ct)← Enc(pk, mb), and sends ct to A .

4. A outputs b′ ∈ {0, 1}. This is the output of the experiment.

We say that the Σ is IND-CPA secure if, for any QPT A , it holds that

Advind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.3.13 (Certified Everlasting IND-CPA Security for PKE). Let Σ = (KeyGen, Enc, Dec,
Del , Vrfy) be a PKE with certified everlasting deletion scheme. We consider the following security experiment
Expcert-ever-ind-cpa

Σ,A (λ, b) against a QPT adversary A1 and an unbounded adversary A2.

1. The challenger computes (pk, sk)← KeyGen(1λ), and sends pk to A1.

2. A1 sends (m0, m1) ∈ M2 to the challenger.

3. The challenger computes (vk, ct)← Enc(pk, mb), and sends ct to A1.
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4. At some point, A1 sends cert to the challenger, and sends the internal state to A2.

5. The challenger computes Vrfy(vk, cert). If the output is ⊥, the challenger outputs ⊥, and sends ⊥ to
A2. Otherwise, the challenger outputs ⊤, and sends sk to A2.

6. A2 outputs b′ ∈ {0, 1}.

7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

We say that the Σ is certified everlasting IND-CPA secure if for any QPT A1 and any unbounded A2, it holds
that

Advcert-ever-ind-cpa
Σ,A (λ) :=

∣∣∣Pr
[
Expcert-ever-ind-cpa

Σ,A (λ, 0) = 1
]
− Pr

[
Expcert-ever-ind-cpa

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

A.3.2 SKE Scheme with QROM

In this section, we construct an SKE with certified everlasting deletion scheme with QROM. Our construction
is similar to that of the certified everlasting commitment scheme in [HMNY22b]. The difference is that we
use SKE instead of commitment.

Our certified everlasting secure SKE scheme. We construct a certified everlasting secure SKE scheme
Σcesk = (KeyGen, Enc, Dec, Del , Vrfy) from the following primitives.

• A one-time SKE with certified deletion scheme (Definition 2.2.32) Σskcd = CD.(KeyGen, Enc, Dec, Del , Vrfy).

• A SKE scheme (Definition 2.2.7) Σsk = SKE.(KeyGen, Enc, Dec) with plaintext space {0, 1}λ.

• A hash function H modeled as a quantum random oracle.

KeyGen(1λ):

• Generate ske.sk← SKE.KeyGen(1λ).
• Output sk := ske.sk.

Enc(sk, m):

• Parse sk = ske.sk.
• Generate cd.sk← CD.KeyGen(1λ) and R← {0, 1}λ.
• Compute ske.ct← SKE.Enc(ske.sk, R).
• Compute h := H(R)⊕ cd.sk and cd.ct ← CD.Enc(cd.sk, m).
• Output ct := (h, ske.ct, cd.ct) and vk := cd.sk.

Dec(sk, ct):

• Parse sk = ske.sk and ct = (h, ske.ct, cd.ct).
• Compute R′ or ⊥ ← SKE.Dec(ske.sk, ske.ct). If it outputs ⊥, Dec(sk, ct) outputs ⊥.
• Compute cd.sk′ := H(R′)⊕ h.
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• Compute m′ ← CD.Dec(cd.sk′, cd.ct).
• Output m′.

Del(ct):

• Parse ct = (h, ske.ct, cd.ct).
• Compute cd.cert← CD.Del (cd.ct).
• Output cert := cd.cert.

Vrfy(vk, cert):

• Parse vk = cd.sk and cert = cd.cert.
• Compute b← CD.Vrfy(cd.sk, cd.cert).
• Output b.

Correctness: It is easy to see that correctness of Σcesk comes from those of Σsk and Σskcd. Special
correctness holds due to that of Σsk. Verifcation correctness with QOTP holds due to that of Σskcd.

Security: The following two theorems hold.

Theorem A.3.14. If Σsk satisfies the OW-CPA security (Definition 2.2.10) and Σskcd satisfies the OT-CD
security (Definition 2.2.32), Σcesk satisfies the IND-CPA security (Definition A.3.6).

Its proof is similar to that of Theorem A.3.15, and therefore we omit it.

Theorem A.3.15. If Σsk satisfies the OW-CPA security (Definition 2.2.10) and Σskcd satisfies the OT-CD
security (Definition 2.2.32), Σcesk satisfies the certified everlasting IND-CPA security (Definition A.3.7).

Its proof is similar to that of [HMNY22b, Theorem 5.8].

A.3.3 SKE Scheme without QROM

In this section, we construct an SKE with certified everlasting deletion scheme without QROM. Note that
unlike the construction with QROM (Appendix A.3.2), in this construction the plaintext space is of constant
size. However, the size can be extended to the polynomial size via the standard hybrid argument. Our
construction is similar to that of revocable quantum timed-release encryption in [Unr15]. The difference is
that we use SKE instead of timed-release encryption.

Our certified everlasting secure SKE scheme without QROM. Let k1 and k2 be constants such
that k1 > k2. Let p, q, r, s and t be polynomials. Let (C1, C2) be a CSS code with parameters
q, k1, k2, t. We construct a certified everlasting secure SKE scheme Σcesk = (KeyGen, Enc, Dec, Del , Vrfy)
with plaintext space M = C1/C2 (isomorphic to {0, 1}k1−k2), ciphertext space C = Q⊗(p(λ)+q(λ)) ×
{0, 1}r(λ) × {0, 1}q(λ)/C1 × C1/C2, secret key space SK = {0, 1}s(λ), verification key space VK =
{0, 1}p(λ) × [p(λ) + q(λ)]p(λ) × {0, 1}p(λ) and deletion certificate space D = Q⊗(p(λ)+q(λ)) from the
following primitive.
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• An SKE scheme (Definition 2.2.7) Σsk = SKE.(KeyGen, Enc, Dec) with plaintext space M =
{0, 1}p(λ) × [p(λ) + q(λ)]p(λ) × {0, 1}p(λ) × C1/C2, secret key space SK = {0, 1}s(λ) and cipher-
text space C = {0, 1}r(λ).

The construction is as follows. (We will omit the security parameter below.)

KeyGen(1λ):

• Generate ske.sk← SKE.KeyGen(1λ).
• Output sk := ske.sk.

Enc(sk, m):

• Parse sk = ske.sk.
• Generate B ← {0, 1}p, Q ← [p + q]p, y ← C1/C2, u ← {0, 1}q/C1, r ← {0, 1}p, x ←

C1/C2, w← C2.
• Compute ske.ct← SKE.Enc (ske.sk, (B, Q, r, y)).
• Let UQ be the unitary that permutes the qubits in Q into the first half of the system. (I.e.,

UQ
∣∣x1x2 · · · xp+q

〉
=
∣∣∣xa1 xa2 · · · xap xb1 xb2 · · · xbq

〉
with Q := {a1, a2, · · · , ap} and {1, 2, · · · , p+

q}\Q := {b1, b2, · · · , bq}.)
• Construct a quantum state |Ψ⟩ := U†

Q(HB ⊗ I⊗q)(|r⟩ ⊗ |x⊕ w⊕ u⟩).
• Compute h := m⊕ x⊕ y.
• Output ct := (|Ψ⟩ , ske.ct, u, h) and vk := (B, Q, r).

Dec(sk, ct):

• Parse sk = ske.sk, ct = (|Ψ⟩ , ske.ct, u, h).
• Compute (B, Q, r, y)/⊥ ← SKE.Dec(ske.sk, ske.ct). If⊥ ← SKE.Dec(ske.sk, ske.ct), Dec(sk, ct)

outputs ⊥ and aborts.
• Apply UQ to |Ψ⟩, measure the last q-qubits in the computational basis and obtain the measurement

outcome γ ∈ {0, 1}q.
• Compute x := γ⊕ u mod C2.
• Output m′ := h⊕ x⊕ y.

Del(ct):

• Parse ct = (|Ψ⟩ , ske.ct, u, h).
• Output cert := |Ψ⟩.

Vrfy(vk, cert):

• Parse vk = (B, Q, r) and cert = |Ψ⟩.
• Apply (HB ⊗ I⊗q)UQ to |Ψ⟩, measure the first p-qubits in the computational basis and obtain

the measurement outcome r′ ∈ {0, 1}p.
• Output ⊤ if r = r′ and output ⊥ otherwise.
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Correctness. Correctness easily follows from that of Σsk. Special correctness holds due to that of Σsk.
Verifcation correctness with QOTP holds since Recover is the decryption algorithm of QOTP.

Security. The following two theorems hold.

Theorem A.3.16. If Σsk is IND-CPA secure (Definition 2.2.11), then Σcesk is IND-CPA secure (Defini-
tion A.3.6).

Its proof is straightforward, so we omit it.

Theorem A.3.17. If Σsk is IND-CPA secure (Definition 2.2.11) and tp/(p + q)− 4(k1 − k2)ln2 is superlog-
arithmic, then Σcesk is certified everlasting IND-CPA secure (Definition A.3.7).

Its proof is similar to that of [Unr15, Theorem 3].
Note that the plaintext space is of constant size in our construction. However, via the standard hybrid

argument , we can extend it to the polynomial size.

A.3.4 PKE Scheme with QROM

In this section, we construct a certified everlasting secure PKE scheme with QROM. Our construction is
similar to that of the certified everlasting commitment scheme in [HMNY22b]. The difference is that we use
PKE instead of commitment.

Our certified everlasting secure PKE scheme. We construct a certified everlasting secure PKE scheme
Σcepk = (KeyGen, Enc, Dec, Del , Vrfy) from a one-time SKE with certified deletion scheme Σskcd =
SKE.(KeyGen, Enc, Dec, Del , Vrfy) (Definition 2.2.32), a PKE scheme Σpk = PKE.(KeyGen, Enc, Dec)
with plaintext space {0, 1}λ (Definition 2.2.1) and a hash function H modeled as quantum random oracle.

KeyGen(1λ):

• Generate (pke.pk, pke.sk)← KeyGen(1λ).
• Output pk := pke.pk and sk := pke.sk.

Enc(pk, m):

• Parse pk = pke.pk.
• Generate ske.sk← SKE.KeyGen(1λ).
• Randomly generate R← {0, 1}λ.
• Compute pke.ct← PKE.Enc(pke.pk, R).
• Compute h := H(R)⊕ ske.sk and ske.ct ← SKE.Enc(ske.sk, m).
• Output ct := (h, ske.ct , pke.ct) and vk := ske.sk.

Dec(sk, ct):

• Parse sk = pke.sk and ct = (h, ske.ct , pke.ct).
• Compute R′ ← PKE.Dec(pke.sk, pke.ct).
• Compute ske.sk′ := h⊕ H(R′).
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• Compute m′ ← SKE.Dec(ske.sk′, ske.ct).
• Output m′.

Del(ct):

• Parse ct = (h, ske.ct , pke.ct).
• Compute ske.cert← SKE.Del (ske.ct).
• Output cert := ske.cert.

Vrfy(vk, cert):

• Parse vk = ske.sk and cert = ske.cert.
• Compute b← SKE.Vrfy(ske.sk, ske.cert).
• Output b.

Correctness: Correctness easily follows from those of Σpk and Σskcd. Verifcation correctness with QOTP
holds due to that of Σskcd.

Security: The following two theorems hold. Their proofs are similar to those of Theorems A.3.14 and A.3.15,
and therefore we omit them.

Theorem A.3.18. If Σpk satisfies the OW-CPA security (Definition 2.2.3) and Σskcd satisfies the OT-CD
security (Definition 2.2.35), Σcepk is IND-CPA secure (Definition A.3.12).

Theorem A.3.19. If Σpk satisfies the OW-CPA security (Definition 2.2.3) and Σskcd satisfies the OT-CD
security (Definition 2.2.35), Σcepk is certified everlasting IND-CPA secure (Definition A.3.13).

A.3.5 PKE Scheme without QROM

In this section, we construct a certified everlasting secure PKE scheme without QROM. Our construction is
similar to that of quantum timed-release encryption presented in [Unr15]. The difference is that we use PKE
instead of timed-release encryption.

Our certified everlasting secure PKE scheme without QROM. Let k1 and k2 be some constant such
that k1 > k2. Let p, q, r, s, t and u be some polynomials. Let (C1, C2) be a CSS code with parameters
q, k1, k2, t. We construct a certified everlasting secure PKE scheme Σcepk = (KeyGen, Enc, Dec, Del , Vrfy),
with plaintext space M = C1/C2 (isomorphic {0, 1}(k1−k2)), ciphertext space C = Q⊗(p(λ)+q(λ)) ×
{0, 1}r(λ)×{0, 1}q(λ)/C1×C1/C2, public key space PK = {0, 1}u(λ), secret key space SK = {0, 1}s(λ),
verification key space VK = {0, 1}p(λ) × [p(λ) + q(λ)]p(λ) × {0, 1}p(λ) and deletion certificate space
D = Q⊗(p(λ)+q(λ)) from the following primitive.

• A PKE scheme (Definition 2.2.1) Σpk = PKE.(KeyGen, Enc, Dec) with plaintext space M =
{0, 1}p(λ)× [p(λ) + q(λ)]p(λ)×{0, 1}p(λ)×C1/C2, public key space PK = {0, 1}u(λ), secret key
space SK = {0, 1}s(λ) and ciphertext space C = {0, 1}r(λ).

The construction is as follows. (We will omit the security parameter below.)
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KeyGen(1λ):

• Generate (pke.pk, pke.sk)← PKE.KeyGen(1λ).
• Output pk := pke.pk and sk := pke.sk.

Enc(pk, m):

• Parse pk = pke.pk.
• Generate B ← {0, 1}p, Q ← [p + q]p, y ← C1/C2, u ← {0, 1}q/C1, r ← {0, 1}p, x ←

C1/C2, w← C2.
• Compute pke.ct← PKE.Enc (pke.pk, (B, Q, r, y)).
• Let UQ be the unitary that permutes the qubits in Q into the first half of the system. (I.e.,

UQ
∣∣x1x2 · · · xp+q

〉
=
∣∣∣xa1 xa2 · · · xap xb1 xb2 · · · xbq

〉
with Q := {a1, a2, · · · , ap} and {1, 2, · · · , p+

q} \Q := {b1, b2, · · · , bq}.)
• Generate a quantum state |Ψ⟩ := U†

Q(HB ⊗ I⊗q)(|r⟩ ⊗ |x⊕ w⊕ u⟩).
• Compute h := m⊕ x⊕ y.
• Output ct := (|Ψ⟩ , pke.ct, u, h) and vk := (B, Q, r).

Dec(sk, ct):

• Parse sk = pke.sk and ct = (|Ψ⟩ , pke.ct, u, h).
• Compute (B, Q, r, y)← PKE.Dec(pke.sk, pke.ct).
• Apply UQ to |Ψ⟩, measure the last q-qubits in the computational basis and obtain the measurement

outcome γ.
• Compute x := γ⊕ u mod C2.
• Output m′ := h⊕ x⊕ y.

Del (ct):

• Parse ct = (|Ψ⟩ , pke.ct, u, h).
• Output cert := |Ψ⟩.

Vrfy(vk, cert):

• Parse vk = (B, Q, r) and cert = |Ψ⟩.
• Apply (HB ⊗ I⊗q)UQ to |Ψ⟩, measure the first p-qubits in the computational basis and obtain

the measurement outcome r′.
• Output ⊤ if r = r′ and output ⊥ otherwise.

Correctness. Correctness easily follows from that of Σpk. Verifcation correctness with QOTP holds since
Recover is the decryption algorithm of QOTP.
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Security. The following two theorems hold.
Theorem A.3.20. If Σpk is IND-CPA secure (Definition 2.2.4), then Σcepk is IND-CPA secure (Defini-
tion A.3.12).

Its proof is straightforward, and therefore we omit it.
Theorem A.3.21. If Σpk is IND-CPA secure (Definition 2.2.4) and tp/(p + q)− 4(k1 − k2)ln2 is superloga-
rithmic, then Σcepk is certified everlasting IND-CPA secure (Definition A.3.13).

Its proof is similar to that of [Unr15, Theorem 3]. Note that the plaintext space is of constant size in our
construction. However, via the standard hybrid argument, we can extend it to the polynomial size.

A.4 Receiver Non-Committing Encryption with Certified Everlasting Deletion
In this section, we define and construct receiver non-committing encryption with certified everlasting deletion.
In Appendix A.4.1, we define RNCE with certified everlasting deletion. In Appendix A.4.2, we construct a
certified everlasting RNCE scheme from certified everlasting secure PKE (Appendix A.3).

A.4.1 Definition

Definition A.4.1 (RNCE with Certified Everlasting Deletion (Syntax)). Let λ be the security parameter
and let p, q, r, s, t, u, and v be polynomials. An RNCE with certified everlasting deletion scheme is a tuple
of algorithms Σ = (Setup, KeyGen, Enc, Dec, Fake, Reveal, Del , Vrfy) with plaintext spaceM := {0, 1}n,
ciphertext space C := Q⊗p(λ), public key space PK := {0, 1}q(λ), master secret key space MSK :=
{0, 1}r(λ), secret key space SK := {0, 1}s(λ), verification key space VK := {0, 1}t(λ), deletion certificate
space D := Qu(λ), and auxiliary state space AUX := {0, 1}v(λ).

Setup(1λ)→ (pk, MSK): The setup algorithm takes the security parameter 1λ as input, and outputs a public
key pk ∈ PK and a master secret key MSK ∈ MSK.

KeyGen(MSK)→ sk: The key generation algorithm takes the master secret key MSK as input, and outputs
a secret key sk ∈ SK.

Enc(pk, m)→ (vk, ct): The encryption algorithm takes pk and a plaintext m ∈ M as input, and outputs a
verification key vk ∈ VK and a ciphertext ct ∈ C.

Dec(sk, ct)→ m′ or ⊥: The decryption algorithm takes sk and ct as input, and outputs a plaintext m′ ∈ M
or ⊥.

Fake(pk)→ (vk, c̃t , aux): The fake encryption algorithm takes pk as input, and outputs a verification key
vk ∈ VK, a fake ciphertext c̃t ∈ C and an auxiliary state aux ∈ AUX .

Reveal(pk, MSK, aux, m)→ s̃k: The reveal algorithm takes pk, MSK, aux and m as input, and outputs a
fake secret key s̃k ∈ SK.

Del (ct)→ cert: The deletion algorithm takes ct as input and outputs a certification cert ∈ D.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes vk and cert as input, and outputs ⊤ or ⊥.

We require that an RNCE with certified everlasting deletion scheme satisfies correctness defined below.
Definition A.4.2 (Correctness for RNCE with Certified Everlasting Deletion). There are two types of
correctness, namely, decryption correctness and verification correctness.
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Decryption Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

m′ ̸= m

∣∣∣∣∣∣∣∣
(pk, MSK)← Setup(1λ)
(vk, ct)← Enc(pk, m)
sk← KeyGen(MSK)
m′ ← Dec(sk, ct)

 ≤ negl(λ).

Verification Correctness: There exists a negligible function negl such that for any λ ∈N and m ∈ M,

Pr

Vrfy(vk, cert) = ⊥

∣∣∣∣∣∣
(pk, MSK)← Setup(1λ)
(vk, ct)← Enc(pk, m)
cert← Del (ct)

 ≤ negl(λ).

As security, we consider two definitions, Definition A.4.3 and Definition A.4.4 given below. The former
is just the standard receiver non-committing security and the latter is the certified everlasting security that
we newly define in this paper. Roughly, the everlasting security guarantees that any QPT adversary cannot
distinguish whether the ciphertext and the secret key are properly generated or not even if it becomes
computationally unbounded and obtains the master secret key after it issues a valid certificate.

Definition A.4.3 (Receiver Non-Committing Security for RNCE with Certified Everlasting Deletion).
Let Σ = (Setup, KeyGen, Enc, Dec, Fake, Reveal, Del , Vrfy) be an RNCE with certified everlasting deletion
scheme. We consider the following security experiment Exprec-nc

Σ,A (λ, b) against a QPT adversary A .

1. The challenger runs (pk, MSK)← Setup(1λ) and sends pk to A .

2. A sends m ∈ M to the challenger.

3. The challenger does the following:

• If b = 0, the challenger generates (vk, ct)← Enc(pk, m) and sk← KeyGen(MSK), and sends
(ct , sk) to A .

• If b = 1, the challenger generates (vk, c̃t , aux)← Fake(pk) and s̃k← Reveal(pk, MSK, aux, m),
and sends (c̃t , s̃k) to A .

4. A outputs b′ ∈ {0, 1}.

We say that Σ is receiver non-committing (RNC) secure if, for any QPT A , it holds that

Advrec-nc
Σ,A (λ) :=

∣∣Pr
[
Exprec-nc

Σ,A (λ, 0) = 1
]
− Pr

[
Exprec-nc

Σ,A (λ, 1) = 1
]∣∣ ≤ negl(λ).

Definition A.4.4 (Certified Everlasting RNC Security for RNCE). Let Σ = (Setup, KeyGen, Enc,
Dec, Fake, Reveal, Del , Vrfy) be a certified everlasting RNCE scheme. We consider the following secu-
rity experiment Expcert-ever-rec-nc

Σ,A (λ, b) against a QPT adversary A1 and an unbounded adversary A2.

1. The challenger runs (pk, MSK)← Setup(1λ) and sends pk to A1.

2. A1 sends m ∈ M to the challenger.

3. The challenger does the following:
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• If b = 0, the challenger generates (vk, ct)← Enc(pk, m) and sk← KeyGen(MSK), and sends
(ct , sk) to A1.

• If b = 1, the challenger generates (vk, c̃t , aux)← Fake(pk) and s̃k← Reveal(pk, MSK, aux, m),
and sends (c̃t , s̃k) to A1.

4. At some point, A1 sends cert to the challenger and its internal state to A2.

5. The challenger computes Vrfy(vk, cert). If the output is ⊤, the challenger outputs ⊤ and sends MSK
to A2. If the output is ⊥, the challenger outputs ⊥ and sends ⊥ to A2.

6. A2 outputs b′ ∈ {0, 1}.

7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

We say that Σ is certified everlasting RNC secure if for any QPT A1 and any unbounded A2, it holds that

Advcert-ever-rec-nc
Σ,A (λ) :=

∣∣Pr
[
Expcert-ever-rec-nc

Σ,A (λ, 0) = 1
]
− Pr

[
Expcert-ever-rec-nc

Σ,A (λ, 1) = 1
]∣∣ ≤ negl(λ).

A.4.2 Construction

In this section, we construct a certified everlasting RNCE scheme from a certified everlasting PKE scheme (Def-
inition A.3.8). Our construction is similar to that of the secret-key RNCE scheme presented in [KNTY19].
The difference is that we use a certified everlasting secure PKE scheme instead of a standard SKE scheme.

Our certified everlasting secure RNCE scheme. We construct a certified everlasting secure RNCE scheme
Σcence = (Setup, KeyGen, Enc, Dec, Fake, Reveal, Del , Vrfy) from a certified everlasting secure PKE scheme
Σcepk = PKE.(KeyGen, Enc, Dec, Del , Vrfy), which was introduced in Definition A.3.8.

Setup(1λ):

• Generate (pke.pki,α, pke.ski,α)← PKE.KeyGen(1λ) for all i ∈ [n] and α ∈ {0, 1}.
• Output pk := {pke.pki,α}i∈[n],α∈{0,1} and MSK := {pke.ski,α}i∈[n],α∈{0,1}.

KeyGen(MSK):

• Parse MSK = {pke.ski,α}i∈[n],α∈{0,1}.
• Generate x ← {0, 1}n.
• Output sk := (x, {pke.ski,x[i]}i∈[n]).

Enc(pk, m):

• Parse pk = {pke.pki,α}i∈[n],α∈{0,1}.
• Compute (pke.vki,α, pke.ct i,α)← PKE.Enc(pke.pki,α, m[i]) for all i ∈ [n] and α ∈ {0, 1}.
• Output vk := {pke.vki,α}i∈[n],α∈{0,1} and ct := {pke.ct i,α}i∈[n],α∈{0,1}.

Dec(sk, ct):

• Parse sk = (x, {pke.ski}i∈[n]) and ct = {pke.ct i,α}i∈[n],α∈{0,1}.
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• Compute m[i]← PKE.Dec(pke.ski, pke.ct i,x[i]) for all i ∈ [n].
• Output m := m[1]||m[2]|| · · · ||m[n].

Fake(pk):

• Parse pk = {pke.pki,α}i∈[n],α∈{0,1}.
• Generate x∗ ← {0, 1}n.
• Compute (pke.vki,x∗[i], pke.ct i,x∗[i])← PKE.Enc(pke.pki,x∗[i], 0) and (pke.vki,x∗[i]⊕1, pke.ct i,x∗[i]⊕1)←

PKE.Enc(pke.pki,x∗[i]⊕1, 1) for all i ∈ [n].
• Output vk := {pke.vki,α}i∈[n],α∈{0,1}, c̃t := {pke.ct i,α}i∈[n],α∈{0,1} and aux = x∗.

Reveal(pk, MSK, aux, m):

• Parse pk = {pke.pki,α}i∈[n],α∈{0,1}, MSK = {pke.ski,α}i∈[n],α∈{0,1} and aux = x∗.

• Output s̃k :=
(

x∗ ⊕m, {pke.ski,x∗[i]⊕m[i]}i∈[n]

)
.

Del (ct):

• Parse ct = {pke.ct i,α}i∈[n],α∈{0,1}.
• Compute pke.certi,α ← PKE.Del (pke.ct i,α) for all i ∈ [n] and α ∈ {0, 1}.
• Output cert := {pke.certi,α}i∈[n],α∈{0,1}.

Vrfy(vk, cert):

• Parse vk = {pke.vki,α}i∈[n],α∈{0,1} and cert = {pke.certi,α}i∈[n],α∈{0,1}.
• Compute ⊤/⊥ ← PKE.Vrfy(pke.vki,α, pke.certi,α) for all i ∈ [n] and α ∈ {0, 1}. If all results

are ⊤, Vrfy(vk, cert) outputs ⊤. Otherwise, it outputs ⊥.

Correctness: Correctness easily follows from that of Σcepk.

Security: The following two theorems hold.

Theorem A.4.5. If Σcepk is IND-CPA secure (Definition A.3.12), Σcence is RNC secure (Definition A.4.3).

Its proof is similar to that of Theorem A.4.6, and therefore we omit it.

Theorem A.4.6. If Σcepk is certified everlasting IND-CPA secure (Definition A.3.13), Σcence is certified
everlasting RNC secure (Definition A.4.4).

Proof of Theorem A.4.6. To prove the theorem, let us introduce the sequence of hybrids.

Hyb0: This is identical to Expcert-ever-rec-nc
Σcence,A (λ, 0). For clarity, we describe the experiment against any

adversary A = (A1, A2), where A1 is any QPT adversary and A2 is any unbounded adversary.

1. The challenger generates (pke.pki,α, pke.ski,α) ← PKE.KeyGen(1λ) for all i ∈ [n] and α ∈
{0, 1}.

2. The challenger sends {pke.pki,α}i∈[n],α∈{0,1} to A1.
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3. A1 sends m ∈ M to the challenger.
4. The challenger generates x ← {0, 1}n, computes (pke.vki,α, pke.ct i,α)← PKE.Enc(pke.pki,α, m[i])

for all i ∈ [n] and α ∈ {0, 1}, and sends ({pke.ct i,α}i∈[n],α∈{0,1}, (x, {pke.ski,x[i]}i∈[n])) to A1.
5. A1 sends {pke.certi,α}i∈[n],α∈{0,1} to the challenger and its internal state to A2.
6. The challenger computes PKE.Vrfy(pke.vki,α, pke.certi,α) for all i ∈ [n] and α ∈ {0, 1}. If all

results are ⊤, the challenger outputs ⊤ and sends {pke.ski,α}i∈[n],α∈{0,1} to A2. Otherwise, the
challenger outputs ⊥ and sends ⊥ to A2.

7. A2 outputs b′ ∈ {0, 1}.
8. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the

experiment is ⊥.

Hyb1: This is identical to Hyb0 except that the challenger generates (pke.vki,x[i]⊕1, pke.ct i,x[i]⊕1) ←
PKE.Enc(pke.pki,x[i]⊕1, m[i]⊕ 1) for all i ∈ [n] instead of computing (pke.vki,x[i]⊕1, pke.ct i,x[i]⊕1)←
PKE.Enc(pke.pki,x[i]⊕1, m[i]) for all i ∈ [n].

Hyb2: This is identical to Hyb1 except for the following three points.

1. The challenger generates x∗ ← {0, 1}n instead of generating x ← {0, 1}n.
2. For all i ∈ [n], the challenger generates (pke.vki,x∗[i], pke.ct i,x∗[i]) ← PKE.Enc(pke.pki,x∗[i], 0)

and (pke.vki,x∗[i]⊕1, pke.ct i,x∗[i]⊕1)← PKE.Enc(pke.pki,x∗[i]⊕1, 1) instead of computing (pke.vki,x[i],
pke.ct i,x[i])← PKE.Enc(pke.pki,x[i], m[i]) and (pke.vki,x[i]⊕1, pke.ct i,x[i]⊕1)← PKE.Enc(pke.pki,x[i]⊕1,
m[i]⊕ 1).

3. The challenger sends ({pke.ct i,α}i∈[n],α∈{0,1}, (x∗ ⊕m, {pke.ski,x∗[i]⊕m[i]}i∈[n])) to A1 instead of
sending ({pke.ct i,α}i∈[n],α∈{0,1}, (x, {pke.ski,x[i]}i∈[n])) to A1.

It is clear that Hyb0 is identical to Expcert-ever-rec-nc
Σ,A (λ, 0) and Hyb2 is identical to Expcert-ever-rec-nc

Σ,A (λ, 1).
Hence, Theorem A.4.6 easily follows from the following Propositions A.4.7 and A.4.8 (whose proof is given
later.).

Proposition A.4.7. If Σcepk is certified everlasting IND-CPA secure, it holds that |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤
negl(λ).

Proposition A.4.8. |Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Proof of Proposition A.4.7. For the proof, we use Lemma A.4.9. We assume that |Pr[Hyb0 = 1]− Pr[Hyb1 = 1]|
is non-negligible, and construct an adversary B that breaks the security experiment Expmulti-cert-ever

Σcepk,B (λ, b) de-
fined in Lemma A.4.9. This contradicts the certified everlasting IND-CPA security of Σcepk from Lemma A.4.9.
Let us describe how B works below.

1. B receives {pke.pki,α}i∈[n],α∈{0,1} from the challenger of Expmulti-cert-ever
Σcepk,B (λ, b).

2. B sends {pke.pki,α}i∈[n],α∈{0,1} to A1.

3. A1 chooses m ∈ M and sends m to B.

4. B generates x ← {0, 1}n and sends (x, m[1], · · · , m[n], m[1]⊕ 1, · · · , m[n]⊕ 1) to the challenger
of Expmulti-cert-ever

Σcepk,B (λ, b).
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5. B receives ({pke.ski,x[i]}i∈[n], {pke.ct i,x[i]⊕1}i∈[n]) from the challenger of Expmulti-cert-ever
Σcepk,B (λ, b).

6. B computes ({pke.vki,x[i]}i∈[n], {pke.ct i,x[i]}i∈[n])← PKE.Enc(pke.pki,x[i], m[i]) for i ∈ [n].

7. B sends ({pke.ct i,α}i∈[n],α∈{0,1}, (x, {pke.ski,x[i]}i∈[n])) to A1.

8. A1 sends {pke.certi,α}i∈[n],α∈{0,1} to B and the internal state to A2.

9. B sends {pke.certi,x[i]⊕1}i∈[n] to the challenger, and receives {pke.ski,x[i]⊕1}i∈[n] or ⊥. If B receives
⊥, it outputs ⊥ and aborts.

10. B sends {pke.ski,α}i∈[n],α∈{0,1} to A2.

11. A2 outputs b′.

12. B computes PKE.Vrfy(pke.vki,x[i], pke.certi,x[i]) for all i ∈ [n]. If all results are ⊤, B outputs b′.
Otherwise, B outputs ⊥.

It is clear that Pr[1← B | b = 0] = Pr[Hyb0 = 1] and Pr[1← B | b = 1] = Pr[Hyb1 = 1]. By assumption,
|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| is non-negligible. Therefore, |Pr[1← B | b = 0]− Pr[1← B | b = 1]| is
also non-negligible, which contradicts the certified everlasting IND-CPA security of Σcepk from Lemma A.4.9.

Proof of Proposition A.4.8. It is obvious that the joint probability distribution that A1 receives ({pke.ct i,α}i∈[n],α∈{0,1},
(x, {pke.ski,x[i]}i∈[n])) in Hyb1 is identical to the joint probability distribution that A1 receives ({pke.ct i,α}i∈[n],α∈{0,1},
(x∗ ⊕m, {pke.ski,x∗[i]⊕m[i]}i∈[n])) in Hyb2. Hence, Proposition A.4.8 follows.

We use the following lemma for the proof of Theorem A.4.6 and Theorem A.5.7. The proof is shown
with the standard hybrid argument. It is also easy to see that a similar lemma holds for IND-CPA security.

Lemma A.4.9. Let s be some polynomial of the security parameter λ. Let Σ := (KeyGen, Enc, Dec, Del , Vrfy)
be a certified everlasting secure PKE scheme. Let us consider the following security experiment Expmulti-cert-ever

Σ,A (λ, b)
against A consisting of any QPT adversary A1 and any unbounded adversary A2.

1. The challenge generates (pki,α, ski,α) ← KeyGen(1λ) for all i ∈ [s] and α ∈ {0, 1}, and sends
{pki,α}i∈[s],α∈{0,1} to A1.

2. A1 chooses f ∈ {0, 1}s and (m0[1], m0[2], · · · , m0[s], m1[1], m1[2], · · · , m1[s]) ∈ M2s, and sends
( f , m0[1], m0[2],
· · · , m0[s], m1[1], m1[2], · · · , m1[s]) to the challenger.

3. The challenger computes (vki, f [i]⊕1, ct i, f [i]⊕1) ← Enc(pki, f [i]⊕1, mb[i]) for all i ∈ [s], and sends
({ski, f [i]}i∈[s],
{ct i, f [i]⊕1}i∈[s]) to A1.

4. At some point, A1 sends {certi, f [i]⊕1}i∈[s] to the challenger, and sends its internal state to A2.

5. The challenger computes Vrfy(vki, f [i]⊕1, certi, f [i]⊕1) for every i ∈ [s]. If all results are⊤, the challenger
outputs ⊤, and sends {ski, f [i]⊕1}i∈[s] to A2. Otherwise, the challenger outputs ⊥, and sends ⊥ to A2.

6. A2 outputs b′.
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7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

If the Σ satisfies the certified everlasting IND-CPA security,

Advmulti-cert-ever
Σ,A (λ) :=

∣∣∣Pr
[
Expmulti-cert-ever

Σ,A (λ, 0) = 1
]
− Pr

[
Expmulti-cert-ever

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ)

for any QPT adversary A1 and any unbounded adversary A2.

Proof of Lemma A.4.9. Let us consider the following hybrids for j ∈ {0, 1, · · · , s}.

Hybj:

1. The challenger generates (pki,α, ski,α) ← KeyGen(1λ) for every i ∈ [s] and α ∈ {0, 1}, and
sends {pki,α}i∈[s],α∈{0,1} to A1.

2. A1 chooses f ∈ {0, 1}s and (m0[1], m0[2], · · · , m0[s], m1[1], m1[2], · · · , m1[s]) ∈ M2s, and
sends ( f , m0[1], m0[2], · · · , m0[s], m1[1], m1[2], · · · , m1[s]) to the challenger.

3. The challenger computes

(vki, f [i]⊕1, ct i, f [i]⊕1)← Enc(pki, f [i]⊕1, m1[i])

for i ∈ [j] and

(vki, f [i]⊕1, ct i, f [i]⊕1)← Enc(pki, f [i]⊕1, m0[i])

for i ∈ {j + 1, j + 2, · · · , s}, and sends ({ski, f [i]}i∈[s], {ct i, f [i]⊕1}i∈[s]) to A1.
4. At some point, A1 sends {certi, f [i]⊕1}i∈[s] to the challenger, and sends its internal state to A2.
5. The challenger computes Vrfy(vki, f [i]⊕1, certi, f [i]⊕1) for every i ∈ [s]. If all results are ⊤, the

challenger outputs ⊤, and sends {ski, f [i]⊕1}i∈[s] to A2. Otherwise, the challenger outputs ⊥, and
sends ⊥ to A2.

6. A2 outputs b′.
7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the

experiment is ⊥.

It is clear that Pr[Hyb0 = 1] = Pr
[
Expmulti-cert-ever

Σ,A (λ, 0) = 1
]

and Pr[Hybs = 1] = Pr
[
Expmulti-cert-ever

Σ,A (λ, 1) = 1
]
.

Furthermore, we can show ∣∣∣Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]∣∣∣ ≤ negl(λ)

for each j ∈ {0, 1, · · · , s− 1}. (Its proof is given below.) From these facts, we obtain Lemma A.4.9.
Let us show the remaining one. To show it, let us assume that

∣∣∣Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]∣∣∣ is
non-negligible. Then, we can construct an adversary B that can break the certified everlasting IND-CPA
security of Σ as follows.

1. B receives pk from the challenger of Expcert-ever-ind-cpa
Σ,B (λ, b).

2. B generates β← {0, 1} and sets pkj+1,β := pk.
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3. B generates (pki,α, ski,α) ← KeyGen(1λ) for i ∈ {1, · · · , j, j + 2, · · · , s} and α ∈ {0, 1}, and
(pkj+1,β⊕1, skj+1,β⊕1)← KeyGen(1λ).

4. B sends {pki,α}i∈[s],α∈{0,1} to A1.

5. A1 chooses f ∈ {0, 1}s and (m0[1], m0[2], · · · , m0[s], m1[1], m1[2], · · · , m1[s]) ∈ M2s, and sends
( f , m0[1], m0[2],
· · · , m0[s], m1[1], m1[2], · · · , m1[s]) to the challenger.

6. If f [j + 1] = β, B aborts the experiment, and outputs ⊥.

7. B computes

(vki, f [i]⊕1, ct i, f [i]⊕1)← Enc(pki, f [i]⊕1, m1[i])

for i ∈ [j] and

(vki, f [i]⊕1, ct i, f [i]⊕1)← Enc(pki, f [i]⊕1, m0[i])

for i ∈ {j + 2, · · · , s}.

8. B sends (m0[j + 1], m1[j + 1]) to the challenger of Expcert-ever-ind-cpa
Σ,B (λ, b). The challenger computes

(vkj+1, f [j+1]⊕1, ct j+1, f [j+1]⊕1)← Enc(pkj+1, f [j+1]⊕1, mb[j + 1]) and sends ct j+1, f [j+1]⊕1 to B.

9. B sends ({ski, f [i]}i∈[s], {ct i, f [i]⊕1}i∈[s]) to A1.

10. A1 sends {certi}i∈[s] to B, and sends its internal state to A2.

11. B sends certj+1 to the challenger, and receives skj+1, f [j+1]⊕1 or ⊥ from the challenger. If B receives ⊥
from the challenger, it outputs ⊥ and aborts.

12. B sends {ski, f [i]⊕1}i∈[s] to A2.

13. A2 outputs b′.

14. B computes Vrfy for all certi, and outputs b′ if all results are ⊤. Otherwise, B outputs ⊥.

Since pkj+1,β and pkj+1,β⊕1 are identically distributed, it holds that Pr[ f [j + 1] = β] = Pr[ f [j + 1] = β⊕ 1] =
1
2 . If b = 0 and f [j + 1] = β⊕ 1, B simulates Hybj. Therefore, we have

Pr[1← B | b = 0] = Pr[1← B ∧ f [j + 1] = β⊕ 1 | b = 0]
= Pr[1← B | b = 0, f [j + 1] = β⊕ 1] · Pr[ f [j + 1] = β⊕ 1]

=
1
2

Pr
[
Hybj = 1

]
.

If b = 1 and f [j + 1] = β ⊕ 1, B simulates Hybj+1. Similarly, we have Pr[1← B | b = 1] =
1
2 Pr

[
Hybj+1 = 1

]
. By assumption,

∣∣∣Pr
[
Hybj = 1

]
− Pr

[
Hybj+1 = 1

]∣∣∣ is non-negligible, and therefore
|Pr[1← B | b = 0]− Pr[1← B | b = 1]| is non-negligible, which contradicts the certified everlasting
IND-CPA security of Σ.
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A.5 Garbling Scheme with Certified Everlasting Deletion
In Appendix A.5.1, we define a garbling scheme with certified everlasting deletion. In Appendix A.5.2, we
construct a certified everlasting secure garbling scheme from a certified everlasting secure SKE scheme.

A.5.1 Definition

We define a garbling scheme with certified everlasting deletion below. An important difference from a
standard classical garbling scheme is that the garbled circuit C̃ (i.e., an output of Grbl) is a quantum state.

Definition A.5.1 (Garbling Scheme with Certified Everlasting Deletion (Syntax)). Let λ be a security
parameter and p, q, r and s be polynomials. Let Cn be a family of circuits that take n-bit inputs. A garbling
scheme with certified everlasting deletion is a tuple of algorithms Σ = (Setup, Garble, Eval , Del , Vrfy) with
label space L := {0, 1}p(λ), garbled circuit space C := Q⊗q(λ), verification key space VK := {0, 1}r(λ)

and deletion certificate space D := Q⊗s(λ).

Setup(1λ)→ {Li,α}i∈[n],α∈{0,1}: The sampling algorithm takes a security parameter 1λ as input, and outputs
2n labels {Li,α}i∈[n],α∈{0,1} with Li,α ∈ L for each i ∈ [n] and α ∈ {0, 1}.

Garble(1λ, C, {Li,α}i∈[n],α∈{0,1})→ (C̃ , vk): The garbling algorithm takes 1λ, a circuit C ∈ Cn and 2n labels
{Li,α}i∈[n],α∈{0,1} as input, and outputs a garbled circuit C̃ ∈ C and a verification key vk ∈ VK.

Eval (C̃ , {Li,xi}i∈[n])→ y: The evaluation algorithm takes C̃ and n labels {Li,xi}i∈[n] where xi ∈ {0, 1} as
input, and outputs y.

Del (C̃ )→ cert: The deletion algorithm takes C̃ as input, and outputs a certificate cert ∈ D.

Vrfy(vk, cert)→ ⊤ or ⊥: The verification algorithm takes vk and cert as input, and outputs ⊤ or ⊥.

We require that a garbling scheme with certified everlasting deletion satisfies correctness defined below.

Definition A.5.2 (Correctness for Garbling Scheme with Certified Everlasting Deletion). There are two
types of correctness, namely, evaluation correctness and verification correctness.

Evaluation Correctness: There exists a negligible function negl such that for any λ ∈ N, C ∈ Cn and
x ∈ {0, 1}n,

Pr

y ̸= C(x)

∣∣∣∣∣∣
{Li,α}i∈[n],α∈{0,1} ← Setup(1λ)
(C̃ , vk)← Garble(1λ, C, {Li,α}i∈[n],α∈{0,1})
y← Eval (C̃ , {Li,xi}i∈[n])

 ≤ negl(λ).

Verification Correctness: There exists a negligible function negl such that for any λ ∈N,

Pr

Vrfy(vk, cert) = ⊥

∣∣∣∣∣∣
{Li,α}i∈[n],α∈{0,1} ← Setup(1λ)
(C̃ , vk)← Garble(1λ, C, {Li,α}i∈[n],α∈{0,1})
cert← Del (C̃ )

 ≤ negl(λ).

Minimum requirements for correctness are evaluation correctness and verification correctness. However,
we also require verification correctness with QOTP in this work because we need it for the construction of FE
in Section 4.4.3.
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Definition A.5.3 (Verification Correctness with QOTP). There exists a negligible function negl and a PPT
algorithm Recover such that for any λ ∈N,

Pr

Vrfy(vk, cert∗) = ⊥

∣∣∣∣∣∣∣∣∣∣

{Li,α}i∈[n],α∈{0,1} ← Setup(1λ)
(C̃ , vk)← Garble(1λ, C, {Li,α}i∈[n],α∈{0,1})

a, b← {0, 1}q(λ)

c̃ert← Del (ZbXaC̃ XaZb)
cert∗ ← Recover(a, b, c̃ert)

 ≤ negl(λ).

As security, we consider two definitions, Definition A.5.4 and Definition A.5.5 given below. The former
is just the standard selective security and the latter is the certified everlasting security that we newly define in
this paper. Roughly, the everlasting security guarantees that any QPT adversary with the garbled circuit C̃
and the labels {Li,x[i]}i∈[n] cannot obtain any information beyond C(x) even if it becomes computationally
unbounded after it issues a valid certificate.

Definition A.5.4 (Selective Security for Garbling Scheme with Certified Everlasting Deletion). Let
Σ = (Setup, Garble, Eval , Del , Vrfy) be a garbling scheme with certified everlasting deletion. We consider
the following security experiment Expsel-gbl

Σ,A (1λ, b) against a QPT adversary A . Let Sim be a QPT algorithm.

1. A sends a circuit C ∈ Cn and an input x ∈ {0, 1}n to the challenger.

2. The challenger computes {Li,α}i∈[n],α∈{0,1} ← Setup(1λ).

3. If b = 0, the challenger computes (C̃ , vk)← Garble(1λ, C, {Li,α}i∈[n],α∈{0,1}), and returns (C̃ , {Li,xi}i∈[n])

to A . If b = 1, the challenger computes C̃ ← Sim(1λ, 1|C|, C(x), {Li,xi}i∈[n]), and returns
(C̃, {Li,xi}i∈[n]) to A .

4. A outputs b′ ∈ {0, 1}. The experiment outputs b′.

We say that Σ is selective secure if there exists a QPT simulator Sim such that for any QPT adversary A it
holds that

Advsel-gbl
Σ,A (λ) :=

∣∣∣Pr
[
Expsel-gbl

Σ,A (1λ, 0) = 1
]
− Pr

[
Expsel-gbl

Σ,A (1λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Definition A.5.5 (Selective Certified Everlasting Security for Garbling Scheme). Let Σ = (Setup, Garble, Eval , Del ,
Vrfy) be a garbling scheme with certified everlasting deletion. We consider the following security experiment
Expcert-ever-sel-gbl

A ,Σ (1λ, b) against a QPT adversary A1 and an unbounded adversary A2. Let Sim be a QPT
algorithm.

1. A1 sends a circuit C ∈ Cn and an input x ∈ {0, 1}n to the challenger.

2. The challenger computes {Li,α}i∈[n],α∈{0,1} ← Setup(1λ).

3. If b = 0, the challenger computes (C̃ , vk)← Garble(1λ, C, {Li,α}i∈[n],α∈{0,1}), and returns (C̃ , {Li,xi}i∈[n])

to A1. If b = 1, the challenger computes (C̃ , vk) ← Sim(1λ, 1|C|, C(x), {Li,xi}i∈[n]), and returns
(C̃ , {Li,xi}i∈[n]) to A1.

4. At some point, A1 sends cert to the challenger, and sends the internal state to A2.
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5. The challenger computes Vrfy(vk, cert). If the output is ⊥, then the challenger outputs ⊥, and sends ⊥
to A2. Otherwise, the challenger outputs ⊤, and sends ⊤ to A2.

6. A2 outputs b′ ∈ {0, 1}.

7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

We say that Σ is selective certified everlasting secure if there exists a QPT simulator Sim such that for any
QPT A1 and any unbounded A2 it holds that

Advcert-ever-sel-gbl
Σ,A (λ) :=

∣∣∣Pr
[
Expcert-ever-sel-gbl

Σ,A (1λ, 0) = 1
]
− Pr

[
Expcert-ever-sel-gbl

Σ,A (1λ, 1) = 1
]∣∣∣ ≤ negl(λ).

A.5.2 Construction

In this section, we construct a certified everlasting secure garbling scheme from a certified everlasting secure
SKE scheme (Definition A.3.1). Our construction is similar to Yao’s construction of a standard garbling
scheme [Yao86], but there are two important differences. First, we use a certified everlasting secure SKE
scheme instead of a standard SKE scheme. Second, we use XOR secret sharing, although [Yao86] used
double encryption. The reason why we cannot use double encryption is that our certified everlasting SKE
scheme has quantum ciphertext and classical plaintext.

Before introducing our construction, let us quickly review notations for circuits. Let C be a boolean
circuit. A boolean circuit C consists of gates, gate1, gate2, · · · , gateq, where q is the number of gates in the
circuit. Here, gatei := (g, wa, wb, wc), where g : {0, 1}2 → {0, 1} is a function, wa, wb are the incoming
wires, and wc is the outgoing wire. (The number of outgoing wires is not necessarily one. There can be many
outgoing wires, but we use the same label wc for all outgoing wires.) We say C is leveled if each gate has an
associated level and any gate at level ℓ has incoming wires only from gates at level ℓ− 1 and outgoing wires
only to gates at level ℓ+ 1. Let out1, out2, · · · , outm be the m output wires. For any x ∈ {0, 1}n, C(x) is
the output of the circuit C on input x. We consider that gate1, gate2, · · · , gateq are arranged in the ascending
order of the level.

Our certified secure everlasting garbling scheme. We construct a certified everlasting secure garbling
scheme Σcegc = (Setup, Garble, Eval , Del , Vrfy) from a certified everlasting secure SKE scheme Σcesk =
SKE.(KeyGen, Enc, Dec, Del , Vrfy) (Definition A.3.1). Let K be the key space of Σcesk. Let C be a leveled
boolean circuit. Let n, m, q, and p be the input size, the output size, the number of gates, and the total number
of wires of C, respectively.

Setup(1λ):

• For each i ∈ [n] and σ ∈ {0, 1}, generate ske.skσ
i ← SKE.KeyGen(1λ).

• Output {Li,σ}i∈[n],σ∈{0,1} := {ske.skσ
i }i∈[n],σ∈{0,1}.

Garble(1λ, C, {Li,σ}i∈[n],σ∈{0,1}):

• For each i ∈ {n + 1, · · · , p} and σ ∈ {0, 1}, generate ske.skσ
i ← SKE.KeyGen(1λ).
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• For each i ∈ [q], compute

(vki, g̃i)← GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where gatei = (g, wa, wb, wc) and GateGrbl is described in Fig A.4.

• For each i ∈ [m], set d̃i := [(ske.sk0
outi

, 0), (ske.sk1
outi

, 1)].

• Output C̃ := ({g̃i}i∈[q], {d̃i}i∈[m]) and vk := {vki}i∈[q].

Eval(C̃, {Li,xi}i∈[n]):

• Parse C̃ = ({g̃i}i∈[q], {d̃i}i∈[m]) and {Li,xi}i∈[n] = {ske.sk′i}i∈[n].

• For each i ∈ [q], compute ske.sk′c ← GateEval (g̃i, ske.sk′a, ske.sk′b) in the ascending order of the
level, where GateEval is described in Fig A.5. If ske.sk′c = ⊥, output ⊥ and abort.

• For each i ∈ [m], set y[i] = σ if ske.sk′outi
= ske.skσ

outi
. Otherwise, set y[i] = ⊥, and abort.

• Output y := y[1]||y[2]|| · · · ||y[m].

Del(C̃ ):

• Parse C̃ = ({g̃i}i∈[q], {d̃i}i∈[m]).
• For each i ∈ [q], compute certi ← GateDel (g̃i), where GateDel is described in Fig A.6.
• Output cert := {certi}i∈[q].

Vrfy(vk, cert):

• Parse vk = {vki}i∈[q] and cert = {certi}i∈[q].
• For each i ∈ [q], compute ⊥/⊤ ← GateVrfy(vki, certi), where GateVrfy is described in Fig A.7.
• If ⊤ ← GateVrfy(vki, certi) for all i ∈ [q], then output ⊤. Otherwise, output ⊥.

Gate Garbling Circuit GateGrbl

Input: gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}.

Output: g̃i and vki.

1. Parse gatei = (g, wa, wb, wc).
2. Sample γi ← S4.a

3. For each σa, σb ∈ {0, 1}, sample pσa ,σb
c ← K.

4. For each σa, σb ∈ {0, 1}, compute (ske.vkσa ,σb
a , ske.ct σa ,σb

a ) ← SKE.Enc(ske.skσa
a , pσa ,σb

c ) and
(ske.vkσa ,σb

b , ske.ct σa ,σb
b )← SKE.Enc(ske.skσb

b , pσa ,σb
c ⊕ ske.skg(σa ,σb)

c ).

5. Output g̃i := {ske.ct σa ,σb
a , ske.ct σa ,σb

b }σa ,σb∈{0,1} in the permutated order of γi and vki :=
{ske.vkσa ,σb

a , ske.vkσa ,σb
b }σa ,σb∈{0,1} in the permutated order of γi.

aS4 is the symmetric group of order 4.

Figure A.4: The description of GateGrbl
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Gate Evaluating Circuit GateEval

Input: A garbled gate g̃i and (ske.sk′a, ske.sk′b).
Output: ske.skc or ⊥.

1. Parse g̃i = {ske.ct σa ,σb
a , ske.ct σa ,σb

b }σa ,σb∈{0,1}.

2. For each σa, σb ∈ {0, 1}, compute qσa ,σb
a ← SKE.Dec(ske.sk′a, ske.ct σa ,σb

a ) and qσa ,σb
b ←

SKE.Dec(ske.sk′b, ske.ct σa ,σb
b ).

3. If there exists a unique pair (σa, σb) ∈ {0, 1}2 such that qσa ,σb
a ̸= ⊥ and qσa ,σb

b ̸= ⊥, then compute ske.sk
′σa ,σb
c :=

qσa ,σb
a ⊕ qσa ,σb

b and output ske.sk′c := ske.sk
′σa ,σb
c . Otherwise, output ske.sk′c := ⊥.

Figure A.5: The description of GateEval

Gate Deletion Circuit GateDel

Input: A garbled gate g̃i.
Output: certi

1. Parse g̃i = {ske.ct σa ,σb
a , ske.ct σa ,σb

b }σa ,σb∈{0,1}.

2. For each σa, σb ∈ {0, 1}, compute ske.certσa ,σb
a ← SKE.Del (ske.ct σa ,σb

a ).
3. For each σa, σb ∈ {0, 1}, compute ske.certσa ,σb

b ← SKE.Del (ske.ct σa ,σb
b ).

4. Output certi := {ske.certσa ,σb
a , ske.certσa ,σb

b }σa ,σb∈{0,1}.

Figure A.6: The description of GateDel

Gate Verification Circuit GateVrfy
Input: vki and certi.
Output: ⊤ or ⊥.

1. Parse vki = {ske.vkσa ,σb
a , ske.vkσa ,σb

b }σa ,σb∈{0,1} and certi = {ske.certσa ,σb
a , ske.certσa ,σb

b }σa ,σb∈{0,1}.

2. For each σa, σb ∈ {0, 1}, compute ⊤/⊥ ← SKE.Vrfy(ske.vkσa ,σb
a , ske.certσa ,σb

a ).
3. For each σa, σb ∈ {0, 1}, compute ⊤/⊥ ← SKE.Vrfy(ske.vkσa ,σb

b , ske.certσa ,σb
b ).

4. If all the outputs are ⊤, then output ⊤. Otherwise, output ⊥.

Figure A.7: The description of GateVrfy

Correctness: Correctness easily follows from that of Σcesk.

Security: The following two theorems hold.

Theorem A.5.6. If Σcesk satisfies the IND-CPA security (Definition A.3.6), Σcegc satisfies the selective
security (Definition A.5.4).

Its proof is similar to that of Theorem A.5.7, and therefore we omit it.

Theorem A.5.7. If Σcesk satisfies the certified everlasting IND-CPA security (Definition A.3.7), Σcegc satisfies
the selective certified everlasting security (Definition A.5.5).
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Let ĝate1, ĝate2, · · · , ĝateq be the topology of the gates gate1, gate2, · · · , gateq which indicates how
gates are connected. In other words, if gatei = (g, wa, wb, wc), then ĝatei = (⊥, wa, wb, wc).

Proof of Theorem A.5.7. First, let us define a simulator Sim as follows.

The simulator Sim(1λ, 1|C|, C(x), {Li,xi}i∈[n]):

1. Parse {Li,xi}i∈[n] := {ske.skxi
i }i∈[n].

2. For i ∈ [n], generate ske.skxi⊕1
i ← SKE.KeyGen(1λ).

3. For i ∈ {n + 1, n + 2, · · · , p} and σ ∈ {0, 1}, generate ske.skσ
i ← SKE.KeyGen(1λ).

4. For each i ∈ [q], compute (vki, g̃i) ← Sim .GateGrbl (ĝatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where Sim .GateGrbl is described in Fig A.8 and ĝatei = (⊥, wa, wb, wc).

5. For each i ∈ [m], generate d̃i :=
[(

ske.sk0
outi

, C(x)i
)

,
(

ske.sk1
outi

, C(x)i ⊕ 1
)]

.

6. Output C̃ := ({g̃i}i∈[q], {d̃i}i∈[m]) and vk := {vki}i∈[q].

Simulation Gate Garbling Circuit Sim .GateGrbl

Input: (ĝatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}).

Output: g̃i and vki.

1. For each σa, σb ∈ {0, 1}, sample pσa ,σb
a,b ← K.

2. Sample γi ← S4.
3. For each σa, σb ∈ {0, 1}, compute (ske.vkσa ,σb

a , ske.ct σa ,σb
a ) ← SKE.Enc(ske.skσa

a , pσa ,σb
c ) and

(ske.vkσa ,σb
b , ske.ct σa ,σb

b )← SKE.Enc(ske.skσb
b , pσa ,σb

c ⊕ ske.sk0
c ).

4. Output g̃i := {ske.ct σa ,σb
a , ske.ct σa ,σb

b }σa ,σb∈{0,1} in permutated order of γi and vki :=
{ske.vkσa ,σb

a , ske.vkσa ,σb
b }σa ,σb∈{0,1} in permutated order of γi.

Figure A.8: The description of Sim .GateGrbl

For each j ∈ [q], we define a QPT algorithm (a simulator) InputDep.Sim j as follows.

The simulator InputDep.Sim j(1λ, C, x, {Li,xi}i∈[n]):

1. Parse {Li,xi}i∈[n] = {ske.skxi
i }i∈[n].

2. For i ∈ [n], generate ske.skxi⊕1
i ← SKE.KeyGen(1λ).

3. For i ∈ {n + 1, n + 2, · · · , p} and σ ∈ {0, 1}, generate ske.skσ
i ← SKE.KeyGen(1λ).

4. For i ∈ [j], compute (vki, g̃i) ← InputDep.GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where InputDepGateGrbl is described in Fig. A.9 and gatei = (g, wa, wb, wc)

5. For each i ∈ {j+ 1, j+ 2, · · · , q}, compute (vki, g̃i)← GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where GateGrbl is described in Fig A.4 and gatei = (g, wa, wb, wc).

6. For each i ∈ [m], generate d̃i :=
[(

ske.sk0
outi

, 0
)

,
(

ske.sk1
outi

, 1
)]

.

7. Output C̃ := ({g̃i}i∈[q], {d̃i}i∈[m]) and vk := {vki}i∈[q].
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Input Dependent Gate Garbling Circuit InputDep.GateGrbl

Input: gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}.

Output: g̃i and vki.

1. For each σa, σb ∈ {0, 1}, sample pσa ,σb
c ← K.

2. Sample γi ← S4.
3. For each σa, σb ∈ {0, 1}, compute (ske.vkσa ,σb

a , ske.ct σa ,σb
a ) ← SKE.Enc(ske.skσa

a , pσa ,σb
c ) and

(ske.vkσa ,σb
b , ske.ct σa ,σb

b ) ← SKE.Enc(ske.skσb
b , pσa ,σb

c ⊕ ske.skv(c)
c ). Here, v(c) is the correct value of the bit

going over the wire c during the computation of C(x).
4. Output g̃i := {ske.ct σa ,σb

a , ske.ct σa ,σb
b }σa ,σb∈{0,1} in permutated order of γi and vki :=

{ske.vkσa ,σb
a , ske.vkσa ,σb

b }σa ,σb∈{0,1} in permutated order of γi.

Figure A.9: The description of InputDep.GateGrbl

For each j ∈ {0, 1, · · · , q}, let us define a sequence of hybrid games {Hybj}j∈{0,1,··· ,q} against any
adversary A := (A1, A2), where A1 is any QPT adversary and A2 is any unbounded adversary. Note that

InputDep.Sim0(1λ, C, x, {Li,xi}i∈[n]) = Garble(1λ, C, {Li,α}i∈[n],α∈{0,1}).

The hybrid game Hybj:

1. A1 sends a circuit C ∈ Cn and an input x ∈ {0, 1}n to the challenger.
2. The challenger computes {Li,α}i∈[n],α∈{0,1} ← Smp(1λ).

3. The challenger computes (C̃ , vk)← GC.InputDep.Sim j(1λ, C, x, {Li,xi}i∈[n]), and sends (C̃ , {Li,xi}i∈[n])
to A1.

4. At some point, A1 sends cert to the challenger and the internal state to A2.
5. The challenger computes Vrfy(vk, cert)→ ⊤/⊥. If the output is ⊥, then the challenger outputs
⊥ and sends ⊥ to A2. Else, the challenger outputs ⊤ and sends ⊤ to A2.

6. A2 outputs b′ ∈ {0, 1}.
7. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the

experiment is ⊥.

Note that Hyb0 is identical to Expcert-ever-sel-gbl
Σcegc,A (1λ, 0) by definition. Therefore, Theorem A.5.7 easily

follows from the following Propositions A.5.8 and A.5.9 (whose proofs are given later).

Proposition A.5.8. If Σcesk satisfies the certified everlasting IND-CPA security, it holds that
∣∣∣∣Pr
[
Hybj−1 = 1

]
−

Pr
[
Hybj = 1

]∣∣∣∣≤ negl(λ) for all j ∈ [q].

Proposition A.5.9.
∣∣∣Pr
[
Hybq = 1

]
− Pr

[
Expcert-ever-sel-gbl

Σcegc,A (1λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Proof of Proposition A.5.8. For the proof, we use Lemma A.5.10 whose statement and proof are given
later. We construct an adversary B that breaks the security experiment of Expparallel-cert-ever

Σcesk,B (λ, b), which
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is described in Lemma A.5.10, assuming that
∣∣∣Pr
[
Hybj−1 = 1

]
− Pr

[
Hybj = 1

]∣∣∣ is non-negligible. This
contradicts the certified everlasting IND-CPA security of Σcesk from Lemma A.5.10. Let us describe how B
works below.

1. B receives C ∈ Cn and x ∈ {0, 1}n from A1. Let gatej = (g, wα, wβ, wγ).

2. The challenger of Expparallel-cert
Σcesk,B ever(λ, b) generates ske.skv(α)⊕1

α ← SKE.KeyGen(1λ) and ske.skv(β)⊕1
β ←

SKE.KeyGen(1λ)2.

3. For each i ∈ [p] \ {α, β} and σ ∈ {0, 1}, B generates ske.skσ
i ← SKE.KeyGen(1λ). B gener-

ates ske.skv(α)
α ← SKE.KeyGen(1λ) and ske.skv(β)

β ← SKE.KeyGen(1λ). B sets {Li,xi}i∈[n] :=
{ske.skxi

i }i∈[n].

4. For each i ∈ [j− 1], B computes (vki, g̃i)← InputDep.GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where InputDep.GateGrbl is described in Fig A.9 and gatei = (g, wa, wb, wc). B calls the en-
cryption query of Expparallel-cert-ever

Σcesk,B (λ, b) if it needs to use ske.skv(α)⊕1
α or ske.skv(β)⊕1

β to run
(vki, g̃i)← InputDep.GateGrbl (gatei, {ske.skσ

a , ske.skσ
b , ske.skσ

c }σ∈{0,1}).

5. B samples pv(α),v(β)
γ ← K. B computes

(ske.vkv(α),v(β)
α , ske.ct v(α),v(β)

α )← SKE.Enc(ske.skv(α)
α , pv(α),v(β)

γ ),

(ske.vkv(α),v(β)
β , ske.ct v(α),v(β)

β )← SKE.Enc(ske.skv(β)
β , pv(α),v(β)

γ ⊕ ske.skv(γ)
γ ).

6. B sets

(x0, y0, z0) := (ske.skg(v(α),v(β)⊕1)
γ , ske.skg(v(α)⊕1,v(β))

γ , ske.skg(v(α)⊕1,v(β)⊕1)
γ ),

(x1, y1, z1) := (ske.skv(γ)
γ , ske.skv(γ)

γ , ske.skv(γ)
γ ),

and sends (ske.skv(α)
α , ske.skv(β)

β , {xσ, yσ, zσ}σ∈{0,1}) to the challenger of Expparallel-cert-ever
Σcesk,B (λ, b).

7. The challenger samples (x, y, z) ← K3 and (ske.skv(α)⊕1
α , ske.skv(β)⊕1

β ) ← KeyGen(1λ). The
challenger computes

(ske.vkv(α),v(β)⊕1
α , ske.ct v(α),v(β)⊕1

α )← Enc(ske.skv(α)
α , x),

(ske.vkv(α),v(β)⊕1
β , ske.ct v(α),v(β)⊕1

β )← Enc(ske.skv(β)⊕1
β , x⊕ xb),

(ske.vkv(α)⊕1,v(β)
α , ske.ct v(α)⊕1,v(β)

α )← Enc(ske.skv(α)⊕1
α , y),

(ske.vkv(α)⊕1,v(β)
β , ske.ct v(α)⊕1,v(β)

β )← Enc(ske.skv(β)
β , y⊕ yb),

(ske.vkv(α)⊕1,v(β)⊕1
α , ske.ct v(α)⊕1,v(β)⊕1

α )← Enc(ske.skv(α)⊕1
α , z),

(ske.vkv(α)⊕1,v(β)⊕1
β , ske.ct v(α)⊕1,v(β)⊕1

β )← Enc(ske.skv(β)⊕1
β , z⊕ zb),

2Recall that v(α) is the correct value of the bit going over the wire α during the computation of C(x).
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and sends

(ske.ct v(α),v(β)⊕1
α , ske.ct v(α),v(β)⊕1

β , ske.ct v(α)⊕1,v(β)
α , ske.ct v(α)⊕1,v(β)

β , ske.ct v(α)⊕1,v(β)⊕1
α , ske.ct v(α)⊕1,v(β)⊕1

β )

to B.

8. B samples γj ← S4. B sets g̃j := {ske.ct
σα,σβ
α , ske.ct

σα,σβ

β }σα,σβ∈{0,1} in the permutated order of γj.

9. For each i ∈ {j+ 1, j+ 2, · · · , q}, B computes (vki, g̃i)← GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}),

where B calls the encryption query of Expparallel-cert-ever
Σcesk,B (λ, b) if B needs to use ske.skv(α)⊕1

α or
ske.skv(β)⊕1

β to run (vki, g̃i)← GateGrbl (gatei, {ske.skσ
a , ske.skσ

b , ske.skσ
c }σ∈{0,1}).

10. B computes d̃i := [(ske.sk0
outi

, 0), (ske.sk1
outi

, 1)] for i ∈ [m], sets C̃ := ({g̃i}i∈[q], {d̃i}i∈[m]), and
sends (C̃ , {Li,xi}i∈[n]) to A1.

11. At some point, A1 sends cert := {certi}i∈[q] to B and the internal state to A2, respectively.

12. B re-sorts certj = {ske.certσα,σβ
α , ske.certσα,σβ

β }σα,σβ∈{0,1} according to γj. B sends

(ske.certv(α),v(β)⊕1
α , ske.certv(α),v(β)⊕1

β , ske.certv(α)⊕1,v(β)
α , ske.certv(α)⊕1,v(β)

β , ske.certv(α)⊕1,v(β)⊕1
α ,

ske.certv(α)⊕1,v(β)⊕1
β )

to the challenger of Expparallel-cert-ever
Σcesk,B (λ, b) and receives ⊥ or (ske.sk

′v(α)⊕1
α , ske.sk

′v(β)⊕1
β ) from the

challenger. B computes SKE.Vrfy(ske.vkv(α),v(β)
α , ske.certv(α),v(β)

α ) and SKE.Vrfy(ske.vkv(α),v(β)
β , ske.certv(α),v(β)

β ).
B computes GateVrfy(vki, certi) for each i ∈ {1, 2, · · · , j− 1, j + 1, j + 2, · · · , q}, where GateVrfy
is described in FigA.7. If B receives (ske.sk

′v(α)⊕1
α , ske.sk

′v(β)⊕1
β ) from the challenger, ⊤ ←

SKE.Vrfy(ske.vkv(α),v(β)
α , ske.certv(α),v(β)

α ),⊤ ← SKE.Vrfy(ske.vkv(α),v(β)
β , ske.certv(α),v(β)

β ), and⊤ ←
GateVrfy(certi, vki) for all i ∈ {1, 2, · · · , j− 1, j + 1, j + 2, · · · , q}, then B sends⊤ to A2. Otherwise,
B sends ⊥ to A2, and aborts.

13. B outputs the output of A2.

It is clear that Pr[1← B | b = 0] = Pr
[
Hybj−1 = 1

]
and Pr[1← B | b = 1] = Pr

[
Hybj = 1

]
. Therefore,

if for an adversary A ,
∣∣∣Pr
[
Hybj−1 = 1

]
− Pr

[
Hybj = 1

]∣∣∣ is non-negligible, then∣∣∣Pr
[
Expparallel-cert-ever

Σcesk,B (λ, 0) = 1
]
− Pr

[
Expparallel-cert-ever

Σcesk,B (λ, 1) = 1
]∣∣∣

is non-negligible. From Lemma A.5.10, it contradicts the certified everlasting IND-CPA security of Σcesk ,
which completes the proof.

Proof of Proposition A.5.9. To show Proposition A.5.9, it is sufficient to prove that the probability distribution
of C̃ in Expcert-ever-select

Σcegc,A (1λ, 1) is statistically identical to that of C̃ in Hybq.
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First, let us remind the difference between Hybq and Expcert-ever-select
Σcegc,A (1λ, 1). In both experiments , C̃

consists of {g̃i}i∈[q] and {d̃i}i∈[m]. On the other hand the contents of {g̃i}i∈[q] and {d̃i}i∈[m] are different in
each experiments. In Hybq, g̃i consists of (ske.ct σa,σb

a , ske.ct σa,σb
b ) where

(ske.vkσa,σb
a , ske.ct σa,σb

a )← SKE.Enc(ske.skσa
a , pσa,σb

c ),

(ske.vkσa,σb
b , ske.ct σa,σb

b )← SKE.Enc(ske.skσb
b , pσa,σb

c ⊕ ske.skv(c)
c ),

and d̃i is

[(ske.sk0
outi , 0), (ske.sk1

outi , 1)].

In Expcert-ever-select
Σcegc,A (1λ, 1), g̃i consists of (ske.ct σa,σb

a , ske.ct σa,σb
b ) where

(ske.vkσa,σb
a , ske.ct σa,σb

a )← SKE.Enc(ske.skσa
a , pσa,σb

c ),

(ske.vkσa,σb
b , ske.ct σa,σb

b )← SKE.Enc(ske.skσb
b , pσa,σb

c ⊕ ske.sk0
c),

and d̃i is

[(ske.sk0
outi , C(x)i), (ske.sk1

outi , C(x)i ⊕ 1)].

The resulting distribution of ({g̃i}i∈[q], {d̃i}i∈[m]) in Hybq is statistically identical to the resulting
distribution of ({g̃i}i∈[q], {d̃i}i∈[m]) in Expcert-ever

Σcegc,A select(1λ, 1). This is because, at any level that is not
output, the keys ske.sk0

c , ske.sk1
c are used completely identically in the subsequent level so there is no

difference between always encrypting ske.skv(c)
c and ske.sk0

c . At the output level, there is no difference
between encrypting ske.skv(c)

c and giving the real mapping ske.skv(c)
c → v(c) or encrypting ske.sk0

c and
giving the programming mapping ske.sk0

c → C(x)i, which completes the proof.

We use the following lemma for the proof of Proposition A.5.8. The proof is shown with the standard
hybrid argument. It is also easy to see that a similar lemma holds for IND-CPA security.

Lemma A.5.10. Let Σ := (KeyGen, Enc, Dec, Del , Vrfy) be a certified everlasting secure SKE scheme. Let
us consider the following security experiment Expparallel-cert-ever

Σ,A (λ, b) against A consisting of any QPT
adversary A1 and any unbounded adversary A2.

1. The challenger generates (sk′0, sk′1)← KeyGen(1λ).

2. A1 can call encryption queries. More formally, it can do the followings: A1 chooses β ∈ {0, 1},
sk ∈ SK and m ∈ M. A1 sends (β, sk, m) to the challenger.

• If β = 0, the challenger generates m∗ ← M, computes (vk0
m, ct 0

m) ← Enc(sk′0, m∗) and
(vk1

m, ct 1
m)← Enc(sk, m⊕m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

• If β = 1, the challenger generates m∗ ←M, computes (vk1
m, ct 1

m) ← Enc(sk′1, m⊕m∗) and
(vk0

m, ct 0
m)← Enc(sk, m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

A1 can repeat this process polynomially many times.

182



3. A1 generates (sk0, sk1)← KeyGen(1λ) and chooses two triples of messages (x0, y0, z0) ∈ M3 and
(x1, y1, z1) ∈ M3, and sends (sk0, sk1, {xσ, yσ, zσ}σ∈{0,1}) to the challenger.

4. The challenger generates (x, y, z)←M3. The challenger computes

(vk0
x, ct 0

x)← Enc(sk0, x), (vk1
x, ct 1

x)← Enc(sk′1, x⊕ xb)

(vk0
y, ct 0

y)← Enc(sk′0, y), (vk1
y, ct 1

y)← Enc(sk1, y⊕ yb)

(vk0
z , ct 0

z)← Enc(sk′0, z), (vk1
z , ct 1

z)← Enc(sk′1, z⊕ zb)

and sends {ct σ
x , ct σ

y , ct σ
z }σ∈{0,1} to A1.

5. A1 can call encryption queries. More formally, it can do the followings: A1 chooses β ∈ {0, 1},
sk ∈ SK and m ∈ M. A1 sends (β, sk, m) to the challenger.

• If β = 0, the challenger generates m∗ ← M, computes (vk0
m, ct 0

m) ← Enc(sk′0, m∗) and
(vk1

m, ct 1
m)← Enc(sk, m⊕m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

• If β = 1, the challenger generates m∗ ←M, computes (vk1
m, ct 1

m) ← Enc(sk′1, m⊕m∗) and
(vk0

m, ct 0
m)← Enc(sk, m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

A1 can repeat this process polynomially many times.

6. A1 sends {certσ
x , certσ

y , certσ
z }σ∈{0,1} to the challenger, and sends the internal state to A2.

7. The challenger computes Vrfy(vkσ
x , certσ

x), Vrfy(vkσ
y , certσ

y) and Vrfy(vkσ
z , certσ

z ) for each σ ∈ {0, 1}.
If all results are ⊤, then the challenger outputs ⊤, and sends {sk′σ}σ∈{0,1} to A2. Otherwise, the
challenger outputs ⊥, and sends ⊥ to A2.

8. A2 outputs b′ ∈ {0, 1}.

9. If the challenger outputs ⊤, then the output of the experiment is b′. Otherwise, the output of the
experiment is ⊥.

If the Σ satisfies the certified everlasting IND-CPA security,

Advparallel-cert-ever
Σ,A (λ) :=

∣∣∣Pr
[
Expparallel-cert-ever

Σ,A (λ, 0) = 1
]
− Pr

[
Expparallel-cert-ever

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ)

for any QPT adversary A1 and any unbounded adversary A2.

Proof of Lemma A.5.10. We define the following hybrid experiment.

Hyb1: This is identical to Expparallel-cert-ever
Σ,A (λ, 0) except that the challenger encrypts (x0, y0, z1) instead of

encrypting (x0, y0, z0).

Hyb2: This is identical to Hyb1 except that the challenger encrypts (x0, y1, z1) instead of encrypting
(x0, y0, z1).

Lemma A.5.10 easily follows from the following Propositions A.5.11 to A.5.13 (whose proof is given
later.).
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Proposition A.5.11. If Σ is certified everlasting IND-CPA secure, it holds that∣∣∣Pr
[
Expparallel-cert-ever

Σ,A (λ, 0) = 1
]
− Pr[Hyb1 = 1]

∣∣∣ ≤ negl(λ).

Proposition A.5.12. If Σ is certified everlasting IND-CPA secure, it holds that

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Proposition A.5.13. If Σ is certified everlasting IND-CPA secure, it holds that∣∣∣Pr[Hyb2 = 1]− Pr
[
Expparallel-cert-ever

Σ,A (λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Proof of Proposition A.5.11. We assume that
∣∣∣Pr
[
Expparallel-cert-ever

Σ,A (λ, 0) = 1
]
− Pr[Hyb1(1) = 1]

∣∣∣ is non-

negligible, and construct an adversary B that breaks the security experiment of Expcert-ever-ind-cpa
Σ,B (λ, b). This

contradicts the certified everlasting IND-CPA security of Σ. Let us describe how B works.

1. The challenger of Expcert-ever-ind-cpa
Σ,B (λ, b) generates sk′0 ← KeyGen(1λ), and B generates sk′1 ←

KeyGen(1λ).

2. A1 chooses β ∈ {0, 1}, sk ∈ K and m ∈ M. A1 sends (β, sk, m) to B.

• If β = 0, B generates m∗ ← M, sends m∗ to the challenger, receives (vk0
m, ct 0

m) from the
challenger, computes (vk1

m, ct 1
m)← Enc(sk, m⊕m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

• If β = 1, B generates m∗ ←M, computes (vk1
m, ct 1

m)← Enc(sk′1, m⊕m∗) and (vk0
m, ct 0

m)←
Enc(sk, m∗) and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

B repeats this process when (β, sk, m) is sent from A1.

3. B receives (sk0, sk1, {xσ, yσ, zσ}σ∈{0,1}) from A1.

4. B generates (x, y, z)←M3. B computes

(vk0
x, ct 0

x)← Enc(sk0, x), (vk1
x, ct 1

x)← Enc(sk′1, x⊕ x0),

(vk1
y, ct 1

y)← Enc(sk1, y⊕ y0),

(vk1
z , ct 1

z)← Enc(sk′1, z⊕ z0).

5. B sets m0 := z and m1 := z⊕ z0 ⊕ z1. B sends (m0, m1) to the challenger.

6. The challenger computes (vk0
z , ct 0

z)← Enc(sk′0, mb), and sends ct 0
z to B.

7. B sends an encryption query y to the challenger, and receives (vk0
y, ct 0

y).

8. B sends {ct σ
x , ct σ

y , ct σ
z }σ∈{0,1} to A1.

9. A1 chooses β ∈ {0, 1}, sk ∈ K and m ∈ M. A1 sends (β, sk, m) to B.

• If β = 0, B generates m∗ ← M, sends m∗ to the challenger, receives (vk0
m, ct 0

m) from the
challenger, computes (vk1

m, ct 1
m)← Enc(sk, m⊕m∗), and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.
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• If β = 1, B generates m∗ ←M, computes (vk1
m, ct 1

m)← Enc(sk′1, m⊕m∗) and (vk0
m, ct 0

m)←
Enc(sk, m∗) and sends {vkσ

m, ct σ
m}σ∈{0,1} to A1.

B repeats this process when (β, sk, m) is sent from A1.

10. A1 sends {certσ
x , certσ

y , certσ
z }σ∈{0,1} to B, and sends the internal state to A2.

11. B sends cert0
z to the challenger, and receives sk′0 or ⊥ from the challenger. If B receives ⊥, it outputs

⊥ and aborts.

12. B sends {sk′σ}σ∈{0,1} to A2.

13. A2 outputs b′.

14. B computes Vrfy(vkσ
x , certσ

x) and Vrfy(vkσ
y , certσ

y) for each σ ∈ {0, 1}, and Vrfy(vk1
z , cert1

z). If all
results are ⊤, B outputs b′. Otherwise, B outputs ⊥.

It is clear that Pr[1← B | b = 0] = Pr
[
Expparallel-cert-ever

Σ,A (λ, 0) = 1
]
. Since z is uniformly distributed,

(z, z⊕ z1) and (z⊕ z0⊕ z1, z⊕ z0) are identically distributed. Therefore, it holds that Pr[1← B | b = 1] =
Pr[Hyb1 = 1]. By assumption,

∣∣∣Pr
[
Expparallel-cert-ever

Σ,A (λ, 0) = 1
]
− Pr[Hyb1 = 1]

∣∣∣ is non-negligible, and
therefore

|Pr[1← B | b = 0]− Pr[1← B | b = 1]|

is non-negligible, which contradicts the certified everlasting IND-CPA security of Σcesk.

Proof of Proposition A.5.12. The proof is very similar to that of Proposition A.5.11. Therefore we skip the
proof.

Proof of Proposition A.5.13. The proof is very similar to that of Proposition A.5.11. Therefore, we skip the
proof.

185



Acknowledgements

First and foremost, I would like to express my deepest gratitude to my supervisor, Prof. Tomoyuki Morimae,
for introducing me to the fascinating field of quantum cryptography. His passion and integrity in research
have served as an exemplary role model, demonstrating an ideal approach to academic inquiry and the joy of
tackling challenging problems. His insightful advice, constructive feedback, and unwavering support have
been instrumental throughout my doctoral journey. This research would not have been possible without his
exceptional guidance and encouragement. I feel incredibly fortunate to have had him as my supervisor and
will always admire his intellectual curiosity and breadth of expertise.

I am also sincerely grateful to my co-researchers, Dr. Ryo Nishimaki, Dr. Takashi Yamakawa, Dr. Fuyuki
Kitagawa, Dr. Tapas Pal, Dr. Min-Hsiu Hsieh, and Dr. Yuki Takeuchi. Their expertise, invaluable discussions,
and thoughtful feedback have significantly advanced my work. Collaborating with such outstanding researchers
has been a truly enriching experience, and I am deeply thankful for the opportunities to learn from them.

I also appreciate NTT Social Informatics Laboratories for hosting me as an intern and providing a
stimulating environment to deepen my research. I owe special thanks to Dr. Takashi Yamakawa for his
insightful guidance, constructive suggestions, and generosity with his time throughout my internship. It was
an inspiring experience to work under such an extraordinary researcher, and it has had a profound impact on
my academic development.

I am also deeply thankful to my family for their unwavering support and encouragement throughout this
journey. Their belief in me and their understanding during the most challenging times have been a pillar of
strength, without which I could not have reached this milestone.

Additionally, I am grateful to all current and former members of Morimae Laboratory, including Ryu
Hayakawa, Misaki Yonekawa, Takumi Kagitani, Takeru Utsumi, Yuki Shirakawa, Keigo Masaki, Shogo
Yamada, and Yusuke Inoue, and Saku Mizuhara for their camaraderie and support. The countless discussions,
shared experiences, and collaborative spirit within the lab have made my doctoral journey both productive
and enjoyable.

I would also like to acknowledge the financial support provided by the JSPS Research Fellowship and
JSPS KAKENHI No. JP22J21864. This support has been crucial in facilitating the progress of my research,
allowing me to focus on my studies and pursue ambitious goals. I am sincerely grateful for this opportunity to
contribute to the field of quantum cryptography.

Lastly, I want to express my heartfelt thanks to all the people who have interacted with and supported me
in various aspects of my life.

186


	List of Publications
	Introduction
	Background
	Cryptographic Primitives
	Summary of Contributions
	Concurrent and independent works
	Organization

	Preliminaries
	Notations
	Cryptographic Tools
	Quantum Computations

	Certified Everlasting Zero-Knowledge Proof for QMA
	Introduction
	Background
	Our Results
	Technical Overview

	Commitment with Certified Everlasting Hiding and Classical-Extractor-Based Binding
	Definition
	Construction

	Certified Everlasting Zero-Knowledge Proof for QMA
	Definition
	Construction of Three Round Protocol
	Sequential Repetition for Certified Everlasting Zero-Knowledge Proof for QMA


	Certified Everlasting Secure Functional Encryption
	Introduction
	Background
	Our Results

	Technical Overview
	Technical Overview: Collusion-Resistant FE
	Technical Overview: Bounded Collusion-Resistant FE
	Technical Overview: Compute-and-Compare Obfuscation

	Collusion-Resistant Functional Encryption with Certified Everlasting Deletion
	Definitions
	Tools
	Collusion-Resistant Construction

	Bounded Collusion-Resistant Functional Encryption with Certified Everlasting Deletion
	Definitions
	1-Bounded Construction with Non-Adaptive Security
	1-Bounded Construction with Adaptive Security
	q-Bounded Construction with Adaptive Security for NC1 circuits
	Discussion on q-Bounded Consturction for All Circuits

	Compute-and-Compare Obfuscation with Certified Everlasting Deletion
	Definition
	Construction

	Predicate Encryption with Certified Everlasting Deletion
	Definition
	Construction


	Conclusion
	Appendix
	Omitted Proofs for Collusion-Resistant FE
	Adaptively Secure Public-Slot PKFE
	Building Blocks
	Variants of Security Definitions
	Adaptively Single-Key Single-Ciphertext Public-Slot SKFE Scheme
	Adaptively Secure Public-Slot PKFE Scheme

	Secret and Public Key Encryption with Certified Everlasting Deletion
	Definition
	SKE Scheme with QROM
	SKE Scheme without QROM
	PKE Scheme with QROM
	PKE Scheme without QROM

	Receiver Non-Committing Encryption with Certified Everlasting Deletion
	Definition
	Construction

	Garbling Scheme with Certified Everlasting Deletion
	Definition
	Construction


	Acknowledgements

